SSL certificate Installation

Procedure to install the SSL certificate for eScan Web console login page.

1. Fresh Installation

& Open Internet Explorer and type https://<IP/hostname>:10443
Where IP/hostname = eScan server IP or hostname
Here we have used 192.168.0.68 as eScan server IP.

Below is the error message you will receive before installing the SSL
certificate

f_.: Certificate Error: Navigation Blocked - Windows Internet Explorer

@;‘:—; - |g, https://192.168.0.68: 10443/ j |E| |E

File Edit “iew Favorites Tool:  Help

<+ Favoiites (& Cetificate Error: Mavigation Blocked | | &

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data yc
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Click on — “Continue to this website” option.



B As the certificate has not been added in the browser , you will get a
certificate error .

,",.:' eScan Management Console - Windows Intemeat Explorer

w @] ritps /4192 166.0.68:10443/swconsole ] cenicate Evor | 1| 42|
Hle Edl Yew Faiter Took Help
‘ﬁfﬂﬂi&? geScanManqgementl:onsole | |

eScan Management Console

Ak Click on the “Certificate Error” message and select “View
Certificates”.

/2 eScan Management Console - Windows Internet Explorer
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The security certificate presented by this
wiebsite was notissued by a trusted
cetificate autharity.

eScan Managg
This problem might indicate an attempt to
fool you or intercept any data you send to
the server.

We recommend thatyou close this
webpage,
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& Navigate to “Certification Path”
Select “MicroWorld Software services pvt. Itd Internal_CA” and then
Click on “View Certificate”

Certificate

General | Details Certification Path |

- Cettification path

Wienw Certificate |

Certificate status;

This CA Rook certificate is nok trusted because it is not in the Trusked Rook
Certification Authorities store,




K Click on “Install Certificate”

Certificate 7] x|

General | petails | Certfication Path |

@x' Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Rook Certification
Authorities store.

Issued to: MicroWorld Software Services Pyt Lid,
Internal_Ca

Issued by: MicroWorld Software Services Pvt, Lbd,
Internal_Ca

valid from 2/18/2011 to 11/15/2013

Issuer SEatement: |

[8]4 |

& Click “Next”

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lisks From your disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains infFormation
used ko protect data or ko establish secure netwaork
conneckions. & certificate skore is the swstem area where
certificates are kept.

To continue, click Mext,

Cancel |




& Select the option "Place all certificates in the following store" and

click on Browse .
Select "Trusted Root Certification Authorities" from the menu and

click “OK”

Certificate Import Wizard B3 |

Certificare Srore
Certificate stores are syskem areas where certificates are kept,

‘Windows can automatically select a certificate store, ar you can specify a location For
" Automatically select the certificate store based on the bype of certificate
% Place all certificates in the Fallowing store

Certificate stare:
Trusted Rook Certification Autharities { Browsse..

= Back hext = Cancel

B Click “Next”

cate Import Wizard

Completing the Certificate Import

Wizard
¥ou have successfully completed the Certificate Impart

wizard,

¥ou have specified the following settings:
et ; & Trusted Root Certific.
Zonkent Certificate

1 | i

< Back I Finish I Cancel |




& Click “Finish”
This will initiate the process of adding the certificate to the local
certificate repository. Click “Yes”
Once the installation is complete, click “OK” and Restart the Browser.

Socuity Wamng |

'f “ou are about to install & certificate from a certification authonty [CA] claiming to represent;

- Micratworld Software Services Pyt Lid. Intermal_Ca
Windows cannot walidate that the certificate is actually from “Microw orld Software Services Pyt, Lid, Internal_CA" ou
zhould confirm it angin by contacting "Microtworld Software Services Pyt Lid. Intermal _CA". The fallowing number wil
aszizt Yol in thiz process:
Thumbprint [shal), 4395F383 CE404322 TFCIEBFDD E3ECTEE 3 C4837850
W arning:
If you install thiz root certificate, Windows will automatically tust any certificate izsued by this Ca. Instaling a certificate

with an unconfirmed thumbprint iz a security rizk. If you click "Yes" you acknowledge this rizk.

Do pou want to install thiz certificate?

Ter

This will install the necessary SSL certificates for eScan Web console Login
page on your system.



2. Upgrade

In case the product has been upgraded, a fresh certificate will be issued,
due to which the existing certificate will be null and void, hence browser
will re-request the certificate to be added. Hence the certificate will have
to be installed again.

The validity of the certificate is 360 days.



