eScan internet Security Suite for SMB
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Product Name

Manufacturer/Developer
VB100 Certified

Unique Technology

Proactive Security

Real-Time AV Scanning
Spyware, Keylogger, Rootkit Blocker
Real-Time File Monitor
On-Demand Scan

Anti-Spam

Firewall (Inbound & Outbound )
Mail Anti-Phishing

Malware URL Filter

Web Protection

Web Anti-Phishing

Privacy Protection

Endpoint Security

Device Control

USB Blocking with Password Management
Blocking of AutoPlay of USB Devices
Recording of Files Copied to USB

Blocking of CD /DVD
Disabling of Web Cam
Disabling of SD Cards
Read-Only USB
USB Whitelisting /Scanning
Bluetooth Control
Application Control
User Based Time Restriction
Grid-based Web Access /Timing
History /Reports
Web Based Help
Asset Management
Network Monitoring Tool
Auto Update Rollback
Hoffix Rollback

Auto Download /Update Software Version

Auto Backup /Restore of System Files
Remote Support Application

Virtual Keyboard

eScan ISS for

SMB v11

MicroWorld

v
MicroWorld Winsock Layer
v
v

v
v (Intelligent and Faster)

v/ (with Cache Technology)
v (NILP RBL, SURBL)
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Anti-Virus

Trend Micro -
Worry Free
Business Security

Trend Micro

v

Smart Protection Network

v
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Anti-Virus

eScan Internet Trend Micro -

AR BT Security Suite v11 Bus‘a’r\oersrsy Sl:;st?rity
Silent mode v

User Defined File & Folder Protection (Not Documented)
Creating & Updating Bootable Rescue CD )

Automatic Patching of Windows® Operating System Vulnerabilities L]

Laptop Battery /Power Saving Mode for Schedule Scan (Not Documented)
Advanced Self-Protection Feature
Registry Monitoring

Real-Time eMail Scan

Password Protection

Heuristic Scanning

Personalized Dashboard

Pulse/Push Updates
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(Not Documented)

v
Registration/Activation: (via Web/eMail) v

Management Console

ADS Integration
VMWare Support
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Client Live Updater (Not Documented)

Secure Web Based Management Console (SSL) v v
Remote Installation of Clients v v
Remote Installation of Third Party Software v (Not Documented)
Automated Uninstallation of Known Anti-Virus Software v °
Centralized Reporting Feature v v
Detailed System Information of all Clients on Console v v
Hardware/Software Installation/Uninstallation Events v °

v

v

Data Outflow Report Through USB

v




