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It's been over a year since we last predicted about the trend in 2012. Moreover, the year that 
was, not only focused on the behavioral growth of malware but it has also brought about a 
change in the way web users are targeted. We are beginning to see an increase in strategized 
attacks where everything from implementation to execution are carried forth with upmost 
detailing. Take the recently detected Red October incident, it is considered as one of the 
largest and most potent attack in the history of cyber crime. A crime so huge, it paints the 
globe red with its victims. And like we had predicted, malware has advanced beyond what it 
was a few years back. 

2012 has seen a number of targeted 
attacks which include a number of 
successful APT campaigns. A lot of time 
and research has gone into uncovering 
nitty gritty aspects of some of the most 
profound malware. This was also the year 
where stealth and persistence were used 
to a great extent to remain undetected. 
Moreover APT's are more than just a 
deployment of malware, there needs to 
be a continued action process that needs 
to be maintained and this is achieved by 

hooking on to legitimate applications. Having said that, ongoing APT campaigns can easily be 
detected using a network traffic analysis tool. To bypass such detection the need to write code 
at the NDIS (Network Driver Interface Specification) level is increasing significantly thus 
making detection difficult.

Digitally signed malware is also not new and malware which come with digital signatures are 
capable of hooking on to core system level applications making them near impossible to 

detect. The best possible explanation is 
that of a Rootkit. It is best defined as a 
stealthy type of software, often 
malicious, designed to hide the 
existence of certain processes or 
programs from normal methods of 
detection and enable continued 
privileged access to a computer. The 
term rootkit is a concatenation of "root" 
(the traditional name of the privileged 
account on Unix operating systems) and 
the word "kit" (which refers to the 
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software components that implement the tool). The term "rootkit" has negative connotations 
through its association with malware.

Rootkit installation can be automated, 
or an attacker can install it once they've 
obtained root or Administrative access. 
Obtaining this access is a result of direct 
attack on a system (i.e. exploiting a 
known vulnerability, password (either by 
cracking, privilege escalation, or social 
engineering). Once installed, it becomes 
possible to hide the intrusion as well as 
to maintain privileged access. Here the 
key is to obtain root or Administrative 
rights. Full control over a system means 

that existing software can be modified, including software that might otherwise be used to 
detect or circumvent it.

Detection methods include using an alternative and trusted operating system, behavioral-
based methods, signature scanning, difference scanning, and memory dump analysis. 
However, in some very rare cases, removal can be difficult or practically impossible, especially 
when it is a kernel level rootkit; where reinstallation of the operating system may only be the 
available solution to the problem. On the other hand, removal of firmware rootkits may 
require hardware replacement or specialized equipment to remove.

Take the instance of the ZeroAccess 
rootkit that was discovered sometime in 
June 2012. Built as a complex kernel 
level rootkit, ZeroAccess came with the 
ability to enslave a victims PC by adding 
them to a P2P botnet. The revision that 
this particular rootkit has undergone 
represents a major shift in strategy 
where it basically represents a shift from 
Windows  32-b i t  ke rne l  mode  
component to Windows 64-bit memory 
resident component (user mode). In 

other words, ZeroAccess no longer comes with a kernel mode component but instead it loads 
a DLL into services.exe and explorer.exe. Following which all functionality is performed inside 
the mentioned processes. The main goal of ZeroAccess remains simple: to download more 
malware onto the infected machine. And these basically include click fraud and spam bots. A 
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few other notable viruses that made it big in terms of complexity were Flame and Gauss, both 
specifically targeted towards Middle Eastern countries.

We are also noticing a shifting trend in malware development. Repurposed malware has been 
witnessing a steady growth in the last one year and so are the targets. Financial organizations 

have for long been a target for complex 
attacks. However, there has been a 
significant jump to other critical areas 
such as Government and Manufacturing. 
Last year also witnessed an increase 
(80%) in malware attacks that were 
basically redirects from legitimate sites. 
This just goes to show how modern 
malware is taking advantage of these 
trends thereby creating new challenges 
for IT security professionals.

The recent statistics also outline the 
riskiest and safest countries for encountering malware attacks. United States topped the charts 
with a 49.31% threat exposure rate while Russia, China Germany and the UK accounted for 
12.16%, 6.74%, 5.78% and 3.28% respectively. 

Hungary is currently considered as being the safest with a threat exposure rate of just .72%. 
Brazil, Australia, India and Spain followed with .77%, .79%, .84% and .92% respectively.

And with the growing accessibility to MaaS (Malware as a Service), 2013 will likely see tougher 
and highly complex malware specifically built to target various business sectors.
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