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‘eScan

Anti-Virus & Content Security

eScan Trend Micro Kaspersky BitDefender Sophos Panda Norman Vipre Symantec AhnLab V3 QuickHeal ESET McAfee
eScan Feature Corporate Worry Free Business Endpoint Security Client Security Endpoint Security Security for Business Endpoint Security Business Premium EP12 1S8.0 for Business EPSv5 Endpoint Advanced EPO
with Cloud Security | Security Advanced for BusinessSelect

Manufacturer/Developer MicroWorld Trend Micro Kaspersky BitDefender Sophos Panda Norman GFl Symantec AhnLab Quick Heal ESET McAfee
VB100 Certified v v v v v v v v v o v v v
Winsock Layer Protection v ° ° ° ° ° ° ° ° ° ° ° °
Proactive Security v v v v v v v v v v v v v
Real-Time AV Scanning v v v v v v v v v v v v v
Advanced Proactive Detection v v v v v v v v v v v v v
Anti-Spyware, Anti-KeyLogger, Anti-Rootkit v v v v v v v v v v v v v
Real-Time File Monitor / (Intelligent and Faster) v v v v v v v v v v v v
On-Demand Scan / (with Cache Technology) v v v v v v 7 v v v v v
Anti-Spam v/ (NILP, RBL, SURBL) v v v v v v v v v v v v
Two-Way Firewall v v v v v v’ v v v J v v v
Mail Anti-Phishing v v v v v v o v o v v v v
Malware URL Filter v v v v v ° v v ° v v v v
Rescue Mode v ° ° ° ° ° ° ° ° ° ° ° °
Cloud Security Network v v v v v v v ° v v o o o
USB Vaccination v ° ° ° ° v ° ° ° ° v ° °
Web Protection v 7/ v v v o v v v v v v v
Web Anti - Phishing v v v v v o o NA v v v v v
Privacy Protection v v ° v ° ° v/ (No Pop-up Blocking Feature) v ° v

Encpoin ecury _____________

Device Control
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USB Blocking with Password Management

/ / / (No Option for P
Password Management)
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One Time Password ] ® (only for Device control) °

Event Caching for Offline Endpoints

Blocking of AutoPlay of USB Devices v v v v v ) ° ° v ° v v v

Recording of Files Copied to USB v v ° ° ° ° ° ° ° ° ° ° °
Blocking of CD/DVD v v v ° v ° v ° v ° v v v
Blocking of Web Cam v ° v ° ° ° ° ° v ° ° ° v
Blocking of SD Cards v v v ° ° ° v ° v ° ° ° v
Read-Only USB and CD/DVD v v v ° v ° ° ° v ° v v v

USB Whitelisting /Scanning v ° v ° v v ° v ° v v °
Bluetooth Control v ° v ° v ° ° v ° ° ° v
Proxy Setting Protection v ° ° ° ° ° ° ° v ° ° ° v
IP Address Protection v o o o ° ° o o v o o o v

Update Agent v v v v ° v ° v ° ° ° °
File Access Rights v ° ° ° ° ° v ° v ° ° ° v
File Modification Prevention v ° v ° ° ° v ° v ° ° ° v

Secure Delete v ° ° ° ° ° ° ° ° ° v ° °
Application Control v ° v v v v v NA v v v ° v

User Based Time Restriction v ° v ° ° ° ° ° ° ° ° ° °
Grid-based Web Access Timing v ° v v ° ° ° ° ° ° v v v
History / Reports v v v v v v ° v v v v v v
Web Based Help v ° v ° ° ° ° ° v ° ° v v
v . . v

v °

v

AN
N\ e
ANANEK
AN
\ e
e

Computer Discovery
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Network Monitoring Tool v ° ° ° ° ° v v ° ° v °
Auto Update Rollback v v ° ° ° v ° v ° ° ° v
Hotfix Rollback v ° v ° ° ° ° ° ° ° ° v
Automatic Software Update v v v v v v v v ° v v v
Auto Backup /Restore of System Files v ° ° ° ° ° ° ° ° v ° °
Remote Support Application v/ (eScan Remote Support) ° ° ° ° ° ° ° ° v ° °
Virtual Keyboard v ° ° ° ° ° ° ° ° ° °
Silent Mode v v v ° ° v v v v v v
User Defined File & Folder Protection v ° ° ° ° ° ° v ° ° °
Creating /Burning Bootable Rescue CD v (Windows Based) ° ° ° ° ° ° ° / (Linux Based) °

Automatic Patching of Windows® Operating System Vulnerabilities

Laptop Battery Power Saving Mode
Advanced Self-Protection Feature
Registry Monitoring

Real-Time eMail Scan

Password Protection

Heuristic Scanning

Personalized Dashboard

ENANANANANANANANANE

Pulse /Push Updates

SNMP Trap Management
NAC & NAP Support
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SYSLOG Event Management

www.esCanav.com



™

‘eScan

Anti-Virus & Content Security

eScan Trend Micro Kaspersky BitDefender Sophos Panda Norman Vipre Symantec AhnLab V3 QuickHeal ESET
eScan Feature Corporate Worry Free Business Endpoint Security Client Security Endpoint Security | Security for Business Endpoint Security Business Premium EP12 1S8.0 for Business EPSv5 Endpoint Advanced
with Cloud Security | Security Advanced for BusinessSelect

Role Based Privilege for EMC

ADS Integration

VMWare Support

SN
ANANANAN
ANANANAN
AN
ANANANAN
AN AN
ANAN
SN
AN
SN e
SN
ANANANAN

Registration /Activation: (via Web/eMail)

Management Souscle ___________ __

Secure Web Based Management Console (SSL) \/ \/ \/ ° ° ° (NA) \/ ° \/ / \/
Remote Installation of Clients v v v v v \/ v v v v v v v
Remote Installation of Third Party Software \/ ) ) \/ o o ° ° ) ) ) ) )

Remote Un-installation of Known Antivirus Software v v v v v ° v v v v ° ° v
Centralized Reporting Feature v v v v v v v v v v v v
Top Ten Summary Reports v v v v ° v ° ° v v ° ° v
Email Based Event Alerts v v v ° ° (NA) v ° ° (NA) ° ° v
Detailed System Information of all Clients on Console \/ ) ° o ) (NA) ° (NA) (NA) (NA) ) / \/
Hardware /Software Installation /Un-installation Events v ° ° ° ° ) ° ° ° v ° ° v
Document Printing Events v ° ° ° ° ° ° ° ° ° ° v °

Client Live Updater v ) ° v ° ° v ° ° ° ° ° v
Data Outflow Report \/ ) ) ) ) ) (NA) ) / ) ) ) /
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