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Feature eScan Corporate Symantec
Edition Endpoint
(9.0.779.1) Protection 11
1. Manufacturer/Developer MicroWorld Symantec
2. Unique Technology MWL No
3. Real-Time Email scanning
MWL Based Email Scanning? Yes No
Auto-Protect
works on your
Scans Incoming POP3 E-Mail Yes supPorFed
email client
only
Scans Outgoing SMTP E-Mail Yes Yes
Auto-Protect
works on your
E-Mail Scan works with any POP3 Client Yes supported
email client
only
Script Blocking on HTML E-Mails Yes Yes
Attachment scanning On Run/Save Yes Yes
Attachment scanning Of Compressed files Yes Yes
Automatic deletion of Worms. Yes Yes
Automatic Compression of Outgoing Attachments Yes No
Automatic Decompression of Incoming Attachments. Yes No
Customized Warnings Yes Yes
Scans BAT/Graphic/PDF/Plain Txt Attachments Yes Yes
Scans BINHEX Yes Yes
Scans HTML Formatted Attachments and Body? Yes Yes
Scans Gzip/Stuffit/other Archive Attachments? Yes Yes
Scans PDF/Executable/Screen Saver files? Yes Yes
. I . Not
Supports Inclusion of email disclaimers Yes documented
Auto Backup of E-Mails and Attachments Yes No
Plugs Outlook Express Vulnerabilities Yes Yes
Block Offensive E-mail Yes Yes
Delete CLSID-Type Files Yes Yes
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4. Email Content-Scanning (Spam Killer)
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Block E-Mails for Pre-Specified Senders

Real-Time Content scanning Yes Yes
Blocking Emails from specific Domains Yes Yes
Content scanning of Outgoing /Incoming mails Yes Yes

Yes Not
SPAM Killer Documented
Block Advertisement Emails Yes Yes

Yes Yes

5. HTTP Scanning

Block Content (Images, Audio, Video, Applications)

MWL Based HTTP Scanning? Yes No
Real-Time Web-Site Scanning and Blocking? Yes No
Block Web-Sites based on Pre-defined Pornographic Yes No
Keywords
Block Web-Sites based on Pre-defined Gambling Related Yes No
Keywords
Block Web-Sites based on User-Defined Keywords Yes No
Block Sites Based on Ratings Yes No
Block Web-sites when user accesses the same using IP Yes No
number
Block Web-sites when user accesses the same using

. Yes No
Anonymizers
Block Web-site option supported on Windows 95/98/Me Yes No
Webpage Scan works in IE, Netscape, Opera & NeoPlanet? Yes No
Block User-Defined Web-Sites Yes No
Block Pop Up Ads Yes No
Block Java Applets Yes Yes
Block Scripts Yes Yes
Block Cookies Yes No

Yes Yes

Auto Erase / Manual Cleanup of Browser Settings

6. Browser Cleanup for Privacy Protection

Yes

No

Auto Erase / Manual Cleanup of Cache

Yes

No
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Auto Erase / Manual Cleanup of Cookies Yes No
Auto Erase / Manual Cleanup of History Yes No
Auto Erase / Manual Cleanup of ActiveX ( for IE) Yes No
Auto Erase / Manual Cleanup of Plugins ( for Netscape) Yes No
Auto Erase / Manual Cleanup of Selected Files & Folders Yes No
Auto Erase / Manual Cleanup of Start Menu RUN history list Yes No
Auto Erase / Manual Cleanup of Start Menu Search/Find Yes N
history list °
Auto Erase / Manual Cleanup of Start Menu Search/Find Yes No
Computer history list
Auto Erase / Manual Cleanup of Start Menu Documents Yes No
Auto Erase / Manual Cleanup of Browser Location Bar Yes No
history list
Auto Erase / Manual Cleanup of Windows Recycle Bin Yes No
Auto Erase / Manual Cleanup of Auto-Complete Forms/ URLs Yes No
Memory
Auto Erase / Manual Cleanup of Open/Save dialog box

. Yes No
history

Yes No

Auto Erase / Manual Cleanup of Temporary Folder

7. Pop Up Filter ( AD Blocking )

Audible Notification Yes No
Whitelist/Allow Function Yes No
Pop Up Self Test Yes No

Yes No

HotKey to allow Pop Ups?

8. Remote Access File Rights / Firewall

Stop Remote Users from Modifying System Files

Yes

No

Stop Remote Users from Creating Executable Files

Yes

No

9. Virus Scanning

Heuristic Scanning for Detection of Unknown Viruses Yes Yes
Scheduled Scanning Yes Yes
Background (On-Access / Real-Time) Scanning Yes Yes

Yes Yes

Detects viruses in 16-bit and 32-bit executables?
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Detects BAT, JS, mIRC, VBS, Inf, PHP, etc. Script Yes Yes
worms/viruses?
Detects Malware ActiveX Controls, Backdoors, Trojan Y Y
Horses? es es
Scans Single packed Archives Yes Yes
(ACE/ARJ/CAB/LHA/RAR/ZIP... etc.)
Scans Multiple (nested) Packed Archives? Yes Yes
Scans Self Extracting Archives? Yes Yes
Macro Virus Scan supported on Access 97/2000/XP (A97M)? Yes Yes
Macro Virus Scan supported on Access 2.0 (A2M)? Yes Yes
Macro Virus Scan supported on PowerPoint 97/2000/XP Y Y
(PP97M)? es es
Macro Virus Scan supported on Word 97/2000/XP (W97M)? Yes Yes
Macro Virus Scan supported on Word 95 (WM) (Word 6.0)? Yes Yes
Macro Virus Scan supported on Excel 97/2000/XP (X97M)? Yes Yes
Macro Virus Scan supported on Excel 4.0 until XP, formula
(XF) Yes Yes
Macro Virus Scan supported on Excel 95 (XM) (Excel 5.0) Yes Yes
Not
Macro Virus Scan supported on Lotus AmiPro? = Documented
Not
Macro Virus Scan supported on Microsoft Project? e Documented
Not
Yes Documented
Works on 95, 98, ME, NT Wks, 2000 Prof and XP Home? on 95,98
Scans Server Shares? Yes Yes
Yes Not
Scans TCP-IP Sessions (Telnet)? Documented
10. Management Console
Auto Installation on Clients Based on IP or Workstation Yes Not
Name Documented
Remote Installation of Third Party Software on Client Yes Not
Workstations Documented
Yes s
Remote UnlInstallation of known AntiVirus Software Documented
Not
Deployment of all Features from the Management Console = Documented
Not
Centralized Reporting Features =z Documented
Not
eScan Management Console can work on 95, 98 and ME? Yes Documented
Not
Detailed System Information of all clients on Console? e Documented
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11. Automatic Updates Over the Internet

Internet

Bandwidth Saving Incremental Updates for Dial-Up Users Yes No
Daily Updates Yes Yes
Separate executable Cumulative Update available on Yes Yes

12. Notifications

Desktop Alert to User? Yes Yes
E-Mail Alert to Administrator? Yes Yes
E-Mail Alert to User? Yes Yes

Yes Not
Embargo of offending Message? Documented

Free 24 Hour Live Chat Support

Free Telephonic Support Yes No
Free E-Mail Support Yes Yes
Yes No

14. Proactive Approach to EndPoint Security

Block Applications

Yes

Yes

Please note: This Comparision is made based on the testing done by the Microworld Support Staff
on the above products and is in no way a legal / a binding document . We take every care to
ensure the correctness of the basic data, but a liability for the correctness of the above results
can not be taken by MicroWorld. We do not give any guarantee for the correctness,
completeness, etc. for a certain purpose of any of the information/content provided on these

pages at any given time.

These products have been compared based on the documentation available on the websites,

support forums and product testing done in MicroWorld test labs.
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