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Welcome to the User Guide of eScan for Microsoft ISA proxy. This guide is created with the intention of helping you understand all the features of eScan and get the best out of each of them. 

eScan gives comprehensive protection for your Proxy Servers from all kinds of malwares like Virus, Worms, Trojans, Adware, Spyware and more, while also providing extensive options for enforcing comprehensive Security Policies for the entire organization. Highly customizable Web Access policies containing multiple categories are applied to different user groups to provide maximum flexibility and minimum over-head for the administrator in regulating and protecting the IT infrastructure of enterprises.

Features of eScan for ISA Proxy
Comprehensive Malware protection at the Internet Gateway
eScan blocks Viruses, Worms, Trojans, Rootkits, Backdoors, Bots, Porn-Dialers, Trojan-Downloaders, Trojan-Clickers and many more types of malicious programs at the Internet gateway itself. It gives round-the-clock protection for your organizational network with its fastest and earliest updating Antidotes for new and emerging threats.
Behavioral Scanning with Advanced Heuristics
Most signature based AntiViruses today fail to detect new malware and disguised variants as these solutions may not have matching strains of such malicious programs. However, eScan uses Behavioral and Intentional analysis powered advanced heuristic methods to scan of all incoming programs and to stop any harmful program, even if it is still to be detected at the virus lab.

Blocks Spyware and Adware

Many malicious websites surreptitiously install spyware and adware by using Drive-by-Download methods. This is stopped by eScan as it blocks them at Internet Gateway. 

Scanning HTTP and HTTPS traffic

eScan scans HTTP and HTTPS traffic so that all kinds of websites accessed and files downloaded by employees are controlled from central point.

Integrated Policy Enforcement and Management for Web Access Control

Policy Implementation and Control
Formulation and implementation of advanced policies containing many categories for Virus Scanning, Content Security and Web Access control. 

Groups and User Management
Provides options for importing, updating User IDs from Active Directory and extensive options for managing them.
Blocks all inappropriate and non-productive websites
It gives you the power to block all non-productive, harmful and unsuitable websites at a single point. The default categories are Pornography, Gambling, Websites_allowed and Ratings Blocked. You can create as many new categories as required to block the types of website that you deem unsuitable for the organization.

Whitelisting
Options for whitelisting Users and IPs so that content checks will not be done on them.

Remote Web Administrator
The administrator can remotely access eScan for ISA proxy and manage it, even while being away from the office.
Automatic Updates 
Antidotes for new and emerging Viruses, exploits and other malware are updated automatically.  Extensive Update Configuration options are available with FTP and HTTP download modes. 

Comprehensive analytical reports

eScan analyzes Internet activity from various perspectives and gives comprehensive reports that help you quickly identify web activities of different employees and their groups, the number of times a particular website is accessed, the days when traffic is high, among many other things. Reports are available in smart, easy-to-understand graphs as well as in the tabular format. The reports give you complete and accurate view of the organization’s web activity to identify the problems and weak areas and help you resolve them.
User Friendly Interface
User friendly, direct interface helps in learning and handling different features of the product easily.
Logs

Extensive logs are generated and stored to keep track of all activities taking place at the Proxy Server.
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MicroWorld Technologies is the world’s most advanced security solution provider in AntiVirus, AntiSpam, Content Security and Network Intrusion Prevention. Incorporated in Michigan, USA, MicroWorld has offices in India, Germany, Malaysia and South Africa, while it also has a powerful network of more than 13,000 partners and resellers around the globe.

Headed by the dynamic entrepreneur and technocrat Govind Rammurthy, MicroWorld Technologies consistently develops cutting edge technologies and products in Information Security. The firm’s continuous endeavor is to provide Futuristic Security intelligence to computers, be it Enterprise, SMB or home user segment.

Products from MicroWorld have passed several rigorous tests conducted by reputed, Industry standard and independent evaluators of the security industry while they have also won plenty of awards for their superior performance. Virus Bulletin, Checkmark, TUCOWS, Red Hat Ready and Novell Ready are a few of them.

Revolutionary Technologies

MWL Technology

MicroWorld Winsock Layer (MWL) is placed between Microsoft Winsock Layer and user’s applications. All data that pass between a computer and the Internet must move through the Winsock Layer. While eScan is running on a computer, all data will also pass through the MWL. As the data passes through MWL, it will be scanned for malware, spam and offensive content. In MailScan for Mail Servers, MWL gives it the power to act as a two way security gateway between the Mail Server and the Internet, securing both internal and external email traffic.

This revolutionary technology allows eScan and MailScan to stop dangerous content at the network layer, before it enters the application layer, thereby providing users with the peace of mind that their data will be protected round the clock. 


NILP – Non Intrusive Learning patterns

This is a revolutionary technology from MicroWorld that works on the principles of Artificial Intelligence to create an adaptive mechanism in Spam and Phishing Control. NILP can analyze each email according to the Behavioral Patterns of the user and can take an informed decision there after. It has the capability to learn on its own and can also incorporate regular research feeds from the MicroWorld Server.

Futuristic Security Products
eScan

AntiVirus, AntiSpam and Content Security for Servers and Desktops
eScan provides intelligent and powerful AntiVirus, AntiSpam and Content Security for Work Stations and Servers. It protects computers from all kinds of Malware, Spam and Phishing and enforces Web Access Control policies across the organization.

The Management Console of eScan enables the network administrator to view and access the entire network architecture, including activities at different workstations. Features allow the administrator to distribute updates across the network, send Outbreak Alerts, notify users on Security Violations and carry out remote installation and Uninstallation. With the Centralized Security Management of eScan, even rouge systems can be managed and protected against Viruses and Worms.

Robust Content Security and Web Access Control policies can be deployed for different user groups based on categories like Porn, Gambling, Entertainment and more. The Content Scanning algorithms of eScan works on the number of times certain words appear in webpages and well as internationally accepted Content Ratings from various agencies. 
MailScan 
AntiVirus, AntiSpam and Content Security at the Mail Gateway

MailScan is the world's most advanced Real-Time AntiVirus, AntiSpam and Content Security solution for Mail Servers. The software safeguards organizations against Virus, Worm, Trojan and many more malware breeds with futuristic and proactive technologies. Employing an array of intelligent filters, MailScan offers comprehensive protection against Spam and Phishing mails, while providing powerful Content Security too.

For spam and Phishing control, MailScan 6.x uses a combination of technologies like Real-time Black List, SURBL Checking, MX/A DNS Record Verification, Reverse DNS, X-Spam Rules Check, Sender Policy Framework and Non Intrusive Learning Patterns.

eConceal Firewall
Total Protection Against Network Intrusion and Hacking
eConceal is a powerful, highly advanced network Firewall designed to protect your internal network against attacks via the Internet. The firewall offers customizable security with user-defined rules for Packet Filtering and Access Control. eConceal Firewall allows an Enterprise to create Rules based on non-IP protocols such as ARP, whilst supporting multiple network adapter configurations. 


eConceal manages and controls multiple channels of Internet access in an Enterprise based on default and user created Rules. These Rules function as filters by analyzing data packets to see if they fulfill the filtering criteria and then allow or bock the access accordingly.
Contact Us
We offer 24x7 support to our customers through e-mail, telephone and Chat.

Chat Support

· Chat with our support team at ‘escanchat’ using: AOL; MSN or Yahoo messenger service.

E-Mail Support

· If you have any queries about our products or have suggestions and comments about this guide, please send them to support@mwti.net:

	Head Office:

MicroWorld Technologies Inc.
33045 Hamilton Court East, Suite 105

Farmington Hills, MI 48334-3385 

USA 

Tel: (248) 848 9081/9084

Fax: (248) 848 9085
	Asia Pacific:

MicroWorld Software Services Pvt Ltd..
Plot No 80, Road 15, MIDC, Marol,

Andheri (E), Mumbai, 

INDIA.

Tel (91) - 22- 28265701 - 05       

Fax (91) - 22-28304750                    


For sales enquiry, e-mail: sales@mwti.net

For support enquiry, e-mail: support@mwti.net

eScan suite has the following products:
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Let’s begin exploring eScan for Microsoft ISA Proxy.
Quick Links
This page gives quick and direct links to some of the most important and frequently used features of eScan. It gives you access to AntiVirus Update, Reports, Logs, Manage Policy, Manage Category and Manage Group.
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Fig 1.1 Quick Links
Information Display

Last Update Date

Shows the last date of AntiVirus update.

License Information 

The link shows the type of license and the date of expiry. 

Links to key functions
AntiVirus Update

This link takes you the AntiVirus Update page. The page gives you options for managing antivirus engine.
Reports
This link shows reports. This section gives you detailed graphical and non-graphical reports on user activities and web access trends.
Logs

This link shows Logs

Manage Policy

Click on this link to go to Manage Policy.

Manage Category

Click on this link to go to Manage Category
Manage Group

Click on this link to go to Manage Group

Today's Graphical Analysis

This section gives graphical information on Frequent Users, Most Visited Sites and PopUp Blocked Sites.

Frequent Users
This graph gives a picture of the amount of web activity by each individual in the organization. Usernames are given on the Y axis, while total number of URLs accessed by each user is on the X.
Most Visited URLs
It details the most visited web URLs of the day. URLs are given on the Y axis, while the count is given on the X.
Pop Up Blocked Sites.

Gives you all URLs in which pop-ups are blocked.
Policy Settings

Add Policy and Settings
Policy is a set of rules and restrictions to be followed while filtering Internet Content for an individual or group of users. A policy might contain different categories like porn, gambling, chat and many more, along with pertaining rules to be followed while granting or denying access to websites under these categories.


One policy can be applied to multiple groups but a group cannot have more than one policy.

The process of adding a new policy is described below.
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Fig 1.2 Add Policy
Policy Name: Add the name of the Policy in the text field provided. 


Policy Description: Key in the description of the policy here.
Save & Continue: Click to Save the policy and continue operations.

Retry: Clear the form for re-entering values.

Policy Category Settings
This screen helps you edit a policy by changing and modifying different categories, rating systems and actions. 
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Exclude List

Clicking on this link opens up a box containing an Exclude List. All websites in the list will be excluded from Content Scanning under the current policy. It means when a member of a group to which the policy is applied tries to connect to any website listed here, it will be granted access without Content Scanning.
Enter the website address in the text field and click Add. Use Delete button to delete a specific website and Remove All button to delete all entries at one go.

Pop-Up Filter
Clicking on this link opens up a box containing Pop-up blocking options. Click on the check box next to Block PopUp to activate the pop-up filter option and click Beep Via PC Speaker to hear a Beep sound when a pop-up gets blocked.
The second box in the same screen gives you options for excluding websites from the pop-up blocking feature. Enter the web address in the text field and click Add. Use Delete button to delete a specific website and Remove All button to delete all entries at one go.

Advance Settings

This feature gives you advanced options in Policy Setting.

Rating Systems
Option to set levels for different rating systems like RSACi, ICRA and safesurf.  

The blue box allows you to activate or deactivate policies, while also provides option to Block Web Access

Policy Status

Active: This indicates that the policy is active.
Inactive: This indicates that the web access is denied.

Block Web Access: In this state, only whitelisted websites will be allowed access. Once you click on the radio button, the second box in the screen will be activated.

Add Category: You can add a new category here.

Category Name: Name of the website category.

Status: Denotes the action taken, Block/Access

Type: Denotes if the category is Predefined or Custom

Edit: Denotes the edit button
Manage Policy

This screen displays all policies. It helps you edit, delete and manage policies.
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Fig 1.3 Manage Policy
Select All: Click the checkbox in the top row to select all policies. 
Policy Name: Displays the name of the Policy.

Edit: Click on the Edit button to edit a Policy.
Delete: To delete a policy, select a policy by clicking the box next to it and then click on the Delete button on top of the box.

Category Settings

Add Category


All websites belonging to a specific type with many common characteristics are grouped into a category, for defining access or restriction policies for user groups as well as individual users. Examples of categories are Porn, Gambling, Chat, Gaming, Film websites, Entertainment portals and many more. 
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Fig 2.1 Add Category
Category Name: Define a category by keying in the name.

Type: Click on Allow or Block to specify the action to be taken on the category

Description: Key in Description in the box.
Restrict the Following Words: Key in specific words that the system should look for, while identifying a website of this category. You can use Delete button to clear a single entry and Remove All button to clear all entries from the list.

Restrict the Following Sites: Key in the URLs of websites that you want to add under this category. You can use Delete button to clear a single entry and Remove All button to clear all entries from the list.

Save: Use this button to save the changes.

Retry: Use this button to clear the form and re-enter values.

Manage Category


You can edit or delete categories in this screen.
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Fig 2.2 Manage Category
Select All: Use the button to select all categories with a single click.

Category Name: Displays the name of the category.

Edit: Use the button to edit a category.


Groups & User IDs 

Manage Groups & User IDs


You can create various user groups based on different departments, designations, tasks etc. Examples of groups are Marketing, Sales, Administration, Production, Accounting, Programming, Support and many more.

You can View, Add, Modify, Delete Group or User IDs in this screen.
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Fig 3.1 Manage Groups & UserIDs
Add

Click on the Add button to add a group

A pop-up window opens up, where in you need to choose whether you want to add a Group or a User ID by clicking on the right radio button. Then you can key in the Group or ID Name, Full Name, Email Address in the respective text fields. 

Using the menu option, choose a Policy for the group. You can save the settings or clear the field to re-enter new values.

Modify

To edit a group, click on the edit button after highlighting the Group. A dialogue box similar to Add Group opens up, in which you can edit the details.

Delete

Highlight a group and click on Delete button to remove a group. 

Move Group and User IDs
You can move users of a group to another group by using the options given in this screen. 
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Fig 3.2  Move groups and User IDs
Select a user ID in the Source Group at the bottom right hand side of the light blue box for moving it into another group. To select multiple users, hold Control Key down and click on all user IDs that you want to move. 

Then select the Destination Group from the display menu at the bottom right hand side of the light blue box and click move. 

Use the Refresh button to clear the selections.
Update Group and User IDs

This page helps you update ADS settings of Group and UserIDs.
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Fig 3.3 Update Groups and User IDs
Server Name

Enter the IP address of the Server

Port No

Enter port number

Admin User Name

Enter administrator username
Admin Password

Enter administrator password
Base DN

Key in the Base DN

Update ADS settings
Click on the check box to activate the option. 

Click update to effect new settings. Click refresh to clear the forms.

Whitelisting

Whitelisted users

You can Add and Remove WhiteListed Users on this Page. URLs accessed by  WhiteListed users are not scanned for content and are scanned only for any malicious code. 
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Fig 4.1 Manage Whitelisted Users
Available Users : Contains the list of existing Users that are Not Whitelisted . 

WhiteListed Users : Contains the list of existing Users that are Whitelisted. 

Description : Click on "<" and ">" buttons to move users between lists. 

Save : Use this Button to save the changes. 

Refresh : Use this button to refresh the form. 

Whitelisted IPs

You can Add and Remove Whitelisted IPs on this Page. Whitelisted IP's are not scanned for content but are scanned for any Malicious Code. 
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Fig 4.2 Manage White IPs
Enter a valid IP Address to be Whitelisted and click on Add button or press Enter key 

Delete : Select the IP from the IP List and click on this button to remove it from the list. 

Remove All : Removes all existing WhiteListed IP's. 

Save : Use this Button to save the changes. 

Refresh : Use this button to refresh the form. 

Reports
User Activity Report
You can use this option to get extensive analytical reports on every web activity of an individual user. Reports are available for allowed websites accessed by a user as well as the websites that are blocked. The process of requesting for a report is explained below. 
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Fig 5.1 Select User Activity Report
Select User: Select a user’s name from the drop down list, who’s web activity you want to analyze.

Report Type: Here you can choose Allowed or Blocked to get a report under those categories.

Records per Page: Specify the number of records to be displayed in the report page.

The minimum value is 20 and the maximum is the complete list.

From Date: The date from which you want the report.

To Date: The date to which you want the report.

Once you choose the right values in all drop-down menus, click on Display button to view the report. If you ask for information on Allowed websites, the report will have columns User Allowed Websites and Count. 

Blocked URLs 
Tabular Report

The first column shows the websites that were blocked by eScan while the second column gives the number of times each website was blocked while attempted by users. 

Click on Count in the tabular report to get the IP address from which the user accessed the web, Access Date and Access Time 
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Fig 5.2 Blocked URL
Graphical Reports

You can get a graphical report from the tabular report.

In the tabular report, click on the check boxes next to the websites on which you want a report,  and click the button Horizontal Chart to avail the graphical report.  To select all websites at one click, select the check box on the top row.

Date Range and User Name is displayed right above the graph.
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Fig 5.3 Graphical Report
(Important: You get a graphical report only when you select one or more websites by clicking the check box in the tabular report)

Add in Policy

From tabular report you can directly add a website into a policy 
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Fig 5.4 Add in Policy
As shown in the screenshot above, Select a website or websites that you want to add in a category under a specific policy and click on Add in Policy. 

Accessed URLs 

This report gives you comprehensive graphical information on all accessed URLs under various categories and parameters.

To view the graphs, choose the From Date and To Date and click on Display 
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Fig 5.5 Accessed URLs

URL Access Per user
This graph gives information on the total number of unique URLs accessed by each user over a specific period of time. 

For example, user A accessed 25 different URLs over the date range sought in the report. 

In the User Vs URL Chart table, Usernames are given on the Y axis while total number of URLs accessed is on the X axis
To get a tabular representation of a graph in the page, click on the graph. 

URL Access Count

Gives the total number of instances each URL was accessed by all users during the sate range of the report. If a URL is accessed twice by a single user, it will be counted as two different instances. Even if you refresh a URL while browsing, the count increases by one.

For example, the URL example.com was accessed 325 times in the report period. 

To get a tabular representation of a graph in the page, click on any of the graphs. 

For example, Click on URL Access Count graph to see the tabular representation data with the URLs being given on the left column and No of URL (Number of times it was accessed) on the right column, as seen in the image below.
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Fig 5.6 URL Access Count

 URLs Visited Per Day

Gives a picture of total instances of web access on each day by all users. The report doesn’t take into consideration whether URLs were unique or not, as it only counts the number of instances.

For example, on January 30, the total number of instances of web access by all users was 148.

Note: To get a tabular representation of this graph, click on the graph. 

In the Date Vs URL table, dates are given on the Y axis while total number of unique URLs allowed is on the X axis
URL Access Under Policy

This gives a graphical representation of unique URLs accessed by all users to whom a specific policy is applied, over the period sought in the report.

For example, 127 unique URLs were accessed by different users under Policy1 over the period specified in the report.

Note: To get a tabular representation of this graph, click on the graph. 

In the Policy Vs URL table, policies are given on the Y axis while total number of URLs is on the X axis
Blocked URLs

This report gives comprehensive information on all Blocked URLs.

Choose the From Date and To Date and click on Display.

URL Blocked Per User

This gives the total number of attempts made by users to access unique URLs under blocked categories over the specified date range of the report.

For example, user A has attempted 25 times to access the blocked URL example1.com. 

Note: To get a tabular representation of this graph, click on the graph. 

In the User Vs URL Chart table, Usernames are given on the Y axis while total number of URLs blocked is on the X axis
URL Blocked Count

Gives the total number of times each blocked URL was attempted by all users, over the specified date range of the report.

For example, the blocked URL example2 was attempted on 26 counts by all users over the specific period of the report.

Note: To get a tabular representation of this graph, click on the graph. 

In the URL Vs Number of times blocked table, URLs are given on the Y axis while total number of times is on the X axis
URLs Blocked Per Day

Gives a picture of total number of instances blacklisted URLs were blocked by the system on a particular date, while being attempted by all users over the specified date range of the report.

For example, on January 27, blocked URLs were attempted 12 times by all users.

Note: To get a tabular representation of this graph, click on the graph. 

In the Date Vs URL table, blocked URLs are given on the Y axis while total number of times is on the X axis
URL Blocked Under Policy

Gives the information of total number of unique URLs that were blocked under specific policies, when users under these polices attempted to access theURLs.  

Note: To get a tabular representation of this graph, click on the graph. 

In the Policy Vs URL table, policies are given on the Y axis while total number of URLs blocked is on the X axis
Pop-up Blocked Report

This page gives you graphical and tabular reports on the number of websites in which pop-ups are blocked each day, within the period of time sought in the report.


Graph showing websites in which pop-ups are blocked, per day
Select the start date and end date of the report and click on Display. Dates are given on the X axis and the numbers of websites blocked for pop-ups are on the Y axis 
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 Fig 5.6 Pop-up Blocked Report 
Click on the graph to get the same report in a tabular form showing the date and on the count of URLs in separate columns. Clicking on the count opens another table, described next.
Table of websites in which pop-ups are blocked, per day

In the table, URLs are given on the left column and the number of pop-ups blocked are on the right column on a specific date.
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        Fig 5.7 Pop-up Blocked Table

Virus Detection Report

This page gives graphical and non-graphical reports on the number of Viruses detected per day.


Graph of the number Virus infected websites blocked per day

Select the start date and end date of the report and click on Display. Date is given on the X axis and number of websites detected with Virus each day is given on the Y axis.
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        Fig 5.8 Virus Detection Report
Click on the graph above to get the same report in a tabular form.
Table of Virus infected websites per day

In the table, dates are given on the left column and the number of infected websites on the right. 
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        Fig 5.9 Virus Detection table

Click on a number in the Detections column to get all the details of Viruses detected on that day. The table is given below,
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        Fig 5.9 Virus Names

eScan Updater

Configuration

This page is for configuring AntiVirus update settings of eScan.
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        Fig 6.1 eScan Updater
Version Request HTTP site 

This field denotes the default location of the updates. 

Port

This denotes the default update port.

Enable Update Notification  

Check this option enable a notification being sent to specific users every time an update takes place.

Update Notification Mails from User

Enter the sender’s email address of the notification mail.

Notification to SMTP Server

Enter the IP address of the SMTP Server
Update Notification Mails to User

Enter the recipient’s email address of the notification mail.      

Notification to SMTP Port
Enter the SMTP port

Enable Download via Proxy                                                            

Click this option to enable download via proxy.

Select Mode  

FTP Configuration

*Important:  To activate FTP configuration options, click on the radio button next to FTP Configuration and click save. Then click on the link FTP Configuration to open the configuration screen.

HTTP Configuration   

*Important:  To activate HTTP configuration options, click on the radio button next to HTTP Configuration and click save. Then click on the link HTTP Configuration to open the configuration screen.   

FTP: (File Transfer Protocol) FTP offers the most stable means to transfer data. Use this mode when you have problems connecting using HTTP. Advantage with FTP protocol is that if connection breaks during download, it commences from the point where it broke in the previous attempt. Configuring FTP for a proxy server is more complicated when compared to configuring HTTP with the proxy-server. These are reputed to be slower than HTTP. Select the radio button to download using FTP protocol. Tab page "FTP Config" is enabled only if this radio button is selected

HTTP (Hyper Text Transfer Protocol): HTTP is a method used to transfer information on the World Wide Web. Its original purpose was to provide a way to publish and retrieve HTML pages. HTTP is a request/response protocol between clients and servers. The originating client, such as a web browser, spider, or other end-user tool, is referred to as the user agent. The destination server, which stores or creates resources such as HTML files and images, is called the origin server. In between the user agent and origin server may be several intermediaries, such as proxies, gateways, and tunnels.

Network: (Universal Naming Convention) UNC is the standard for naming network drives. For example, UNC directory path has the following form: 
\\server\folder\subfolder\filename. 
In a multi MailScan Server environment, when only one system has Internet connectivity and updates are to be transferred to many machines, choose this mode. If your machine does not have Internet access, you can choose any machine in the LAN and assign it to download updates. This ensures that updates are transferred to individual machines.

One can change the configuration of FTP,HTTP &UNC by clicking the links next to the radio button.

When the Enable Download via Proxy is disabled the HTTP, FTP config pages will have all fields disabled and only HTTP Dowload site will be enabled.

FTP Configuration
To activate FTP configuration options, click on the radio button next to FTP Configuration (Fig 6.1) and click save. Then click on the link FTP Configuration to open the configuration screen.
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Fig 6.2 FTP Configuration

FTP Configuration screen allows you to change the default settings for FTP mode of download. The fields are enabled only if “FTP” is selected as the mode and “Enable Download via Proxy” check box is selected in General Config page. 
FTP Download Site: Select update download FTP site MicroWorld stores updates in dedicated FTP servers. The sites are defined in the software and displayed in the drop-down list. Select the appropriate FTP site from the drop-down list. The application connects to this site to download updates. The default site is displayed in the field.

Download Directory :Updates are stored in the FTP sites in a specific directory. Based on the selection done in "FTP Download Site" the relevant directory name is displayed in the non-editable display field. Default directory name is displayed in the field.Port: Enter the port number of the FTP download site, from which updates are downloaded. 

FTP Proxy Server IP: Enter the TCP/IP address on which your proxy server listens for FTP requests.

Port: Enter port number on which you’re your proxy server listens for FTP requests.

Login Name: Enter the login name for proxy authentication. System allows access only for this login name. If your proxy server does not require authentication, then retain the displayed default name "Anonymous".

Password: Password ensures that only the above login name is allowed access the application. Enter a password in this field. 

Logon Type When a client connects to the Internet) via a proxy server, additional configuration is required to download the updates. Via Proxy’ check box is selected in “General Config” tab page. 

Select FTP Logon type:
User@siteaddress: This is the format the proxy or the firewall between the client and the Internet, expects the logon command. Select the radio button if proxy used is WinGate, Winproxy, etc.

OPEN siteaddress: This is the format the proxy or the firewall between the client and the Internet, expects the logon command. Select the radio button if logon type is Cproxy, etc.

PASV Mode: When you connect to a serve with a firewall, the firewall filters unwanted data and access may not be granted. By using the passive or PASV mode, the server opens a random port, unsecured by the firewall and allows you to connect. Select the radio button if logon type is of Firewall type.

Socks: Select the radio button if Socks proxy is used as the logon type. The drop-down list box is enabled only if the radio button is selected. Version specification numbers for the Socks Server are displayed in the drop-down list. Select the appropriate value.

HTTP Configuration

To activate HTTP configuration options, click on the radio button next to HTTP Configuration and click save. Then click on the link HTTP Configuration to open the configuration screen.
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HTTP Download Site: A list of HTTP download sites for updates is displayed in the drop-down list. Select the appropriate site. The default HTTP site “http://www.microworldsystems.com/pub/update” is displayed in the field.

This field remains enabled throughout unless UNC or FTP is selected as the download mode.

The following fields get enabled when HTTP or FTP is the download mode and “Enable Download via Proxy” check box is selected in General Config page. 

HTTP Proxy Server IP: Enter the TCP/IP address on which your proxy server listens for HTTP requests, in this field. Port: Enter the port number on which the proxy server listens for HTTP requests, in this field.

Login name: Enter login name of the user, in this field. System allows access only for this login name.

Password: Password ensures that only the above login name is allowed access. It can be alphanumeric.

UNC Configuration
UNC mode of download is required when only one server has Internet access in a MailScan environment with multiple MailScan servers and updates need to be transferred to them. This page allows you to change the default settings for Network mode of download. The fields are enabled only if “Network” is selected as the mode in “General Config” page.

Source UNC Path: Enter the name and the shared drive path of the network server in this field. For example: \\qa6\c\pub\update

Scheduler

In this screen you can set the auto download of updates for the eScan.
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Fig 6.2 FTP Configuration
Enable Auto Download  

Click on the radio button to activate auto download. 

Query Interval

The system sends queries for downloading updates after a certain a frequency. This interval is set here. The value entered is in minutes ranging from 30 to 1440. 

Scheduled Download    

Click on the radio button to activate Scheduled Download of updates.    

You can also schedule downloads to happen on a specific day  or days of the week.  

Daily

Choose this option for daily updates.

Weekly

Choose a day or days by clicking the check box. 

Mon, Tue, Wed, Thu, Fri, Sat, Sun    

Monthly      

Choose the number of the month. 

At Time  

This option is common for all option above. You can set the exact time for beginning the update task here a daily, weekly or monthly basis.

After Update

Here you can set the actions to be followed after the AntiVirus update.
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Fig 6.3 After Update Settings 
Execute the program after download
Select the check box if the update is to be launched automatically after download. Other fields in this dialog box are enabled only if the checkbox is selected.
Program Name

The program to be run after update is downloaded is displayed here. To select a program select the .exe radio button and type in the path to the exe with the exe name or type in the directory path and click on Browse This would open a new window with a listing of all exes in that directory or if the *.* is selected it would display all the files. eg. Suppose we need to run setup.exe in C:/Test after download. 
There are 2 ways of selecting the required program file 1. Type in "C:/Test/setup.exe" and click on Save 2.Type in C:/ click on Browse and select the program file from the listing by clicking on it. 
Start in 
Specify directory or folder of the program. 
Parameters
Enter the parameter for the program to be run, in this field. The parameter in the screen shown above is a file name.

Force Process to terminate
Select the radio button if the download process should terminate the launched program after waiting for the set time interval.

Don’t wait for process to complete
The download process will complete and wait for the set interval time even if the program has not completed. 
While this ….: While the program is running, all other PC operations will be suspended as per the time interval entered.

Logs

eScan logs all of its activities related to Virus scan,  Web Filtering, Updates, Downloads and Pop-up Blocking. These logs give detailed information of all user activities so that the administrator can monitor and analyze them.

There are six different types of logs that you can avail in eScan. You can choose a log type from the dropdown list. Different types of logs are given below,

eScanISA
It logs details of web requests and responses happening via eScan. The log provides information on errors when the software is loading and while exiting it.
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Fig 6.4 View Logs
Auto Update
It logs scheduled downloads of new virus signatures and updates of behavioral and intentional algorithms, from the MicroWorld Server. 


Download
It logs manual downloads of new virus signatures and behavioral and intentional analysis updates from the MicroWorld Server. 

mwXface

All AntiVirus activities are logged here. If a new Virus, malicious script or any harmful activity is detected, the information is logged. 

PopUp violation
Information on all blocked pop-ups is logged in this file.


Weblog
All front-end related activities like making policies, groups, categories and related actions taken are logged in this file.

Flush Logs
This feature allows you to clear all the log files that are built up over a period of time. MicroWorld strongly advises you to save the log files before flushing them.
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Fig 6.4 Flush Logs
License Information

License key allows you to use the software for the duration set by MicroWorld. If you are using an evaluation version of the software, the key is mandatory to run the application beyond the period. To obtain your License key, please contact sales@mwti.net.
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Fig  7.1 License Information
License Information

The version of the software will be displayed here.

License Code

License Size

The number of people who can use the software under the license. 

License Expiry Date

Shows the date of expiry of the license

License Status

Shows the status of the license like whether  Permanent or Temporary

Current License Keys

Shows the current license key

Help

This link takes you to the online help section. Detailed help for operating the product is given here.
[image: image32.png]Policy Settings Policy Settings
Gategory Settings

Groups & User IDs

Reports

eScan Updater

Logs

License

Preferences





Fig  8.1 Help
Preferences 

Change Password

Click on Change Password on the left menu to move to the password changing section.
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Fig  9.1 Change Password

The Enter Old Password field you have to enter the old password, ie the currently used password.

The Enter New Password is for entering the new password you'd like to set. You also have to enter the new password in the Confirm Password field. 

Only if both the New Password and the Confirm Password are same would the Save button be enabled.


The Cancel button would take you to the main page with Quick link
Change Administrator Details
[image: image34.png]Welcome .a..\..." Admin Details @

Adrmin Name [david
Adrmin Email 1D [david@exarnple com
save || Refresh

Change Password

Change Admin Details




Fig  9.2 Change Admin Details
Admin Name : Enter the name of the administrator. 

Admin Email ID : Please enter the admin email Id here. 

------------------------------------------------
