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“B Anti-Theft Policy

Figure 19.15

S.No. | Options Description

Tick this checkbox to Enable anti-theft under

on Managed Devices.

Tick this checkbox to receive an SMS

Send SMS notification on SIM card ngtification on chén.ging the SIM ca'rc.i

2. change without the permission of the administrator.
The notification will send to the number set

by the administrator

Tick this checkbox to receive an email

notification on changing the SIM card

Send Email notification on SIM card without the permission of the administrator.

1. | Enable Anti- theft

3. . e e .

Change The email notification will sent to
administrators’ email id and also the custom
email id that the administrator has specified.

Note:

If Anti-theft is not enabled and the devices is lost or stolen, even then it will receive Anti-theft
messages, if connected to an internet.
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Additional Settings Policy

Show Notification
Sound

D Write Logs

I:‘ Disable Device Settings

Sync Frequency Mins

Seund notificatiens for application events
Write user actions to the eScan Log File
Block Access te Andreid Settings

Policy Data Collection Frequency

Figure 19.16

Description — Use this option to enable or disable the above option on selected managed devices.

S.No.

Options

Description

Show Notification

Use this checkbox to Enable Notifications
option present under Additional Settings on
Managed Devices present in the selected
Group. All notification messages will be
shown on Devices.

Sound

Use this checkbox to Enable Sound option
present under Additional Settings on
Managed Devices present in the selected
Group. Alert sound will be played on the
device for application events.

Write Logs

Use this checkbox to Enable Write Logs
option present under Additional Settings on
Managed Devices present in the selected
Group. Logs for User actions will be
maintained in eScan Log files.

Disable System Settings

Use this checkbox to disable/block Android
settings.

Sync Frequency

Define time frequency for collecting Policy
Data from devices. By default it is 60
minutes.

¥l
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‘B Password Policy

Password Policy

Enter Password neee

|:| Show Password

Note: Password has te be numeric and minimum 4 digits are reguired.

Figure 19.17

Use this option to define Administrative Password that will allow the user to configure
settings of eScan Module on respective Managed devices.

B Device Oriented Policy

Device Oriented Policy

I:l Enable GPS

Figure 19.18

Use this option to enable/ disable GPS on selected managed devices.

VH Required Applications Policy

Using Import option present under this tab, you can import the applications from App Store
for installation on Managed devices in the group through Policy deployment.

For more information on Adding the Apps to App Store, click here

“B Steps for Importing Apps from App Store
1. Click Import.

2. Select the desired app that you wish to install on Managed Devices using the
respective check box and click Save.
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D Application Name | Application ID Updated On

D Winarmp corn, nullzoft winarnp 04 Dec 2013 10:32 AM

Arnazing Candle | corm, steven candle 04 Dec 2013 10:40 AM

D Root Check Pro carnjoeykrirn.rootcheckp |04 Dec 2013 10:50 AM
< ¥

Cancel
Figure 19.20

3. The selected App will be imported.

4. Click Deploy. The Policy will be deployed on the device instantly if internet
connectivity is available on the device. If internet connection is not available, the
change will be applied in next scheduled sync time, by default sync time is 60
minutes. The following screen appears confirming the deployment.

Deploying Policy

04 Dec 2013 11:12 AM : Please wait...

04 Dec 2013 11:12 AM ; Palicy is Successfully Deplayed ta Device: 5993
04 Dec 2013 11:12 AM

04 Dac 2013 11112 AM ¢ Palicy iz Deployed Successfully on 1 device(s) and with error on 0
devicels).

Close

Figure 19.21

On Policy Deployment the user will get the message on Phone to install the app, on
acceptance he will be provided with the option to start the installation process. If user
cancels the installation, it will alert the user when the next sync happens.
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B Viewing Managed Client Devices

Managed Mobile Devices & ?
Action List * Client Action List *
E‘“l_J Managed Devices Mobile Number | Enrollment Status | Usermame | Mac Number Email Id |eScan §1
Vi Polic
u G FTFF Enralled deva 00:92:c:00:f3:55 Installec

@ Group Tasks

-J',!CIient Devicas (1)

Figure 19.6
S.No. | Captured Description
Information
1. Mobile Number Displays the Mobile Number of the Device
Displays the Status of the Device Enrollment/ recognition on the
Enrollment Status | MDM Server. If successfully enrolled the status will changed to
“Enrolled” else it will show as “Pending”.
3. Username Displays the Username of the Enrolled device
4. Mac Number Displays the Mac address of the enrolled device
5. Email Id Displays the email address of the user of the enrolled device
6. eScan Status Displays the installation status of eScan on the enrolled device
7. eScan Version Displays the eScan Version installed on the device
9. Status for eScan It displays the Enable/Disable status of eScan Modules —~Web
modules Control, Application Control, Call and SMS Filter on the device
10. . It displays the Last connection timing between MDM server and
Last Connection .
device
11. Last Update It di'splays the date and time when eScan was last updated on the
device
12. Last Scanned It displays date and time of Last Scan on the device
13. Update Server It displays the Name / IP address of Update Server
14, Client OS It displays the OS Name and Version installed on the device
15. Policy Applied It displays the date and time on which the Policy is applied on the
Date device




20. Backup Management

Manage Backup

Using the Manage Backup module of eScan, you can take backup of SMS and Contact list saved on
Managed Device to the server and restore it later on the device whenever required.

DashBoard Manage Backup B2

Managed Mobile Devices

Manage Backup CJ|

P Now | Manage Backup

Anti-Theft | B[] Managed Davices [] | Mobile Humber

= kJ decoliobeDepsIunetit [ |saasz !Backug Mow Manage Backup
Asset Management !] 28897 | | 1

[ | 9999 |eackup Mow Mans K

I Last backup | Bacl

Report Templates (=] 5999

Report Scheduler

Events And Devices

Settings

App Store L]

Call Logs

Figure 20.1

Description - eScan’s Mobile Device Management allows you to take Backup of SMS and Contacts
from the selected Devices/ Groups to the MDM Server.

“B Steps for Taking SMS Backup from Devices to the Server
1. Select the Devices or Group in Manage Backup module of eScan from where you wish to
take backup of SMS to the MDM server.

Manage Backup | § | | ?
Backup Now
E‘“u Managed Devices D Mobile Number Last backup Backup Now Manage Backup
=N ts_Departrment
= I—I S R 25897 Backup Mow Manage Backup
S E=CEEY
|:| 35939 [MREEEE! Backup Mow Manage Backup
Figure 20.2

2. Now click Backup Now and select the desired option using respective check box to take
backup.
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Select Backup B

S5M5
Conkack

| Backup Mowr || Cancel |

Figure 20.3

3. Click Backup Now option to take the Backup.

Note:
This feature will not work if there is no internet connection.




‘eScan

Anti-Virus & Content Security
WWW.escanav.com

21. Lost Device Protection through Anti-Theft
Anti-theft — How it Works

If a user loses or misplaces the mobile device, you can remotely locate, lock or delete all the data
available on that mobile device.

DashBoard Aot Thea i - !

st m m -mm
Hanaga Backup

= ] R arve tobde tasvibar Lasd Lk ol n'—i.uh- i L I.-1--I Wk
Anti- Theit - |

= =] [deus

Axset Hanagement
Bepoart Templates
Repart Scheduler
Evenls And Devices
Sethings

App Store

Call Logs

Figure 21.1

Using this Module, you can do the following —
VH Wipe Data

Using this option you can delete SMS and Address book from the device in case the Device
is lost or stolen.

Vﬂ Block Device

You can send Block instruction from the MDM console to remotely block a mobile device.
Users will require to type the Administrative password to unlock the mobile device.

VH Scream

Use Scream Option to raise an alarm on the device for easily locating the device.

B Send Message

Use this option to send Message to desired Managed Devices.
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VH Locate Device

You can locate the mobile device through the wireless network or by using mobile device’s
GPS. The Mobile Device Management server displays the mobile device location on Google
Maps.

Note:
An active internet connection is required to use this feature.
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22. Mobile Endpoints- Asset Management

Asset Management — How it Works

This Module displays detailed description of the Hardware and Software installed on the
Managed Devices.

Vﬂ Asset Management — Hardware Information

DashBoard FTTp—
Managed Mobile Devices [ ye——
Henge Backen & e (et gt Ot

TR L e 1 |00 3 e
Anti- Theit [P — [T ¥ 7 R U e —— [ S — -
Asset Management 1]

Report Templates
R l;pufl Sch;iuler 1
Events And Devices
Settings
App Store

Call Logs

Figure 22.1

Steps for viewing Software and Hardware information —

1. Click Asset Management Module present in the Navigation Panel of Mobile Device
Management Console.
2. Now select the desired Tab to view related information.
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Following Hardware information is captured from Managed Devices --

S.No. Captured Information Description

1. Phone Number Displays the Phone number used on the device

2. Group Displays the Group to which the device is added to

3. IP Address Displays the IP address of the Device

4. Username Displays the username with which the device is
registered on the MDM Server

5. IMEI Number Displays the IMEI number of the device

6. Phone Model Displays the Model details of the device

7. Operating System Displays the details of the OS of the device

8. OS Version Displays the OS version of the Device

9. RAM(MB) Displays the RAM size of the device in MB

10. Phone Memory(MB) E/:sBpIays the size of Phone memory of the device in

11. External SD Card(MB) Displays the size of SD Card of the device in MB

12. Internal SD (MB) Displays the size of Internal memory in MB

13. Network Type Displays the type of the network being used by the
device

14. Rooted Displays if the device is rooted or not

15. Roaming Enabled Displays the Status of Roaming, enabled or disabled

16. Bluetooth Displays if Bluetooth is present on the device or not

17. WI-FI Displays if WIFI is present on the device or not

18. GPS Displays if GPS is present on the device or not

19. Software Displays the list of software installed on the device

Asset Management — Hardware Information — Filter Criteria

O | St S apm—

[ —
Hamape b by
it
Bawrd M el
Rargeer? Templates
Report Scheduber

| .tﬂllh- Bivd i:H.'rhh

SetfTaingrs

Agg e

Call Lngs

I Ry e b [l ] s s mdid (e gty Tyt T s

Figure 22.2
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Information captured by MDM can be filtered on the basis of any details captured from the device.

B Steps for Filtering the Hardware information —

1. Under Hardware information Tab, click Filter Criteria option.
2. This will extend the Filter Criteria Module on the interface.

4  Export Option

B Phone Number E ncluds Phone Memory (MB)
IP Address E e External SD (MB)
User name E Internal SD (MB)
IMET Number E Network Type

ne Model E: Roaming Enabled
Oparating System E Rooted

08 Version E Bluetooth

RAM (MB) E nclude WI-FI
Group E nclude cps

(*) View All Items

1-10f1 Wipage| 1 |of 1 b M Rovs par page:
[1MET Number [Phone Madel [Operating System | @S version [RAM (MB) [Phone Memory (ME) [External SD (MB) [Internal 5D (MB) [Network Type [Raoted [Roaming
|A100003887C3528 [Lnv-Lenove ASD0= |Andreid |4.0.4 |324 |es0 0 |2002 |wrrr [ne  Ine

Figure 22.3

3. eScan facilitates filtering of the captured information on large number of criteria as shown
in the above figure.

4. Based on your requirement, you can either include the selected criteria in your report or
exclude them from the drop down.

5. Select the desired criteria using the respective fields and drop down present on the
interface and click Search button present at the bottom of interface.

6. Details will be filtered in the table instantly.

Va Asset Management — Software Information

Asset Management @2

e p—— ]
|

&  Filter Criteria la Export Option

Software Detalls 1-100F59 4 ipaga| | |OF & »» Row ParPaga: 10 ¥

Software Name
Android keyboard

H
3
£
H

B [ (i [ [ e e i

Android Live Wallpapers

Browser
Caleulater

Calendar

Calendar Storage

| Calibration

Camera
Certificate Installer
Clock

Figure 22.4
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This tab displays the list of software installed on Managed devices as well as the device
count for every installed software.

Vﬁ Asset Management — Software Information — Filter Criteria

Asset Managemen t | & e

T I

Group By
© software Name
® phone Number

%) View All Ttems

1-100F53 14qpage| 1 | OF & » »l Row Par Page: |10~

| Device Count

0

Certificate Installer

3o o o [ [ o [ e

Clack

Figure 22.5

All the information captured from the devices can be filtered on the basis of including the
software name or the Phone number associated with the device.

‘B Asset Management — Export Options for the Generated Reports

4  Filter Criteria Export Option

Figure 22.6

eScan’s MDM supports export All reports generated for the hardware as well as software
inventory to Excel, PDF or HTML formats, as desired by you.

VE Steps for Exporting a Report

1. Click Export option present on the interface.

Now select the desired export option.

3. Click Export button present on the interface, report will be exported in the selected format
and you will be informed through following message —

N
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Message x

) Exported Successfully Click here to Spen/Download

Figure 22.7

4. Click on the link to open/download the report in selected format.
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23. Customizing and Scheduling Reports
Report Templates

Report Templates Lz

Template Name Report Type Date Filter Sort By Created On Modified On

Application Contral Report Application Contral Report This Wesk Date 17 Jun 2014 17 Jun 2014

Inventory Report Inventory Report This Wesk Devices 17 Jun 2014 17 Jun 2014

ojoo|g

Web Control Report Web Control Report This Week Date 17 Jun 2014 17 Jun 2014

Figure 23.1
Using this Module you can generate / Edit (Customize) any pre-defined Report Template for

any eScan Module. You can also create your own customized report template for desired
period of time and for desired module.

Vﬁ Creating a New Report Template

Based on your requirement, select the desired Report Type for Creating a New Report
Template.

VH Steps for Creating a New Report Template

1. Click New option present in Report Template Module of Mobile Device Management of
eScan.
2. You will be forwarded to the New Report Template window, as shown below --

‘eScan
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Template Name :* |New Report Template_1 |

Selected Template Type

O web control Report O Inventory Report

O application Contral Report

b Select Filter Options

Figure 23.2

w

Type the desired Report Template Name in the respective field present on the interface.

4. Select the Report type that you wish to generate using the respective Radio buttons present
on the interface under Select Report type section.

5. Select the Filter and Sort option using the respective Radio buttons and click Save.

Template Name :* [lew Report Template_t |

Salected Template Type

O web Control Repart O tnventory Report

O application Contral Report

» Select Filter Options

Figure 23.3

6. Report Template will be created instantly.
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‘B Editing an Existing Report Template

You can Edit / Customize any existing Report Template as per your requirement using the
Edit option present on the interface, under Report Template module of eScan’s Mobile
Device Management.

Steps for Editing an Existing Report Template
1. Select the desired report template that you wish to Edit/Customize from the list using the
respective checkbox, as shown below —

[ |Template Name Report Type Date Filter Sort By Created On Modified On
Application Control Report Application Control Report This Week Date 17 Jun 2014 17 Jun 2014
[ |1nventery Report Inventory Report This L Devices 17 Jun 2014 17 Jun 2014
[ |web Control Report Web Control Report This L Dat 17 Jun 2014 17 Jun 2014

Figure 23.4
2. Now click Edit button present at the top of interface. You will be forwarded to Edit Report

Template Window.
3. Make desired changes and click Save.

B Viewing a Report

You can View the results captured in the report by selecting the Report and then click on
View option present on the top of Report Template module. Results of the selected report
will be displayed, as shown below —




Report Templates
DashBoard
Hanaged Mobile Devices
Hanage Backup
ll*l-'-l-lrﬂ -

Assel Hanagement

Report Templates

Report Scheduler

Events And Devices

Seltings

App Store

Call Logs

“B Deleting a Report Template

E]

At
Bk e

Anti-Virus & Content Security
)
WWW.escanav.com

Figure 23.5

Select the Report Template that you wish to delete using the respective checkbox and click
Delete.




‘eScan

Content Security
NW.escanav.com

24. Report Scheduler
VH Creating a Report Schedule

d o root
- {j .’/ i
Qﬁ- ’ eScan Mobile Device Management
DashBoard Report Scheduler &l |2

Managed Mobile Devices

Manage Backup

T [ | scheduler Name | Report Recipient ;Furrnat Type | Mext Scheduled Created On | Modified On
Anti-Theft | j ! : 1 ! 1 1 1
[ |New Report Schaduler_1 [B@escanav.com HTHL Schaduled |05 Dec 2013 08:30 PM |02 Dac 2013 |02 Dec 2013
Asset Management T
— — —_ —_ G New Report Scheduler_2 |abh|shekd@escanau com pL\F Manual = 04 Dec 2013 |04 Dec 2013
Report Template T | T T | | 1
D qu Report Scheduler_3 | abhishekd@escanav.com HTML Manual = 04 Dac 2013 |04 Dac 2013
Report Scheduler (4] - - B - - i
Events And Devices
Settings
App Store i
Call Logs
Figure 24.1

B Following options will be displayed

S.No. | Options Description
1. New Use this option create a New Report Schedule
2. Edit Use this option to Edit an Existing Report Schedule
3. Delete Use this option to delete an existing Report Schedule
4, Use this option to Run an already created Report
Run
schedule
5. . Use this option to View an already created Report
View
Schedule
6. Use this option to view results of previously deployed
Result
report schedule.

B Steps for Creating a New Report Schedule
1. Click New.
2. Select the desired report templates that you wish to schedule and Filter the criteria, as
shown below --
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New Report Scheduler : [New Report Scheduler_t |

Template Selection

Select = Template for creating = Report

B[] Asplication Control Report

B[] Inventory Report

B[] Web Control Report

» Selaction For Applied Groups/Clients
} Report Send Options

} Report Scheduling Settings

Save Cancel

Figure 24.2

3. Select the Groups or Devices for which you wish to Schedule the Report.

Selection For Applied Clients

@ Report for Groups O Report for a List of Devices

B- |:| CJ Managed Cevices
L‘_J Accounts_Department

Figure 24.3

4. Configure the options for Sending the Report on Email using Report Send Options.
5. Also select the Format for sending the Report on Mail. Excel, HTML and PDF formats are
supported.

‘eScan
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New Report Scheduler: |New Report Scheduler_1 |

¢ Template Selection

b Selaction For Applied Groups/Clients

Report Send Options

Send Report by Email

Report Sender®: [bency@escanav.com |

Report Recipient™: [ |

Mail Server 1P Address: 152.168.0.1
Mail Server Port: 25

Select the Report Format
HTML page M

» Report Scheduling Settings

Save Cancel

Figure 24.4

6. Schedule the report as per your requirement and click Save.

Newr Report Scheduler : [Hew Report Scheduler 1 |

» Template Selection
» Selection For Applied Clients

b Report Send Options

Report Scheduling Settings

@ scheduled O Manual

@ paily

O weekly Man Tue wed Thu
Fri Sat Sun

O Manthly (1 |y

@ ar (s [l [3][mm ¥

Save cancel

Figure 24.5

7. Report Schedule will be created instantly.
8. Select the Report Schedule and click Run to manually run the Created Report Schedule.
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Famaged Hobde Deviaes
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At - Thartty

Ansrl Masagroment

Begart Template
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Ewents Lad Devices
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Apw Stose L]

Call Losgps

Figure 24.6

9. You can View the Data of the Report by clicking View button present on the interface.

DashBoard Apple ation Beport x
— r
1
Managed Mobile Devices 3 | BT
1; | T
Manage Backup 10
is
Anti-Theft £ s
Asset Management é 7
L]
Report Template 4] I ]
&
Report Gehedialsr 3
a
Events And Devices ] Ia
1]
Settings i
1
App Slirm E
== _
M{ml
BLII0D a
ALY
Al i At
Dy H- N-II" | N Takonny [
4D Parental Contral !-t:u‘.b:t
- L S| (Andeoid e Eathngs loem. andread. tathegs | wancheed i
1z 1T |deva I':l"“' Contrel | ved I‘.";‘;':; frieost e Mot Lt 2 "

Figure 24.7

10. To View the Status of Scheduled Report click Result.

| [start | |Finished | Run Type |status

12}2!2013 2153127 PM | Scheduled IError = Report mail not gend!

Figure 24.8
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25.Events and Devices
Viewing Events

Events captured from the devices are categorized and displayed in this module. This will
give a real — time status of security and eScan update on all the devices.

Events And Devices ||| 2

Edit Selection ~

EH(L] Events and Devices Racent 1-10 of 89 page |I| of 9 b Ml Rows per page! \:TD V]
= l_J Bronis S Date Phone Number |Usermname |Event Id |Module Name
‘-* ] O |26 Feb 2014 04:00 FM |9993 abhi 7034 Config (Android)
:T f;:j:amn © |26 Feb 2014 03:59 PM 9999 abhi 7033 Config (Andraid)
.Q-Dauica selection @ |26 Feb 2014 11,29 AM 9999 abhi 7034 Ganfig (Android)
[ Device Updater © |26 Feb 2014 11:29 AM 3999 abhi £102 Parental Contral (Android)
A |26 Feb 2014 11,28 AM 9999 abhi 5101 Parental Contral (Android)
A |26 Feb 2014 11:28 AM 9999 abhi s101 Parental Contral (Android)
O |26 Feb 2014 11:28 AM 9999 abhi 7033 Config (Andraid)
@ |26 Feb 2014 10,25 AM 9999 abhi 6102 Parental Contral (Android)
© |26 Feb 2014 10:22 AM 3999 abhi 5802 config (Android)
© |26 Feb 2014 10:22 AM 9999 abhi 5802 Canfig (Android)
< >
o
Figure 25.1

VﬂTypes of Event Status

On the basis of severity, that is, the level of importance, events are categorized in to the
following three types.

e Recent: It displays both critical and information events that occurred recently on
managed devices such as web control status, application status etc.

e Critical: It displays all critical events occurred on managed devices such as anti-theft
disabled etc.

e Information: It displays all informative type of events such as anti-theft status,
manual sync status etc.

VH Device Selection

The Device Selection tab enables you to select and save the computer status settings. This
module enables you to do the following activities:
e Define Criteria’s for Filtering of Device Status on the basis of following-

e Device with the “Critical Status”
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e Device with the “Warning Status”
¢ Not connected for a long time
e Protection off

‘B Hardware / Software Updates

Capture Events on the basis of Software Changes, Hardware Changes or existing Device
Information.

B Type of Updates

The lists of updates are as follows:

e Software Changes: It displays the list of managed devices on which software related
changes are made. For example, Installation/Uninstallation of other software.

e Hardware Changes: It displays the list of managed devices on which hardware related
changes are made.

B Events and Devices settings
Defining Settings for Events and Devices

Event Status: You can define settings for the Events and Devices for Event Status, Device
Selection, as well as Hardware and Software changes. By defining these settings you can
define number of Records to show for Events, capture events, Information related to Events
for Hardware and Software Changes for desired number of days and desired number of
records to show.
e Existing System Info: It displays device information of the existing devices.
e Events and Devices settings
e The Software/Hardware changes: The following actions can be performed using

this option
Field Description
Software/Hardware | Select from the drop down to generate Events related to the
Changes selected option.
Number of Days Type the number of days, to view changes made within the

specified days.

For example, if you have typed 2 days, then you can view the list
of devices on which any software/hardware changes have been
made in the last 2 days.

Number of Records Type the number of devices that you want to view in the list.
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26.Settings

Using this module, you can Save Server details for sending Email notifications to the Device user
email addresses.

DashBoard Settings @2

Managed Mobile Devices 7
* BEmail Hotification Settings

Manage Backup

From:
SMTP Sarver:
Server Port:

Anti-Theft

Asset Management

Login Name:

Report Template Login Password:

Report Scheduler + Save X Cancel

Events And Devices

Settings (+]

App Store {

Call Logs

Figure 26.1
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27. App Store

Using the App Store you can Add apps that will be of use to the Mobile Device users accessing your
network. After adding the apps to the App Store you can push these apps to the managed devices
through policy deployment.

For more information on Policy Deployment, click here

B Steps for adding an App to the App store

1. Click Add under the App Store module of eScan’s Mobile Device Management Console.

Add Application B

Select Application source

Select a file with ,apk extenszion

Armazing Candle,apk

Continue Cancel

Figure 27.1
2. Now browse the path where the .apk file for the app is saved and click Continue.
3. You will be forwarded to the Edit Application window, write a brief description for the App
and click Save.

Edit Application n

Application Marme: |Winamp

Application Icon: @ Upload app icon

Application Id: com.nullsoftwinamp

For Music Lavers

Drescription:

Sawe Cancel

Figure 27.2

4. The App will be added in the store instantly.
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App Store Q|| ?

an be imported through "Folicy >> Required Application Palicy”™, for deployment to devices,

Applications listed below ¢
‘

=] !npplitation Name ‘U’elsion | Size Installed Updated On
|

| Winamp N

D | 1.2.12 | 4805 Kb =5 04 Dec 2013 11:21 AM
Root Chggk Pro

=] ﬁ 1.2.8 |259 kb 2 04 Dec 2013 07101 PM

Figure 27.3

5. Click on the Numeric Value present in Installed Column to view the list of devices where the
application is installed, initially before policy deployment it will be 0. If the app with the
same version number is installed on the devices the count will be shown accordingly.

‘eScan
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28.Getting started with eScan Mobile Security

Introduction

eScan Mobile Security is specifically designed for Android devices. It helps you secure
enterprise data accessed from smart phones and tablet connected to your network. It enables
you to white list/black list contacts and messages, backup/restore contacts and messages,
blocks applications and websites, which ensure security to the devices.

B Downloading and Enrolling eScan Mobile Security

As first step for enrolling the device, the administrator has to add device details to the MDM
console. Once the details of the device is added to the MDM Console by the administrator, an
email is automatically sent to the user’s email address with a link to download eScan Mobile
security on devices along with mandatory user details required for enrolling the device, the
details include, Mobile Number, Server, Port number and country.

It is mandatory for the user to have internet connection on the device for downloading eScan
and completing the enrollment process.

VE Enrolment Process
Enrolment process consist of following steps —

1. Download the .apk from the download link received on your email address.

Install eScan Mobile Security on the device.

3. Open eScan Mobile Security and enroll the device on MDM server by filling up
Enrollment details on the device.

n

You can fill up the form using any of the following two procedures
= Filling enrollment details manually
= Automatically filling enrollment details using QR code received in enrollment mail

The QR code contains user information filled by the administrator at the time of adding
the device on MDM console.

You are required to fill the same information in the Enrollment Details form from the
device for enrolling the device on eScan MDM server.

B Steps for filling enroliment details through QR Code

1. Open eScan Mobile Security on device after installation.
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2. Enrollment Details form will open on the device, Tap on Fill entries through QR
Code.

3. Now focus the camera towards the QR Code received in the enrollment email on
your computer.

4. The Enrollment details form will automatically be filled with all the mandatory
details encrypted in the QR Code.

5. Tap on Enroll Device button present at the bottom of the interface.

B Steps for filling information manually

1. Open eScan Mobile Security on device after installation.

Enrollment Details form will open on the device.

3. Now fill in the Enrollment details form with the mandatory (*marked) details
received in the enrollment email sent by the administrator.

4. Tap on Enroll Device button present at the bottom of the interface.

5. The device will be enrolled instantly and you will be forwarded to the Device
Administrator pop up message.

6. Tap on Next button to activate device administrator permission to enable Anti-theft,
Parental Control on the device.

7. You will be forwarded to the information window for activating device
administrator. Tap on Activate button present at the bottom of the interface or Tap
on Cancel to cancel the activation.

The device will be enrolled to the MDM Server

N

B eScan Mobile security

The following are the modules /options present on screen on the mobile interface.

e Administrator Mode: This will allow you to change the settings from your mobile device
once you input the correct password provided on the server. Without the password you will
have only a ready-only access to all the modules and won’t be able to make any changes to
the already defined settings.
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_eScan Mobile Security

Administrator Mode

Device Compliance
Status: Healthy

Privacy Advisor
Permissona Used By Applications

Applications

e5emn Appleation Store

Figure 28.1
e Device Compliance: This will portray the compliance status of the device as healthy or non-
compliant. The device is set to healthy or non- compliant based on the policies defined on
the server.

Device Compliance
Status: Healthy

Device is Healthy

Figure 28.2
e Call And SMS Filter: This will allow you to filter incoming Calls and SMS on the basis of black
list and whitelist created by you. This will also allow you to filter the Outgoing calls based on
the white list created by you.
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Call And SMS Filter (Incoming)

o White List

Call Filter (Outgoing)

Figure 28.3

e Backup: This will allow you to take a backup of contacts and SMS, restore contacts and SMS
and will also maintain the log for all the activities carried out.

/I Backup
Backup Contacts And SMS

Backup and Restore of Contacts and SMS

a5 Backup Contacts
O Restore Contacts
Backup SMS

© Restore SMS

O Log

Figure 28.4
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Parental Control: Allowing and blocking specific websites and applications.

® o Parental Control
Mode : Both

Block unwanted applications and websites

[%] Mode: Both
g/‘\: Block Applications

@ Block Websites

Figure 28.5
e Anti-theft — This section helps the user to trace, Lock, or Wipe the Data on Tablet through
an online profile in case of a lost or theft of the device.

Enable Anti-Theft

Figure 28.6
e Privacy Advisor: This section displays the list of applications installed on the Tablet along
with the permissions used by them.

Figure 28.7
e Applications: You can download new apps from the app store and also portrays the list of
downloaded apps.

App Store

Downloaded
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Figure 28.8
e Additional: Configuring additional advanced settings.

Additional

Show Notifications

Notifications will be shown

Sound

Sound notifications for application events

Change Secret Code

Change your secret code for application login

Write Logs

Write user actions o the eScan Log File

Clear Logs

Clears log files

Uninstall

Uninstall the application from device

Sync with Server
Las! 2:30PM Wed, Apr 09, 2014

Change Server and Port
Server.192.168.0.58 Port:2221 Sync Frequency:60 Min.

About eScan

Figure 28.9
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29.Contact Detalls

We offer 24x7 FREE Online Technical Support to our customers through e-mail and Live Chat. We
also provide FREE Telephonic Support to our customers during business hours.
e Chat Support

The eScan Technical Support team is available round the clock to assist you with your
gueries. You can contact our support team via Live Chat by visiting the following link.

http://www.escanav.com/english/livechat.asp
e Forums Support

You can even join the MicroWorld Forum at http://forums.escanav.com to discuss all your
eScan related problems with eScan experts.
e E-mail Support

Please send your queries, suggestions, and comments about our products about our
products or this guide to support@escanav.com.
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30. Registered Offices

Asia Pacific

MicroWorld Software Services Pvt. Ltd.

CIN No.: U72200MH2000PTC127055

Plot No 80, Road 15, MIDC, Marol, Andheri (E), Mumbai, India
Tel : (91) (22) 2826-5701

Fax: (91) (22) 2830-4750

E-mail : sales@escanav.com

Web site: http://www.escanav.com

Malaysia

MicroWorld Technologies Sdn.Bhd.

(Co.No. 722338-A, E-8-6, Megan Avenue 1, 189, Jalan Tun Razak, 50400 Kuala
Lumpur, Malaysia

Tel : (603) 2333-8909 or (603) 2333-8910

Fax: (603) 2333-8911

E-mail : sales@escanav.com

Web site: http://www.escanav.com

South Africa

MicroWorld Technologies South Africa (PTY) Ltd.

376 Oak Avenue

Block C (Entrance from 372 Oak Avenue) Ferndale, Randburg, Gauteng, South Africa
Tel : Local 08610 eScan (37226)

Fax: (086) 502 0482

International : (27) (11) 781-4235

E-mail : sales@microworld.co.za

Web site: http://www.microworld.co.za

USA

MicroWorld Technologies Inc.

31700 W 13 Mile Rd, Ste 98, Farmington Hills, M1 48334, USA
Tel : (1) (248) 855 2020

Fax: (1) (248) 855 2024

E-mail : sales@escanav.com

Web site: http://www.escanav.com

Germany

MicroWorld Technologies GmbH
Drosselweg 1, 76327 Pfinztal, Germany
Tel : (49) 7240 944909 20

Fax: (49) 7240 944909 92

E-mail : sales@escanav.de

Web site: http://www.escanav.de
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