
 
 

 

How to convert Web management access from HTTP to HTTPS(Secure SSL) 

 

Steps to follow:- 

 

a) Stop eScan-Apache Service using Service Control Window 

 

   b) Modify httpd.conf file located at path "c:\program files\common 

files\microworld\apache2\conf\httpd.conf" 

  (Path for 64Bit "c:\program files <x86>\common  

files\microworld\apache2\conf\httpd.conf") 

Note: Take backup of file before Modifying 

Locate the below mentioned lines in the conf and remove the preceding # 

      #LoadModule ssl_module modules/mod_ssl.so 

       

   c) Modify "c:\program files\common 

files\microworld\apache2\conf\apache_escan_vhost.conf" 

      (Path for 64Bit "c:\program files <x86>\common 

files\microworld\apache2\conf\apache_escan_vhost.conf") 

Note: Take backup of file before Modifying 

 

Locate the below mentioned lines in the conf and remove the preceding # 

      #SSLPassPhraseDialog  builtin 

      #SSLSessionCache none  

      #SSLMutex default 

      #SSLRandomSeed startup builtin 

      #SSLRandomSeed connect builtin 

      #SSLEngine on 

      #SSLCipherSuite 

ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL 

      #SSLCertificateFile bin/ssl/webconsole.cer 

      #SSLCertificateKeyFile bin/ssl/webconsole.key 

      #SSLCACertificateFile bin/ssl/ca.cer 

      #SSLOptions +StdEnvVars 

 

   d) Launch Command prompt with Administrator priviliage and go to directory 

"c:\program files\common files\microworld\apache2\bin\SSl" 

      (For 64Bit path "c:\program files <x86>\common files\microworld\bin\SSL") 

      and check if file webconsole.cer, webconsole.key, ca.cer is created or not during 

installation 

 

   e) If any of the above file is missing you need to regenerate SSL certificate 

      Execute/run the file ssl_cert.exe to generate self-signed certificates necessary for SSL 

from directory "c:\program files\common       files\microworld\apache2\bin" 

      (For 64Bit path "c:\program files <x86>\common files\microworld\bin\SSL") 

      



 
 

 

      Note: If ssl_cert.exe file is not present, kindly download from below link 

      http://www.microworldsystems.com/download/tools/ssl_cert.exe     

       

   f) Pause eScan Protection and go to directory "c:\program files\escan" (For 64Bit 

default path="c:\program files <x86>\eScan") 

      Open eserv.ini and change the value of UseHTTPs from "0" to "1" in Config Section. 

 

      Restart eScan management console service from command prompt using following 

two commands 

      i) killproc eserv.exe,trayeser.exe 

      ii) net start escan-eserv 

 

   g) Start escan-Apache Service 

 

   h) Browse to https://localhost:10443 or https://ipaddress:10443 and add the Self-

Signed certificate to the ssl-store of the browser. 

 

 

 

 

How to Convert Web management access from HTTPS(Secure SSL) to HTTP 

 

Steps to follow:- 

   a) Stop escan-Apache Service using Service control Manager 

 

   b) Modify httpd.conf file located at path "c:\program files\common 

files\microworld\apache2\conf\httpd.conf" 

      (Path for 64Bit "c:\program files <x86>\common 

files\microworld\apache2\conf\httpd.conf") 

      Note: Take backup of file before Modifying 

 

      Locate the below mentioned lines in the conf and add # at the begining of these 

lines 

      LoadModule ssl_module modules/mod_ssl.so 

 

      After adding # the line should like this: 

      #LoadModule ssl_module modules/mod_ssl.so 

 

   c) Modify "c:\program files\common 

files\microworld\apache2\conf\apache_escan_vhost.conf" 

      (Path for 64Bit "c:\program files <x86>\common 

files\microworld\apache2\conf\apache_escan_vhost.conf") 

      Note: Take backup of file before Modifying 

 



 
 

 

      Locate the below mentioned lines in the conf and add # at the begining of these 

lines 

      SSLPassPhraseDialog  builtin 

      SSLSessionCache none  

      SSLMutex default 

      SSLRandomSeed startup builtin 

      SSLRandomSeed connect builtin 

      SSLEngine on 

      SSLCipherSuite 

ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL 

      SSLCertificateFile bin/ssl/webconsole.cer 

      SSLCertificateKeyFile bin/ssl/webconsole.key 

      SSLCACertificateFile bin/ssl/ca.cer 

      SSLOptions +StdEnvVars 

       

      After adding # the lines should like this: 

      #SSLPassPhraseDialog  builtin 

      #SSLSessionCache none  

      #SSLMutex default 

      #SSLRandomSeed startup builtin 

      #SSLRandomSeed connect builtin 

      #SSLEngine on 

      #SSLCipherSuite 

ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL 

      #SSLCertificateFile bin/ssl/webconsole.cer 

      #SSLCertificateKeyFile bin/ssl/webconsole.key 

      #SSLCACertificateFile bin/ssl/ca.cer 

      #SSLOptions +StdEnvVars 

 

   d) Pause eScan Protection and go to directory "c:\program files\escan" (For 64Bit 

default path="c:\program files <x86>\eScan") 

      Open eserv.ini and change the value of UseHTTPs from "1" to "0" in Config Section. 

 

      Restart eScan management console service from command prompt using following 

2 commands 

      i) killproc eserv.exe,trayeser.exe 

      ii) net start escan-eserv 

 

   e) Start eScan-Apache Service 

 

   f) Browse to http://localhost:10443 or http://ipaddress:10443 

 

 

 

 



 
 

 

 

 

How to Add HTTP download along with FTP download for Signature update and 

policies. 

 

Organizations who want to start using HTTP as the primary mode for downloading 

updates and policy, instead of FTP, should follow these steps 

Before proceeding any further, please note that after enabling HTTP download option, 

FTP will also function. 

 

   a) Create a file updater.conf in path "c:\program files\common 

files\microworld\apache2\conf" 

      (Path for 64Bit "c:\program files <x86>\common files\microworld\apache2\conf") 

      Add the below mentioned content to it found between "#File start updater.conf" and 

"#File end updater.conf". (Change the path for 64bit OS accordingly) 

 

Note: updater.zip can also be downwloaded from below link, it contains file 

updater32.conf and updater64.conf, one can copy updater32.conf as updater.conf on 

32Bit OS and updater64.conf as updater.conf on 64Bit OS on path mention above. The 

conf file is design for default eScan installation path, kindly set the customized 

installation path provided during time of installation. 

Link= http://www.microworldsystems.com/download/tools/updater.zip 

 

#File start updater.conf 

NameVirtualHost *:2221 

<VirtualHost *:2221> 

 ServerName localhost:2221 

 ServerAdmin admin@mwti.net 

 DocumentRoot "C:/sendinfo" 

 ErrorLog "logs/eServ-error.log" 

 CustomLog "logs/eServ-access.log" combined 

 ErrorDocument 400 "Error Retrieving the Page" 

#LogLevel debug 

 <IfModule alias_module> 

  ScriptAliasMatch (?i)^/dirlist.txt "C:/Program files/escan/updater.dll" 

     ScriptAliasMatch (?i)^/avx/versions.dat "C:/Program 

files/escan//updater.dll/version" 

     ScriptAliasMatch (?i)^/update/(.*) "C:/Program 

files/escan/updater.dll/update" 

  AliasMatch (?i)^/update(.*) "C:/pub/update$1" 

  AliasMatch (?i)^/avx(.*)    "C:/pub/avx$1" 

  AliasMatch (?i)^/deploy(.*) "C:/pub/deploy$1" 

  AliasMatch (?i)^/policy(.*) "C:/pub/policy$1" 

  AliasMatch (?i)^/log(.*)    "C:/pub/log$1" 

 </IfModule> 



 
 

 

 

 <Directory "C:/PUB"> 

  #Header always unset 

  #CheckCaseOnly OFF 

  Options Indexes FollowSymLinks  

  AllowOverride None 

  Order allow,deny 

  Allow from all 

 </Directory> 

 

 <Directory "C:/sendinfo"> 

  #Header always unset 

  DirectoryIndex index.htm  

  #CheckCaseOnly OFF 

  Options Indexes FollowSymLinks  

  AllowOverride None 

  Order allow,deny 

  Allow from all 

 </Directory> 

  

 <Directory "C:/Program files/escan"> 

  #CheckCaseOnly On 

  Options FollowSymLinks 

  AddHandler isapi-handler .dll 

   Options -Indexes FollowSymLinks ExecCGI  

   AllowOverride None 

   Order allow,deny 

   Allow from all 

 </Directory> 

</VirtualHost> 

#File end updater.conf 

 

   b) Modify httpd.conf file located at path c:\program files\common 

files\microworld\apache2\conf\httpd.conf 

      (Path for 64Bit c:\program files <x86>\common 

files\microworld\apache2\conf\httpd.conf) 

      Note: Take backup of file before Modifying 

 

      Locate the line  

      Listen 10443 

 

      Add the line below it 

      Listen 2221 

 

      After adding it should look like this: 



 
 

 

      Listen 10443 

      Listen 2221 

 

   c) Go to the end of conf file and add the line 

      Include conf/updater.conf 

 

   d) Restart escan-apache service using Service control manager after making above 

changes. 

   

   e) Restart eScan management console service from command prompt using following 

2 commands 

      i) killproc eserv.exe,trayeser.exe 

      ii) net start escan-eserv 

 


