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An ongoing widespread attack has been recently discovered that forces sites running three of
the Internet's most popular web server push malware exploits on visitors.
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A malicious backdoor (Linux/Cdorked.A)
was being used behind the attack and is
said to have infected at least 400 web
servers where 50 of them come under
Alexa's 100,000 ranking. The backdoor
infects sites running on Apache, NGINX
and Lighttpd web servers and are said to
have exposed over 100,000 end users.
However, the actual number of users
infected is said to be much higher.

This sort of attack is also the first time

where we have seen different web servers being attacked. In other words the attacker is willing
to create a backdoor for Apache, Lighttpd and NGINX. Stealthy, streamlined and sophisticated
the people behind the malware follow a streamlined distribution mechanism for getting

malware onto end users PC.

The malware 'Cdorked' was known to infect sites running on Apache, which is by far the most
popular Web server application. According to statistics, Apache and NGINX come in as the
most sought after web server applications which totals to a close 48.34 percent and 17.65
percent respectively. However, Lighttpd, a web server designed for speed, comesin atjust 3.78
percent. Meebo, YouTube and Wikimedia are a few that currently make use of Lighttpd. The
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susceptibility of NGINX got highlighted
only after an update that patches a
remote code-execution vulnerability was
issued by its maintainers. However, there
is zero evidence that the related
vulnerability is related to the Cdorked
infection.

The malware has been observed to cause
popular and trusted websites push
exploits that attempt to install malware
on users who visit compromised web
pages. It does this by redirecting users to

malware hosting sites which basically house the Blackhole exploit kit. In addition, the malware
is extremely stealthy and can go undetected even when the target computer is being
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attacked. However, those who have been attacked in recent times have been singled out. Also,
the malware comes with a large number of embedded IP addresses that are blocked from
being infected.

~ N The malware is also advanced enough
Malware URL Count (Hosted Countries) to differentiate between different
computing platforms used by end users.
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can be directed to systems that have
s been compromised, giving the
- ~ attackers granular control that can be
invoked remotely. Moreover, the
malware isn't capable of spreading on its own and it also isn't programmed to exploit
vulnerability in other specific software.

An exploitation such as this, suggests that malicious coders are expanding beyond traditional
Microsoft based OSs. In the past, Linux based malware were not taken seriously as there used

to be just a handful of them. However things have changed with time and we now see a
number of web servers infected with malware. And this method is slowly growing by the
e ~ humber.

Malware Count by Extension

mhtml  ®php This month was also home to a new
Nexe Wasp Trojan downloader that is not only hard
mhtm  mjs to detect but is also capable of wiping its
Wrar  Wzip track by deleting all traces. The
aspx mgif downloader (Win32/Nemim.gen!A),
Hjpg txt

goes on to show that malware writers

pl apk . .

jar cei are .p.rogresswely ' ggttmg more
fm mp3 sophisticated. The Trojan is designed to
dll swf infect executable files in attached drives.

By doing this it can release a special tool

that is capable of stealing email based passwords, instant messaging
accounts and a host of other services. The downloader is unique in many aspects as it is not
only responsible in downloading the core components of the malware. It in fact remains to be
a key component of the operation even after the target system has been infected.



‘eScan

Anti-Virus & Content Security
www.escanav.com

We have also seen a growing increase in bank frauds. Over HK$9.6 million in company bank
accounts were targeted by use of an email scam that tricked 13 people into revealing codes
that were generated by personal security devices that help customers to conduct online
transactions. The said email diverted the victims to websites that looked like the banks actual

site, where the customers typed in their

e _ "\ security code and login details.
Month Wise Malware Count
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Although HK$9.6 million was involved,
only HK$2.8 million was successfully
transferred to overseas accounts, which
include Britain, the United States and the
Czech Republic. Other transactions were
< - . .+ |interrupted when the victim's
e e v e v e s oo w s | discovered what was happening before
the process ended.
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~ The attacks on eCommerce and
Financial services aren't going to stop anytime soon. Attackers are targeting network
infrastructures to cause collateral damage to other shared resources, so organizations must
think about their different areas of vulnerability beyond website URLs.
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