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The World Wide Web is home to a number of malicious programs. But mostly programs that
work without being dependent on one another. The month of June saw the discovery of two
malicious programs that help each other stay on the infected machine. The programs work
together by alternatively downloading
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The worm shares a close relationship with Beebone — another Visual Basic compiled Trojan
downloader that is capable of downloading threats from a range of families, such as Vobfus,
Zbot, Sirefef, Fareit, Nedsym and Cutwail. When executed, Vobfus contacts a command and
control server to obtain encrypted instructions on where to download Beebone.

The Malware belongs to a family of worms
that spreads via removable drives and
mapped network drives. The worm
(Vobfus) is a Visual Basic malware that is
compiled in pseudo-code or native code.
It first started with a simple string
manipulation method and has evolved to
more complex string decoding.
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Based on the research by Microsoft, Beebone variants download other variants of Vobfus,
which basically creates an infection cycle. This recurring relationship is the reason why the
malware Vobfus and Beebone are resilient to Antivirus products. Updated virus scanners
might detect one variant of the worm; however newer downloaded variants may just go
undetected. So even if Vobfus is detected
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B Apache Web Server which further downloads an undetected
B Microsoft-11S variant of Vobfus.
Lighttpd
® NGINX Vobfus can spread by copying itself along
= LiteSpeed with an Autorun.inf file in a mapped
GWS network environment or via removable

Oversee Turing drives. Moreover since Beebone is
uServ capable of downloading threats from a
Others

range of malware families, the infected
machine is quite likely to have all the
mentioned variants.

To be on the safe side, users should always use caution when clicking external links. Browsers
and other installed software should be kept up to date with the latest patches to help prevent
software exploits. Also, disabling Windows autorun functionality will further help prevent
execution of the malware via USB based devices.
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Android Malware

Malware for the android OS has been a concern for a while now. However, they have been
easy to detect and remove. But a newly discovered Trojan targeting the Android platform is
said to be more advanced than ever. It exploits multiple unknown vulnerabilities and makes

use of complex obfuscation techniques
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Android's Administrator function which

further prevents apps with administrator rights from getting uninstalled by the user. To
further prevent it from being detected Obad.a comes with no interface and runs in the

background as a service.

The Trojan can export your personal information, download and install additional malicious

apps, spam the contacts on your phone
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A Trojan such as Obad.a simply signifies
that the Android OS has become a

large enough target for malicious script writers. It also signifies that the OS has serious issues

that need to be looked into by Google.

Citadel Malware

A new variant of the Citadel malware makes use of in-browser injection techniques to steal
log-in credentials and credit card details from users in different countries. The malware has
the ability to modify or replace websites opened by users on infected computers.
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This new variant is specifically aimed at users from social networks, banks and major e-
commercesites, including Amazon across France, Spain, Italy and Germany.

When the websites are accessed from computers infected with the new variant, the malware
replaces them with rogue versions that
( _ ) claim that the users account was
Month Wise Malware Count blocked due to suspicious activity. They
are then asked to input their personal
oooooo information to confirm that they are
legitimate owners and can further
proceed to unlock the said account.
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What makes this malware interesting is
- .~ -\ = | the use of customized drop down
o e e e o e menus and in its ability to request for
informationinlocal languages.
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Earlier during the month Microsoft and
FBI units worked in sync to help disrupt more than 1400 botnets based on the Citadel
malware. It is also estimated that the malware was responsible for more than half a billion
dollars in financial loss. Microsoft might have put in a lot of effort to disrupt the operations of
the Citadel botnets, but anyone with a Citadel builder can create a new variant and start a new
operation.
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