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1. eScan Management Console

It is a web based centralized Management Console that helps the administrator to install and
manage eScan Client on the computers connected to the network.

Using this console you can perform following activities —

® |nstall eScan Client application on the Computers connected to the network that has
Windows, Mac or Linux Operating System.

® (Create and Manage policies or tasks for computers on your network.

® Manage Notifications for Alerts and Warnings.
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2. Pre-requisites for eScan Server

Before installing eScan ensure that the following pre-requisites are met:

® Logon to computer as an administrator.
® Check for free space on the hard disk/partition for installing eScan.
® The IP address for eScan server should be static.
® Determine IP address of the mail server to which you need to send the warning messages
(optional).
Note:

e You require a user name and password to send emails, if authentication for the mail server is
mandatory for accepting emails.
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Windows Linux Mac Android
e (Windows server e (Linux Endpoints) e (Mac ( Android Endpoints )
& workstations) e Platforms Supported Endpoints) Platforms Supported
e Platforms _ e Platforms
Supported RHEL 4 &above (32 & 64 b Supported Android Version 2.2 &

Microsoft® Windows® 2012 / SBS
2011 / Essential / 2008 R2 / 2008 /
2003 R2 /2003 /10/8.1/8/ 7 / Vistq
XP SP 2 /2000 Service Pack 4 and
Rollup Pack 1

(For 32-Bit & 64-Bit Editions)

Cent0S 5.10 & above (32 & 64 bit)
SLES 10 SP3 & above (32 & 64 bit)
Debian 4.0 & above (32 & 64 bit)
openSuSe 10.1 & above (32 & 64 bit)
Fedora 5.0 & above (32 & 64 bit)
Ubuntu 6.06 & above (32 & 64 bit)

Mac OS X 10.9 - Mavericks
Mac OS X 10.8 - Mountain
Lion

Mac OS X 10.7 - Lion

Mac OS X 10.6 — Snow
Leopard

above

Hardware for Clients and
Server

( Server)

CPU - 2GHz Intel™ Core™
Duo processor or
equivalent.

Memory - 4 GB & above
Disk Space — 8 GB & above
(Endpoints)

1.4 Ghz minimum (2.0 Ghz
recommended) Intel
Pentium or equivalent

1.0 GB minimum (1.5GB
recommended )

Disk Space — 800 MB and
more

Hardware Requirements
(Endpoints)

CPU - Intel® Pentium or
compatible or equivalent.
Memory — 512 MB and
above

Disk Space — 500 MB free
hard drive space for
installation of the
application and storage of
temporary files

Hardware
Requirements
(Endpoints)

CPU - Intel based
Macintosh

Memory —1 GB and
More recommended
Disk Space — 500 MB
and above

Hardware
Requirements
(Endpoints)

Android 2.2 & above
devices

eScan Console can be
accessed by using below
browsers:

Internet Explorer7/8/9/
10

Firefox 14 & above

Google Chrome latest
version
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4. Installing eScan Endpoint Security Server
° Installing eScan from CD/DVD

Installing eScan Endpoint Security for Windows from the CD/DVD is very simple, just insert
the CD/DVD in the ROM and wait for few seconds for auto run to start the installation
process and follow the instructions on screen. In case if installation does not start on its
own then locate and double click on the Ewn2ksmk.exe on CD Rom, this will open the
wizard based setup of eScan Endpoint Security for Windows on your computer. To complete
the installation follow the instructions on screen. Denote

° Downloading and installing eScan Endpoint Security Server from internet

You can also download the setup file from www.escanav.com

For installing eScan Server from the setup file downloaded from Internet, just double click
on the Ewn2ksmk.exe and follow the instructions on screen to complete the installation
process.

Note: Before deploying eScan on any endpoint where any third party antivirus is already

installed, please make sure to exclude following folders of eScan from real time scanning -

e For 32 bit computer - C:\Program Files\eScan
C:\ Program Files\Common Files\Microworld

e For 64 bit Computer - C:\Program Files(x86)\eScan
C:\Program Files\Common Files(x86)\Microworld
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e Installation Process
The installation process comprises of following steps —

e Step 1 - Selecting Language
Selecting the Setup Language will mark the beginning of the Installation process of eScan

server. You will be welcomed with the following window for selecting Language. Refer Figure
4.1

Select Setup Language -l

Select the language to uze during the installation:

Englizh b

| 0k, | | Cancel

Figure 4.1

Using the Drop Down menu present on the Window, select the desired language for
Installation and click OK to proceed. You will be forwarded to the main window of the
Installation Wizard. Refer Figure 4.2

Note:

The Default Language shown in the Drop down Menu is dependent on the
Language of the Operating System installed on the Computer. Currently we support only
English and Japanese.
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Welcome to the eScan Endpoint Security for Windows
Setup Wizard

[/
o Welcome Welcome to the eScan Endpoint Security for Windows Setup Wizard

Click Me:xt to cortinue, or Cancel to exit Setup.
License

Destination Folder
Ready to Install
In Progress

Finish

|| Cancel |

Figure 4.2
e  Step 2 — Accepting the License Agreement

To proceed with the installation click Next, this will forward you to the License Agreement
Screen; Accept the License agreement by clicking option and click Next. Refer Figure 4.3.

License Agreement
Pleaze read the follovwing important information before continuing.

Welcome

Pleaze read the following License Agreement. You must accept the terms of this

. s agreement before continuing with the installation.
License
i eScan SOFTWARE END-USER LICENSE AGREEMENT ~
Destination Folder MOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWANG LEGAL

AGREEMENT ("AGREEMENT™), FOR THE LICENSE OF eScan ("SCFTWARE")
PRODUCED BY MICROWORLD SOFTWARE SERVICES PVT.LTD.
("MAICROVICORLD™).

Ready to Install
In Progress

Finish IF %¥'OU HAWE PURCHASED THIS SOFTWARE 1A THE INTERMET BY CLICKING
THE ACCEPT BUTTORM, YU (EITHER AN INDIVIDUAL OFR: & SINGLE EMTITY)
COMSEMT TO BE BOUMD BY AMD BECOME & PARTY TO THIS AGREEMENT.IF
i | accept the agreement
" | do not sccept the agreement

| < Back || Mest » || Cancel |

Figure 4.3
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e Step 3 - Selecting the Destination Folder

Select the destination folder where you wish to install eScan Management Console on your
computer. Use browse option to browse the Destination Folder for installing eScan
Management Console. Click Next to proceed with the installation. Refer Figure 4.4

Select Destinaieh Lo aisn
vWhate should eSoan Endpoinl STacurty for Wilndows be inslalled?

. Setup will insial eScan Endport Securly tor Window's o the Tolorsing
Tiichet

m Drewtanatwon Folder To continues, chch Meod, 17 you would Boy 10 Select & dfterent foider, Chck Browoe
&

C\PROGAA ™1 \eScan Biowne

Ready to install
in Progress

Finkah

AY leas 000§ M) of fres Sk S0SCE B Fegared

« Back Head » Carcel

Figure 4.4

Note:

e Default Path for eScan installation on a 32 bit Computer - C:\Program Files\eScan

e Default path for eScan installation on a 64 bit Computer - C:\Program Files (x86)\eScan

. Step 4 — Ready to Install

This window displays the destination location where eScan Management Console will be
installed. Check the destination location, if you are ready to install eScan Management
Console on your computer, click Install to proceed. Refer Figure 4.5
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Fesdy Lo batall
Sehup iT now neady 1o begin instaling eSoan Endponl Sacurty for Windows on

Webcon YOF COMmpLter
License Chck irvstal bo corfnue with he inslalabon, of obcl Back I you ward 10 revisw oF
changs afvy Setlings
Deeslination F alder g
Doeratirusasn oo ot

" CPROGRA=-1wScan
£ Ready 1o lnstall
P

In Progress

Fanienh

< Back Irctal Cancel

Figure 4.5

° Step 5 — Installation Progress
The installation will start and the progress will be displayed on the following window. Refer

Figure 4.6

Welcome -

License ==
Destination Folder \ - 3 p
Ready to Install \ h

@ In Progress - ‘ -
e s—

T T——

Finish

Finizhing installation

eScan Endpoint Securt

Figure 4.6
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° Step 6 — Configuring eScan Management Console
During the installation eScan Management Console Configuration Wizard will guide to
Configure settings for SQL Server as well as Login settings for the eScan Management
Console. This is vital for completing the installation process. Refer Figure 4.7

Welcome _ eScan Management Console Configuration Wizard
License

Destination Folde

Ready to Install eScan Management Console login information

Enter the login credentisls for the root user to give permission to manage the
eScan Management Console.

User name:

Description:

Pazsword:*

|
Finish |
|
|

Confirm Password:*

i |
i |

Email address* |abhishekd@ascanav com

Click "Mext" to continue

WWW.BSCanav.com

Figure 4.7
e Step 7 — Selecting the Computer for Hosting SQL Server
Using various options present on this window you can select desired computer or instance
for hosting SQL Server. Refer Figure 4.8

' _- . eScan Management Console Configuration Wizard

Select computer hosting SAL Server.

f+ Use local instance |E5E,-'.\NSQLSEFNEF| j
" Inztall Microzoft SGL Server Express Edition (recommended)

(" Chooze existing

SGL Server Mame D

Figure 4.8
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Options Description

[Radio button]

Use the drop down to select the desired instance for
Hosting the SQL Server. It displays a list of instances
present on the system. This option is being used if you
already have SQL Instance running locally.

Use Local Instance

[Radio Button]

Select this option to Install Microsoft SQL Server Express
Edition. It is recommended to select this option for Server
installation. This option is selected if you do not have SQL
installed on the system on which eScan server is being
installed.

[Radio Button]

Select this option if you have already created an instance
for eScan Database on any SQL Server installed on any
Choose Existing computer connected to the network. Use the Browse
option to Locate the server. This option is being used if you
already have an instance running locally or in your local
area network.

Install Microsoft SQL Server
Express Edition

Click Next to proceed with the Installation process. SQL Server installation Wizard will start.
e  Step 8 —Installing SQL Server

Click Install to start the installation of SQL Server. Refer Figure 4.9.

Welcome 4 . eScan Management Console Configuration Wizard

License

Destination Fold<{il
This wizard will ingtall following prerequisites along with Microsoft SOL

Ready to Install Server Express

Microsoft Windows Installer
[E In Progres

Microsoft .Met Framework

AL Microsoft SAL Server Express Edition

Click "Instal" to proceed

Ins‘tall

Vww.escanav.com

Figure 4.9
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The wizard will inform you on successful installation of Microsoft SQL Server Express. Refer

Figure 4.10
. eScan Management Console Configuration Wizard ‘_";_‘,-
L
Installing Microsoft SOL Server Express b,
=
[E] In Microsoft SQL Server Express has been installed successfully on your “
system
" Microsoft Windows Installer
" Microsoft et Framework
" Microsoft SGL Server Express Edition _
Click "Mext" to continue
Figure 4.10
Click Next to continue. You will be forwarded to the eScan Management Console Login information
Window.

e  Step 9 - Filling Login Credentials for eScan Management Console
Fill up the required Login credentials that will be required to Login into the eScan
Management Console. Click Next when done. Refer Figure 4.11.

Welcome | , eScan Management Conseole Configuration Wizard
License

Destination Folde

Ready to Install e3can Management Console login information

Erter the login credentisls for the root user to give permission to manage the
eScan Management Conzole.

User name: | |
Description: | rit i 3 |
Pazaward:* |* |
Confirm Password:* |* |
|
Email address:* |abc@escanav.com |

Click "Mext" to continue

| ek nes ]

scanav.com

Figure 4.11
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° Step 10 — Completing eScan Management Console Configuration
For completing the Configuration of eScan Management Console, click Finish. It will start

installing the necessary files as per the configuration being done, It will take few minutes to
complete with the installation. Refer Figure 4.12

Welcome eScan Management Console Configuration Wizard

License

Destination Folde eScan M
Completed.

t Console Configuration Wizard
Ready to Install

You have successfully installed f configured Microzoft SQL
Server Express on your computer. Click "Finish" to proceed
with eScan installation

@ In Progres!

Finish

Figure 4.12

Once the scanning is complete or the scanning is cancelled, you will be forwarded to the
Finish window. Click Finish to complete the installation process.

Completing the eScan Endpoint Security for
windows Setup Wizard

Welcome

License Zetup has finished instaling eScan Endpoint Security for Windows on your computer.

The application may be launched by selecting the installed icons
Destination Folder

Click Firish to exit Setuga.
Ready to Install RN SEh AR

In Progress

V/ Finish

Figure 4.13

Note:

e eScan Endpoint security client as well as server can be installed on any computer where any
other antivirus software is already installed.
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5. Components of eScan Server

The eScan Server comprises the following components.

e eScan Server - This is a core component which allows you to manage, deploy and
configure eScan on Endpoints. It stores the configuration information and log files
about the Endpoints which are present in the network. It also communicates with
other components mentioned below.

e Agent — It manages the connection between the eScan server and the client
computer.

e eScan Management Console - It is a Web-based application hosted on the eScan
Server. It allows administrators to manage eScan on Endpoints in the network.

e Microsoft SQL Server Express Edition- Database for storing events and logs, already
included in the eScan Setup file.

e (NOTE : On Windows 8 / 8.1 / 2008 /2012 operating systems, SQL 2008 Express
edition will be installed else SQL 2005 Express edition will be installed.)

e Apache - For running eScan Management Console. Already included in the eScan
Setup file.

e (NOTE: Uninstallation of eScan server will not remove SQL and APACHE software
from the system.)
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6. User Interface of eScan Management Console

° Taskbar Menu —

Click eScan Management Console icon present in the taskbar on your desktop (on eScan Server
only). This will open the Login Page of eScan Management Console in your default web
browser.

e Options on Right Click ( ¥ eScan Management Console Icon in taskbar)
a  Client Live Updater
&+ QpenWeb Console
W Stop Announcement

wr About eScan Management Console
'@ Shut Down

Options Description

Client Live Updater Using this option you can get live event feeds from
all Endpoints on your network. This feed consists of
IP Address, Username of the Endpoints, Module
Names and Client actions. This Live Feed list can be
exported to Excel if required.

Open Web Console Click on this option to open eScan Management
Console in a web browser.

Stop Announcement Click on this option to stop broadcast from and
towards the server.

About eScan Management Click on this option to know more about eScan.

Console

Shut Down Click on this option to shut down the server.

(Note : This is not recommended to shut down the
server component, this will stop the
communications between client and server)

° The Login Page
Enter the Username and Password defined by you during installation of eScan
Endpoint Security to Login to the eScan Management Console. Refer Figure 6.1
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WEB CONSOLE LOGIN

Please type your User name and Password to access the Web Console.

User name!
Far Active Directary account: domain‘\username

Tou can provide users the following link(s):

eScan Client Setup

http: AYDAMNT: 10443/SetupfeScan Client.exe [+]
eScan Agent Setup {(Windows)

bttp AYDAMNT: 10443/ Setupfhgent Setup.exe [+]
eScan Agent Setup (Linux) [-1

bttp: ADANNYT: 1044 3 /S etup/Agent Setup.deb
bttp: /192 168.0.60: 10443/ S etupfdnent Setup. deb

bttpe AADAMNMYT 1044 3/ S etupfhgent Setup.rpm
http:/192.168.0.60:1044 3 /S etup/Agent Setup.rpm

eScan Agent Setup (MALC) [-1
http e HADANNTI1 044 5/ etup/agent Setup.dmg
bttp: /192 168.0.60:1044 3 /S etupfdgent Setup.dmg

Copyrright @ =010 MicreWarld Technologies Ine, All rights rezerved.

Figure 6.1

Note:

® Please note that “root” is the super user being created by default by eScan during Installation,
see - Filling Login Credentials for eScan Management Console.

Options Description

[Field]

Username Enter the username to login to eScan Management
Console.

[Field]

Password Enter the Password to login to eScan Management
Console.

[Button]
Enter the Username and Password and click Login to

Login
g enter the eScan Management Console.

[Download Links]
Client setup links (for Windows) is present on the Web
Console Login page; you can send these links on mail

eScan Client and Agent Setup
Links
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to the wusers of the Endpoints where remote
installation is not possible. Using this link they can
download the Client setup and install it manually on
their computers. Or they can directly access eScan
Management console from their desktop.

[Download Link]

You can give this link on mail to the user of the
Endpoints from where you are not able to get system
information or communication is breaking frequently.
Once the Agent is downloaded and installed on the
eScan Agent Setup Link Managed Computer. It will establish the connection
between Server and Client computer. Please note
that installation of eScan on Linux and MAC
computers can only be done manually by
downloading AGENT on MAC or Linux computers
from the links.

o Main Interface - eScan Management Console - Refer Figure 6.2

® Scan % AbouteScan Q root /B Log Off
% eScan Management Console

DashBoard
Setup Wizard o

Setup Wizard 4 velp

Managed Computers Walcora to the Satup Wixard
#unmanaged Computers This Wizard halps to create Groups, salact computars for respactiva Groups and installation of eScan on salectad Groups.
Report Templates
Report Scheduler
Tasks For Specific Computers
Palicies For Specific Computers
Asset Management
T Click "Next” to Proceed,
[* Settings
License
Announcement Status: Started
escan Endpoint Security for
windows
Servar Up Time:
0 Hour(s), 41 Min(s), 55 Sec(s)
Figure 6.2
Note:
» Icons on every status Label denotes that the status is displayed for the computers having

= ‘_ A
operating system as N windows, MAC OS X or =* Linux.
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Links Description

[Link]
Click on this link to visit our Home page — www.escanav.com

About eScan

[Link]
Click on this link to edit User Login details like Full name,

Username Password and email address that you use to Login in the
eScan Management Console.
[Link]
Log off Click on this link to Log out of the eScan Management
Console.
Present on the Left in eScan Management Console, it displays
Navigation Panel all Modules of eScan Management Console providing access

to numerous functionalities present under them.

° eScan Management Console - Navigation Panel

Navigation Panel appears on the left side after you login to eScan Management console and
gives you direct access to various options present in the console for managing computers,
installing, updating and configuring eScan on the Endpoints connected the network. Using this
panel you can also configure settings for the Web console and manage user roles and
permissions for Management Console. Refer - Figure 6.3
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DashBoard
Setup Wizard [+
Managed Computers
Unmanaged Computers
Report Templates
Report Scheduler
Tasks For Specific Computers
Policies For Specific Computers
Asset Management

Print Activity

Settings
Administration

License

Mobile Device Management

Announcement Status: Started
eScan Endpoint Security for

indows
r;er\rer Up Time:
3 Houris), 32 Min(s), 4 Sec(s)
Figure 6.3

. Overview of the Navigation Panel -

Various options present in the Navigation Panel of eScan Management Console are as
follows —

. Dashboard - The dashboard of eScan Management Console displays charts showing
deployment status, Protection status, Protection Statistics and top 10 Summary and the
monitoring done by Management Console of the Endpoints for Web protection and
application control. For more details click here. Refer - Figure 6.4
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Configure Dashboard Display

Deployment Status Protection Status Protection Statistics Summary Top 10

Deployment Status

eScan Status = ‘ License = A ‘
W Installed 4 Licensze in Use 4
Mot Installed ] M License Remaining 1
Unknown 1] Total License Size ]
Total 4
~ Manage License
eScan Version =l ‘
14,0,1400,1596 2
7.0.2 1
"-.I M 7.0-2 1
Unknown 0
Tatal 4
Figure 6.4
Note:
» Icons on every status Label denotes that the status is displayed for the computers having

HE ‘ A
operating system as N windows, MAC OS Xor — Linux.

° Setup Wizard - It guides you in step by step creation of groups, adding computers to
respective groups, adding hosts from the network and installing client on the connected
computer at a desired path/ location on that computer. Refer - Figure 6.5

Setup Wizard Ei Help

‘Welcome to the Setup Wizard

This Wizard helps to creste Groups. select for respactive Groups and listion of e5can on selected Groups.

Click "Next” to Proceed.

Figure 6.5

o Managed Computers — It consists of a Console tree on the left and a task pane on right.
Using this section you can define / configure Policies for Endpoints. It provides various
options for creating groups, adding tasks, deploying or uninstalling client application,
moving computers from one group to the other and redefining properties of the Endpoints
from normal to roaming users and vice versa. For more details click here. Refer - Figure 6.6

‘eScan
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-
Managed Computers o Refrezh E Help

A Search

[ Action List +| [ client Action List ~

u Managed Computers HEmne
LJ Poliey l_J Policy

[&J Group Tasks

_q_,g Client Computers (2
El- LJ Foarning Users

u Palicy l_J Roaming Users
= lﬁj Group Tasks l_J Linusx / Mac
-_1',3 Client Computers
B [_J Linux [/ Mac

l'&j Group Taszks

._{rg Client Computers

Figure 6.6
° Unmanaged Computers — This section displays information about the computers that have
not yet been assigned to any group. This section also allows you to set the host
configuration, move computers to a group, view the properties of a computer, or refresh
the information about a client computer by using the Action List menu. This section consists
of Network Computers, IP Range, Active Directory and New Computers Found. Refer -
Figure 6.7

‘e Scan jZ About eScan 3 root {QLGQ Off
k eScan Management Console (14.0.1400.1510)

& Refresh [ Help

DashBoard Network Computers
Setup Wizard
2 Search
Managed Computers
Elunmanaged Computers [T7p Action List v
Network Computers “ s Network Computers Name
IP Range B ofe Microsoft Windows Hetws
. o Microsoft Windows Metwork

Active Directory

Mew Computers Found i ¢l TECHNICALWRITER
Report Templates #F WORKGROUP
Report Scheduler
Tasks For Specific Computers
Policies For Specific Computers
Asset Management 1
Print Activity

E settings

License

Announcement Status: Started
eScan Endpoint Security for
Windows

Sarver Up Time:
0 Hourlz1. 3 Minls1. 9 Secls1

Figure 6.7

° Report Templates - The Report Template page allows you to create and view customized
reports based on a given template, for a given period; sorted by date, computer, or action
taken; and for a selected condition or target group. It also provides options for configuring
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or scheduling reports, viewing report properties, and refreshing or deleting existing reports.
For more details click here. Refer - Figure 6.8

M
Report Templates g Properties 3 Refresh EHelp

Mew Ternplate ED Create Schedule | -0 Properties Delate

Ternplate Marmne

D Web Protection Report 58
I:‘ Application Control Report 52
|:| USE Control Report — ‘;
|:| Group Sumrmary Report -
Figure 6.8
Note:
» Icons on every status Label denotes that the status is displayed for the computers having

s

=] ‘_ [\
operating system as “N. windows, MAC OS Xor = Linux.

° Report Scheduler - The Report Scheduler page allows you to schedule a new reporting task,
run an already created reporting schedule or view its properties. For more details click
here. Refer - Figure 6.9

Report Scheduler ‘_: Refresh E Help

IED Start Task E Rezults | [Zf Properties ﬁDelete Mew Scheduls ED View & Creats

Schedule Mame Eeport Recipient Scheduler Type View
Systermn Report berncy@eazcanav cam Autarnatic Scheduler Wiew
Figure 6.9

° Tasks for Specific Computers — Using this section create and run tasks on specific
computers, it also allows you to schedule or modify created tasks for selected computers or
groups. You can easily re-define settings of already created tasks for desired machines. It
also allows you to view results of the completed tasks. For more details click here. Refer -
Figure 6.10
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‘_:‘ Refresh E Help

Mew Tazk Start Tazk ||[=)# Properties Rezults Delete
Task Marme Pending Cormpleted Schedule Tepe
D Wirus Scanning 1 o Autormatic Scheduler Task Status
Figure 6.10

Policies for Specific Computers - Using this section you can define rule set for specific
computers in the managed computers group. It also allows you to define the rule sets that
you have already created. Refer - Figure 6.11

-
Policies For Specific Computers « Refresh [y Help

i MHaw FQ||!.",'

[ Hams of policy

Last Caploved Last Ceploved To Whom
h o Facabook Jurn 29 2013 04:28:59 PM CoOMP 134
O ussaliewes Jun 08 2012 03145135 PM COMP167
[0 %euse szcans Jul 25 2012 04:15:50 BM COMP 143
[0 full intemat blockad Jul 09 2012 06:00:31 PM COMP180
T — Jun 18 2012 06130:3% PM CoOMPeZ

O safari-indude

Aug 0T 2012 02:37:46 PM

COMPT4, GATE-PC
Figure 6.11

Note — Precedence will be given to Policy for specific computer over group policy

° Asset Management - This module provides you the entire Hardware configuration and list
of software installed on Endpoints in a tabular format. Using this module, you can easily
keep a track of all the Hardware as well as Software resources installed on all the Endpoints
connected to the Network. Based on different Search criteria you can easily filter the
information as per you requirement. It also allows you to export the entire system
information available through this module in PDF, Microsoft Excel or HTML formats. Refer -
Figure 6.12
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’_:‘ Refresh E Help

Hardware Report Software Report

& Filter Criteria 4 Export Option

Cornputer Details 1-50of5 page | 1 |of 1 Fows per page: | 100 %
Cormputer Name Sroup IP Address User name Operating Susterm Service Pack
qas-Mac-iD-Q‘ Mac 19z2.1é5.1.60 root Mac 05 ¥ 10,9 64-Bit iz.0.0
qasmac1-212‘ Managed Cornputers 192,165.1,212 root Mac OS5 ¥ 10,7.1 64-Bit 11.0.1
qas-Mac-Pro‘; Mac 192.168.1.156 root Mac OS5 ¥ 10,6 32-Bit i0.z2.0
QA-TEST-KPIZ Mac 19Z2.168.2.43 SYSTEM Windows HP Service Pack 3, v
QA-WIN-15503 Managed Computers 192,162.5.82,192,162.1.155 SYSTEM Wwindaws ¥P Service Pack 3 (B

Figure 6.12

e Print Activity - It monitors and logs printing tasks done by all the Endpoints, it gives
you a report of all Printing Jobs done by Endpoints through any Printer connected to
the network. It also gives you a Log report of all PDF conversions through PDF
Converters done on individual Machine connected to the network. Refer - Figure

6.13

Print Activity & Refresh [ Help
&  Filter Criteria 4  Export Option
Brother HL-2140 1
doPDF v7 ;
HP Deskjet F2400 series E3
HP Deskjet F4200 series 164
HP Deskjet Ink Advant K205=z-z 46300

Figure 6.13
Settings - Using this section you can define important settings for FTP downloads,

maintaining Logs, eScan Management Console timeout settings, update download settings
along with important settings for escan. For more information Click Here

License - The eScan Web Console enables you to manage license of users. You can add,
activate, and view the total number of licenses available for deployment, number of
licenses deployed, and number of licenses remaining with their corresponding values. You
can also move the licensed computers to non-licensed computers and non-licensed
computers to licensed computers. Refer - Figure 6.14
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License & Refresh [ Help
Register Information
License Keyi30 char] Activation har, Begistration Ststus  Conbract Period Ends on No. of Users

R PR ST SO Activated 11-Feb-2015 150

e

To Add License Click Here

License

Figure 6.14

° Server Status info — It displays the Anouncement info of the server along with the Server up
time.

Announcement Status: Started
eScan Endpoint Security for
Windows

Server Up Time:
0 Hour(=sl, 2 Min(s)l, 9 Secs)

° Dashboard and its Configuration

It displays the Deployment Status, Protection Status, and Protection Statistics and Summary Top
10 of eScan and it modules graphically in the form of pie charts.

This section displays the Pie chart view of the following —
. Deployment Status
It displays the deployment status of eScan client on the Endpoints. Displays charts showing

status of eScan Client installation, Licenses and eScan versions installed on Endpoints.

° eScan Status -

eScan Status =A ‘

M Installed
Mot Installed
Unknown

Total

ltn @ O |on

Figure 6.15
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® Installed - Total number of Computers where eScan Client is installed.

® Not Installed - Total number of Computers where eScan Client is not installed.

e Unknown - Total number of Computers whose status about the Client installation is
unknown. (Server is unable to receive information from the Computers for a long
time)

e Total — Total number of computers where eScan is installed, not installed or the

installation status is unknown.

° License —

License =A ‘,

Licenze in Uze =
M Licenze Reraining 0O
]

Total Licenze Size

Manage License

Figure 6.16
e License in Use - Total number of Licenses that have been activated.
e Total number of Licenses remaining.
e Total license size i.e. — The total number of Licenses purchased, it includes the
number of licenses that are used as well as un-used.

. eScan Version -
It gives you a pie chart view of the total number of versions installed on the computers on
the network.

e Also displays number of computers on which specific versions are installed.

Note:
e To know more details about the computers, click on the number of computers
links for listed options.

eScan Status =pm ‘

M Installed
Mot Installed
Unknown

Total

ltn @ o |
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Note:

] |

. windows, " Mac, = Linux icons at the top of every chart denote that the information is
displayed for computers with respective operating systems (Windows, Macintosh or Linux). Know
more details about the computers, click on the number of computers links for listed options.

° Protection Status - It displays the status of all the modules of eScan Client along with
Update status on Endpoints.

o Web Anti —Phishing —

Web Anti-Phishing

B start=d
Stopped

A Unavailable

Unkriowm

Total

= o o = O

Figure 6.17

Started - Number of computers on which Web Anti -Phishing is enabled.
Stopped - Number of computers on which Web Anti -Phishing is disabled.
Unknown - Number of computers where the status is unknown.

Unavailable - Total number of computers where Web Anti-Phishing module of eScan
is unavailable.

® Total — Total number of computers where Web Anti-Phishing module of eScan is
started, stopped, unavailable or the status is unknown.

° Web Protection

Web Protection

B started
Stopped
Unzvailable
Unknown

Taotal

= o ol o

Figure 6.18
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e Started - Number of computers on which the Web Protection Module is in Started
State or turned on.

e Stopped - Number of computers on which Web Protection Module is in Stopped
State or turned off.

e Unavailable - Number of computers where Web Protection module of eScan is
unavailable.

e Unknown - Number of computers where the status is unknown.

e Total - Total number of computers where Web Protection module of eScan is
started, stopped, unavailable or the status is unknown.

® Endpoint Security

Endpoint Security -+
B started a
Stopped 1
4 Unavailable 0
Unknown 0
Total 1
[Other Devices...

Figure 6.19

e Started - Number of computers on which the Endpoint Security Module is in Started
State or turned on.

e Stopped - Number of computers on which Endpoint Security Module is in Stopped
State or turned off.

e Unavailable — Number of computers where Endpoint Security modules of eScan are
not available.

e Unknown - Number of computers where the status is unknown.

e Total - Total number of computers where Endpoint Security module of eScan is
started, stopped, unavailable or the status is unknown.

Note:

1 |
. =% |cons at the top of every chart denote that the information is
displayed for computers with respective operating systems (Windows,
Macintosh or Linux). To know further details, click on the number of computers

links for listed options.
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° Protection Statistics

This tab displays activity statistics of all Modules of eScan Client on all the Endpoints in pie
charts. It displays the actions taken by eScan modules on the Endpoints as Count. You can
reset the Protection Statistics using the Reset Counter option present in the window.

SU——— % Refresh [ Help
configure Dashboard Display
t Status Status Protection Statistics Summary Top 10
Reset C t
Since Last 7 Days
Web Protection = Endpoint Security-USB =
[ Allowed NA | [m use Allowed o
] Blocked 0 M use Blocked o
Total 0 Total ]
Suspected Phishing Site Data outflov
Nurnber of systerns 2] Hurnber of systerns o
Endpoint Security - Application -

| M applicstions allowed NfA |

W Applications Blocked NiA
| Total o |
Figure 6.20

° Summary Top 10

This Tab displays top 10 Summary of various actions taken by eScan on all Endpoints. It
displays list of applications allowed / blocked / computer names along with the chart and
graph of the actions taken by eScan on occurrence of an event (Like unauthorized USB
insertion in USB port of any Managed Computer) or detection of an infection. You can
exclude or include desired options using Configure Dashboard Display Option present in
the eScan Management Console.
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phoy Slatus Summary Top 10

Since Last 30 Days

Top 10 Application Allowed Count by Application Name s
[ ] Allowed application Application Allowed in %
@ L] initoreg. axe €.23% =
® GoogleUpdate.exe 5.419% -
o ® . sed.exe 4.36% =
*—a grep.exe 4.32% =
B EX 3.88% ]
- msimn. exe 3.29% &
mailscan.exe 3.25% -
whl Lex 3.18% ]
qrep.exe 3.11% ]
Ip.exe 2.97% B
Figure 6.21

® Configuring Dashboard

You can configure the Dashboard to show pie charts and details of status, statistics and
summary for desired modules. You can configure Dashboard display using following Steps --

e (lick Configure Dashboard Display option present on the top Right Corner of the interface.
Refer Figure — 6.22

Configure Dashboard Display

Depl Status tion Status 7 isti y Top 10

Deployment Status

‘eScan Status =A ‘ License = A ‘_
B installed s License in Use 85
Mot Installed 7 M License Remzining 55
Unknown 12 Total Licenzs Size 150

5 |

Total

-

10.0.1056.1540
11.0.1139.1225
W1ii.0.1133.1233
M11.0.1139.1277
11.0.1139.1540

‘eScan Version

[l
b ]
"

11.0.1139.1551
M 14.0.1400.1540
14.0.1400.1542
14.0.1400.1544
W 14.0.1400.1583

Unknown

R e SR N S S T

Total

Figure - 6.22
® Now select Checkbox to choose the desired Module / Option that you wish to include in the
Tabs present in Dashboard.




‘eScan

Anti-Virus & Content Security
WWW.escanav.com

Configure Dashboard Display

Deployment Status

eScan Status eScan Version

Protection Status

Web Protection Web Anti-Fhishing
Endpoint Security

Protection Statistics

Web Protection

Endpoint Security-USB Endpoint Security-Application

Summary Top 10
USE Blocked

Application Allowed by Computer Application Blocked by Computer
Website Blocked by Computer Website Allowed by Computer
Application Blocked by App Name Application Allowed by App Mame
Website Blocked by Sites Website Allowed by Sites

[ Ok ][ Cancel ]

Figure 6.23

® (lick Ok to save settings and close the window. Charts, Information and Summary for the

selected modules will be displayed in respective tabs.
Note:

EE .
. Em = lcons at the top of every chart denote that the information is

displayed for computers with respective operating systems (Windows, Macintosh or
Linux). Know more details about the computers, click on the number of computers
links for listed options.
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7. Managed Computers

This section helps you in creating logical computer groups, defining policies for the created groups,
and creating tasks for the desired group of computers. It is recommended that you group all the
computers on the network in Logical group; it will help you in defining tasks and policies and
monitoring activity on every computer present on the network. These groups can be based on
departments, user roles or designations in the company. Let us see the steps towards securing all
the computers on the network.

® Create Logical Computer Groups

® Move Computers to the created Computer Groups
Creating Logical Computer Groups

For securing and managing Computers present on the network, create groups and then add
all computers in the groups created by you. It will help in better management, monitoring
and security of the Endpoints. You can create the groups using following steps.

1. Click Managed Computers option present in the Navigation Panel. Refer Figure - 7.1

DashBoard  yanage 8 Computars e
Setup Wizard -

Hanaged Computers a =
v

“ unmanaged Computers

Report Templates

Report Scheduler

Tasks Far Specilic Computers
Palicies For Specific Computers
Asset Management

rrrrrrrrrr

Mabile Device Management i

Announcemen t Status: Started

Figure -7.1
2. This will open the Managed Computers section on the right; now click New Group option
present in Action List drop down menu on the interface. Refer Figure -7.2
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DashBanrd

Satup Wizard

Hamaged Computers =]
* Unmanaged Computers

Report Temglates

Report Scheduler

Tasks For Specific Computers

Pabiches Far Specific Computars

o

Assat Management

Prist Activity

G

* Settings
* Adeministration

License

Figure -7.2

Creating New Group window will pop up, Fill in the New Group Name and Select the Group

type as Normal user or Roaming user as desired using the drop down present on the
interface.

I

Creating New Group E Help

Craate New Group

New Group Name : | Technical Writers

Group Type ! Nermal User |l

Ok ][ Cancel ]

‘_-_gLocaIintranet fgov HI00% <

Figure 7.3

B anEE e e O En I EOET LM NTETITETR i ﬂ

Creating New Group i nelp
Create Mew Group
Mew Group Mame : Technaology Writers
Group Type : Mormnal User [
&] Done %J Local intranet
.
Figure -7.4

3. Click Ok; the group will be created under Managed Computers in eScan Management
Console. Refer Figure — 7.5
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Figure—7.5
Moving Computers to the created Groups

For installing eScan Client on the computers connected to the network and define policies
and tasks on the basis of the groups they belong to, you will be required to move computers
to the created groups. You can move the computers from Unmanaged Computers to
desired groups created in the Managed Computers using the following options present in
eScan Management Console —

° Moving Computers from Network Computers.

o Moving all Computers within selected IP Range.

° Moving Computers from Active Directory.

° Moving Computers from the New Computers Found List.

i. Moving Computers from the Network Computers - You can move the computers from the
list of computers present in the Network Computers using the following steps —

1. Click Network Computers option present in the Navigation Panel under Unmanaged
Computers. Refer Figure -7.6
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Dasktioard £ madresh [ Hole
fatup Wizard
Hamaged Computers g =
T Unmamaged Computers
T ang
JT—
A Campsters found
Report Templates
Report Seheduler

Tasks For Spesiic Computars
Palicies For Specific Computers
Axset Mansgement
Print Astivity 1

“ Sattings

* Adeninastration
Licensa

Anmouncement Status: Started
eScan Endpoint Security for
Wandems

Figure -7.6
2. Now expand the Microsoft Windows Network tree and select the workgroup from

where you wish to move computers to the desired group created in Managed
Computers section. Refer Figure -7.7

DashBnard S neteesn [l v
Satup Wizard
Managed Computers e
= Unmanaged Computers R L
etk Camputers
10 Range [ cemmascsiams iEsdsoass  afoanfiius

Active Directory
Paw Computars Found

Report Templates

Report Scheduler

Tasks For Specific Computers

Folicies For Specific Computers

Asset Hanagement

Print Activity i |
4 sattings

License

Anmouncement Status: Started
aScan Endpoint Security for
Windaws

Barvar s Timas
& Mawela). 14 Minle). 10 Sacla}

Figure -7.7

3. Now select the Computer(s) that you wish to move to the desired groups that you

created under Managed computers. You can do so by selecting the check box beside the
Computer Names. Refer Figure -7.8
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Network Computers

Computer Selected: 1

\ Computer Name Groups 1P Address sScan Status  Yersion Last Connection Installed Directory Monitor Status Anti-Spam Mgl Anti-Virus Web |
DANNY Unknown status

N

Figure -7.8

Also see Viewing Properties and Setting Host Confiquration

4. Click Move to Group option present in the Action List drop down menu present on the
interface. Refer Figure — 7.9

Network Computers
P Search

[ action List | & Refresh Client

% Refresh [ Help

Computer Select=d: 1

Set Host Configuration

Computer Name Groups IP Address eScan Ststus

Mersion Last Connection Installed Directory Monitor Status Anti-Spam Mail Anti-Virus Web |

s Network

DANHY Unknown status

£§ TECHNICALWRITER (1

WORKGROUP

Figure—7.9 |

5. Select Group window will open on the screen. Expand the Managed Computers tree to
view the groups that you created earlier.
Refer Figure —7.10

/= eScan Management Console - Windows Internet Explorer EJ|E|E|
Selact Group E Help

Move Computer(s) to Group

El-(.5] Managsd Computers
[_—J Roaming Users
EHag) Linux / Mac

B Linuxaz
B[] Linuxsa
5] Mac

New Group | | Ok ][ cancel ]

\j Local intranet fg v Roow -

Figure—-7.10




‘eScan

Anti-Virus & Content Security

v.escanav.com

6. Now select the group where you wish to move the selected computer(s). Refer Figure —
7.11

ﬂ; eScan Management Console - Windows Internet Explorer

Select Group

E velp
Move Computer(s) to Group
B-[.5] Managad Computers
() Rezming Users
E!Q Linux / Mac
B[] Linuxaz
(L) Linuxs4
b mac

New Group | |

ok ][ cancel

% Local intranat

Figure-7.11

fa v H00% <

7. Now Click Ok, selected Computer(s) will be moved to the group. Click Cancel if you do
not wish to move the selected Computers to this group.

Also see Creating New Group from the Select Group window.
Viewing Properties of Selected Computer

You can view the Properties of the Selected Computer using following Steps —

1. Select the desired computer in the Network Computers List to View its Properties. Refer
Figure 7.12

Network Computers

' Sesrch

[ action List ¥| £ Refrash Client

% Refresh [ Help
ofy Network Computers

s Microsoft Windovs Network

Computer Hame Groups [P Address eScan Status
DANNY
" §i§ ESBS

Computer Selacted: 1
#le ESCAN

Unknovm status
" #l§ MSHOME

Version Last Connection Installed Directory Monitor Status Anti-Spam Mail Anti-Virus Web |

#f¢ TECHNICALWRITER (1

- @l WORKGROUP

Figure -7.12

2. Now click Properties option in the Action List Drop down menu present on the interface.
Refer Figure —7.13
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& Refresh [ nelp

9 Search

[f) Action List | &} Refresh Client

Move to Group

Refresh Client

Set Host Configuration

Computer Selected: 1

E Netviork

Computsr Nsme Groups P Address =Scsn Status

1 panny

Wersion Last Connection Installed Dirsctory Monitor Status Anti-Spam Mail Anti-Virus Web |

Unknovn status

#¥ MSHOME

#fs TECHNICALWRITER (1)

#f% WORKGROUP

Figure —7.13

This will open the Properties Window on a pop up. It displays general information of the
computer like Computer Name, IP Address, User name and Operating System, along with
details of its version and update summary. Refer Figure — 7.14

%) eScan Management Console - Mozilla Firefox

localhost: 10443/ ewconsolefewconsole. dilfclientproperties?Prop=TECHWRITER; 192, 168.0.58; ; Windows XP;Successful;Installed

Properties

E Help

TECHWRITER
General
Computer Marme
IP Address
User narne
Cperating System
AV-Status
Anti-Virus Installed
Version
Installed Directory
Update Server
Last Update
Protection
Wweb Protection

Endpoint Security

TECHWRITER
192,162.0.58
Adrninistrator

windows ®P

Installed (Server) - eScan Endpoint Security for Windows

14.0,1400.1612
CiWProgram FilesieScan
www. rnicroworldsysterns, comy sendinfao/

Unknown

Dizabled

Enabled

Close

Figure—7.14

Note:

In case of Multiple Selection of Computers, the Properties option will be disabled.
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e Setting Host Configuration

For any computer with Windows operating system connected to the network, if you are not
able to view / fetch its details using the Properties option. You can get the details after
setting Host configuration that builds communication between the Server and the selected
computer on the network.

You can set Host Configuration using following Steps —

1. Select the desired computer the Properties of which you wish to view/ fetch.

2. Now click Set Host Configuration option present in the Action List drop down menu.
Refer Figure -7.15

-
Network Computers £ Refresh [ Help
P Search

[f) Action List 7| & Refresh Client Computer Selected: 1

Set Host Configuration) . » . -
Computer Nsme Groups IP Address sScan Status Mersion Last Connection Installed Dirsctory Monitor Status Anti-Spam Mail Anti-Virus Web |

DAHNY Unknown status

Move to Group 5 Hetwork

Properties

Refresh Client
¥'¥ MSHOME
#fe TECHNICALWRITER (1)

#f# WORKGROUP

Figure-7.15
3. Now write Remarks and define the Administrator Username and Password and then
click Save. Refer Figure -7.16

) eScan Management Console - Mozilla Firefox = @E|
localhost: 1 0443 ewconsolefewconsole, dllfsethostconfig?client=TECHWRITER &GrpCC=bd3&GrpPath=Managed Computers
Set Host Configuration 15 ﬂ Help
Login Information
Computer Marme: TECHWRITER.
Rernarks:
User name: Administrator
Password:
Note: If Host Name is in ther D in, Please i D: in Name Ex. Domain 1% HostName

Figure - 7.16
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4. You can now view the properties of the selected computer using the Properties option
present in the Action List.

o Creating New Group from the Select Group window
(The Select Group Window opens when you click Move to Group)
Refer Figure - 7.17

= eScan Management Console - Windows Internet Explorer

Select Group E Help

Mowve Computer(s) to Group

ECJ Managed Computers

CJ Roaming Users
E-(i5] Linux / Mac
-] Linuxaz

(] Linuxsa

[ New Group ] [ Ok ] [ Cancel ]
‘3 Local intranet fg v M0 -
Figure - 7.17

You can create a New Group from this window using the following steps —

1. Click New Group, write the name of the Group and click Ok. Refer Figure —7.18

{= eScan Management Console - Windows Internet Explorer - |I:|| |
Select Group ﬂ Help
Move Computer(s) to Group
Creating New Group E Help
Create New Group
New Group Name :
Done ‘-J Local intranet Ygov M00% v

Figure —7.18

‘eScan
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2. The Group will be created instantly
3. . Refer Figure —7.19

{= eScan Management Console - Windows Internet Explorer

select Group E Help

Mowve Computer(s) to Group

ElL‘_J Managed Computers
ECJ Roaming Users
L_J Content Writers
B Linusx / Mac

[ New Group ] [ Ok ] [ Cancel

% Local intranet ool H00% v
Figure-7.19
e Moving all Computers within selected IP Range to a Group -

It includes following steps --

®  Adding New IP Range - You can Add the Computers within certain IP range using the IP
Range option present under Unmanaged Computers. It can be done using the following
simple steps —

1. Click IP range option under Unmanaged Computers, and then click New IP Range option in
the Window. Refer Figure -7.20

E o %€ AbouteScan & rent & lea O
k eScan Management Console (14.0.1400.1584)

Dashioard 16 Range 5 Retresh [l Hele
Setup wizard l
st o (TS
Unmanaged Computers
Hatwurk Computers o [BEancy ==
1P Range o That B4 1 IEAmE 5 Ahow In thid vie

Figure - 7.20

2.  You will be forwarded to Specify IP Range window. Specify the desired IP Range and click
Ok. Refer Figure —7.21
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/= eScan Management Console - Windows Internet Explorer E @E|
Specify IP Range E Help
Starting [P Address™: 192 (. |160 |.|O (1
Ending IF Address*: . . . |10
oK ] [ Cancel } Mandstory Fields
Done ‘-_g Local intranet fgov M100% -
Figure —7.21

3. The selected IP Range will be added to the IP Range tree. All computers present in that IP
Range will be displayed when you select the IP Range on the interface.
Refer Figure — 7.22.

-
1P Range % Refresh [ Help

[ Action List ~ Hew IP Rang= | (I

#f 1P Range |

4§ 198.168.0.58-198.168.0.58
[ | % 198.168.0.56-196.158.0.58

Figure —7.22
Other details like IP Address of the computer, its group, Protection status (Unmanaged /

Unknown/Protected / Not installed, Critical / Unknown); the table also displays Status of all
modules of eScan.

o Action List (Menu)

e Setting Host Configuration - Select the computer and define the Host Configuration
settings using Set Host Configuration option present in Action List. This will help you
in fetching Computer Properties before adding them to a group under Managed
Computers. (For Endpoints with Windows operating system)
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e Viewing Properties - Select the Computer in the table and click Properties in the
Action list, this will display all the details of the selected computer.

e Refreshing Client — Click this option to fetch latest information / details of the
selected computer. This option is present on IP Range window as well as under
Action List Menu.

o Delete IP Range

1. Select the desired IP Range and click Delete IP Range option present on the screen. Refer
Figure—7.23

-
1P Range , % Refresh [ Help

h 4

[ Action List~ Hew 1P Rzngs | (I Delets 1P Rangs

ofs [P Range Name

“ 4fs 198.168.0.58-198.168.0.58
o5 158.168.0.55-158.168.0.58

Figure —7.23

2. To confirm the deletion click OK on the Pop up window.
Refer Figure 7.24

-
1P Range $ Refresh [ Help

[ Action List~ Hew 1P Rzngs | (I Delets 1P Rangs

#y 12 Range Teme

## 190.168.0.58-198.166.0.58
#f5 198.168.0.58-198.168.0.58

Message from webpage

:.:J Do you really want ta delsts sslacted 1P Rangs(s)?

o [ concel ]

Figure —7.24
3. The selected IP range will be deleted instantly.

®  Moving to a Group
You can move the selected IP Range to any group under Managed Computers using
following simple steps.

1. Select the IP range and all computers present in the selected IP Range that you wish to
move from unmanaged computers to a group in Managed Computer. Refer Figure - 7.25
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1P Rang & Refresh [ Help
[fp Action List > New IP Range | {fj Delete 1P Range
Name
¥ 198.168.0.58-198.168.0.58 =
s 198.158.0.58-198.168.0.58

\

Figure —7.25

Now Click Move to Group under Action List drop down menu. Refer Figure - 7.26
1P Range & Refresh [ Help
[f) Action List ™ New IP Range | {if Delete IP Rangs | & Rafresh Client Computer Selacted: 1
Set Host Configuration

Computer Name Groups IP Address e5can Status Version Last Connection Installed Directory Monitor Status Anti-Spam Mail Anti-Wirus ¥
B.168.0.58 (1)

TECHWRITER 192.168.0.58 Unknown status
Properties
Refresh Client

Figure —7.26

3. You will be forwarded to the Select Group Window. Select the Group where you wish to
Move the selected computers in the IP Range and Click OK. Refer Figure -7.27

{= eScan Management Console - Windows Internet Explorer

Select Group

i elp
Move Computer(s) to Group
B-(5) Managed Computers
B [L-] Ro=ming Users
“[[5] Contnt Writers
B[] Linus / Mac

[ wewgroup ||

ok ] Cancal |

% Local intranst

Figure —7.27 o

4. The Selected Computer(s) will be moved to the selected group under Managed Computers
section. Refer Figure — 7.28
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-~
Managed Computers % Refresh [ Help
£ Search
[f) Action List ¥ [ Client Action List ¥| {3} Refrash Client Computer Selectsd: 1
(&) Manzged Computers Computer Name 1P Address £5can Status Version Lzst Connection Installed Direch
ljj Balicy DANNY 152.168.0.60 |Installed (Client) - eScan Endpoint Security for Windows | 14.0.1400.1628 | 6/15/2014 5:20:14 PM  Cr\Program File
- @8 Group Tasks

- ig# Client Computers (1)
#- 2] Rozming usars
(i petiey

i (@8 Group Tasks

7 18 Client Computers (1)
- Linux [ Mac

Figure —7.28
i Moving Computer from Active Directory — You can use the following simple steps to add
computers from the Active Directory.

1. Click Active directory under Unmanaged Computers in the Navigation Panel of eScan

management Console and Select Active Directory present in the tree. Now Click Properties.
Refer Figure — 7.29

-
Active Directory % Refresh [ Help

[Tf) Action List v| [5 Properties

& Active Diractory Nzme ‘

There are no items te show in this view.

Figure —7.29
2. You will be forwarded to the Properties window. Click Add. Refer Figure 7.30

= eScan Management Console - Windows Internet Explorer

Properties E Help

(@ add | [ i

Active Directory Domain Controller Address

Figure 7.30

3. You will be forwarded to the Login Settings window. Fill in the required Login Credentials of
Administrator to fetch data available on the Active Directory and click OK. Refer Figure 7.31
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Login Settings (TR

AD IP Address *:

User nzme *:

Pazsword *:

Cenfirm Password *:

| M=nd=tary Ficlds
Figure 7.31
4. The details including IP Addresses from active directory will be added instantly. Refer Figure
7.32

Properties G Help

Add EMndifg ﬁDelete

Active Directory Dormain Controller Address

192,162.0.10

Figure 7.32

5. Select the Active Directory and click OK. The selected Active Directory will be added to the

Active directory tree, to view the details click on the directory present under Active
directory tree. Refer Figure 7.33

Active Directory

& Refresh [ Help

[y Action List =| [ Properties | &3
. :; E— [ ] [1 computer izme Groups 1P Address sScan Status  Wersion Last C Instzlled Diractory Web Endpoint Security Last
~ 4fy OU=Damain Controllars O aa= Unknoun ststus
#f Cli=ForeignSecurityPrincipals O ebe Unknovn status
¢y OU=Gurdip tvo (Help One) [ |cLenTisz Unknown status
" gfs OU=gurdipens2 0 cLentrz Unknoun status
" gy OU=Ho softcore [0 cowmpiin Unknoun status
[0 compisa Unknown ststus
O maz Unknown status
[0 | ksHITIZ Unknown ststus
iy Cl=Microsoft Exchange System OF
[ linozz4 Unknown status
i CU=mvadmin
Bl 4y OU=MyBusinass O linoso Unknown status
~ gy CN=NTDS Qustas [ MM-EEA<1EBSEASF Unknoun status
Bl 4y Chi=Program Data [] essopORTEL00O44 Unknoun status
#fs CN=Microsoft [0 qA-052B4EASDERL Unknown status
~ gy CN=QA-2 [ |Qa-arvuTL Unknown status
" ¢fy CN=Syst=m [0 qa-debmin Unknovm status
s QU=TNC (Panyelidikan & Inovasi) [ qa-debu-231 P
O Qa-vm-2K3ENT Unknovn status
= O Qa-wmn Unknown status
~ ofy CN=Web Users _— ’_‘| P I JJ

Figure 7.33
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6. To move computers present in the Active Directory, select the computers in the list and lick
Move to Group option under Action List menu. Refer Figure 7.34

-
Active Directory & Refresh [ nelp

[ Action List ¥| (& Properties | f& Refresh Client Computer Sslected: 1

Computer Hame Groups 1P Address eScan Status  Mersion Last Connection Installed Directory Web Protection Endpoint Security Last

abc

CLIENT187

CLIENT72
CoMPLLO
comp1g4

Elaz

KSHITL

lino234

linos0
MM-EEA41EESEASF
PSSOPORTE100044
QA-0S2B4BASDEBL
QA-ARVUTI

qa-debmin

FOOOOOOOOOO0OO0O0O0O00FMO O

Figure 7.34

7. Select the Group and Click OK. Refer Figure 7.35

ﬂ‘ eScan Management Console - Windows Internet Explorer

Select Group E Help

Move Computer(s) to Group

ECJ Managed Computers
ECJ Roaming Users

----- CJ Content Writers
B[S Linux / Mac

[ New Group ] [ Ok ] [ Cancel
& Local intranet Faov |l H100% v
Figure 7.35

8. The selected computers will be moved to the selected group.

i. Moving Computers from New Computers Found list - List of all new computers
connected to the network is generated in New Computers found list under Unmanaged
Computers. Using the Action List Menu you can Set Host Configuration, Move Selected

‘eScan
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Computers to a Group, view Properties, Refresh Client or Export the New Computers List
to excel file format if desired.

Once the Computers are moved from Unmanaged Computers to Groups under
Managed Computers, you can Perform Tasks, Set host configuration, Manage Policies,
Deploy / Upgrade Client or deploy a Hotfix on all or any of the Managed Computer
individually or in group.

ii. Setting Host Configuration - Select the computer and define the Host Configuration
settings using Set Host Configuration option present under Client Action List. This will
help you in fetching Computer details before adding them to a group under Managed
Computers.
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8. Managing Installations

After grouping all computers in logical groups using eScan Management Console, you can now
install eScan Client as well as other third party software on the computers connected to your
network. [Conditions Apply]

This section will give you an overview on following activities —

o Installing eScan Client - eScan client can be installed on computers connected to the
network in the following ways

® Remote Installation — It allows you to install eScan Client on all the computers in a
selected group at once. You can initiate and monitor eScan Client installation using
eScan Management Console. For more click here

e Manual Installation — In case remote installation fails, you can allow computer users to
install eScan client manually on their computers. It does not require any remote
assistance. For more Click here

® |Installing eScan using agent - Installation of agent ensures that you have Administrator
rights on the computer and you can now remotely install eScan Client on that computer.
For more click here

o Installing other Softwares (3rd Party softwares) — eScan Management Console allows you to
install third party softwares on networked computers remotely. For more click here.

o Deploying hotfixes - Using this option you can deploy hotfixes that eScan Server has
downloaded from eScan website. This option is highlighted only when downloaded hotfix is
saved in program files\escan\wgwin folder.

o Connecting to the Client — Using this option you can take the remote access of the selected
Client Computer.

o Viewing Installed Software List — Using this option you can view list of softwares installed
on Endpoints connected to your network.
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o Force Download — This option is present under Client Action list in Managed Computer
Section. You can update eScan client on any networked computer by using this option. It is
required in cases where client has not been updated on the computer for many days. Select
the Client Computer and click Force Download in the Action List Menu. It will initiate the
Forced download process on selected Client computer.

Note: Conditions for third party software installation

e After starting the installation from eScan Management Console, no manual intervention should
be required to complete the installation on Client Machine. Only automated installations can be
done through eScan Management Console.

e Care should be taken that the installation file is not huge as it may impact internal network
speed of your organization.

e Remote Installation of eScan Client —

® Preparing Client Computer for Remote Deployment

To install eScan Endpoint Security for Windows on the client system, check if the basic system
requirements are in place.

® Configuring the settings on -

® Windows XP Professional systems (Windows XP, 2000, 2003, all editions)

Click Start, and then click Control Panel.

Double-click the Administrative Tools icon.

Double-click the Local Security Policy icon.

On the navigation pane, click Local Policies folder, and then click Security Options

folder.

Double-click Network Access: Sharing and Security Model for Local accounts policy.

6. Select Classic - Local user authenticate as themselves option from the drop-down
list.

7.  Click Apply, and then click OK.

8.  Double-click the Accounts: Limit local account use of blank passwords to console
logon only policy. The Accounts: Limit local account use of blank passwords to
console logon only... dialog box appears.

9. Click Disabled option.

10. Click Apply, and then click OK.

PwnNhpE

v
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If Windows firewall is enabled on all locations, select File and Printer Sharing check
box, under Exceptions tab (Control Panel >> Windows Firewall >> Exception).

° For Windows XP Home:

Since Windows XP Home has limitations with regards to remote deployment, MWAgent
should be installed on your system. You can download MWAgent from the eScan Web
Console.

e For Windows Vista /Windows 7 / Windows 8 / Windows 8.1

1.  Click Start on your desktop, and then click Run.

2. Now type secpol.msc, and then click OK. You will be forwarded to Local Security
Settings window.

3.  Onthe navigation pane, click Local Policies folder, and then click Security Options
folder. The security policy appears.

4. Double-click Network Access: Sharing and Security Model for Local accounts policy.

5.  Select Classic - Local users authenticate as themselves option present in the drop-
down list.

6. Now click Apply, and then click OK.

7. Double-click the Accounts: Limit local account use of blank passwords to console
logon only policy.

8.  Click Disabled option. Now Click Apply and then click OK. If the firewall is enabled,
select File and Printer Sharing check box, under Exceptions tab.

9.  On desktop Click Start, and right-click My Computer, now click Manage. You will be
forwarded to the Computer Management window.

10. On the navigation pane, click Local Users and Groups option, and then click Users
folder, and double-click Administrator. You will be forwarded to the Administrator
properties window.

11. Check Password never expires and uncheck Account is disabled check box.

12. Click Apply, and then click OK.

You can install eScan remotely on any computer or group present in Managed Computer using the
following simple steps —

o Option — 1 — Installing eScan Client on all Computers present in a Group

1. Click Managed Computer
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Figure 8.1

2. Now Select the Group where you wish to install eScan Client. Refer Figure 8.2

Managed Computers

% Refresh [ nelp
2 Search

[ Action List =| [ Client Action List

5] Mansged Computers
[ eolicy

- (@ Group Tasks

Hame

(i Policy

(@ Group Tasks
J’_’ Client Computers 8 Client computars
B [ Roaming Users

b palier

b @@ Group Tasks

i 18 Client Computers
=) Content Writars
i Policy

- (@8 Grous Taske

~ g8l Client Computers (1)

B (2] Linus / mac

Figure 8.2

3. Now click Deploy/ Upgrade Client option present in the Action List drop down menu. Refer
Figure 8.3

Managed Computers % Refresh | Help
P Search

[T Action List ~| [ Client Action List =

New Sub Grous

Name

(i) eoticy

(@ Group Tasks

Sst Group Configuration
Deploy / Upgrade Cliant

Uninstall eScan Client
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Remove Group
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W Grous TEsRE
¥ Client Computers
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() Grous Tasks

- iyl Cli=nt Computsrs (1}
Linux / Mac
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Figure 8.3

If you want to deploy only on specific computers then select those specific computers and
follow all the above mentioned process from the client Action list drop down.

4. You will be forwarded to Client Installation Window, select the desired options and Click
install. Refer Figure 8.4

(= eScan Management Console - Windows Internet Explorer

ﬂ Help

Client Installation

Select Application for Installation:
@ Install eScan
Select eScan Installation Cpticns:
[ auto Reboot after Install
D Show Progress on Client (Only for XP/2000)
[ 1nstall without Firevall
D Disable aute dovnloading of Windows patches by eScan
Installstion Path

<Default= A Add

O Install Other Software

S

) Install Agent

Done \3 Local intranet Vg v Wm100% -

Figure 8.4

5. By Default eScan is installed at the following Path on Client computer.

C:\Program Files\eScan (default path for 32-bit computer) or C:\Program Files (x86)\eScan
(default path for 64-bit computers)

6. You can also define the installation path where you wish to install eScan using the Add
option. Refer Figure 8.5

‘eScan
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Figure 8.5

7. Click Install.

8. The progress of File transfer will be displayed. Refer Figure 8.5
9. The progress of File transfer will be displayed.
10. Refer Figure 8.6

/= eScan Management Console - Windows Internet Explorer LI@|@‘
Client Installation E Help

: Connacting to Computer...
: Deploying eScan files to host DANNY. Pls Wait ...
¢ Copying file 1 of 2
: Complated 100 %

wr]: Copying fils 2 of 2

NY]: Completed 100 %

7: Tazk 'Inztzll/Upgrade Softvars on Host' succsssfully schaduled on DANNY
Dane % Local intranet fa v ®i00% -

Figure 8.6
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11. After Installation the eScan status will be updated in Managed Computers list “Installed
(Client) - eScan Endpoint Security for Windows”.

I:‘ Computer Name IP Address eScan Status Mersion Last Connection Installed Direct

|:| DANNY 152.168.0.60  Installed (Client) - eScan Endpoint Security for Windows | 14.0.1400.1628 6/15/2014 5:28:48 PM | C:\Program File

Figure 8.7

Option — 2 — Installing eScan Client on an individual Computer in a Group
1. Click Managed Computer.
2. Now Select the Group which that computer belongs to.

3. Click Client Computers option present under the Group tree. Refer Figure- 8.8

-
Managed Computers + Refresh

P Search [

_Eu Adtion List¥| | ] Client Action List ™ @ Refrezh Client

(i) Managed Computers [] Computerame 19 Address  eScan Status Versian Last Connection ngtalled Dir
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0
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g Group Tasks

-1;’ Client Computers
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‘ulJ Palicy
‘&j‘ Group Tasks
-!,l Client Computers
3 [ Content Writers
(L sty
8 Groug Tasks

E)
w( Client Computars (1]

L) J_mx Mag

Figure 8.8

4. All computers present in the group will be visible in the list on the right. Select the computers
where you wish to install eScan Client. Refer Figure — 8.9
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Figure — 8.9

5.  Now click Deploy / Upgrade Client under Client Action List menu. Refer Figure — 8.10
P Search

[7) Action List | [ Client Action List +| ] Refresh Client

Computer Selected: 1

B 4 o Set Host Canfigurati

() Managed cof Set Host Canfiguration ‘ Computer Name 1P Address  eScan Status Version Last C tion Installed Directory Monitor Status Anti-Spam Mail Anti-Virus Web Protectic
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o Pol DANNY 192.168.0.60 Mot Inztalled
(888 Group Ta

W Client Cot Uninstall aScan Cliant

7 ) Roaming! pove to Group

_J,
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Remove from Group
" nt {
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Export to Excal

W ciis Ferce Dovnload
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Figure - 8.10
6. You will be forwarded to the Client Installation window.

7. Now Select Install eScan option and also select the desired eScan installation option using the
respective checkboxes present on the interface.

8. By Default eScan is installed at the following Path on Client computer.

C:\Program Files\eScan (default path for 32-bit computer) or C:\Program Files (x86)\eScan
(default path for 64-bit computers)
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9. You can also define the installation path where you wish to install eScan using the Add option
present on the interface.

10. Click Install to initiate the installation process on Client Computer. eScan Server will start
copying files required for installing eScan Client on the client computer and progress of file

transfer will be displayed on the interface.

11. After installation eScan status will be “Installed (Client) - eScan Endpoint Security for

. ”

Windows”.
I:‘ Computer Name IP Address eScan Status Version Last Connection Installed Direct:
D DANNY 152.168.0.60 | Installed (Client) - eScan Endpoint Security for Windows | 14.0.1400.1628 |6/13/2014 5:258:48 PM | C:\Program File

Figure - 8.11
° Viewing Properties of a Group

The Properties option present under Action List Menu in Managed Computers displays
following important details of the Group

° General Tab
=  Group Name
= Parent Group
=  Group Type — Normal or Roaming User

=  Sub Groups or Number of Computers in that Group
= Date of Creation of the Group

o Update Agents
This tab displays list of computers that are acting as Update Agent for other Computers in the

group, it gives you an option to Add or Remove a computer from this list. When you Add a
computer to this list it becomes Update Agent for other computers in the group.

o Creating Sub Groups
You can create a Sub Group under any group by using the following simple steps —

1. Click Managed Computers.
2. Select the Group under which you wish to create a Sub Group.
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Refer Figure — 8.12
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Figure —8.12

3. Now click New Sub Group under Action List menu. Refer Figure —8.13

Managed Computers
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Figure — 8.13

4. You will be forwarded to Creating New Group window, write the name of the Group, Select

the Group type using the Drop Down (Normal User, Roaming User) and click Ok. Refer
Figure — 8.14

{= eScan Management Console - Windows Internet E... g|§|g|

Creating Mew Group E Help

Create New Group

Mew Group Mame Proposal Writers

Group Type : Normal User W

[ Ok ][ Cancel ]

\3 Local intranet Fg v W00k -
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Figure - 8.14
5. The created group will be added under the Parent Group.

° Removing a Group

1. Select the Group that you wish to remove from the Managed Computers list and Click
Remove Group under Action Menu. Refer Figure — 8.15

-
Managed Computers % Refresh [ Help

o Sesrch
[ Action List =[] Client Action List ¥
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Set Group Configuration —
[ policy
Deploy / Upgrade Client @
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Figure - 8.15
2. To confirm click OK. The Selected Group will be removed instantly. Please note that you
cannot delete a Group until it is empty.

Message from webpage

\:{/ Do you really wank to remove the group "Conktent Wrikers" 7

[ OF ] [ Cancel ]

Figure —8.16

o Setting Group Configuration

Using this option you can define single Username and Password to login for all
the computers in the group. It can be done using the following simple steps —

Click Managed Computers.

Now Select the Group for setting the Configuration.

Now click Set Group Configuration under Action List dropdown menu.
Now define the Username and Password for the group and click Save.
The settings will be configured instantly.

vihwne

Note — This is the System Login and Password that will be required for Login on any computer in
that group. This option is valid for Computers with Windows Operating system only.
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o Refreshing Client
Use the following steps to refresh the status of eScan Client on any networked computer.

1. Click Managed Computer.
2. Select the Computer(s) present under any Group.

Computer Name [P Address e5can Status Versicn Last Connection Installed Direch

DANNY 192.168.0.60 |Installed (Client) - eScan Endpoint Security for Windows | 14.0.1400.1628 6/19/2014 5:28:48 PM  C:\Program File

Figure — 8.17

Now click Refresh.
4. The Status will be refreshed once the process is over.

w

o Moving Computer from one Group to Other
Use the following steps to move selected computers from one group to other —

Click Managed Computers.

Select the desired computers present in a group.

Now click Move to Group option under Client Action List drop-down menu.

Select the group in the tree to which you wish to move the selected computers and click
OK.

5. The selected computers will be moved to this group instantly.

E

o Viewing Installed Software (on Client Computer)
Use the following Steps to remove selected computers from a group --

Click Managed Computers.

Select the desired computer present under Managed Computers.

Now click Show Installed Software under Client Action List drop-down menu.

List of all the Software installed on that computer will be displayed on pop up window in
an instant.

PwwnNpE

o Removing Endpoints from a Group in Managed Computers
Use the following Steps to remove selected computers from a group --

1. Click Managed Computers.
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2. Select the desired computers present in a group that you wish to remove from Managed
Computers.

3. Now click Remove from Group option present under Client Action List drop-down
menu.

4. Click OK to confirm.

® |Installing eScan on Linux and MAC Computers

For installing eScan on Linux or Mac computer please install the Agent on the Linux or Mac
computers and then proceed to install eScan, it can be done with the following simple steps —

1. Install Agent on Linux or Mac Computers.
2. Install eScan Client after installing Agent on Linux or Mac Computers.

e Steps for Installing Agent on Linux and Mac Computers
0 Installing Agent on Linux (Debian based Operating System) —

1. Download agent from the link sent on mail and save it at the desired path on the
computer where you wish to install eScan Client.

2. Open the terminal for installing Agent.

3. Installation of Agent requires root or sudo user authentication.

4. After Login as root or sudo user, go to the path where the Agent_setup.deb file has
been saved.

5. Install the agent from the path using the following command — dpkg —i. ( for RPM

based setup — Rpm-ivh) — Refer Figure 8.18
root@qga-ubu-208: ftmp

root@ga-ubu-208: [tmp# 1s
L { o

ksocket-kdm pulse-Pi o ]

root@ga-ubu-208: [tmp# dp -1 mwagent-7.0.2.amd64.1386.deb

Selecting previously unselected package mwagent.

(Reading database ... 162068 files and directories currently installed.)
Unpacking mwagent (from mwagent-7.8.2.amd64.1386.deb) ...

setting up mwagent (7.8.2) ... 3
rchitecture = 1386
dding system startup for mwagent ...
dding system startup for winclient ...
Starting MicrowWorld Mwagent:

root@qa-ubu-208: [tmp# .

Figure 8.18
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6. Agent installation will start, on completion you will be informed through a message
and the Agent will start on you computer.

0 Installing Agent on Mac Computers —
1. Download agent from the link sent on mail and save it at the desired path on the
computer where you wish to install eScan Client.
2. Go to the Path where Agent is saved.
Double click on the Agent Setup.dmg file to start the installation.
4. This will start the Agent Installation Wizard. Refer Figure 8.19

eScan Agent

w

N
K eScan Agent

N\
Website
»,'e Scan

3 >
- ,/ LY eScan Forum
- €4 Uninstall eScan Agent.

o /
“v*  Contact

i
*
P

Figure 8.19

5. Now double click on eScan Agent, as shown above. This will start the installation
process. You will be forwarded to the Introduction Window.
6. Click on Continue button to continue the installation process . Refer Figure 8.20
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Figure 8.20

7. This will forward you to the Read Me window, read the system requirement and click
on continue button. Refer Figure 8.21

* Install eScan Agent

& Introduction

& Read Me

@ License

@ Destination Select
@ Installation Type
@ Installation

@ Summary

Important Information

Thank you for choosing eScan to secure your Mac computer.
eScan Anti-Virus for Mac provides comprehensive and proactive protection
against viruses, spyware, and other malware.
Features:
ANTI-VIRUS
= Protects your Mac in real time against known viruses, spyware and other
malware.
= Blocks unknown viruses using advanced heuristic detection technigues.
* Monitors and prevents potential spyware threats in real-time.
= eScan will get updated continuously all through the day whenever you are
connected to the Internet. eScan is also capable of repairing iwself
whenever necessary, by downloading the damaged or missing files from
eScan servers.
= FREE 24/7 Online Technical Support is offered online by qualified eScan
Technical support personnel.
System Requirements:
= Mac OS5 X Snow Leopard (10.6 or later)
- Intel based Mac
= |1 GB recommended available memaory
= 500 MB of available hard drive space for eScan Antivirus for Mac
installation
- Internet connection is required to receive eScan Antivirus for Mac

updates

Figure 8.21

8. You will be forwarded to License Window. Read the agreement and click on continue
button. Confirm by clicking on “Agree”. Refer Figure 8.22
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Figure 8.22

9. Now select eScan Agent Install by clicking on the checkbox and click on continue
button.Refer Figure 8.23
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© Introduction

© Read Me

© License
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2 Installation Type
@ Installation
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_' Fiac' kage -Nam 1 ;!.ct'i-on HSIize

| T eScan Agent Install Upgrade 350 KB

Space Reguired: 350 KB

[ Goback | Continue _

Figure 8.23

10. Select the desired destination folder “Change install Location” and click on install

button.

11. You will be informed once the installation is over. Click on Close. Refer Figure 8.24
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d successfully.

6 Introduction

© Read Me

O License

© Destination Select

© Installation Type The installation was successful.

© Installation

S Summary | The software was installed.

Figure 8.24

Steps for installing eScan Client on Linux or Macintosh Computers

Install Agent on Linux or Mac computers manually.

Now Login to eScan Management Console and Select the computer and Refresh the Client using
refresh Client option in eScan Management Console.

A link will be created for downloading the setup file of eScan Client for that computer,you will

be re-directed to escanav.com from where you can download the setup file. Refer Figure 8.25

-
Managed Computers <« Refresh ﬂ Help

2 Search

ED Action List = ED Client Adtion List @ Refrezh Client Computer Selected: 1
=

:J Debian A Cornputer Marme IP Address 2Scan Status Wersion Last Conned
| Fedora QA-243 @ 192,168,1,248 Mot Installed Download eScan client

:J Fedhat

o) sLes

:J Ubuntu

- L&’j Group Tasks
- .
i 5 Farce Client to Downl

o
4% sean

oget Update Sarver
N -_1',! Client Computers (1

Figure 8.25

4. Download the client Setup from the link on the computer where eScan Endpoint Security
server is installed.
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5. For deploying the downloaded setup on selected Linux/ MAC computer Click on Deploy/
Upgrade client option present under Client Action List menu, click on Install other software
and select Linux / MAC Client setup option, Figure 1

Client Installation i veip

Select Application for Installation:
O Install escan
Select eScan Installation Options:
Auta Reboot after Instsll
Show Progress on Client (Only for KP/2000)
Install without Firenall
Disable auto downloading of Windows patches by eScan
Installation Path
Add
@ Install Other Software
Linux/MAC Client Setup
Required files far Installation
Ciimbescan-antivirus-7.0,0,1386.DEB

Add

Executable file
ESCAN-ANTIVIRUS-7.0.0,1286, DEE w Edit Script

Parameters

 Install Agent

Figure 8.26
6. Click on Install button to initiate the installation process.
7. You will be informed once the installation is over.
In Linux

e eScan Administrator Icon will be displayed on desktop.

In Mac

e Anlcon of eScan will become visible in the Dock on the desktop. You can access eScan using
the same icon.

° Uninstalling eScan
Client(Windows, Mac and Linux)

Use the following simple steps for uninstalling eScan Client on any networked computer.
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1. Select the Computer and click Uninstall eScan Client under Client Action List menu. Refer
Figure — 8.27

% Refresh [ Help

Managed Computers >
P search
[ action List | [ Client Action List ¥| £} Refresh Client Computer Selactsd: 1
= Set Host Configuration
(& Managed c ¢ Computer Name IB Address  eScan Status Version Last Connection Instzlled Directory
- () pelicy Deploy / Upgrade Client N .
= DANNY 28 192.168.0.60  Instslled (Client] - aScan Corporats for Windovs | 14.0.1400.1584 3/27/2014 11:46:52 AM | C:\Program Files\sSc

- () crous Ta

"8 Client Conninstall eScan Client

B (& Rozmina| mova to Grous

() poliey Properties
LS Group
@ Remove from Group
i gl Client
[t Connect to Client
B [ conted
= Export to Excel
- (@ poli

- Show Installad Softwaras
- (@8 Gro

'J;’ clia| Fore= Dovmload

B & Proposal writers
B 15 Linuse / Mac

Figure — 8.27

2. You will be forwarded to the Client Uninstallation window Refer Figure — 8.28

{Z eScan Management Console - Windows Internet Explorer,

Client Uninstallation i nelp

Ready to Start Uninstzllztion
Click "Uninstall" to Start Uninstallation

Figure — 8.28

3. The task will start instantly. eScan Management Console will display the progress details.
Refer Figure — 8.29
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sole - Windows Internet Explorer

Client Uninstallation E Help

3/27/2014 12:06:46 PM : [DA
2014 12:06:46 PM
2014 12:06:46 PM :
2014 12:06:46 PM
/2014 12:06:47 PM :

+ Connecting to Computer...
Reading Host Detzils...
Varsion 14.0.1400.1584
ervice Pack 1584

cessfully scheduled on DANNY

Figure — 8.29
4. Click Close when the Uninstallation process is over.

Note:

e You can uninstall eScan Client from all the computers in the group by selecting the Group and
then Click Uninstall eScan Client under Action List drop down menu.
Manually Installing eScan Client on Network Computers

Manual Installation is required on computers where remote installation through eScan
Management Console is not possible. Download link for manually installing eScan Client or Agent
are displayed on the Login Page of eScan Management Console. Refer Figure - 8.30
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WEB CONSOLE LOGIN

Please type your User name and Password to access the web Console.

User name:
For Active Directory account: dermain\username

You can provide users the following link{s):

eScan Client Setup

http: DAMNY: 1044 53 /SetupfeScan Client.exe [+]
eScan Agent Setup (Windows)

http: S DAMMT: 104453/ Setupfdoent Setup.exe [+]
eScan Agent Setup (Linux) [-]

http A DAMNYT 1044 3 S etupfigent Setup.deb
http:/192.168.0 60:1044 3/Setup/Agent Setup.deb

http: A DAMNT: 1044 3 S etupfdgent Setup.rpm
http:/f192.168.0.60:1044 3 /Setup/hgent Setup.rpm

eScan Agent Setup (MAC) [-]
http A DAMNYT 1044 3 5 etupfagent Setup.drng
http:/f192.168.0.60:10443/Setup/hgent Setup.dmg

Figure - 8.30

Forward this link to the user of the Client computer on mail and guide him through the
installation process.
Also check - Show Client Setup Link
o Installing eScan client using agent

Use the following simple steps to Install eScan using agent --

o Remotely Installing agent on Client Computer(s)
1. Click Managed Computers.
2. Select the Group to which the Computer(s) belongs to.
3. Now select the Computer(s) from the listed Computers in the Group.
4. Select the Deploy / Upgrade Client option under Client Action List drop-down menu.
5. Select Install Agent option and click Install.
6. This will install agent on selected computers.

This option useful in case when there are glitches in the network connectivity between server
and Client Computer, it will overcome those glitches thus speeds up the client installation on
the selected computers.

° Manually Installing agent on Client Computer(s) — For manually installing agent on
Endpoints. Please send the link that is displayed on the Login Page of eScan Management
Console to the users of the Client Computer on mail. Refer Figure — 8.31

¥l

‘eScan




‘eScan

Anti-Virus & Content Security
WWW.escanav.com

WEEB CONSOLE LOGIN

Please type your User name and Password to access the Wweb Console.

User name:
Far Active Directory account: darmainusernane

You can provide users the following link(s):

eScan Client Setup

http A DANNT 10443 /S etupfeScan Client.exe [+]
eScan Agent Setup {(Windows)

http:ADAMINYT: 1044 3/Setup/Agent Setup.exe [+]
eScan Agent Setup {Linux) [-1

http: A DAMINY: 1044 3/ Setupfagent Setup.deb
hitp:ff192.168.0.60:10443 S etuphgent Setup.deb

hitp: A DANMY: 1044 3/ Setupfigent Setup.rpm
http:/f192.168.0.60:1044 3/ Setup/Aaent Setup.rprm

eScan Agent Setup {(MALC) [-]
hitp: A DANMY: 1044 3/ Setupffgent Setup.dm
http:/f192.168.0.60:10443/Setup/aent Setup.dmg

Figure — 8.31
Also check - Show Agent Setup Link
Installing other Softwares (3™ Party Software)
Using eScan Management Console, you can easily install other third party applications on
any networked computer in Managed Computers. This can be done using the following
simple steps —
1. Click Managed Computers.
2. Select the desired computer present under Managed Computers.
3. Now click Deploy / Upgrade Client under Client Action List drop-down Menu.
4. You will be forwarded to the Client Installation window. Select install Other Software

option. Refer Figure - 8.32
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(= eScan Managemen ole - Windows Internet Explorer,

Client Installation i Hele

Select Application for Installation:

O Install eScan

@ Install Other Software
DLInux;"MJC Client Setup
Required files for Installation
C:\Documents and Settings\Admin'My
Deocuments'Bencylexe\Firefox Setup 3.5.2.exe J Add
Executabls fils
Firefox Setup 3.5.2.exe v

Parameters

O Install Agent

Done ‘J Local intranet 3 - F00% T

Figure - 8.32

5. Now Click Add and give the exact path of the EXE (on eScan Server) that you wish to install on
the selected Computer. Click Add. Refer Figure - 8.33

2 eScan Management Console -- Webpage Dialog

Add Files

CiDocuments and Settings'Admin' My Documents'Bencyhexe\Firefox Setup 3.5.2.exe|

Figure - 8.33
6. The selected EXE will be added to the “Required files for Installation~ list. Refer Figure - 8.34.
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/= eSzan Management Console - Windews Internet Explarer

Cliant Installation

() tnstall afican

| © tastall Agast

[instail | [[Eancsl |

[ Satect Application for TnstaBation:

S Local ntranet - Ruw -

Figure - 8.34

7. The Executable Filename will be displayed in the respective dropdown menu present on

the interface.

8. You can define the command line Parameters if required.
9. Click Install to initiate the Installation process.
10. You will be confirmed through a message on completion. Refer Figure 8.35

client Installation

i velp

5/3/2014 11:09:02 &AM ;
5/3/2014 11:09:102 AM
S¢3/2014 11:09:02 AM ¢
SF3/2014 11:09:03 AM ¢
S/3/2014 11:09:04 AM

[DANNYT:
[DANNTT:
[DANNTT:
[DanNYT:
[DANNYT:

Connecting to Computer..

Deploying other software files to host DANNY, Pls Wait ..

Copying file L of 1

Caompleted 100 %

Task 'Install/Upgrade Software on Host' succassfully scheduled on DANNY

Close Cancel

Figure 8.35

“Task 'Install/Upgrade Software on Host' successfully scheduled on... “
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9. Managing Policies and Tasks for the Group

You can control all modules of eScan Client by defining Policies and creating tasks through eScan
Management Console.

Defining Policies for the Group - Using the policies you can define rule sets for all modules of
eScan client to be implemented on the Managed Computer Groups. eScan allows you to define
security policies for Windows, Mac and Linux Computers connected to the network

e Defining Policies for Computers with Windows operating system — eScan allows you to define
policies for the following Modules of eScan Client on Windows operating system

Modules Description

Web Protection This will allow you to define the sites that you do not want to allow access

to. You can define the site names you want to block, do a time based

access restriction.

Endpoint Security This will control the application from the point of end users by allowing/
restricting USB, block listing, white listing, and defining time restrictions.

Administrator This will allow you to set password to enter into eScan Protection Center.

Password

Notifications & | This will allow you to stop receiving the events and notification for all the

Events executable and websites that are allowed.

e Defining Policies for Computers with Mac or Linux operating system — eScan allows you to
define policies for the following Modules of eScan Client on Mac or Linux operating system

Modules Description

This will allow you to block USB storage device from accessing your
Endpoint Security K | computer. This option is available only in Mac computers.

Block USB storage
device - This option is
present in settings
under Protection
Module in eScan for
Mac

Steps for Defining Policies for the group

1. Click Managed Computers.
2. Select the desired group name from the tree
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3. Now click Policy. Refer Figure — 9.1
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4. Click Properties.
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Figure - 9.1
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Content Writers

Figure — 9.2

5. You will be forwarded to the Properties window.

6. Now click Policy Details tab to re-define policies for the group. Refer Figure —9.3.
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Properties E Help

General Policy Details

Windows Linux / Mac

D Web Protection I:l EndPaint Security
D Administrator Password D Motifications & Events

D Apply for all subgroups

Figure —9.3

7. Select the Module in the group and Click Edit to define the policies for the Module. Refer Figure
-9.4

/= eScan Management Console - Windows Internet Explorer

Properties k4 Help

General | Policy Details

Windows | | Linux / Mac

Web Brotection |:| EndPaint Security Edit

D Administrator Password D Notifications & Events

[ apply for =il subgroups

Figure—-9.4
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Note: Using Linux / Mac tab, you can define settings for eScan on Linux and Mac machine. It allows
you to define settings for the following modules —

O EndPoint Security ‘.

Linux == , Mac " Icon denotes that you can Edit settings for the selected module in the

respective operating system.

8. You will be forwarded to a page where you can define actions and policies specifically for that
module which you wish to be implemented on all Endpoints in that group. Refer Figure 9.5

2 eScan Management Console -- Webpage Dialog &‘
Web Protection E Help
® &tz O stop [ start Phishing Filter

Filtering Options Scanning Options Define Time-Restriction
Statuz
® active O Block Web Accass

Filter Categories... W 2liow M Block Site Names

Category Neme Tvos Status playboy.com

Delste

Filtering Options

[ ade sites rejacted by the filtar to Block categary

[ pefault ] [Advanced Setting | [ oK ] [_cancel ]

Figure 9.5

9. eScan Management Console allows you to define policies for every option present in all the

Modules of eScan Client. All Policies are automatically implemented after Next update on the
Endpoints.

10. Using Advanced Settings option you can define Policies for More advanced options in eScan
Client. These policies are defined in the .ini file or registry of the Endpoints. Refer Figure — 9.6
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Advanced Setting

Hame Value

Ignors IF address from Web-scanning

Enable alloving of WhiteListed Site during BlockTime
Enzble Online Web-Scanning Module

Disable Web Warning Page

Enable HTTPS Popup

Enable Dynamic Phishing Filter

Enable Static Phishing Filter

Enable HTTP Popup

Ignore Reference of sub-link

Allow

=== to SubDomain for Whitslisted sites(Only HTTP Sites)

Ooooooo|og|oo

Allow access to SubDomain for Whitelisted sites(Only HTTPS Sites)

Figure — 9.6

» Configurable eScan Policies for Windows Computers
1. Web Protection

web Protection E Help

& start (@] Stop O start Phishing Filter Start Malware URL Filter

Filtering Options Scanning Options Define Time-Restriction

[ Status

® acive O elack web Access

Filter Categories... B Alow M elock Site Mames

Category Name Tupe Status e plaiboricom

Paornography Block % Customize
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Chat Black % Custornize

Alcohal Block Custormize

Violence Black % Custornize

N R N v

Add Add Delete Save

—Filtering Options
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[ pefault ][ aduanced setting | | oK ][ cancel ]

Figure — 9.7
Web Protection is a part of eScan’s Protection feature. This module uses highly advanced
algorithms based the occurrence of specific words or phrases in the contents of the Web site to
block Web sites containing pornographic or offensive material. This feature is extremely beneficial
to parents because it prevents kids from accessing Web sites containing harmful or restricted
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content. Administrators can also use this feature to prevent employees from accessing non-work-

related Web sites during work hours. You can configure the following settings.

A. Filtering Options: This tab has predefined categories that help you control access to the
Internet.

¢ Status: This section helps you to allow or block access to specific Web site based on
Filter Categories. You can set the status as Active or Block Web Access. You should
select the Block Web Access option when you want to block all the Web sites except
the ones that have been listed in the Filter Categories. When you select this option,
only Filtering Options and Pop-up Filter tabs are available.

o Filter Categories: This section uses the following color codes for allowed and
blocked Web sites.

e Green: It represents an allowed websites category

e Red: It represents a blocked websites category

The filter categories used in this section include categories like Pornography, Gambling,
Chat, Alcohol, Violence, Drugs, Ratings_block_category, Websites Allowed, etc. You can also
add or delete filter categories depending on your requirement.

e Category: [Category name]: This section shows the Words / Phrases list, which lists
the words or phrases present in the selected category. In addition, the section
displays the Site Names list, which lists the Web sites belonging to the selected
category. You can also add or delete filter categories depending on your
requirement.

o Filter Options: This section includes the Add sites rejected by the filter to Block
category check box. You should select this check box if you need eScan to add Web
sites that are denied access to the Block category database automatically.

B. Scanning Options: This tab helps you to block images, ActiveX controls, media components,
and applications from appearing within the browser.

e ActiveX Blocking: An ActiveX control is component program that can be
automatically downloaded and executed by a Web browser. It is similar to a Java
applet. ActiveX controls may include malicious code and therefore may pose as a
security hazard.

o Java Applets: Java Applets are programs that are written in the Java programming
language. These applets can be embedded in an HTML page and can be viewed from
a Java enabled Web browser. Applets enhance the interactivity in Web pages and
provide users with an enhanced Web experience. However, some applets contain
malicious code that may either disrupt the processes running on your computer or
steal sensitive information. You can select the Java Applets check box to block
applets from being downloaded to your computer.

e Scripts (Java & VB): Scripts are usually written in scripting languages such as
JavaScript and VBScript. A script is a list of commands that can execute without user
input. With the help of scripts, you can automate certain tasks within an application
to work in a particular computing scenario. Hackers often use malicious script to
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steal information about the victims. When you select the Scripts (Java & VB) check
box, eScan blocks script from being downloaded to your computer from the
Internet.

Check for Virus: [Default] This check box is selected by default. You should select
this check box if you need eScan to scan and block all Web sites that contain
malicious code.

Actions: This section helps you select the actions that eScan should perform when it
detects a security violation.

Log Violations: [Default] This check box is selected by default. You should select this
check box if you need Web Protection to log all security violations for your future
reference.

Shutdown Program in 30 Secs: You should select this check box if you need Web
Protection to shut down the browser automatically in 30 seconds when any of the
defined rules or policies is violated.

Port Setting: This section helps you specify the port numbers that eScan should
monitor for suspicious traffic.

Internet Access (HTTP Port): Web browsers commonly use the port numbers 80,
8080, 3128, 6588, 4480, and 88 for accessing the Internet. You can add port
numbers to the Internet Access (HTTP Port) box to monitor the traffic on those
ports.

Content Type: This section helps you block content based on their type, such as
images, applications, e-mails (REC 822), audio files, and video files.

Block Images: Select this check box to block download of any kind of images on
managed endpoints.

Block Applications: Select this check box to block the download of any applications
on managed endpoints.

Block Emails: Select this check box to block download of RFC 822 type emails.

Block Audio files: You should select this option if you want to block all audio files.
Block Video files: you should be selecting this option if you want to block all video
files.
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2. Endpoint Security

A eScan Management Console -- Wehpage Dialog El
EndPoint Security i velp
@ start QO stop

Application Control Device Control

[ Enable application Control

Block List ~ whitaList  Define Time-Rastrictions

Default | [Advanced setting | [ oK ] [ ceneel

Figure—9.8

Endpoint Security is a part of eScan’s Protection feature. This module protects your computer or
Endpoints from data thefts and security threats through USB or FireWire® based portable devices.
It comes with an Application control feature, which helps you block unwanted applications from
running on your computer. In addition, this feature provides you with a comprehensive reporting
feature that helps you determine which applications and portable devices are allowed or blocked
by eScan.
This page provides you with information regarding the status of the module and options for
configuring it.
e Start / Stop: It enables you to enable or disable Endpoint Security module. Click the
appropriate option.
There are two tabs — Application Control and USB Control, which are as follows:
1. Application Control
This tab helps you control the execution of programs on the computer. All the controls on this tab
are disabled by default.
You can configure the following settings.
e Enable Application Control: You should select this check box if you need to enable
the Application Control feature of the Endpoint Security module.
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Enter Application to Block: It indicates the name of the application you want to
block from execution. Type the full name of the application to be blocked.

List of Blocked Applications: This list contains blocked executables of applications
that are predefined by MicroWorld. Each of the applications listed in the predefined
categories are blocked by default. In addition, you can also add executables that you
need to block only to the Custom Group category. If you want, you can unblock the
predefined application by clicking the UnBlock link. The predefined categories
include computer games, instant messengers, music & video players, and P2P
applications.

2. Device Control - The Endpoint Security feature of eScan protects your computer from
unauthorized portable storage devices prompting you for the password whenever you plug in such
devices. The devices are also scanned immediately when connected to prevent any infected files
running and infecting the computer.
You can configure the following settings:
¢ Enable Device Control: [Default] You should select this check box if you need to monitor all
the USB storages devices connected to your computer. This will enable all the options on
this tab.

Settings: This section helps you customize the settings for controlling access to USB
storage devices.

Block USB Ports: Select this check box if you want to block all the USB ports.

Ask for Password: Select this check box, if you want eScan to prompt for a password
whenever a USB storage device is connected to the computer. You have to type the
correct password to access USB storage device. It is recommended that you always
keep this check box selected.

Use eScan Administrator: This option is available only when you select the Ask for
Password check box. Click this option if you want to assign eScan Administrator
password for accessing USB storage device.

Use Other Password: This option is available only when you select the Ask for
Password check box. Click this option if you want assign a unique password for
accessing USB storage device.

Disable AutoPlay: [Default] When you select this check box, eScan disables the
automatic execution of any program stored on a USB storage device when you
connect the device.

Read Only USB: Select this check box, if you want to allow access of the USB device
in read-only mode.

Record Files Copied To USB: Select this check box, if you want eScan to create a
record of the files copied from the system to USB drive.

Whitelist: eScan provides a greater level of endpoint security by prompting you for a
password whenever you connect a USB drive. To disable password protection for a
specific device, you can add it along with its serial number to the whitelist. The next
time you connect the device it will not ask for a password but will directly display the
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files or folders stored on the device. This section displays the serial number and
device name of each of the whitelisted devices in a list. You can add devices to this
list by clicking on the Add button. The Whitelist section displays the following
button.

¢ You can click on the Add button to enter the Serial number (unique for each USB
device) and Device Name of the USB device to be whitelisted. The Serial Number
and the Device Name details are shown in Endpoint security module in eScan
Protection Center under the same sub-section. You need to insert the USB device on
the eScan server and copy the details onto the eScan web console settings.

o Disable Web Cam: You should select this option, if you want eScan to disable Web

Cam.

¢ Disable Bluetooth: You should select this option, if you want eScan to disable
Bluetooth.

¢ Disable SD cards: You should select this option, if you want eScan to disable SD
Cards.

e CD/DVD Settings: You should select this check box if you need to block any CD/ DVD or
allow read only access to CD/ DVD.
e Block CD/DVD: You should select this option, if you want eScan to block CD/DVD.
e Read only CD/DVD: You should select this option, if you want eScan to disable CD /

DVD.
Advanced Settings
&) eScan Management Console -- Webpage Dialog E‘
Advanced Setting
Name value
[  Allow Composite USE Devics
[ | allow USE Modem
[] | Enzble Eredefined USE Exclusion for Datz Outflow
[] |Enzble USE Whitelisting option on prompt for eScan clients
[] |Enable USE on Terminal Client
[] |Enable Domain Password for USB
[] | Shew System Files Exacuticn Events
[ | Allow execution of Microsoft Signed Application
[ | Allow mounting of Imaging device
[ | elock File Transfer from 1M
[ | allow WIFI Network
[] | whitelistad WIFI S5ID (Comma Separated)
[ | Allow Network Printer
[] | whitelisted Network Printer list(Comma Separatad)
[ | pisable Print Screen
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Figure —9.9

Option

Description

Allow Composite Devices (Allow=1, Disallow =0

)

Allows you to allow or disallow Scanning of
Composite Devices connected to the Managed
Endpoints.

Allow USB Modem(Allow=1, Disallow =0 )

Allows you to allow or disallow USB Modems on
the Managed Endpoints.

Enable Predefined USB Exclusion for Data
Outflow (Enable=1, Disable =0)

Allow you to Enable / Disable Exclusion of
Predefined USBs for Data Outflow, it will not
record data outflow through USB drive specified
by you.

Enable USB Whitelisting option on prompt for
eScan clients (Enable=1, Disable =0)

Allow you to Enable / Disable USB whitelisting
on prompt on the managed Endpoints.

Enable USB on Terminal Client (Enable=1,
Disable =0)

Allow you to Enable / Disable USB on Terminal
Client

Enable Domain Password for USB(Enable=1,
Disable =0)

Allows you to Enable/Disable Password for USB
usage on managed endpoints.

Show System Files Execution Events (Enable=1,
Disable =0)

Allows you to Enable/Disable to receive events
for System Files execution.

Allow execution of Microsoft Signed
Application(Allow=1, Disallow =0)

Allow / Disallow execution of Microsoft Signed
Application.

Allow mounting of Imaging device(Allow=1,
Disallow =0)

Allow / Disallow mounting of Imaging Devices
on Managed endpoints.

Block File Transfer from IM(Allow=1, Block =0)

Allow / Block files transfer from Instant
Messengers on managed Endpoints.

Allow WIFI Network(Allow=1, Block =0)

Allow / Block access of Managed Endpoints to
WIFI network.

Whitelisted WIFI SSID (Comma Separated)

Allow you to enlist /whitelist WIFI SSID for
network access to managed endpoints.

Allow Network Printer (Allow=1, Block =0)

Allow access to network printers from managed
endpoints.

Whitelisted Network Printer list(Comma
Separated)

Allow you to enlist /whitelist Network Printers
for managed endpoints.

Disable Print Screen (Enable=1, Disable =0)

Allows you to disable/enable Print Screen on
Managed Endpoints.
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Default
Note: - Click the Default button, if you want to apply default settings, which are done during
installation of eScan. It loads and resets the values to the default settings.
3. Notifications and Events
Events

=3 eScan Management Console - Webpage Dialog [E3

Events E vew

Events
Do not sllow cliant to sand swant for

Executable Allowed
WebSite Allowed

r Defauic ) (Aov=nc=a s=tting )L =13 )L S=ncai ]

Figure - 9.10
Define settings to stop client from sending Event of certain types as per your selection.

» Configurable eScan Policies for Linux and Mac Computers

ﬂ“ eScan Management Console - Windows Internet Explorer

Properties E vele

General Policy Details

Windows Linux / Mac

[ endpoint security i [Ee]

[ apply for all subgroups

Figure —9.11
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To define policies for Mac or Linux computers, select Policy option present under the desired
computer group in Managed Computers section of eScan. Now click on Properties button present
on the interface and then click on Policy Details tab and open Linux / Mac tab present on the
interface. eScan allows you to define settings for Endpoint Security for Mac Computers connected
to the network. Use the Edit button to configure the eScan module settings for computers with
respective operating systems.

Note — Icons present beside every module denotes that the settings are valid for the respective
operating systems only.

» Configuring Module Settings for Linux and Mac Computers

e Endpoint Security — Settings valid for eScan client on Mac systems only.

Endpoint Security ‘ E Help

I:‘ Block USE storage device

[ Default ] [ =18 ] [ Cancel ]

Figure —9.12
Use this option to Block access to USB Storage device by selecting the Check box.

7. Managing Tasks for the Group - Using the Group Tasks option present in Managed
Computers section under Selected Group, you can create a task, start a task, select a task and
view its properties, view task results as well as delete an already created task. Tasks can
include the following.

® Enable / Disable desired Module
® Set Update Server
® Force Client to Download Updates

® Scheduling Scan on Networked Computers

®  Steps for Creating a Group Task

Click Managed Computers.

Select the desired group from the tree.
Click Group Tasks

Now Click New Task. Refer Figure —9.13

PwnNE



‘eScan

Anti-Virus & Content Security
Www.escanav.com

-
Managed Computers $ Refresh [ Help
P Seaxch

[ Action List = [ Client Action List ¥

_Jl_%ana =d Computers e & Refresh [ Help
- e Policy

- (@ Group Tasks
~ 8 Client Computers (1) New Task ) Ed 5] i

B [ Roaming Users
u - Task Mame Task Performed Assigned Te Whom Schedule Type
[ polier

[ Grous Tasks

¥ Client Computers
E- [ Content writers

"

%8 Client Computers (1)
[ Proposal writers
B[] editors

[ Grous Tasks

¥ Client Computers
- Linux / Mac

Figure —9.13

5. You will be forwarded to “New Task Template” window. This window allows you to define
Task Name, Assign task as well as schedule task on Endpoints. Write the Task Name and
configure the desired task settings.

6. Click Save. Refer Figure —9.14

/2 eScan Management Console - Windows Internet Explorer

New Task Template (TEERE

Task Name

Task Name:* few Task
Assigned Tasks

[0 web protaction Status 28
Enzbled
Disasled

[ endpoint Security status 28 K
Ensbled
Disabled

O sct Update server 25 A

2dd Server Hams/IP

Remove Server Name/IP

[ Force Client to Dovnlozd Update 25 A K
[ 2poly for subgroups

Task Scheduling Settings

@ Enzble Scheduler O Manual start
& paily -
O weskly Mon Tus wed Thu
Fri Sat Sun
O Monthly
@ at 12:00 pm |(@7])

| |

Done % Local intranet fa v Horh -

Figure —9.14
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EE :
Note: “™ Windows, Linux “< ,Mac ~* Icon denotes that you can configure task settings for
the selected module in the respective operating system.

7. The created task will be added to the Group tasks list. Refer Figure — 9.15

Managed Computers

© Search

[ Action List = [ Client Action List v

& Refresh [ Help

Group Tasks % Refresh [ Help

[E2 New Task | [ Start Task | B Properties | [ Results | {f Dalete

[J TaskMame Task Performed Assigned To Whom Schedule Type
Nevi Tas Mot Performed Yet  "Managed ComputersiRoaming Users\CONTENT WRITERS" Autematic Scheduler Task Status
[0 NewTssk_i HotPerformed Yet  "Managed ComputersiReaming Users\CONTENT WRITERS" Automatic Schaduler Task Status

E- [ Grous Tasks
4 Hew Task

B HewTask 1
WP Client Computers (1)
(] Eropessl writsrs
B [ Editors
B [ Linusx / Mac

Figure - 9.15

8. Click Properties to view the created task. It also allows you to modify or re-define the
settings earlier configured by you. It also facilitates the re-scheduling of the created task.
9. Click Save. Refer Figure —9.16

= eScan Management Console - Windows Internet Explorer EEIE‘

New Task G Help
General Schedule  Settings
Tazk Name New Task
Task Creation Time: 03/27/14 02:50:16 PM
Status: Task not performed yet
Last Run:
Close

Figure—9.16

‘eScan
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10. Using the Start Task option you can initiate the selected task on the Endpoints in the Group.
Refer Figure —9.17
% Refresh [ Help

Managed Computers

£ Search

[ Action List =[] Client Action List ¥

(i3] Mansged Computers % Refresh [ Help

[ eolicy
[ Grous Tasks

- 8 Client Computers (1)

Group Tasks

[E2 New Task ([ Start Task) EF Properties | [ Results | {f Dalete
]

B [ Roaming Users
- [J TaskMame Task Performed Assigned To Whom Schedule Type

Policy
New Task Hot Performed Yat  "Managed ComputersiRosming Users\CONTENT WRITERS' Automatic Scheduler  Task Status
[ Group Tasks
Autematic Scheduler Task Status

[ MewTask_1 HotPerformed Yet  "Managed Computers\Roaming Users\CONTENT WRITERS"

¥ Clisnt Computers
B (& content Writers
[ eolicy

@

roup Tasks

Hew Task
Hew Task 1

8 Client Computers (1)
Broposal Writers

Figure-9.17
11. Click Results to view the details of recently executed tasks.

12. Click Task Status Link to view the status of the listed tasks. It gives you a brief summary of
the selected task. Refer Figure -9.18

Managed Computers

£ Search

[ Action List = [ Client Action List ¥

% Refresh [ Help

5] Msnsaed Computers & Refresh | Help

-~ [ eolicy
[ Group Tasks

- 8 Client Computers (1)

Group Tasks

[E2 New Task | [) Start Task | B Properties | [5 Results | [ Dalete

Rozming Users
- [J TaskMame Task Performed Assigned To Whom Schedule Type

& policy -~
@ New Tazk Mot Performed Yet "Managed Computers\Roaming Users\CONTENT WRITERS" Automatic Scheduler Task Status

Group Tasks
Automatic Scheduler Task Status

[0 NewTssk_i HotPerformed Yet  "Managed Computers\Roaming Users\CONTENT WRITERS"

¥ Client Computers

Content Writers

§# Client Computers (1)

Proposal Writers

[ TR

Figure —9.18
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10. Managing Tasks and Policies for Specific Computers

eScan Management Console gives you a flexibility to define and configure tasks and Policies for
specific Endpoints in the Managed Computers list. It can easily be done using the following simple
steps —

o Managing Tasks for Specific Computers
1. Click Tasks for Specific Computers in Navigation Panel of eScan Management Console.

2. Now Click New Task. Refer Figure 10.1

-
Tasks For Specific Computers « Refresh E Help

Mew Tazk Start Tazk | |[=)# Properties Rezults Delete
Task Marme Pending Completed Schedule Tvpe
Figure 10.1

3. You will be forwarded to New Task Template Window.

1. Define the Task Name in the text field. Refer Figure 10.2

Tasks For Specific Computers > Mew Task Template

Task Name

Task Name:*

Figure 10.2

2. Select the desired options for assigning tasks. Refer Figure 10.3
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i vep

New Task Template
fi uters > New Task Template

Task Hame:* New Task

[0 web srotection status 22
Enzblad
Disabled

O endpoint Security status 4 K
Enabled
Disabled

[0 Set Update Server 25 A B

Add Server Name/IP

Remove Server Name/ID

O Force Client to Dovmload Updzte 23

Figure 10.3

s .
Note: “® Windows, Linux “* , Mac " Icon denotes that you can configure task settings for
the selected module in the respective operating system.

3.  Use the explorer tree to select the Computers on which you wish to initiate this task.
Mark the Computers and click Add.
Refer Figure 10.4

Select Computers /Groups

Select Computers/ Groups

E| I:‘ [_J Managed Computers
; i DANNY

. D [_J Foarning Users
- O u Linux / Mac

DAMNMY

Add

Fermoue

Figure 10.4

4. Schedule the Task as desired. Refer Figure 10.5
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Task Scheduling Setlings

® Enable Scheduler O Manual start

@ Draily

O Waakly Man Tue Wwead Thu

O Maonthly 1

® u 12100 pm | [@7]

Figure 10.5
5.  Click Save. The Task will be created and scheduled for selected computers instantly.

® Managing Policies for Specific Computers

1. Click Policies for Specific Computers option present in Navigation Panel of eScan
Management Console and click New Policy. Refer Figure 10.6

‘e Sean % Abostescan B eost oo
w eScan Management Console (14.0.1400.1584)
DashBoard . 5 retreon [ e
Managad Computars

* Unmanaged Computers =
4 a
Raport Tamplatas

Report Scheduler | Has of Solicy kit Dol At Dagloved To wham

fivants & Computars
Tasks For Specific Computers
Palicias For Spacific Computars O
Asset Management
Print Activity
OutBreak Motification

* settings

+ Administration

License

Figure 10.6

2. You will be forwarded to the New Policy window. Define the Policy name and Rules. Select
and add the computers where you wish to implement those policies.
3. Click Deploy. Refer Figure 10.7

]

‘eScan
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New Policy kd velp
Select Rule-Sets For Policy
Enter Solicy fiam
[J wab orotaction [ endPoint Sacurity
£
[ administrator Passvord [ notifications & Evants
%
D EndPoint Security

Select Computers/Groups

Select Computers/Groups

8- [ (5] Managed Computers

Figure 10.7
4. The policy will be created and deployed on the selected computers.
One Time Password

eScan password protection restricts user access from violating a security policy deployed in a
network. e.g. administrator has deployed a security policy to block all USB devices, but someone
wants to access it for genuine reason. How would an administrator give him an access without
violating the current security policy? OTP delivers the answer for the same by generating one time
password for a period of time like 10 minute or one hour for that specified user to disable the
module without violating existing policy.

Working:

1. eScan Server Administrator defines a policy for a particular group blocking access to the USB
ports through the web console. The USB access is blocked through the endpoint security
module through Policies for Specific Computers.

2. For some specific reason, access to a USB port is required in one of the systems within a
group where the security policy has been defined. The administrator is notified of this
request manually.
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3. The administrator generates a one-time password on the server and manually notifies the
user who requires access to the USB port for a specific time period.

4. The user utilizes the one-time password within the group for accessing the USB port for the
specified time period defined by the administrator. Other systems within the group cannot
access the USB ports as the security policy is set for them thus ensuring that the group
policy is not infringed.

How to Access
Use the following simple steps to access OTPass.EXE. Refer Figure 10.8

5@ Sean
&<
- Generate One Time Password
Computer Mame ||
Valid for il
Select option
[~ Web Protection [T Allow to ChangelP
[~ EPS App Control [~ EPS USE
* Password is case-sensitive
HMew Password
Fassword
Figure 10.8

Open Windows Explorer.

Go to the path where eScan is installed.

Open eScan Folder.

Find and open OTPass.exe.

Now type the Computer Name for which you wish to generate the password in the respective
field.

6. Select the time for which the password will be valid on the selected computer using the Valid
for drop down present on the interface. Refer Figure 10.9

| Hl

10 mins rs
20 mins

vk wnN e

40 mins
50 mins
60 mins
70 mins
a0 mins W
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Figure 10.9

7. Select the Module that you wish to enable or disable usingcheck boxes present on the interface
and click on Generate Passowrd button. Refer Figure 10.10

2y € Sean —

[
€ .
- Generate One Time Password
Computer Name |DAI‘-JN‘1'
Walid far 30 mins h
Select aption
v Web Pratection [ Allow to Change IP

[~ EPS USE

Generate Password

* Password is case-sensitive
Mew Passward

Passwoard

Close

Figure 10.10

8. Send this password to the user.

9. To Pause the selected module on his computer, the user should open eScan Endpoint Security
for Windows Client using right click on eScan Endpoint Security for Windows icon and click on
Pause Protection from the task bar. Refer Figure 10.11

« Cpen e3can Protection Center

L. Pause Protection

H Yiew Current Mebwork Ackivity
B Svstem Information
'.ﬂ e5can Remate Support

| | @ About eScan

Figure 10.11
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11. Managing and Scheduling Reports

eScan Management console provides you with predefined templates based on eScan modules. It
provides you an option to create custom reports based on certain criteria.

The eScan Web Console comes with comprehensive reporting capabilities for viewing the status of
the modules, scheduled tasks, and events. It allows you to view predefined reports, create new
reports based on predefined reports, and customize existing reports for computers or for a group
of computers.

® Scheduling an existing Report Template

1. Click Reports Template in the navigation bar and select the desired Template.
2. Click Create schedule. Refer Figure 11.1

iy ¢ Al stien & rew B it
% aScan Management Consola {14.0.1400.1628)

Dashboard

Setup Wizard
Hanaged Computers

* Unmanaged Computers
Report Templates
Report Scheduler
Tasks Far Specilic Computers.
Paolicies Far Specific Computers
Asset Management
Print Activity

¥ Settings

¥ Adminkstration

Ucense

FMabile Devicn Management

Figure 11.1

3. Now define the Report Name and filter the criteria for generating report by expanding the
tree. Refer Figure 11.2

sichaduls Hapart T

Ruport Nase

Suttings

Salast

oooao
2 £

Figure 11.2
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4. Select the Conditions and Target Groups for generating Reports. Refer Figure 11.3.

Select Condition
@) Genersts 2 Repert for Groups
) Gensrate 2 Repert for = List of Computers

Select Target Groups

&[] (5 managed computers
o] (5] Roamin g Users
B[4 .5 Content writers
(5] Proposal writers

Figure 11.3

5. Define email and Server settings for sending reports by mail, also select the Format for the

report, you can generate report in html, CSV,PDF and Excel formats, as required by you.
Refer Figure - 11.4.

Send Report by Email

Report Sender®:

Report Recipient®:

Mail Server IP Address:
Mail Server Dort: 25

User Authentication:

Password Authentication:

Selact the Report Format

HTML page

Figure-11.4
6. Schedule the report as desired and click OK. Refer Figure 11.5

Report Scheduling Settings

@ Enzble Scheduler O Manual Start

@ paily

O weskiy Mon [ Tue (] wed ] Thu

O Meonthly

Figure 11.5

7. Report will be created and scheduled instantly. Refer Figure 11.6
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-
Report Scheduler + Refresh E Help

EED Start Taszk E Results | 2} Propetties ﬁDelete Hew Schedule IED View & Create

Schedule Name Eeport Recipient Scheduler Type Wiew
Mew Report abhishekd@escanaw com Autarnatic Schaduler Wisw
Figure 11.6

Note:

e You can Options to create and schedule reports are also present in Report Scheduler section of
eScan Management Console.
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12. Asset Management

e This module provides you the entire Hardware configuration and list of softwares
installed on Managed Computers in a tabular format. Using this Module, you can
easily keep a track of all the Hardware as well as Software resources installed on all
the Managed Computers connected to the Network. Based on different Search
criteria you can easily filter the information as per your requirement. It also allows
you to Export the entire system information available through this module in PDF,
Ms Excel or HTML formats.

® Viewing Hardware Reports

For Viewing the Hardware Configuration of all the Managed Computers connected to the
Network, Click on the Asset Management section present in the Navigation Panel on the
Left in the eScan eScan Management Console. Following Information will populate in the
table on the right.

S.No. Column Name Description

1 Computer Name It dlsplays jche Host Name of the Computers as defined by
the Administrator.
It displays the Name of the Group to which that Computer

2. Group belongs to, as defined in Managed Computer section of
eScan Management Console.

3. IP Address It displays the IP address of the Endpoints.

A User Name It displays the current Username of the Endpoints (who is
logged on the system).
It displ th ti t install th

5. Operating System dlsp.ays e Operating system installed on the
Endpoints.

6. Service Pack It displays .the Service Pack version and build installed on
the Endpoints.

7 0S version It displays the ver5|0.n of the Operating System installed on
the Managed Endpoints.

3 05 Installed Date It dlspléys the Date and Time of.lnstallatlon of the
Operating system on the Endpoints.

9. Internet Explorer It dlspI.ays the version of internet explorer installed on the
Endpoints.
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It displays the Processor details like Processor Name, Type

10. P
0 rocessor and Processing Speed of the Endpoints.
11. Motherboard It displays the details of the motherboard of the Endpoints.
1. RAM It dlspI.ays the details of the RAM installed on the
Endpoints.
13 HDD It displays the details of the Hard Disk like number of
’ Partitions and their respective sizes.
14. MAC Address It displays the MAC Address of the Endpoints.

It displays the unique Identification number of each

15. PC Identifying umber Managed Endpoint.

By clicking on the view link present in this Column, you can
Software view the list of softwares along with the installation dates
on the Managed Computer.

16.

]| ;
The status is displayed for the computers having operating system as ™ Windows, “

Macintosh or “* Linux

By clicking on the View link present in Software Column, you can view the list of Software along
with the installation dates on the Endpoints.

For Filtering the Hardware Report as per your requirements, click on the drop Menu Link of Filter

Criteria [UFilERERERaT i Asset Management section. The Hardware report can be filtered on
the basis of following Criteria. Refer Figure 12.1



~* Filter Criteria 4  Export Option
Filter Criteria

Include ¥ 1P Address

Include ¥ Internet Explorer

Gomputer Hame
Gperating Sustern Include OF Version
Service Pack
Motharboard

RAM

Group

PG IdentifyingHumber
08 Type Include ¥

Include Processaor
Incude » MAC Address
Include v HDD

Incude ¥ 05 Installed Date

Indude %

| [+ [+ *|[=I[=|[=][=][*

Figure 12.1
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Include %
Include ¥
Include ¥
Include ¥

Include ¥

(*) view All Items

Note:

e You can define criteria for the text / Column Content to be included or excluded in your Search
result using the drop downs present on the interface.

® \Viewing the Software Report

This section displays list of Software along with the number of Endpoints on which they are
installed. To view the Software Report, click Asset Management and then Click Software
Report Tab present on the right. This will populate the Software Name with Computer

Count in a tabular format.

For knowing the Computer Details where specific Software is installed, click on the
Computer Count present in the Computer Count Column. A window with the respective

Computer Details will pop up.

For Filtering the Software Report as per your desire, click on the Drop Menu Link of Filter
Criteria [SUFleRERERaTN in Asset Management Section. The Software report can be

filtered on the basis of following Criteria.

Asset Management

& Refresh [ Help

Hardware Report | | Software Report

* Filter Criteria & Export Option
Filter Criteria
Software Hame * Include ¥
Computer Name * Include ¥

05 Type * Include ¥

Figure 12.2
You can filter your search on the basis of Software Name or the Computer Name, using the
drop down present on the interface; you can either include the search string entered by you
in your search or exclude it if desired. System will populate the results accordingly.

Group By
@ software Name

O computer Name

(%) View All Tkamns
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® Export Options: Exporting the Hardware / Software Report

eScan Management Consoles offers Exporting of Hardware Report in PDF, Excel or HTML
formats.

It can easily be done by Clicking on Drop Menu Link of Export Option _ in
Asset Management Section. It will display the following options.

4  Filter Criteria * Export Option
Export Optian

O Excal ) poF @ HTML oo

Figure 12.3

Click on the desired Radio button for exporting the report in available formats. When the
Export is over, you will be informed with the following message —

O Exported Successfully|Click here to CpenfDownload

Figure 12.4

For Opening/ Downloading the exported files click on the link as shown above.
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13. Print Activity

e |t monitors and logs printing tasks done by all the Endpoints, it gives you a report of
all Printing Jobs done by Endpoints through any Printer connected to the network.

e The log report generated in this section keeps the log of number of copies printed
through any printer, the File name of the Printed file, the Date on which Print was
taken (Client Machine), Machine Name, along with the Username of the computer
and its IP address.

e [t also gives you options for Filtering the report on the basis of excluding or including
the machine name or a printer within a desired date range, and Exporting the Report
in PDF, Excel or HTML formats.

® Viewing the Print Activity Log

Click Print Activity under Dashboard on the left in eScan Management Console. A table with
the List of Printers and number of copies printed by them will populate on left. Options for
Filtering or Exporting the log in desired formats are also present on the same interface.
Refer Figure 13.1

vashyoard Brint Activity £ Retresh [l Woiw

Hanaged Computers

* unmanaged Computers - Fhiar Citerle e Bk Dyl
Report Templates
Reopart Scheduler 1-320433 1t oege s 3} M Rove par pagei | 100 88
Events & Computers 'r. e Hpy s
Tasks For Specific Comguters =
Policies For Specific Computers
Asset Hanagement
rint Activity -]
OutBreak Notification

* Settings.

 administration

License

Figure 13.1
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® Viewing the Print Logs

For viewing the Print log of a Printer listed in the Printing Activity table, click on the number of
Copies under copies column, this will forward you to the Print Activity window. Refer Figure 14.2

— l .
eScan Management Cons k
[ . 4 A e
Thursday, March 27, 2014 07:00 PM
Print Activity
Printer Name Copies
Brother HL-2140 1
Canon LBP3300 335
doPDF v7 3
HF Deskjet F2400 series 4
HF Deskjet F4200 series 164
HF Deskjet Ink Advant K209a-z 46300

Figure 13.2




‘eScan

Anti-Virus & Content Security
Www.escanav.com

S.No. Field Name Description
It displays the Printing date of
1. Client Date Client Machine

It displays the name of the
2. Machine Name Machine from which the Prints
were taken.

It displays the IP Address of the
3. IP Address machine from where the Prints
were taken.

It displays the Username of the
4, Username Machine from where the Prints
were taken.

It displays the document name

5. Document Name _
that was printed.

6. Copies It displays the number of cpples of
the document that were printed.

7. Pages It displays the number of Pages

that were printed.

This window also gives you option to Export the Log report generated on this widow in the
desired formats, you can easily do so by selecting the desired export option using the Drop down
present on the screen, and then click Export. After the Export is complete you will be informed
through the following message.

O Exported Successfully Click here to ©pen/Download

Figure 13.3

Click on the link to open and save the converted file.
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o Filter Criteria

For Filtering the Print Activity Log as desired, click Filter Criteria on the main interface of
Print Activity section, following options will be populated on screen. Refer Figure 14.4

Figure 13.4
S.No. Option Description
1 Machine Type the de5|.red ma(?hlne name that you wish
to exclude or include in your Log.
Tick on this checkbox, if you wish to exclude a
2. Not .
machine in the log report.
3 Printer Type the d(_aswed p_rlnter name that you wish to
exclude or include in your log.
4 Not Tick on this checkbox, if you wish to exclude a
’ printer to in the log report.
5 Date Range Tick on this checkbo>f, if you wish to generate
report between certain dates.
6. From((MM/DD/YYYY) Select the starting date for report generation.
7. To(MM/DD/YYYY) Select the Ending date for report generation.
3. Search CI!ck 1.:hIS option to Filter the Log on the defined
criteria.
Click this option to reset the defined criteria for
9. Reset e
filtering.
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Exporting the Print Activity Log

eScan Management Console offers exporting of Print Activity logs in PDF, Excel or HTML
formats.

It can easily be done by Clicking on Drop Menu Link of Export Option _ in
Print Activity Section. It will display the following options.

& Filter Criteria + Export Option

Export @ption

QO Excal O eoF @ WML Export
Figure 13.5

Click on the desired radio button for exporting the report in available formats. When the
export is over, you will be informed with the following message —

Q Exported Successfully Click here to Openf/Download

For Opening/Viewing / Saving the exported files click on the link as shown above.
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14. Defining Settings

Using this section you can define important settings for the following

1. eScan Management Console (EMC) - Using this section you can define settings for FTP
sessions, Log Settings, Client Grouping and Client connection settings.

2. Web Console Settings - Using this section you can define settings for Web Console
timeout, Dashboard Settings, Login Page settings, SQL Server Connection settings, SQL
Database compression settings.

3. Update Settings - Using this section you can define general configuration settings for,
Settings for Update Notifications, and scheduling Update Downloads for the server.

14.1. eScan Management Console Settings

The EMC Settings page includes several options that allow you to configure the eScan
Management Console. You can configure the FTP settings, Bind to IP Settings, and log
settings by selecting the options appropriate for your network.

You can bind announcement of FTP Server to particular IP by selecting the IP address in the
list. However, you can choose to leave it as 0.0.0.0, which mean it will announce on all
available interface/IP.

You can also enable FTP settings such as allowing upload of log file to eScan Server by
Endpoints by selecting the Allow Upload by Clients check box. If you are doing that, you can
set a limit for the maximum number of FTP sessions allowed. If you specify this number as
0, it means that any number of Endpoints can connect to FTP server for uploading files.

By checking Delete the user settings and user log files after uninstalling check box you can
opt to delete User settings and Log files once eScan Client is uninstalled on that computer.
You can also define the number of days for which Log should be maintained by defining the
days in the field for No of days Client logs should be kept. Refer Figure 14.1
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EMC Settings Il Help

EMC Settings

FTP Settings Settings

2llow log upload from disnts gind 1P
Maximum ftp dovnload session allowed by clisnts [0 0.0.0.0 v
0 = Unlimited

LOG Settings
[ Delste the user ssttings and user log files after uninstalling.

Ho of days Client logs should be kept |5

Client Grouping
Group Clients by

@ NetBIOS

O pus pemsin

Client Connaction Settings
Increase Thread count |10 | [1-100)
Incresse Query Interval (10 | ( In seconds ) (1-100)

[restora dafault values

Cancel

Figure 14.1

The steps to configure the EMC settings are as follows:

e To configure the Bind IP address, under BIND IP, in the box, click the required IP
address. The default IP address is 0.0.0.0.

e To allow uploads by Endpoints, under FTP Settings, select the Allow Upload by
Clients check box.

e To restrict the maximum number of FTP connections, in the Maximum FTP Clients
allowed box, type or select the maximum number of FTP Connections to be allowed.
The default value is 0; this allows an unlimited number of FTP connections.

e To specify the number of days for which EMC should maintain client computer logs,
under LOG Settings, in the no. of days Client logs should be kept box, type or select
the number of days.

e Under Client Grouping section, you can sort group clients either by NetBIOS or DNS
domain. This setting is especially useful only during fresh client installations. After
installation, it enables you to manually manage domains and the clients grouped
under them.

° Click NetBIOS, if you want to sort clients only by hostname.

° Click DNS Domain, if you want to sort clients by hostname containing the domain name.

° Click Save button implement the defined settings.
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Web Console settings

Using this section you can define settings for Web Console timeout, Dashboard Settings,
Login Page settings, SQL Server Connection settings, SQL Database compression settings.

Web Console timeout settings - Select the Enable timeout settings option and define the

time to automatically Log out Web Console when idle beyond the defined minutes.
Web Console Timeouwt Setting

Enzble Timecut Setting

Automatically log out the Web Conscle after | 50 || minutes

Figure 14.2

Dashboard Settings - Define the number of Days for which you wish to View the Status,
Statistics and Protection Status Charts in the Dashboard of eScan Management Console.

DashBoard Satting
Show Status for Last |7 days (1 - 365)

Figure 14.3

Login page Settings - Define the settings to show or Hide Link for downloading eScan Client
and MWAgent to facilitate manual download and installation on Endpoints.

SQL Server Connection settings — Select the SQL server and define Server instance, and
Host Name along with the credentials for connecting to the database.

SQL Database Purge Settings - Define the size Limit for the database as well as specify the
number of days to compress the Database folder if it is older than the defined period.
SQL Database Purge Settings

Enable Database Purge
Database Size Limit (ME) 500 (500 - 2048)

Purge database clder than days (7 - 363)

Figure 14.4

Click Save to save the defined settings
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14.3. Update Settings

The Update module allows you to configure eScan to download updates automatically
either from eScan update servers or from the local network by using FTP or HTTP.

You can access the update settings page from the navigation Panel. This page provides you
with information regarding the mode of update. It also provides you with options for
configuring the module. It also helps the Update module to download updates
automatically.

1. General Config - The General Config tab provides you with general options for configuring
the update module. These include selecting the mode, and configuring the proxy and
network settings. Refer Figure 14.5

Update Settings E Help

General Config Update Notification Scheduling

—Select Made

O Fre @ wrTe

—Proxy Settings

[ pownlaad via Proxy

—HTTR
HTTP Proxy Server IF & Paort: o
Lagin Marme @ Password @
—FTP
Logon Type
FTP Proxy Server IP:
User@siteaddress
Port: 1021
OPEN siteaddress
Login Mame : ANONYMous pasy Mode
Password : sessssne Socks 4
Save [ Cancel ] [ Update

Figure 14.5

You can configure eScan to download updates from eScan update servers by using any of
the available modes such as FTP, HTTP, and Network. If you are using HTTP or FTP proxy
servers, you need to configure the proxy settings and provide the IP address of the server,
the port number, and the authentication credentials of the proxy server. In case of FTP
servers, you also need to provide the format for the user id in the Logon Type section.
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You can also select the Network mode for downloading updates. However, to do this, you
must specify the source UNC path in the Source UNC Path box.

2. Update Notification - The Update Notification tab helps you to configure the actions that
eScan should perform after updater downloads the eScan updates. Refer Figure 16.6

Update Setlings E Help

General Config Update Motification Scheduling

r I:‘ Update Motification

Sender: qa@escanay com
Recipient: amitr@escanawv.com,gurdip@escanaw. com,vik as@ezcanaw com

SMTP Server: 127.0.0.1 SMTP Port: 23

Use SMTP Authentication

Uszer narne!

Pazsword :

Test

Save Cancel ][ Update

Figure 14.6

You can configure eScan to send an e-mail notification to a specified e-mail address from a
specified e-mail address after successful update. To use this feature, you must also specify
the IP address of SMTP server and its port number

3. Scheduling - The eScan Scheduler automatically checks eScan Web site for updates and
downloads the latest updates when they are available. It also allows you to schedule
downloads to occur on specific days or at a specific time. Refer Figure 14.7
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Update Setlings E Help

General Config Update Notification Scheduling

@ automatic Download

Guery Interval 120 % | minutes

B O schedule Download

Craily

Weakly Mon Tue Wwed Thu
Fri Sat Sun

Maonthly 1 of the month

A vsoem | [(@¥)

Save [ Cancel ][ Update

Figure 14.7

You can configure the update module to query and download the latest updates
automatically from the MicroWorld Web site by selecting Automatic Download. In this
case, you may want to specify a query interval after which eScan should query the Web
site for latest updates. The default interval is 120 minutes, but you can choose an interval
from the Query Interval list.

You can also schedule downloads to occur on specific days or on a daily, weekly, or
monthly basis and at a specific time. When you configure this setting, the scheduler
checks the eScan server for latest updates on the specified day at the specified time and
downloads them if they are available.
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15. Export and Import Settings

The eScan Web Console enables you to take backup, it will be helpful in case you wish to
replace eScan server. Export settings along with the database from existing server to the new
server.

° Export Settings —

E Help

Export Import Setlings

Export Settings Import Settings Scheduling

WMC Settings and Policies
D Database

Wiew Expaorted Files

1. Select required settings
2. Click on "Export" to export eScan Managernent Consale settings

Figure 15.1

Use the following steps to export the settings.

1. On the navigation pane, under Administration, click Export & Import.
The Export Import Settings screen appears.
2. Under Export Settings section, select an appropriate check box:
e WMC Settings and Policies: Select this check box, if you want to export WMC settings

and policies.
e Database: Select this check box, if you want to export eScan database.

3. Click Export.
A message of settings successfully exported appears on the screen.

4. Click Download Exported File link, if you want to download the file. In addition, you can
also view the date and time of when the file was last downloaded.
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e Import Settings

Export Import Settings

Export Settings Import Settings Scheduling

File Name
WMC Settings and Policies
D Cztzbase

1. Select file to import (EservConf_[YYYYMMDODhhmm][_SCHD].zip)
2. Select required settings
3. Click on "Import” button to import the saved settings

Figure 15.2

Use the following steps to import the settings.

1. On the navigation pane, under Administration, click Export & Import.
The Export Import Settings screen appears.
2. Under Import Settings section, type the file name or click Browse to select the file that you
want to import
3. Under Import Settings section, select an appropriate check box:
e WMC Settings and Policies: Select this check box, if you want to import WMC settings
and policies.
e Database: Select this check box, if you want to import database.
4. Click Import.
A message of settings successfully imported appears on the screen.
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° Schedule

Export Import Settings U -~
Export Settings Import Settings Scheduling

Enable Export Scheduler

D WMC Settings and Policies D Database
";‘ Daily
o
Weekly Mon Tue wed Thu
Fri Sat Sun
O Monthly
@ at 12:00 pm | |@¥]

[ enable notification settings
Sender:

Recipient:

SMTP Server:

SMTP Port:

Usi SMTP Aulhentl:atlon
User name:

Password:

[ enable optional settings
Select how many backup files £o store

Create the backup only if drive space is greater than or equal to :

View Exported Files
Last schedule status : Unknown Status

Figure 15.3

Use this option you can do the following —
1. Enable scheduling of WMC settings and Policies or Database.
2. Schedule the Export/Import at a specific tie that can be daily, weekly or desired day(s) of a
week or a desired date in a Month.
Send Notifications to specific recipient.
Allows you to define Username and Password for SMTP authentication.
Allows you to define settings for storing backup files.
Displays last schedule status.

ouhsw
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16. Managing Licenses

The eScan Web Console enables you to manage license of users. You can add, activate, and
view the total number of licenses available for deployment, number of licenses deployed, and
number of licenses remaining with their corresponding values. You can also move the
licensed computers to non-licensed computers and non-licensed computers to licensed
computers.

° Adding License and Activating License Key

It enables you to add licenses of users.

(You can add only two licenses at a time, it is mandatory that you at least activate one license,
because unless and until you activate a license you cannot add more licenses. The To Add
License Click Here link becomes unavailable after adding two licenses, and to make it
available you have to at least activate one license. )

Steps -

1. On the navigation pane, click License and click Click Here link.

DashBoard

Managed Computers

: * Refresh
License - T

d Hele

* unmanaged Computers

Register Information

Code(60 charl

[
|License Kew(30 charl
Report Templates :

Report Scheduler RN SO OO
RKE-KRRR-RK
Events & Computers

KA ERRR-XXXX-
0003000 XX

To Add License Click Here

Tasks For Specific Computers
Policies For Specific Computers
Asset Management
Print Activity

* gettings

# Administration

o)

Registration Status Contract Period Ends on Mo. of Lisers

ST X X - KRR -0 X 2 4 b
T — Activate 11-Feb-2015 150

AR XXX K- XK - XXX KRR XXX

ARANA-NNERN-RENAN Activated

01-Apr-2015 5

= ALK
1z0
M Licensa Remaining 30

Total License Size 150

License in Use

A 4

Figure 16.1

Manaqge License

2. Add the 30 Digit License key and Click Ok. The added license key will be visible displayed in
the Register Information table.
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Add 30 Character License Key.

HHHH-HHHX-KHHH-HXHH-HHHH-HHHX-XHHH-HH|

(a4 Cancel

Figure 16.2

3. Click Activate now link present in Activation Code Column of Register Information table to
activate the license on Client Computer.

License ‘: Refresh E Help

Register Information

Licenze Kew(30 char Activation Code(éd charl Registration Status Contract Period Ends on Mo, of Users
HORM - MBI MO MO N - MK [m—— Activate before 02-May- .
- cava Ly -
e _ 2014
To Add License Clicl: Here
Figure 16.3

4. Select the desired option for activation and fill the Personal Information.

Field Description

Name Type the machine name.

Phone No.: Type the phone number.

Address: Type the address.

Mobile No.: Type the mobile number.

City Type the city name.

Fax No.: Type the fax number.

State: Type name of the state.

Email Id*: [Mandatory]

Type an email ID

Country: Select the country from the drop-down list.

Postal Code: Type the postal code.

Email Click an appropriate option.

Subscription Yes: Click this option, if you want to subscribe for email.
No: Click this option, if you do not want to subscribe for
email.

Reseller/Dealer*: | Type name of the reseller or dealer. This is a mandatory field.

5. Click Activate present at the bottom of the interface. The License key will be activated
instantly. ( Requires Internet Connection)
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° Moving licensed computers to non-licensed computers

Use the following steps to move licensed computers to non-licensed computers.

1. On the navigation pane, click License.

Under License section, click Manage License link.

3. Under Licensed Computers section, select an appropriate check box, the computer that you
want to move to non-licensed computers.
The Move to non-license button is available only when you select an appropriate check box
under Licensed Computers section, and you can move multiple computers at a time.

4. Click Move to non-license.
The licensed computer moves to non-licensed computers section.

N

° Moving non-licensed computers to licensed computers
Use the following steps to move non-licensed computers to licensed computers.

1. On the navigation pane, click License.
The License screen appears.
2. Under License section, click Manage License link.
3. Under Non Licensed Computers section, select an appropriate check box, the computer
that you want to move to licensed computers.
The Move to license button is available only when you select an appropriate check box under
Non Licensed Computers section, and you can move multiple computers at a time.
4. Click Move to license button.
The non-licensed computer moves to licensed computers section.
e eScan allows you to manage Licenses for eScan client installed on computers with

. A b .
Windows, Macintosh or “=“ Linux opreating system.
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17. Introduction - eScan Mobile Device Management

eScan Mobile Device Management solution is specifically designed for XE "Android" Mobile or
Smart Phone devices. It enables you to block applications and websites, which ensures security to
your device. Using eScan Mobile Device Management Solution you can manage and secure Mobile
as well as Smartphones.

eScan Mobile Device Management (MDM) allows you to monitor, secure, manage all your android
devices remotely. Using this solution you can control and monitor all security settings, gain real-
time visibility into mobile devices accessing your corporate network, and administer consistent
policies across all devices.
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“B Components of eScan Mobile Device Management Solution

Component Description Required or Optional
For using eScan Mobile Device Management
eScan Endpoint server, you first need to install .
. . . Required
Security eScan Endpoint Security on any of the
computer connected to the network.
After adding the devices in Mobile device
Management console, a message is sent on
the email address used for enrolling the
eScan Mobile Device | device with a link to download and Install Required
Management eScan Mobile Security (Client). The user 9
should enroll the device with same details as
used during enrolment on the Mobile Device
Management Console(Server)
Microsoft SQL The Microsoft SQL Server hosts the Required
Server databases for MDM server. q
An active internet connection is mandatory
. to install eScan Mobile Security. To
Active Internet . . . .
. download and install eScan Mobile security Required
Connection . .
on the device an email will be sent by the
MDM sever.
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B Features of eScan Mobhile Device Management Console (Server)

eScan Corporate with Mobile Device Management

Sr.No

Features

Description

Dashboard

Deployment Status

eScan Status

It displays the pie chart to show the status of eScan installation
on Managed Devices. To view Device details you can click on
numeric values present beside the chart.

eScan Version

It displays the pie chart to show the version of eScan
installation on Managed Devices. To view Device details you
can click on numeric values present beside the chart.

Android Version

It displays the pie chart to show the Android version of
Managed Devices. To view Device details you can click on
numeric values present beside the chart.

Device Sync Status
(Successful)

It will display the devices synced within the defined time
period. Such as devices synced today, within last 1-2 days, 3-7
days, etc. and also devices that are not yet synced.

Device Compliant

It will display the devices that are compliant with the policies
defined, non—compliant with the policies defined and
unknown.

Protection Status

Web Control

It displays the status of Websites blocked started or stopped
on managed devices. To view further details you can click on
numeric values present beside the chart.

Application control

It displays the status of Applications blocked or started t or
stopped on managed devices. To view further details you can
click on numeric values present beside the chart.

Call and SMS

It displays the Start / Stop status of call and SMS filter Module
of eScan on Devices. To view further details you can click on
numeric values present beside the chart.

Protection Statistics

Web Control

It displays the Pie chart to show the number of sites allowed or
blocked by eScan on Managed Devices. To view further details
you can click on numeric values present beside the chart.

Application Control

It displays the Pie chart to show the number of apps that are
allowed to execute or blocked by eScan on Managed Devices.
To view further details you can click on numeric values present
beside the chart.
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It displays the Pie chart to show the number of incoming and
outgoing calls allowed, incoming and outgoing calls blocked on
the Managed Devices. To view further details you can click on
numeric values present beside the chart.

It displays the Pie chart to show the number of SMS received
SMS Statistics or sent from Managed Devices. To view further details you can
click on numeric values present beside the chart.

Call Statistics

2 Managed Mobile Device
Group Creation Allows you to create different groups
Add Mobile Device Allows you to add devices
Move To Group Allows you to move devices from one group to another group
Allows you to define policies for Call & SMS Filter Policy,
Create Policies Parental Policy, Anti-Theft, Additional Settings Policy, Password

Policy, Device Oriented Policy
Allows you to create New Task, Start Task, Task Settings, and
Schedule Task.

Create Tasks

New Mobile Devices

3 It will show if any device found in the network
Found
4 Manage Backups
SMS It allows an administrator to backup and restore SMS from
managed devices.
It allows an administrator to backup and restore contacts from
Contacts .
managed devices.
5 Anti-theft
. Wipe Data feature that helps users to remotely delete contacts
Wipe Data P P y

and SMSs from devices that are either lost or stolen.

Block Device Allows you to remotely block the device

Scream Raise an Alarm on the Device for easy location

Send Message | Allows you to send some message to the device

The Locate Device feature helps track the location of the lost

Locate Device device through GPS finder.

6 Asset Management

. It shows consolidated hardware information of managed
Hardware Information

devices.
. It shows consolidated software information of managed
Software Information .
devices.
Filter Criteria It allows you to filter report captured from devices based on
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any or all criteria to be included or excluded in the report.
It allows you to export generated reports in desired formats.
eScan supports Excel, PDF and HTML formats.

Export Options

7 Report Templates
Application Control Generate Application Blocked / Allowed Report for Managed
Report devices
Inventory Report Generate Software and Hardware Report for Managed devices

Generate report for webpages blocked/ Allowed by eScan for

Web Control R t
eb Control Repor Managed devices

8 Report Scheduler
New Report Scheduler Create a new Report Schedule
Selection for Applied
Groups/Clients

Select Devices for report creation

Report Send Options Send report on Email
Report Scheduling Schedule Automatic or Manual Report on Desired days, date or
Settings time.

9 Events & Devices It will show all events which received from Devices

10 Settings Define settings for mail server for sending Email notifications

Allows you to Add Apps to the Console that can be pushed to
Managed Devices for installation

It shows the list of all the outgoing, incoming calls, along the
12 Call Logs details such as the name of the contact as in the contact list,
type of call (incoming/ outgoing), call time, date and duration.

B Features of eScan Mobile Security (Client)

11 App Store

S.No. | Features Description

This will display the compliance status of the device as healthy
1. Device Compliance or non- compliant.

It will allow you to filter SMS on the basis of black list and
2. Call and SMS Filter whitelist created by you. It will also allow you to filter the
Outgoing calls based on the white list created by you.

Take a Backup of SMS and Contacts and also restores MSMS

3. Backu .
P and contacts from managed device to the server.

Block execution of Unwanted Applications as well as opening

4. Parental Control . ) .
on unwanted websites on the device, as desired.




‘eScan

Anti-Virus & Content Security
nW.escanav.com

Use this option to Enable Anti-theft module on the device,
administrator Use this feature for locating the Device, Wipe
the Data present on the Device (SMS and Address Book), Block
Device from being used without Admin password, Raise an
Alarm for easy location of the Device, Send Message to the
Device through MDM Server.

Shows the permissions for installed applications on your
device.

It will allow to add apps from the console and also allows you
to add the downloaded applications.

Configure Advanced Settings for your device for showing
notifications, sound notifications, creating secret code, Write
logs, and Uninstall eScan from Device, Sync with the Server,
and Change Server and Port Address.

5. Anti-Theft

6. Privacy Advisor

7. Applications

8. Additional Settings
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18. Getting started with eScan Mobile Device Management

This chapter helps you start using eScan’s Mobile Device Management (Here after referred as
eScan MDM) and provides you the basic usage instructions. Currently eScan MDM console will get
installed along with eScan Endpoint Security Installation. Once eScan Endpoint Security is installed,
using eScan Endpoint Security console you can access eScan MDM as shown in the image below.

Note:

There is no separate installable file for eScan MDM, once available it will be updated on our
website as well as in the user guide.

Va Mobile Device Management Console

You can access the Mobile Device Management Console through a tab provided in eScan
Management Console, as shown below -

DashBoard e — @ v

Setup Wizard (4]

Managed:Compiiters Welcome to the Setup Wizard

# Unmanaged Computers This Wizard helps to creste Groups, sslect computars for respactive Groups znd installstion of eScan on =slect=d Groups
Report Templates
Report Scheduler
Tasks For Specific Computers
Policies For Specific Computers
et ibsnaveient Click "Next" to Procsed
Print Activity

#l settings =S

# Administration

Mobile Device Management

Figure 18.1

The Mobile Device Management Console is the central point for managing and monitoring Mobile
Security throughout your corporate and enterprise network. The console comes with a set of
default settings and values that you can configure based on your security requirements and
specifications.

B You can use the Mobile Device Management Console to do the following:

Install and Manage the eScan Mobile Security (Client) installed on mobile devices
e Configure security policies for the eScan Mobile Security (Client)

e Configure scan settings on a single or multiple mobile devices

e Group devices into logical groups for easy configuration and management

e View enrollment and update information
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‘B Accessing eScan Mobile Device Management Console

“B Steps to access eScan Mobile Device Management Console —
1. Logon to the eScan Management Console.
2. Now Click Mobile Device Management tab present in the Navigation Panel at the bottom
left of the interface.
3. Mobile Device Management console will open in a new tab.
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19. Working with eScan Mobile Device Management Console

vﬁ Interactive Dashboard

Device Compllance

Figure 19.1

B Description

This Module displays a real time status of Deployment Status, Protection Status and Protection
Statistics in the form of Pie charts.

Following information is displayed in charts present in the tabs under Dashboard module.
1. Deployment Status - This tab displays detailed pie chart view and statistics of the following

e eScan Status - Displays the pie chart view of devices where eScan Mobile Security
(client) is installed, and number of devices for which the eScan Mobile Security
(client) installation status is unknown. You can view details of each device by clicking
the numeric values displayed in the legends section.

e eScan Version — Displays the versions of eScan installed on Managed Devices. You
can view details of each device by clicking the numeric values displayed in the

legends section

e Android Version — Displays the Android Versions and the number of devices with
that particular version of android installed on Managed Devices. You can view
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details of each device by clicking the numeric values displayed in the legends
section.

e Device Sync Status (Successful) — This will display the list of devices synced with on
the basis of time period and also the list of devices that are not synced. It will display
the devices that are synced as of today, in the last 2 days, in last 3-7 days, within the
last 8- 30 days, and before 30 days

e Device Compliance — This will display the compliance status of the device as healthy
or non-compliant. The device is identified as healthy or non- compliant based on the
policies defined for the managed group.

2. Protection Status - This Tab displays detailed pie chart view and statistics of the following —

e Web Control - Displays the pie chart view for the number of devices where Parental
Control (Web Control) module of eScan Mobile Security (endpoint) is started or
stopped or the status is unknown. You can view details of each device by clicking
the numeric values displayed in the legends section.

e Application Control - Displays the pie chart view for the number of devices where
Application Protection module of eScan Mobile Security (Client) is started or
stopped or the status is unknown. You can view details of each device by clicking the
numeric values displayed in the legends section.

e Call and SMS Filter - Displays the pie chart view for the number of devices where
Call and SMS Filter module of eScan Mobile Security (Client) is started or stopped or
the status is unknown. You can view details of each device by clicking the numeric
values displayed in the legends section.

3. Protection Statistics — This tab displays pie chart view of detailed eScan modules activity on
Managed Devices. You can view details of each device by clicking the numeric values
displayed in the legends section.

e Web Control - Displays statistics in pie chart as well as numbers for websites allowed
or blocked on Managed Devices. You can view details of each device by clicking the
numeric values displayed in the legends section.

e Application Control - Displays statistics in pie chart as well as numbers for Apps to
be allowed or blocked to execute on Managed Devices. You can view details of each
device by clicking the numeric values displayed in the legends section.

e Call Statistics — It displays the Pie chart to show the number of incoming and
outgoing calls allowed, incoming and outgoing calls blocked on the Managed
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Devices. You can view details of each device by clicking the numeric values displayed
in the legends section.

e SMS Statistics - Displays statistics in pie chart as well as numbers for SMS received
or sent on Managed Devices. Further details can be viewed by clicking on the
numeric values for respective details.

Va Managed Mobile Devices

e Creating Groups, Adding Devices and Uninstalling eScan

Action List ~ Cliendt Action Ot *

New Group
Add New Device
Add Multiple Devices

Figure 19.2
‘N S.No. | Options Description
1. Use this Option to Create New Group for
New Group .. . .

categorizing / adding Devices.

2. Add New Device Use this option to add new devices in created
groups.

3. You can import (*.txt) file with device and user

details in the following format for adding
multiple devices at once.

Add Multiple Devices | Mobile no.1,Usernamel,Email-id1 for example:
9012345678,ABCD,abcd@xyz.com

Note — Please do not put space before or after
comma in the above format.

Vﬂ Create New Group

New Group Name :*

* Mandatory

Save Cancel

Figure 19.3
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Va Steps for Creating a New Group

1. Select the Managed Devices group present in the tree under Managed Mobile
Devices module.

2. Click New Group option present under Action list Menu. You will be forwarded to
Create New Group window, as shown above.

3. Write the Name of the Group that you wish to create.

4. Click Save button present at the bottom of the Window.

5. The created group will be added under Managed Devices group in the Managed
Mobile Devices Window.

“B Add New Device
Once the logical Groups are created, you will be required to Add devices to the respective
groups for Managing and securing them efficiently.

Add New Device n

Mobile Number* )
u _|

Person Marme®

Ernail Id* )
|, ,|

* Mandatory

Add Cancel

Figure 19.4

B Steps to Add a New Device —
1. Select the Group where you wish to Add the device, present in the tree under Managed
Mobile Devices module.

2. Now Click Add New Device option present under Action List.
3. Add Device Details in the respective fields present on Add New Device window.
4. Click Add button.
5. A Notification mail with a link to download and install eScan Mobile Security (client) will
be sent on the email address.
Note:

Using the Same enrollment details the user should register the product from the device.
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“B Adding Multiple Devices —

Using Add multiple Devices option present under Action List, you can Add multiple devices
to a group by importing details from a Notepad (*. txt) file in the following format —
Mobile no.1,Usernamel,Email-id1

Note:

There is no Space after or before comma in the above format

Use a line break to separate each device information

All the fields are Mandatory and please provide correct email-id

VH Steps to Add Multiple Devices

1. Select the Group in which you wish to add multiple devices using the folder tree
present on the Managed Mobile Device window.

2. Now open Add New Devices option present under Action list.

3. Browse the .txt file that has the required details using the Browse option present on
the Add Multiple Devices Window.

Add Multiple Devices B

Select ﬁle:| Databasebd] | Browse

Select a text file [*.txt) with details in below format:
Maobile no,1,Usernamel,Email-idl
Mobile no.2.Usermame2,Email-id2

Mote: Use a line break to seperate each device infarmation,
All the fields are Mandatory and pleasze provide correct ernail-id

0K Cancel

Figure 19.5
4. Click OK button to add the devices, all devices from the .txt file will be added to the
group.
5. Details will be added and visible in Client Devices present under the selected group.

“B Moving Devices from one Group to the other

After Adding Devices in a group, you can move desired devices from one group to other
whenever required.
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B Steps for Moving Devices from one Group to other —

1. Select the Group where the devices are already added using the tree present in the
Managed Mobile Devices.

2. Now select the desired devices that you wish to move from this group to another using
the check box present beside it.

3. Now Click Client Action List Menu present at the top in the Managed Mobile Devices
screen and select Move to Group option, as shown below —

Figure 19.6

4. You will be forwarded to Select Group Window, select the desired group to which
you wish to move the selected devices. And click OK button.
5. The selected devices will be moved to the group instantly.

Note:
You can create a New Group using the New Group option present in the Select Group Window.

B Viewing Device Properties

Using the following simple steps you can View the Properties/Details of the Added devices.

Vﬂ Steps for Viewing Device Properties
1. Select the Device present in the list on the Managed Mobile Devices screen to view

its properties.
2. Now click Properties under Client Action list menu.



‘eScan

Content Security
NW.escanav.com

3. You will be forwarded to the Device properties window, all details of the device will
be displayed on Properties window, as shown below -

General
Phone Number 9999
Uszer Name Abhi
Mac Murmber 20:59:1a0:
Ernail Id s@escanzwcom
AV Setting
Escan Install Installed
Escan Wersion 5.0.0.72
Last Connection 30 Mow 2013 12:56 PM
Last Update 30 Mow 2013 12:56 PM
Last Scan
Protection
File Antivirus Enabled
Web Protection Enabled
Application Cantral Enzbled
Call & SMS Enabled
.
Figure 19.7

4. Click Close to close the Properties Window

VH Removing Device(S) from the Group

Using the following simple steps you can remove the Device(s) from any group whenever
required —

1. Using the respective check box select the Device(s) that you wish to remove from
the desired Group in Managed Mobile Devices Module. Please note that you can
select single or multiple devices for deletion.

2. Now Click Remove from Group option present in Client Action List menu.

3. You will be prompted with a message for confirming the deletion, as shown below -

Message from webpage

\__? ) Do wou really wank to remove the group

Ok H Cancel ]

Figure 19.8

4. Click OK on the dialog box to delete the selected device from the group.
5. The selected device will be removed instantly from the group.
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Note:

If the user has uninstalled eScan Mobile Security (Client) from the device using
Uninstall option present in Android OS, then the Administrator has to manually
remove the device from the Mobile device Management Console.

“B Resending Enrollment Email

In case the user has not received the Enrolment email sent to him at the time of adding the
device, you can resend the email by using Resend Enrollment Email option present under
Client Action List menu in Managed Mobile Devices section.

Va Changing Email Address for Product Enrolment

You can change the email Address for sending enrolment mail using the following simple steps

1. Select the Device using the respective check box in the Managed Mobile Devices window.

2. Now Click Client Action List Menu present at the top.

3. Click Change Username/Email ID under Client Action List menu, you will be forwarded to
the Change Details Window, as shown below —

Change Details B

Mobile Murnber®

| aasa |

Person Marme®

| Abhi |

Ernail Id*

| a@escanav.com |

* Mandatory

Save Details Cancel

Figure 19.9

4. Make desired changes and click Save Details at the bottom of the Change Details
window.

Va Disenroll

Using this option you can Disenroll or remove the device from the list of managed devices.
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Select the Device using the respective check box in the Managed Mobile Devices window.
Now Click Client Action List Menu present at the top.
Click Disenroll under Client Action List menu.

Click OK.

Do you really want to disenroll selected device(s)?

Cancal

Figure 19.10

PwnpR

‘B Protecting Managed Devices with Policies

Using Policy details options present under Policy, you can configure following settings in eScan
Mobile security installed on Managed Devices —

Enable / Disable eScan Modules in eScan Mobile Security on Mobile Devices.
Define settings for all Modules of eScan Mobile Security on Managed Devices.
Configure Settings for Call and SMS Filter.

Define Policy for Blacklisting / Whitelisting Applications and Websites.

Enable Anti — Theft module on the managed devices.

Define additional settings for Notifications and logs.

Define Admin password for the managed devices.

Switch on GPS on Managed Devices.

Initiate installation of APK on mobile device.

LN AWM

Note:
All Policies will be applied on the Managed Devices in selected Group

B Steps for Defining Policies for the Group

1. Select the desired group for which you wish to define policies in the Managed Mobile
Devices module, click Policy under the Group, as shown below —
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Figure 19.11

2. Now click Policy Details on the interface, you will be forwarded to the Policy Details
Window.

» Call & SMS Filter Policy

} Parental Policy

¥ Anti-Theft Policy

} Additional Settings Policy

} Password Policy

} Device Oriented Policy

} Required Applications Policy

[ pefautt || peploy |[ cancel |

Figure 19.12
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Call and SMS Filter Policy

Click Call and SMS Filter Policy to define policies for Filtering Calls and SMS on the basis of
the whitelist and blacklist created by you. It will allow incoming calls and SMS only from the
numbers in your contact list and also block SMS and calls from non-numeric numbers for all
managed devices.

Call & SMS Filter Policy

r Call & SMS Filter (Inceming)

Call B SMS Filter Mode [l W54 ¥

Allow Contacts

Allow incoming calls and SMS from numbers in Contacts

[ slock Nen Numeric SMS 2nd Calls
5SMS and Calls from Non Numeric numbers are blocked

Blacklist Whitelist

r Call Filter (Outgeing)

Call Filter Mode | Whitelist W

Whitelist

Figure 19.13

It includes following options -

Option Description
Call and SMS Filter Mode
White List Ac.cept the Call From White listed numbers only and
reject others
. Blocks the calls from all the numbers present in
Blacklist .
blacklist
Verify the number to Block or accept the call with the
Both list number present in White List and Black List. Reject
calls from all other numbers
Apart from the numbers present in Blacklist or
Allow Contacts Whitelist, allow calls from Contact list saved on the
device.
Block Non Numeric SMS coming from Non numeric numbers will be
SMS blocked
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‘B Parental Policy

Click Parental Policy to define policies for Application and Web Control. It allows you to
White List or Black list applications or websites on managed devices.

Parental Policy

Parental Contral Mode

Allow [ Block Application List |

r Allow / Block Website categories:
r Filter Categeries
SEXE CuULdLIur] FMTav -
-
Tasteless
Child Abuze Imzges
Parked Domains
Peer To Peer
Private IP Addresses
School Cheating m w
Exclusions

Figure 19.14

S.No. | Options Description

Allow or Block Applications, or Websites or Both based
on your requirement and Policies

1. Apps added to this list will be Allowed/Blocked as per
action specified.

2. System apps will be Allowed by default unless explicitly
added to "Block" action.

3. User Installed apps will be Blocked by default unless
explicitly added to "Allow" action.

4. If action is set to "Ask Uninstall" the device will prompt
the User to uninstall the App and will remain "Non-
Compliant" until the App is uninstalled.

1. Parental Control Mode

Add / Block Application
List

You can allow user to view specified websites or web
pages by adding them to exclusions.

Web filtering allows user to view websites from the
exclusion list regardless of the selected categories.

3. Exclusions
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“B Anti-Theft Policy

Anti-Theft Policy

D Enable Anti-Theft

[] send sMs netification on SIM card changs

[] send Email notification on SIM card change

Figure 19.15

S.No. | Options Description

Tick this checkbox to Enable anti-theft under

on Managed Devices.

Tick this checkbox to receive an SMS

Send SMS notification on SIM card ngtification on chén.ging the SIM ca'rc.i

2. change without the permission of the administrator.
The notification will send to the number set

by the administrator

Tick this checkbox to receive an email

notification on changing the SIM card

Send Email notification on SIM card without the permission of the administrator.

1. | Enable Anti- theft

3. . e e .

Change The email notification will sent to
administrators’ email id and also the custom
email id that the administrator has specified.

Note:

If Anti-theft is not enabled and the devices is lost or stolen, even then it will receive Anti-theft
messages, if connected to an internet.
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Additional Settings Policy

Show Notification
Sound

D Write Logs

I:‘ Disable Device Settings

Sync Frequency Mins

Seund notificatiens for application events
Write user actions to the eScan Log File
Block Access te Andreid Settings

Policy Data Collection Frequency

Figure 19.16

Description — Use this option to enable or disable the above option on selected managed devices.

S.No.

Options

Description

Show Notification

Use this checkbox to Enable Notifications
option present under Additional Settings on
Managed Devices present in the selected
Group. All notification messages will be
shown on Devices.

Sound

Use this checkbox to Enable Sound option
present under Additional Settings on
Managed Devices present in the selected
Group. Alert sound will be played on the
device for application events.

Write Logs

Use this checkbox to Enable Write Logs
option present under Additional Settings on
Managed Devices present in the selected
Group. Logs for User actions will be
maintained in eScan Log files.

Disable System Settings

Use this checkbox to disable/block Android
settings.

Sync Frequency

Define time frequency for collecting Policy
Data from devices. By default it is 60
minutes.

¥l

‘eScan
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‘B Password Policy

Password Policy

Enter Password neee

|:| Show Password

Note: Password has te be numeric and minimum 4 digits are reguired.

Figure 19.17

Use this option to define Administrative Password that will allow the user to configure
settings of eScan Module on respective Managed devices.

B Device Oriented Policy

Device Oriented Policy

I:l Enable GPS

Figure 19.18

Use this option to enable/ disable GPS on selected managed devices.

VH Required Applications Policy

Using Import option present under this tab, you can import the applications from App Store
for installation on Managed devices in the group through Policy deployment.

For more information on Adding the Apps to App Store, click here

“B Steps for Importing Apps from App Store
1. Click Import.

2. Select the desired app that you wish to install on Managed Devices using the
respective check box and click Save.
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D Application Name | Application ID Updated On

D Winarmp corn, nullzoft winarnp 04 Dec 2013 10:32 AM

Arnazing Candle | corm, steven candle 04 Dec 2013 10:40 AM

D Root Check Pro carnjoeykrirn.rootcheckp |04 Dec 2013 10:50 AM
< ¥

Cancel
Figure 19.20

3. The selected App will be imported.

4. Click Deploy. The Policy will be deployed on the device instantly if internet
connectivity is available on the device. If internet connection is not available, the
change will be applied in next scheduled sync time, by default sync time is 60
minutes. The following screen appears confirming the deployment.

Deploying Policy

04 Dec 2013 11:12 AM : Please wait...

04 Dec 2013 11:12 AM ; Palicy is Successfully Deplayed ta Device: 5993
04 Dec 2013 11:12 AM

04 Dac 2013 11112 AM ¢ Palicy iz Deployed Successfully on 1 device(s) and with error on 0
devicels).

Close

Figure 19.21

On Policy Deployment the user will get the message on Phone to install the app, on
acceptance he will be provided with the option to start the installation process. If user
cancels the installation, it will alert the user when the next sync happens.
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B Viewing Managed Client Devices

Managed Mobile Devices & ?
Action List * Client Action List *
E‘“l_J Managed Devices Mobile Number | Enrollment Status | Usermame | Mac Number Email Id |eScan §1
Vi Polic
u G FTFF Enralled deva 00:92:c:00:f3:55 Installec

@ Group Tasks

-J',!CIient Devicas (1)

Figure 19.6
S.No. | Captured Description
Information
1. Mobile Number Displays the Mobile Number of the Device
Displays the Status of the Device Enrollment/ recognition on the
Enrollment Status | MDM Server. If successfully enrolled the status will changed to
“Enrolled” else it will show as “Pending”.
3. Username Displays the Username of the Enrolled device
4. Mac Number Displays the Mac address of the enrolled device
5. Email Id Displays the email address of the user of the enrolled device
6. eScan Status Displays the installation status of eScan on the enrolled device
7. eScan Version Displays the eScan Version installed on the device
9. Status for eScan It displays the Enable/Disable status of eScan Modules —~Web
modules Control, Application Control, Call and SMS Filter on the device
10. . It displays the Last connection timing between MDM server and
Last Connection .
device
11. Last Update It di'splays the date and time when eScan was last updated on the
device
12. Last Scanned It displays date and time of Last Scan on the device
13. Update Server It displays the Name / IP address of Update Server
14, Client OS It displays the OS Name and Version installed on the device
15. Policy Applied It displays the date and time on which the Policy is applied on the
Date device




20. Backup Management

Manage Backup

Using the Manage Backup module of eScan, you can take backup of SMS and Contact list saved on
Managed Device to the server and restore it later on the device whenever required.

DashBoard Manage Backup B2

Managed Mobile Devices

Manage Backup CJ|

P Now | Manage Backup

Anti-Theft | B[] Managed Davices [] | Mobile Humber

= kJ decoliobeDepsIunetit [ |saasz !Backug Mow Manage Backup
Asset Management !] 28897 | | 1

[ | 9999 |eackup Mow Mans K

I Last backup | Bacl

Report Templates (=] 5999

Report Scheduler

Events And Devices

Settings

App Store L]

Call Logs

Figure 20.1

Description - eScan’s Mobile Device Management allows you to take Backup of SMS and Contacts
from the selected Devices/ Groups to the MDM Server.

“B Steps for Taking SMS Backup from Devices to the Server
1. Select the Devices or Group in Manage Backup module of eScan from where you wish to
take backup of SMS to the MDM server.

Manage Backup | § | | ?
Backup Now
E‘“u Managed Devices D Mobile Number Last backup Backup Now Manage Backup
=N ts_Departrment
= I—I S R 25897 Backup Mow Manage Backup
S E=CEEY
|:| 35939 [MREEEE! Backup Mow Manage Backup
Figure 20.2

2. Now click Backup Now and select the desired option using respective check box to take
backup.
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Select Backup B

S5M5
Conkack

| Backup Mowr || Cancel |

Figure 20.3

3. Click Backup Now option to take the Backup.

Note:
This feature will not work if there is no internet connection.
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21. Lost Device Protection through Anti-Theft
Anti-theft — How it Works

If a user loses or misplaces the mobile device, you can remotely locate, lock or delete all the data
available on that mobile device.

DashBoard Aot Thea i - !

st m m -mm
Hanaga Backup

= ] R arve tobde tasvibar Lasd Lk ol n'—i.uh- i L I.-1--I Wk
Anti- Theit - |

= =] [deus

Axset Hanagement
Bepoart Templates
Repart Scheduler
Evenls And Devices
Sethings

App Store

Call Logs

Figure 21.1

Using this Module, you can do the following —
VH Wipe Data

Using this option you can delete SMS and Address book from the device in case the Device
is lost or stolen.

Vﬂ Block Device

You can send Block instruction from the MDM console to remotely block a mobile device.
Users will require to type the Administrative password to unlock the mobile device.

VH Scream

Use Scream Option to raise an alarm on the device for easily locating the device.

B Send Message

Use this option to send Message to desired Managed Devices.



‘eScan

Anti-Virus & Content Security
anav.com

VH Locate Device

You can locate the mobile device through the wireless network or by using mobile device’s
GPS. The Mobile Device Management server displays the mobile device location on Google
Maps.

Note:
An active internet connection is required to use this feature.
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22. Mobile Endpoints- Asset Management

Asset Management — How it Works

This Module displays detailed description of the Hardware and Software installed on the
Managed Devices.

Vﬂ Asset Management — Hardware Information

DashBoard FTTp—
Managed Mobile Devices [ ye——
Henge Backen & e (et gt Ot

TR L e 1 |00 3 e
Anti- Theit [P — [T ¥ 7 R U e —— [ S — -
Asset Management 1]

Report Templates
R l;pufl Sch;iuler 1
Events And Devices
Settings
App Store

Call Logs

Figure 22.1

Steps for viewing Software and Hardware information —

1. Click Asset Management Module present in the Navigation Panel of Mobile Device
Management Console.
2. Now select the desired Tab to view related information.
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Following Hardware information is captured from Managed Devices --

S.No. Captured Information Description

1. Phone Number Displays the Phone number used on the device

2. Group Displays the Group to which the device is added to

3. IP Address Displays the IP address of the Device

4. Username Displays the username with which the device is
registered on the MDM Server

5. IMEI Number Displays the IMEI number of the device

6. Phone Model Displays the Model details of the device

7. Operating System Displays the details of the OS of the device

8. OS Version Displays the OS version of the Device

9. RAM(MB) Displays the RAM size of the device in MB

10. Phone Memory(MB) E/:sBpIays the size of Phone memory of the device in

11. External SD Card(MB) Displays the size of SD Card of the device in MB

12. Internal SD (MB) Displays the size of Internal memory in MB

13. Network Type Displays the type of the network being used by the
device

14. Rooted Displays if the device is rooted or not

15. Roaming Enabled Displays the Status of Roaming, enabled or disabled

16. Bluetooth Displays if Bluetooth is present on the device or not

17. WI-FI Displays if WIFI is present on the device or not

18. GPS Displays if GPS is present on the device or not

19. Software Displays the list of software installed on the device

Asset Management — Hardware Information — Filter Criteria

O | St S apm—

[ —
Hamape b by
it
Bawrd M el
Rargeer? Templates
Report Scheduber

| .tﬂllh- Bivd i:H.'rhh

SetfTaingrs

Agg e

Call Lngs

I Ry e b [l ] s s mdid (e gty Tyt T s

Figure 22.2
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Information captured by MDM can be filtered on the basis of any details captured from the device.

B Steps for Filtering the Hardware information —

1. Under Hardware information Tab, click Filter Criteria option.
2. This will extend the Filter Criteria Module on the interface.

4  Export Option

B Phone Number E ncluds Phone Memory (MB)
IP Address E e External SD (MB)
User name E Internal SD (MB)
IMET Number E Network Type

ne Model E: Roaming Enabled
Oparating System E Rooted

08 Version E Bluetooth

RAM (MB) E nclude WI-FI
Group E nclude cps

(*) View All Items

1-10f1 Wipage| 1 |of 1 b M Rovs par page:
[1MET Number [Phone Madel [Operating System | @S version [RAM (MB) [Phone Memory (ME) [External SD (MB) [Internal 5D (MB) [Network Type [Raoted [Roaming
|A100003887C3528 [Lnv-Lenove ASD0= |Andreid |4.0.4 |324 |es0 0 |2002 |wrrr [ne  Ine

Figure 22.3

3. eScan facilitates filtering of the captured information on large number of criteria as shown
in the above figure.

4. Based on your requirement, you can either include the selected criteria in your report or
exclude them from the drop down.

5. Select the desired criteria using the respective fields and drop down present on the
interface and click Search button present at the bottom of interface.

6. Details will be filtered in the table instantly.

Va Asset Management — Software Information

Asset Management @2

e p—— ]
|

&  Filter Criteria la Export Option

Software Detalls 1-100F59 4 ipaga| | |OF & »» Row ParPaga: 10 ¥

Software Name
Android keyboard

H
3
£
H

B [ (i [ [ e e i

Android Live Wallpapers

Browser
Caleulater

Calendar

Calendar Storage

| Calibration

Camera
Certificate Installer
Clock

Figure 22.4
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This tab displays the list of software installed on Managed devices as well as the device
count for every installed software.

Vﬁ Asset Management — Software Information — Filter Criteria

Asset Managemen t | & e

T I

Group By
© software Name
® phone Number

%) View All Ttems

1-100F53 14qpage| 1 | OF & » »l Row Par Page: |10~

| Device Count

0

Certificate Installer

3o o o [ [ o [ e

Clack

Figure 22.5

All the information captured from the devices can be filtered on the basis of including the
software name or the Phone number associated with the device.

‘B Asset Management — Export Options for the Generated Reports

4  Filter Criteria Export Option

Figure 22.6

eScan’s MDM supports export All reports generated for the hardware as well as software
inventory to Excel, PDF or HTML formats, as desired by you.

VE Steps for Exporting a Report

1. Click Export option present on the interface.

Now select the desired export option.

3. Click Export button present on the interface, report will be exported in the selected format
and you will be informed through following message —

N
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Message x

) Exported Successfully Click here to Spen/Download

Figure 22.7

4. Click on the link to open/download the report in selected format.
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23. Customizing and Scheduling Reports
Report Templates

Report Templates Lz

Template Name Report Type Date Filter Sort By Created On Modified On

Application Contral Report Application Contral Report This Wesk Date 17 Jun 2014 17 Jun 2014

Inventory Report Inventory Report This Wesk Devices 17 Jun 2014 17 Jun 2014

ojoo|g

Web Control Report Web Control Report This Week Date 17 Jun 2014 17 Jun 2014

Figure 23.1
Using this Module you can generate / Edit (Customize) any pre-defined Report Template for

any eScan Module. You can also create your own customized report template for desired
period of time and for desired module.

Vﬁ Creating a New Report Template

Based on your requirement, select the desired Report Type for Creating a New Report
Template.

VH Steps for Creating a New Report Template

1. Click New option present in Report Template Module of Mobile Device Management of
eScan.
2. You will be forwarded to the New Report Template window, as shown below --

‘eScan
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Template Name :* |New Report Template_1 |

Selected Template Type

O web control Report O Inventory Report

O application Contral Report

b Select Filter Options

Figure 23.2

w

Type the desired Report Template Name in the respective field present on the interface.

4. Select the Report type that you wish to generate using the respective Radio buttons present
on the interface under Select Report type section.

5. Select the Filter and Sort option using the respective Radio buttons and click Save.

Template Name :* [lew Report Template_t |

Salected Template Type

O web Control Repart O tnventory Report

O application Contral Report

» Select Filter Options

Figure 23.3

6. Report Template will be created instantly.
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‘B Editing an Existing Report Template

You can Edit / Customize any existing Report Template as per your requirement using the
Edit option present on the interface, under Report Template module of eScan’s Mobile
Device Management.

Steps for Editing an Existing Report Template
1. Select the desired report template that you wish to Edit/Customize from the list using the
respective checkbox, as shown below —

[ |Template Name Report Type Date Filter Sort By Created On Modified On
Application Control Report Application Control Report This Week Date 17 Jun 2014 17 Jun 2014
[ |1nventery Report Inventory Report This L Devices 17 Jun 2014 17 Jun 2014
[ |web Control Report Web Control Report This L Dat 17 Jun 2014 17 Jun 2014

Figure 23.4
2. Now click Edit button present at the top of interface. You will be forwarded to Edit Report

Template Window.
3. Make desired changes and click Save.

B Viewing a Report

You can View the results captured in the report by selecting the Report and then click on
View option present on the top of Report Template module. Results of the selected report
will be displayed, as shown below —




Report Templates
DashBoard
Hanaged Mobile Devices
Hanage Backup
ll*l-'-l-lrﬂ -

Assel Hanagement

Report Templates

Report Scheduler

Events And Devices

Seltings

App Store

Call Logs

“B Deleting a Report Template

E]

At
Bk e

Anti-Virus & Content Security
)
WWW.escanav.com

Figure 23.5

Select the Report Template that you wish to delete using the respective checkbox and click
Delete.
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24. Report Scheduler
VH Creating a Report Schedule

d o root
- {j .’/ i
Qﬁ- ’ eScan Mobile Device Management
DashBoard Report Scheduler &l |2

Managed Mobile Devices

Manage Backup

T [ | scheduler Name | Report Recipient ;Furrnat Type | Mext Scheduled Created On | Modified On
Anti-Theft | j ! : 1 ! 1 1 1
[ |New Report Schaduler_1 [B@escanav.com HTHL Schaduled |05 Dec 2013 08:30 PM |02 Dac 2013 |02 Dec 2013
Asset Management T
— — —_ —_ G New Report Scheduler_2 |abh|shekd@escanau com pL\F Manual = 04 Dec 2013 |04 Dec 2013
Report Template T | T T | | 1
D qu Report Scheduler_3 | abhishekd@escanav.com HTML Manual = 04 Dac 2013 |04 Dac 2013
Report Scheduler (4] - - B - - i
Events And Devices
Settings
App Store i
Call Logs
Figure 24.1

B Following options will be displayed

S.No. | Options Description
1. New Use this option create a New Report Schedule
2. Edit Use this option to Edit an Existing Report Schedule
3. Delete Use this option to delete an existing Report Schedule
4, Use this option to Run an already created Report
Run
schedule
5. . Use this option to View an already created Report
View
Schedule
6. Use this option to view results of previously deployed
Result
report schedule.

B Steps for Creating a New Report Schedule
1. Click New.
2. Select the desired report templates that you wish to schedule and Filter the criteria, as
shown below --
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New Report Scheduler : [New Report Scheduler_t |

Template Selection

Select = Template for creating = Report

B[] Asplication Control Report

B[] Inventory Report

B[] Web Control Report

» Selaction For Applied Groups/Clients
} Report Send Options

} Report Scheduling Settings

Save Cancel

Figure 24.2

3. Select the Groups or Devices for which you wish to Schedule the Report.

Selection For Applied Clients

@ Report for Groups O Report for a List of Devices

B- |:| CJ Managed Cevices
L‘_J Accounts_Department

Figure 24.3

4. Configure the options for Sending the Report on Email using Report Send Options.
5. Also select the Format for sending the Report on Mail. Excel, HTML and PDF formats are
supported.

‘eScan
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New Report Scheduler: |New Report Scheduler_1 |

¢ Template Selection

b Selaction For Applied Groups/Clients

Report Send Options

Send Report by Email

Report Sender®: [bency@escanav.com |

Report Recipient™: [ |

Mail Server 1P Address: 152.168.0.1
Mail Server Port: 25

Select the Report Format
HTML page M

» Report Scheduling Settings

Save Cancel

Figure 24.4

6. Schedule the report as per your requirement and click Save.

Newr Report Scheduler : [Hew Report Scheduler 1 |

» Template Selection
» Selection For Applied Clients

b Report Send Options

Report Scheduling Settings

@ scheduled O Manual

@ paily

O weekly Man Tue wed Thu
Fri Sat Sun

O Manthly (1 |y

@ ar (s [l [3][mm ¥

Save cancel

Figure 24.5

7. Report Schedule will be created instantly.
8. Select the Report Schedule and click Run to manually run the Created Report Schedule.
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Figure 24.6

9. You can View the Data of the Report by clicking View button present on the interface.

DashBoard Apple ation Beport x
— r
1
Managed Mobile Devices 3 | BT
1; | T
Manage Backup 10
is
Anti-Theft £ s
Asset Management é 7
L]
Report Template 4] I ]
&
Report Gehedialsr 3
a
Events And Devices ] Ia
1]
Settings i
1
App Slirm E
== _
M{ml
BLII0D a
ALY
Al i At
Dy H- N-II" | N Takonny [
4D Parental Contral !-t:u‘.b:t
- L S| (Andeoid e Eathngs loem. andread. tathegs | wancheed i
1z 1T |deva I':l"“' Contrel | ved I‘.";‘;':; frieost e Mot Lt 2 "

Figure 24.7

10. To View the Status of Scheduled Report click Result.

| [start | |Finished | Run Type |status

12}2!2013 2153127 PM | Scheduled IError = Report mail not gend!

Figure 24.8
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25.Events and Devices
Viewing Events

Events captured from the devices are categorized and displayed in this module. This will
give a real — time status of security and eScan update on all the devices.

Events And Devices ||| 2

Edit Selection ~

EH(L] Events and Devices Racent 1-10 of 89 page |I| of 9 b Ml Rows per page! \:TD V]
= l_J Bronis S Date Phone Number |Usermname |Event Id |Module Name
‘-* ] O |26 Feb 2014 04:00 FM |9993 abhi 7034 Config (Android)
:T f;:j:amn © |26 Feb 2014 03:59 PM 9999 abhi 7033 Config (Andraid)
.Q-Dauica selection @ |26 Feb 2014 11,29 AM 9999 abhi 7034 Ganfig (Android)
[ Device Updater © |26 Feb 2014 11:29 AM 3999 abhi £102 Parental Contral (Android)
A |26 Feb 2014 11,28 AM 9999 abhi 5101 Parental Contral (Android)
A |26 Feb 2014 11:28 AM 9999 abhi s101 Parental Contral (Android)
O |26 Feb 2014 11:28 AM 9999 abhi 7033 Config (Andraid)
@ |26 Feb 2014 10,25 AM 9999 abhi 6102 Parental Contral (Android)
© |26 Feb 2014 10:22 AM 3999 abhi 5802 config (Android)
© |26 Feb 2014 10:22 AM 9999 abhi 5802 Canfig (Android)
< >
o
Figure 25.1

VﬂTypes of Event Status

On the basis of severity, that is, the level of importance, events are categorized in to the
following three types.

e Recent: It displays both critical and information events that occurred recently on
managed devices such as web control status, application status etc.

e Critical: It displays all critical events occurred on managed devices such as anti-theft
disabled etc.

e Information: It displays all informative type of events such as anti-theft status,
manual sync status etc.

VH Device Selection

The Device Selection tab enables you to select and save the computer status settings. This
module enables you to do the following activities:
e Define Criteria’s for Filtering of Device Status on the basis of following-

e Device with the “Critical Status”
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e Device with the “Warning Status”
¢ Not connected for a long time
e Protection off

‘B Hardware / Software Updates

Capture Events on the basis of Software Changes, Hardware Changes or existing Device
Information.

B Type of Updates

The lists of updates are as follows:

e Software Changes: It displays the list of managed devices on which software related
changes are made. For example, Installation/Uninstallation of other software.

e Hardware Changes: It displays the list of managed devices on which hardware related
changes are made.

B Events and Devices settings
Defining Settings for Events and Devices

Event Status: You can define settings for the Events and Devices for Event Status, Device
Selection, as well as Hardware and Software changes. By defining these settings you can
define number of Records to show for Events, capture events, Information related to Events
for Hardware and Software Changes for desired number of days and desired number of
records to show.
e Existing System Info: It displays device information of the existing devices.
e Events and Devices settings
e The Software/Hardware changes: The following actions can be performed using

this option
Field Description
Software/Hardware | Select from the drop down to generate Events related to the
Changes selected option.
Number of Days Type the number of days, to view changes made within the

specified days.

For example, if you have typed 2 days, then you can view the list
of devices on which any software/hardware changes have been
made in the last 2 days.

Number of Records Type the number of devices that you want to view in the list.
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26.Settings

Using this module, you can Save Server details for sending Email notifications to the Device user
email addresses.

DashBoard Settings @2

Managed Mobile Devices 7
* BEmail Hotification Settings

Manage Backup

From:
SMTP Sarver:
Server Port:

Anti-Theft

Asset Management

Login Name:

Report Template Login Password:

Report Scheduler + Save X Cancel

Events And Devices

Settings (+]

App Store {

Call Logs

Figure 26.1
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27. App Store

Using the App Store you can Add apps that will be of use to the Mobile Device users accessing your
network. After adding the apps to the App Store you can push these apps to the managed devices
through policy deployment.

For more information on Policy Deployment, click here

B Steps for adding an App to the App store

1. Click Add under the App Store module of eScan’s Mobile Device Management Console.

Add Application B

Select Application source

Select a file with ,apk extenszion

Armazing Candle,apk

Continue Cancel

Figure 27.1
2. Now browse the path where the .apk file for the app is saved and click Continue.
3. You will be forwarded to the Edit Application window, write a brief description for the App
and click Save.

Edit Application n

Application Marme: |Winamp

Application Icon: @ Upload app icon

Application Id: com.nullsoftwinamp

For Music Lavers

Drescription:

Sawe Cancel

Figure 27.2

4. The App will be added in the store instantly.
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App Store Q|| ?

an be imported through "Folicy >> Required Application Palicy”™, for deployment to devices,

Applications listed below ¢
‘

=] !npplitation Name ‘U’elsion | Size Installed Updated On
|

| Winamp N

D | 1.2.12 | 4805 Kb =5 04 Dec 2013 11:21 AM
Root Chggk Pro

=] ﬁ 1.2.8 |259 kb 2 04 Dec 2013 07101 PM

Figure 27.3

5. Click on the Numeric Value present in Installed Column to view the list of devices where the
application is installed, initially before policy deployment it will be 0. If the app with the
same version number is installed on the devices the count will be shown accordingly.

‘eScan
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28.Getting started with eScan Mobile Security

Introduction

eScan Mobile Security is specifically designed for Android devices. It helps you secure
enterprise data accessed from smart phones and tablet connected to your network. It enables
you to white list/black list contacts and messages, backup/restore contacts and messages,
blocks applications and websites, which ensure security to the devices.

B Downloading and Enrolling eScan Mobile Security

As first step for enrolling the device, the administrator has to add device details to the MDM
console. Once the details of the device is added to the MDM Console by the administrator, an
email is automatically sent to the user’s email address with a link to download eScan Mobile
security on devices along with mandatory user details required for enrolling the device, the
details include, Mobile Number, Server, Port number and country.

It is mandatory for the user to have internet connection on the device for downloading eScan
and completing the enrollment process.

VE Enrolment Process
Enrolment process consist of following steps —

1. Download the .apk from the download link received on your email address.

Install eScan Mobile Security on the device.

3. Open eScan Mobile Security and enroll the device on MDM server by filling up
Enrollment details on the device.

n

You can fill up the form using any of the following two procedures
= Filling enrollment details manually
=  Automatically filling enrolilment details using QR code received in enrollment mail

The QR code contains user information filled by the administrator at the time of adding
the device on MDM console.

You are required to fill the same information in the Enrollment Details form from the
device for enrolling the device on eScan MDM server.

B Steps for filling enroliment details through QR Code

1. Open eScan Mobile Security on device after installation.
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2. Enrollment Details form will open on the device, Tap on Fill entries through QR
Code.

3. Now focus the camera towards the QR Code received in the enrollment email on
your computer.

4. The Enrollment details form will automatically be filled with all the mandatory
details encrypted in the QR Code.

5. Tap on Enroll Device button present at the bottom of the interface.

B Steps for filling information manually

1. Open eScan Mobile Security on device after installation.

Enrollment Details form will open on the device.

3. Now fill in the Enrollment details form with the mandatory (*marked) details
received in the enrollment email sent by the administrator.

4. Tap on Enroll Device button present at the bottom of the interface.

5. The device will be enrolled instantly and you will be forwarded to the Device
Administrator pop up message.

6. Tap on Next button to activate device administrator permission to enable Anti-theft,
Parental Control on the device.

7. You will be forwarded to the information window for activating device
administrator. Tap on Activate button present at the bottom of the interface or Tap
on Cancel to cancel the activation.

The device will be enrolled to the MDM Server

N

B eScan Mobile security

The following are the modules /options present on screen on the mobile interface.

e Administrator Mode: This will allow you to change the settings from your mobile device
once you input the correct password provided on the server. Without the password you will
have only a ready-only access to all the modules and won’t be able to make any changes to
the already defined settings.
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_eScan Mobile Security

Administrator Mode

Device Compliance
Status: Healthy

Privacy Advisor
Permissona Used By Applications

Applications

e5emn Appleation Store

Figure 28.1
e Device Compliance: This will portray the compliance status of the device as healthy or non-
compliant. The device is set to healthy or non- compliant based on the policies defined on
the server.

Device Compliance
Status: Healthy

Device is Healthy

Figure 28.2
e Call And SMS Filter: This will allow you to filter incoming Calls and SMS on the basis of black
list and whitelist created by you. This will also allow you to filter the Outgoing calls based on
the white list created by you.
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Call And SMS Filter (Incoming)
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Call Filter (Outgoing)

Figure 28.3

e Backup: This will allow you to take a backup of contacts and SMS, restore contacts and SMS
and will also maintain the log for all the activities carried out.

/I Backup
Backup Contacts And SMS

Backup and Restore of Contacts and SMS

a5 Backup Contacts
O Restore Contacts
Backup SMS

© Restore SMS

O Log

Figure 28.4
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Parental Control: Allowing and blocking specific websites and applications.

® o Parental Control
Mode : Both

Block unwanted applications and websites

[%] Mode: Both
g/‘\: Block Applications

@ Block Websites

Figure 28.5
e Anti-theft — This section helps the user to trace, Lock, or Wipe the Data on Tablet through
an online profile in case of a lost or theft of the device.

Enable Anti-Theft

Figure 28.6
e Privacy Advisor: This section displays the list of applications installed on the Tablet along
with the permissions used by them.

Figure 28.7
e Applications: You can download new apps from the app store and also portrays the list of
downloaded apps.

App Store

Downloaded
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Figure 28.8
e Additional: Configuring additional advanced settings.

Additional

Show Notifications

Notifications will be shown

Sound

Sound notifications for application events

Change Secret Code

Change your secret code for application login

Write Logs

Write user actions o the eScan Log File

Clear Logs

Clears log files

Uninstall

Uninstall the application from device

Sync with Server
Las! 2:30PM Wed, Apr 09, 2014

Change Server and Port
Server.192.168.0.58 Port:2221 Sync Frequency:60 Min.

About eScan

Figure 28.9
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29.Contact Detalls

We offer 24x7 FREE Online Technical Support to our customers through e-mail and Live Chat. We
also provide FREE Telephonic Support to our customers during business hours.
e Chat Support

The eScan Technical Support team is available round the clock to assist you with your
gueries. You can contact our support team via Live Chat by visiting the following link.

http://www.escanav.com/english/livechat.asp
e Forums Support

You can even join the MicroWorld Forum at http://forums.escanav.com to discuss all your
eScan related problems with eScan experts.
e E-mail Support

Please send your queries, suggestions, and comments about our products about our
products or this guide to support@escanav.com.



http://www.escanav.com/english/livechat.asp�
http://forums.escanav.com/�
mailto:support@escanav.com�

‘eScan

Anti-Virus & Content Security
WWww.escanav.com

30. Registered Offices

Asia Pacific

MicroWorld Software Services Pvt. Ltd.

CIN No.: U72200MH2000PTC127055

Plot No 80, Road 15, MIDC, Marol, Andheri (E), Mumbai, India
Tel : (91) (22) 2826-5701

Fax: (91) (22) 2830-4750

E-mail : sales@escanav.com

Web site: http://www.escanav.com

Malaysia

MicroWorld Technologies Sdn.Bhd.

(Co.No. 722338-A, E-8-6, Megan Avenue 1, 189, Jalan Tun Razak, 50400 Kuala
Lumpur, Malaysia

Tel : (603) 2333-8909 or (603) 2333-8910

Fax: (603) 2333-8911

E-mail : sales@escanav.com

Web site: http://www.escanav.com

South Africa

MicroWorld Technologies South Africa (PTY) Ltd.

376 Oak Avenue

Block C (Entrance from 372 Oak Avenue) Ferndale, Randburg, Gauteng, South Africa
Tel : Local 08610 eScan (37226)

Fax: (086) 502 0482

International : (27) (11) 781-4235

E-mail : sales@microworld.co.za

Web site: http://www.microworld.co.za

USA

MicroWorld Technologies Inc.

31700 W 13 Mile Rd, Ste 98, Farmington Hills, M1 48334, USA
Tel : (1) (248) 855 2020

Fax: (1) (248) 855 2024

E-mail : sales@escanav.com

Web site: http://www.escanav.com

Germany

MicroWorld Technologies GmbH
Drosselweg 1, 76327 Pfinztal, Germany
Tel : (49) 7240 944909 20

Fax: (49) 7240 944909 92

E-mail : sales@escanav.de

Web site: http://www.escanav.de
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