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Introduction - eScan Management Console

It is a web based centralized Management Console that helps the administrator to install and
manage eScan Client on the computers connected to the network.

Using this console you can perform following activities —

® |Install eScan client application on the computers connected to the network that has
Windows Operating System.

® Monitor the Security Status of the computers connected to the network in the
organization.

® (Create and Manage policies or tasks for computers on your network.
® (Create and View customized reports of the Security Status of the computers.

® Manage Notifications for Alerts and Warnings.

www.escanav.com
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Pre-requisites for eScan Server

Before installing eScan ensure that the following pre-requisites are met:

® Log onto computer as an administrator.

® Uninstall the existing anti-virus software, if any.

® Check for free space on the hard disk/partition for installing eScan.

® The IP address for eScan server should be static.

® Determine IP address of the mail server to which you need to send the warning
messages (optional).

Note:

You require a user name and password to send emails, if authentication for the mail server
is mandatory for accepting emails.

www.escanav.com
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System Requirements

Platforms supported for Server and clients
Microsoft® Windows® 2012 / SBS 2011 / Essential / 2008 R2 / 2008 / 2003 R2 /2003 /10/ 8.1
/8 /7 /Vista/XP SP 2 /2000 Service Pack 4 and Rollup Pack 1 (For 32-Bit & 64-Bit Editions)

Hardware for Clients and Server (Server)

CPU - 2GHz Intel™ Core™ Duo processor or equivalent.
Memory - 4 GB & above
Disk Space — 8 GB & above

Hardware for Endpoints

1.4 Ghz minimum (2.0 Ghz recommended) Intel Pentium or equivalent
1.0 GB minimum (1.5GB recommended )
Disk Space — 800 MB and more

eScan Console can be accessed by using below browsers
Internet Explorer7/8/9/10

Firefox 14 & above

Google Chrome latest version

www.escanav.com
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Installing eScan ISS for Business Server

° Installing eScan from CD/DVD

Installing eScan ISS for Business from the CD/DVD is very simple, just insert the CD/DVD
in the ROM and wait for few seconds for auto run to start the installation process and
follow the instructions on screen. In case if installation does not start on its own then
locate and double click on the WMCiwn4ksmk.exe on CD Rom, this will open the wizard
based setup of eScan ISS for Business Edition on your computer. To complete the
installation follow the instructions on screen.

° Downloading and installing eScan ISS Business Edition from internet
You can also download the setup file from www.escanav.com
For installing eScan ISS Business Edition from the setup file downloaded from Internet,

just double click on the iwndksmk.exe and follow the instructions on screen to complete
the installation process.

www.escanav.com
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e Installation Process

The installation process comprises of following steps —
e Step 1- Selecting Language

Selecting the Setup Language will mark the beginning of the Installation process of eScan
server. You will be welcomed with the following window for selecting Language.

-

elect Setup Language 1

Select the language to uze during the installation:

English

‘ [k, ] [ Cancel

Using the Drop Down menu present on the Window, select the desired language for
Installation and click OK to proceed. You will be forwarded to the main window of the
Installation Wizard.

Note:

The Default Language shown in the Drop down Menu is dependent on the Language of the
Operating System installed on the Computer. Currently we support below languages -English,
German, French, Dutch, Italian, Portuguese, Spanish, Turkish, Chinese Traditional, Chinese
Simplified, Greek, Korean, Russian, Polish, Latin Spanish, Croatian, Estonian, Brazilian
Portuguese, Swedish, Romanian, and Japanese.

e  Step 2 — Accepting the License Agreement

To proceed with the installation click Next, this will forward you to the License
Agreement Screen; Select “l accept the agreement” option and click Install.

www.escanav.com
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Setup will install eScan Internet Security for Business into the
following folder.
C:“Program FilegheScan

Please read the following License Agreement. You must accept the terms
of this agreement before continuing with the installation.

eScan SOFTYWARE END-USER LICENZE AGREEMENT A
MOTIZE TO ALL USERS: CAREFULLY READ THE FOLLCWANG LEGAL

AGREEMENT ("AGREEMENT"), FOR THE LICENSE OF eScan ("SOFTWWARE")
PRODUCED BY MICROVHORLD SOFTWARE SERWICES PYWT.LTD. 3

* | accept the agreement
" | do not accept the agreement

=
‘e Scan eScan Internet Security for Business
14.0.1400.1875 Install | [ Cancel

wwwescanav.icom

e Step 5 —Installation Progress

The installation will start and the progress will be displayed on the following window.

#]
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Extracting files...
C:\Program FilezeScantLan\LatinS panishhvinwarn.rec

eScan Intemet Secunty for Business
14.0.1400.1876

‘eScan’

wiww.escanav.oom

e Step 6 — Configuring eScan Management Console

During the installation eScan Management Console Configuration Wizard will guide to
Configure settings for SQL Server hosting as well as Login settings for the eScan
Management Console. This is vital for completing the installation process.

www.escanav.com
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Welcome to the eScan Management Console
Configuration Wizard

This installation wizard will guide you through the steps
required to install andfor configure Microsoft SGL Server
Express for eScan Management Console application on your
computer.

Mote: Microsoft and Windowes are ether registered
trademarks or trademarks of Microsoft Corporation in the
United States andior other countries

Click "Mexd" to continue

wwwescanav.com

° Step 7 — Selecting the Computer for Hosting SQL Server

Using various options present on this window you can select desired computer or
instance for hosting SQL Server.

Select computer hosting SCL Server.

(* Usge locsl instance ESCaMSOLSERVER -

{7 Install Microsoft SGL Server Express Edition (recommended)

SGL Server Installation Path :]

" Choose existing

SGL Server Neme — [soe | i

WWW.escanav.com
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Options Description

[Radio button]

Use the drop down to select the desired instance for Hosting the
SQL Server. It displays a list of instances present on the system.
This option is being used if you already have SQL Instance running

Use Local Instance

locally.

[Radio Button]
Install Microsoft SQL Select this option to Install Microsoft SQL Server Express Edition.
Server Express Edition It is recommended to select this option for Server installation.

This option is selected if you do not have SQL installed on the
system on which eScan server is being installed.

[Radio Button]

Select this option if you have already created an instance for
eScan Database on any SQL Server installed on any computer
connected to the network. Use the Browse option to Locate the
server. This option is being used if you already have an instance
running locally or in your local area network.

Choose Existing

Click Next to proceed with the Installation process. SQL Server installation Wizard will start.

Click Next to continue. You will be forwarded to the eScan Management Console Login
information Window.

Step 9 - Filling Login Credentials for eScan Management Console

Fill up the required Login credentials that will be required to Login to the eScan
Management Console, click Next when done.

&
z eScan Management Console Configuration Wizard

eScan Management Console login information

Enter the login credentialz for the root user to give permission to manage the
eScan Mansgement Console.

U=zer name:

Description;

Confirm Password:*

&
Pagswoaord:* | |
i |

Etnail address:* |bency@escanav COom

Click "Mext" to continue

[ T

° Step 10 — Completing eScan Management Console Configuration

www.escanav.com
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eScan Management Console Configuration Wizard

eScan M
Completed.

t C. le Configuration Wizard
=
3#1,
T\%ﬁi‘@" You have successtully installed J configured Microsoft SGL

Server Express on your computer. Click "Finish" to proceed
with eScan installation.

[ l [ Finish

www.escanav.com

For completing the configuration of eScan Management Console, click Finish.

° Step 11 - Installation process
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eScan Install

4

Registering C:APROGRA™14e5 canh S ocket DLL...

‘e Sca n‘. eScan Intemet Security for Business

14014001876
Wwwwescanav.com

It will take a few minutes to complete the installation process.

e Step 12 — Reboot

www.escanav.com
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eScan

Reboot PC to complete e5can Installation?

‘escan” e5can Intemet Security for Business

14.0.1400.1876
www.escanav.com

To complete the installation you will have to restart the computer. Click Yes to restart the
computer.

www.escanav.com



r e “We

¥ DIGITAL
ORLD]

Components of eScan Server

The eScan Server comprises the following components.

e eScan Server - This is a core component which allows you to manage, deploy and
configure eScan on endpoints. It stores the configuration information and log files
about the endpoints that are present in the network. It also communicates with
other components mentioned below.

e Agent — It manages the connection between the eScan server and the client
computer.

e eScan Management Console - It is a web-based application hosted on the eScan
server. It allows administrators to manage eScan on endpoints in the network.

e Microsoft SQL Server Express Edition- Database for storing events and logs already
included in the eScan Setup file.

Note:
On Windows 8 / 8.1 / 2008 /2012 operating systems, SQL 2008 Express edition
should be installed else SQL 2005 Express edition will be installed.)

e Apache - For running eScan Management Console. (Already included in the eScan
Setup file)

Note:

Uninstallation of eScan server will not remove SQL and APACHE software from the
system

www.escanav.com
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User Interface of eScan Management Console
o Taskbar Menu -

Click eScan Management Console icon present in the taskbar on your desktop (on eScan
Server only). This will open the web page of eScan Management Console in your default
web browser.

® Options on Right Click ( % escan Management Console Icon in taskbar)

& Clent Live Updater
i Open 'Web Console

WS Skop Announcement

wr About e5can Management Console
@ shut Down
'-lrc.'v‘él':ﬂﬂ 1343 P

Options Description

Client Live Updater Using this option you can get live event feeds from all
endpoints on your network. This feed consists of IP
Address, Username of the Endpoints, Module Names and
Client actions. This live feed list can be exported to Excel if

required.

Open Web Console Click this option to open eScan Management Console in a
web browser.

Stop Announcement Click this option to stop broadcast from and towards the
server.

About eScan Click this option to know more about eScan.

Management Console

Shut Down Click this option to shut down the server.

(Note : This is not recommended to shut down the server
component, this will stop the communications between
client and server)

. The Login Page

Enter the Username and Password defined by you during installation of eScan ISS for
Business to login to the eScan Management Console.

www.escanav.com
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WEE CONSOLE LOGIN

Please type your User name and Password to access the Web Console.

User name:

Far Active Directary account: domainfusername

Password: Login

You can provide users the fallowing hink(s):

eScan Client Setup {Windows)
http A TECHWRITER : 1044 3/ etup/eScan Client.exe [+]

eScan Agent Setup (Windows)
http: ATECHWRITER: 10443 /Setup/Bgent Setup.exe [+]

Copyright @ zoig Micro®World Technologies Ino, 4ll rights reserved.

Note:

e Please note that “root” is the super user being created by default by eScan during
Installation, see - Filling Login Credentials for eScan Management Console.

Options Description
Username [Field] Enter the username to login to eScan Management Console.
Password [Field] Enter the Password to login to eScan Management Console.

[Button] Enter the Username and Password and click Login to enter
the eScan Management Console.

[Download Links]

Client setup links is present on the Web Console Login page; you can
send these links on mail to the users where remote installation is not
possible. Using this link they can download the client setup and install
it manually on their computers or they can directly access eScan
Management console from their desktop.

[Download Links]

eScan Agent Setup | You can give this link on mail to the user where you are not able to get
Link system information or communication is breaking frequently. Once
the Agent is downloaded and installed on the Managed Computer. It
will establish the connection between Server and Client computer.

Login

eScan Client Setup
Links

www.escanav.com
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° Main Interface - eScan Management Console

‘e Scan % AbouteScan ) root /3 Log Off
e eScan Management Console (14.0.1400.1876)

DashBoard Setup Wizard E Help
Setup Wizard [+]
Managed Computers Welcome to the Setup Wizard
¥ Unmanaged Computers This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selected Groups,
Report Templates
Report Scheduler
Events & Computers
Tasks For Specific Computers
Asset Management
H user Activity Click "Mext" to Proceed,
OutBreak Notification
* gettings
 administration
License
1
Announcement Status: Started
eScan ISS for Business
Server Up Time:
0 Hourfs), & Min{s), 44 Secis)
Links Description
About eScan [Link] N
% AbouteScan Click this link to visit our Home page -
WWwWw.escanav.com
[Link]
root (Username) Click this link to edit User Login details like Full name,
&) root Password and email address that you use to Login to
the eScan Management Console.
Log off [Link]
- Click this link to Log out of the eScan Management
g Log Off
Console.
It displays all modules of eScan Management Console
Navigation Panel providing access to numerous functionalities present
under them.
Announcement Status It displays the status of broadcasts done by ISS for
Business as Started or Stopped

. eScan Management Console - Navigation Panel
Navigation Panel is present on the left side after you login to eScan Management console

and gives you direct access to various modules present in the console for managing
security on endpoints connected to the network. It will allow you to install, update and

www.escanav.com
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configure eScan client on all the endpoints on the network. Using this panel you can also
configure settings for the Web console and manage user roles and permissions for
Management Console. Using this console you can easily ensure complete security of
endpoints from malware infections and viruses. It also helps you in configuring
notification mails to warn or alert in case of occurrence of a virus outbreak.

DashBoard
Setup Wizard =
Managed Computers
Hu nmanaged Computers
Report Templates
Report Scheduler
Events & Computers
Tasks For Specific Computers
Asset Management
# User Acti vity
OutBreak Motification
# gettings
# Administration

License

Announcement Status: Started
eScan IS5 for Business

Server Up Time:
4 Hour(s), 58 Min(s), 56 Sec{s)

Overview of the Navigation Panel

Various modules present in the Navigation Panel of eScan Management Console are as
follows —

. Dashboard - The dashboard of eScan Management Console displays charts showing
deployment status, Protection status, Protection Statistics, Top 10 Summary and Asset
Changes on managed endpoints. For more details click here.

www.escanav.com
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Date of wirds signatures: 17 Apr 2016 22119 :‘ Refresh E Help

DashBoard

Configure Dashboard Display

Deplu?ment Status Protection Status Protection Statistics Summary Top 10 Asset Changes

Deployment Status

eScan Status License
W Installed i3 / License in Use g0
s
Mot Installed 1 i M License Remaining 20
Unknown 0 I.'r Total Licenze Size 100
Total 79 |
II
S

[ Manage Licenze ]

eScan ¥ersion

11,0,1139,1225
11.0.1139.1640
M 11.0.1139.1700
W 11011391785
11,0,1139,1831
11.0.1139.1584%
M 14.0.1400,1700
14,0,1400,1701
M 14,0,1400,1785
M 14.0.1400,1831
14.0.1400,184%
14,0,1400,1850
14,0,1400,1868
W 14.0.1400,1874
Unknown

Total

|-4 {2 i (- | |w (S L L () |H [ [ o
b s oo

° Setup Wizard — It guides you in step by step creation of groups, adding computers to
respective groups, adding hosts from the network and installing client on the connected
computer at a desired path/ location on that computer.

Setup Wizard i velp

Welcos

to the Setup Wizard

= Wizard helps to create Groups, select computers for respactive Groups and installstion of eScan on selected Groups.

Click "Next" to Proceed.

o Managed Computers — It consists of a managed group tree structure on the left and a
task pane on right. Using this section you can deploy eScan, Create Policy template and
Criteria for endpoints. Additionally, it provides various options for creating groups,
adding tasks, deploying or uninstalling client application, moving computers from one
group to the other and redefining properties of the endpoints from normal to roaming
users and vice versa. For more details click here.

www.escanav.com
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-
Managed Computers % Refresh [ Help

S gearch | Fupdate Agent

E@ Action List » m Client Action Listw 2} Policy Templates | 2} Policy Criteria Templates

E-[.0) Mansged Cormputers Name

(L poliey (] Policy
(] @roup Tasks =

5| Group Tasks
4 client Computers (2) @

- 8 <lient Computers

("] Roaming Users 5

Group Information

AD Sync Mot Configured
Total Subgroups 1

Total Computers z

° Unmanaged Computers — This module displays information about the computers that
have not yet been assigned to any group. It allows you to set the host configuration,
move computers to a desired group for eScan deployment and management, view the
properties of a computer, or refresh the information about a client computer by using
the Action List menu. This module is subdivided into Network Computers, IP Range,
Active Directory and New Computers Found.

DashBoard £ Refresh g nelp

Network Computers

S5earch

Eunmanaged Computers [ Action List

Setup Wizard

Managed Computers

Network Computers [+]

ofs Netuork Computers —

IP Range ¥ g Microsoft Windows Netuork

Active Directary =

New Computers Found

Report Templates

Report Scheduler

Events & Computers

Tasks For Specific Computers

Asset Management
User Activity

OutBreak Notification
Settings

Administration

License

Sub Module Description

Network Computers It displays the eScan Internet for Business endpoints and
workgroups in the network in a console tree. You can click
on the name of a computer or group to view its details

IP Range It displays the IP range for the network as nodes in a
console tree and also allows you to add or delete an IP
range by clicking New IP Range and Delete IP range
respectively.

Active Directory The Active Directory page shows a console tree list of all the
domain controllers in the network. It allows you to add
computers from Active Directory.

New Computers Found It displays the list of endpoints where eScan is not installed.
You can select and move computers to desired groups for
eScan Deployment and security management or set host
configuration of selected endpoint.

° Report Templates — This module allows you to create new report templates and create a
schedule for the templates. It also provides options for configuring or scheduling

www.escanav.com
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reports, viewing report properties, and refreshing or deleting Admin created reports. For
more details click here.

jas &
Report Templates EgProperties # Refresh EHelp

Mew Template | [ Greate Schedule | ) Propertie: Delete

Temnplate Name

Virus Report

Update Report

Sean Report
Anti-Sparn Repart

Mail Anti-Virus Report
USE Cantrol Report
Group Summary Report
Hardware Report
Software Report

File Activity Report
Computers with Critical Status Report

Asset Changes (Software) Report

Asset Changes (Hardware) Report

° Report Scheduler - The Report Scheduler page allows you to schedule a new reporting
task, run an already created reporting schedule or view its properties. It also allows you
to view results of an already executed report schedule. For more details click here.

-
Report Scheduler % Refresh [ Help
Start Task Results | 2} Properties Delete New Schedule ED Miew & Create
Schedule Name Report Recipiant scheduler Tupe Wigy
Test Q& qa@escanav.com Automnatic Scheduler Wiey
Test Report_1 xyz@escanav.com Automnatic Schedular iew
Test Systerns_1 sbo@escanav.com Automnatic Scheduler Wiey

° Events and Computers - The Events & Computers page enables you to monitor various
activities performed on managed endpoints. For convenience all events are categorized
on the basis of Event Status, Computer Selection or Software/Hardware changes on all
managed endpoints. Using the Settings option in this module, you can define settings for
event capturing as desired. For more details click here.

-
Events & Computers % Refresh [gHelp
[f) Settings | [ Edit Selection v
= (L] Events & Computars Recent Events 1-10 of 250 |4 page | 1 |of 25 M Rows per page: | 10 ¥
B[] Events status
b Date Time Machine Name IP Address  Username Event Id Module Name Descoription
71 Recant
Critical @ /62017 12:46:20 TECH 192,1 - TECH File Anti-Virus (744) eScan Monitar eScan Protectior
| Infarmation € 2/6/2017 12:46:18 TECH' 1921 TECH' Endpoint Security (705) eScan EPS Endpoint Securit
[= tars Selecti
ompwtars Selacion @ 2/6/2017 12146109 TECH 192,1 TECH File Anti-¥irus (152) eScan Monitor 25can rmonitor s
l_J Software/Hardware Changes
T @ =/6/2017 12:46:09 TECH 192,1 TECH File Anti-Virus (769) eScan Ransamware Protection PBAE Status
[ vielations
€ 2/6/2017 12:45:31 TECH 1921 TECH File Anti-Viros (153) eScan Monitor eScan Anti-Virs
@ 2z/6/2017 12145:30 TECH 1921 . TECH' Endpoint Security (706) eScan EPS Endpoint Securit
€ 2/6/2017 12145127 TECH 1921 TECH File Anti-Virns (154) eScan Monitor Mew virus datab:
€ 2/6/2017 12:45:22 TECH' 1921 TECH® File Anti-Virus (152) eScan Monitar eScan monitar 5
€ 2/6/2017 12:45:22 TECH 1921 TECH File Anti-Virus (763) eScan Ransomware Protection PBAE Status
€ 2/6/2017 12145:21 TECH 192,1 . TECH File Anti-Virns (742) eScan Monitor 25can Protectior

° Tasks for Specific Computers — This section will allow you to create and run tasks on
specific endpoints, it also allows you to schedule or modify created tasks for selected
endpoints or groups. You can easily re-define settings of already created tasks for
desired endpoints. It also allows you to view results of the completed tasks. For more
details click here.

www.escanav.com
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Tasks For Specific Computers : Refresh G Help
new Task | [ = =] i
[0 Taskname Pending Completed Schedule Type
[]  update all Client 85 o Automatic Scheduler Task Status
[ update server 88 4z Manually Start Task Status

° Asset Management - This module provides you the entire Hardware configuration and
list of software installed on endpoints in a tabular format. Using this module, you can
easily filter the information as per you requirement search based on different criteria
you can easily, it also displays licensing details of Microsoft product installed on
managed endpoints. You can export the entire system information available through this
module in PDF, Microsoft Excel or HTML formats.

:‘ Refresh E Help

Asset Managemeant

Hardware Report Software Report Software License

& Filter Criteria & Export Dption

Cornputer Details 1-50 of 77 page of 2 p Ml Rows per page: | 50 %
Cormputer Mame Sroup IP Address User name Operating Systern  Service Pack L2
AMOD-PC Managed Computers 192,168.0, AMOD Windows 7 Service Pack 1 (Build 7601)

COMP1 Managed Computers 192.168.0, SYSTEM Windows %P Service Pack 3 (Build 2600)

COMPL0E Managed Computers 192,16%2.0, ESCAMLVKASHIF Windows HP Service Pack 3 (Build 2600)

COMP111 Managed Computers 192,168.0. ESCAMYazhwin Windows XP Service Pack 3 (Build 2z600)

COMP114 Managed Cormputers 192,162.0, ESCAMLYWRITESH Windows ®P Service Pack 3 (Build 2600)

COMP12E Managed Computers 192,168.0, ESCAMLprivesh Windows HP Seryice Pack 3, w6419 (Build 2600)
COMP129 Managed Cormmputers 192,162.0, COMPL1ZovAdministratar Windaws ¥P Service Pack 3 (Build 2600)

° User Activity — This will monitor the user activity such as the print activity, remote
session activity and file action reports of managed endpoints. It monitors and logs
printing tasks done by all the endpoints, you can create report of all logged data in PDF,
EXCEL or HTML formats.

; -
DashBoard Print Activity [} settings & Refresh [ Help
Managed Computers
Unmanaged Computers & Filter Criteria 2 Export Option
Report Templates
1-3of 3 f 1 R ¢ 10 v
Report Scheduler o page o ous per page
Events & Computers Printer Mame Copies Pages
Tasks For Specific Computers HP Laseret 7 1
Asset Management HP Laserlet 1020 2 2
Fluser Activity HP Laserlet M1005 1 122

Print Activity [+]
Session Activity Report
File Activity Report
OutBreak Notification
Settings

¥ gdministration

License

. Outbreak Notification: In this module, you can configure settings for sending
notification when virus count exceeds the limit defined by you.

www.escanav.com
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OutBreak Notification i velp

OutBreak Alert Settings

Send notification for viruses detected exceed the folloving number vithin the shovm time

number [25 | Time Umit [* Dayis) ¥

Notification

senden

Racipient:
SMTP Server: 192,168,

SMTS Sort

Use SMTP Authentication

° Settings — In this module you can define important settings for FTP downloads,
maintaining logs, eScan Management Console timeout settings, update download
settings along with important settings for eScan as well as settings for autogrouping the
endpoints connected to the network. For more information Click Here

° Administration - Using this module you can create User Accounts and allocate Admin
rights for accessing and configuring security settings for managed endpoints through
eScan Management Console. It is helpful in a large organization where installing eScan
client on large number of computers in the organization may consume lot of time and
efforts. For more information Click Here

. License - The eScan Web Console enables you to manage license of users. You can add,
activate, and view the total number of licenses available for deployment, number of
licenses deployed, and number of licenses remaining with their corresponding values.
You can also move the licensed computers to non-licensed computers and non-licensed
computers to licensed computers.

License & Refresh | Help

Register Information

License Key(30 char’ Activation Code(80 char’ Registration Status Contract Deriod Ends on Ho. of Users

HOOEI00CIN00CIC00000MC 0000000 XX bEE e S e e S e RO vE SO EEr S CEVERD VRS ERr SR r e e P d Activated 11-Feb-2015 1s0

To Add License Click Here

License

License in Use 85

B License Remaining 55

\ Total Licenze Size 150

' Msnsge License

. Announcement Status info — It displays the anouncement information of the server
along with the Server up time.

Announcement Status: Started
eScan IS5 for Business

Server Up Time:
4 Houris), 58 Min{s), 56 Secis)
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eScan Management Console

Dashboard and its Configuration
It displays the Installation, licensing as well as activity status of eScan client under it sub

modules Deployment Status, Protection Status, Protection Statistics, Summary Top 10 and
Asset changes on managed endpoints graphically in the form of pie charts.

° Deployment Status
It displays the deployment status of eScan client on the managed endpoints. Displays
charts showing status of eScan client installation, licenses and eScan versions installed

on managed endpoints.

e eScan Status

efcan Status

M 1nstalled
Mot Installed

Unkrnown

ltn =@ o |un

Total

e Installed - Total number of computers where eScan client is installed.

e Not Installed - Total number of computers where eScan client is not
installed.

e Unknown - Total number of computers whose status about the client
installation is unknown. (Server is unable to receive information from the
computers for a long time)

e Total — Total number of computers where eScan is installed, not installed or
the installation status is unknown.
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) License —

efScan Status

M Installed 78
Mot Installed i

M Unknown 0
Tatal 79

e License in Use - Total number of licenses that have been activated.

e Total number of Licenses remaining.

e Total license size i.e. — The total number of licenses purchased, it includes the
number of licenses that are activated and not activated.

) eScan Version -

It gives you a pie chart view of the total number of versions installed on the computers
on the network.

eScan Yersion

11,0.1139.1849
11,0,1400,184%
W 14.0,1400.1789
W 14.0,1400.1549
14,0.1400.1868

=
(o}

o ke
.

14,0.1400,1940
W 14.0.1400.1942
W 14.0,1400.1945
W 14.0.1400.1955
M 14014001959
14,0,1400, 1960
14,0,1400, 1963
14,0.1400,1965
W 14.0.952.358
W Unknown
Total

|L.J (S S TS 14 |I—l |I\J|
(%} RV

L LI N 1, I 2

e Also displays number of computers on which specific versions are installed.

Note:
e To know more details about the computers, click on the number of computers links
for listed options.

° Protection Status - It displays the activity status of all the modules of eScan client along
with update status of eScan on endpoints.

e Update Status —
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Update Status

M Updated

M Mot Updated

M Urkrown
Taotal

e Updated - Number of computers on which eScan client is updated.

e Not Updated - Number of computers on which eScan client is not updated.

e Unknown - Number of computers where the status is unknown.

e Total - Displays the status of total number of computers where the status is
updated, not updated or unknown.

e Scan Status —

Scan Status

M zcanned

M Mot Scanned

U unknown
Tatal

o | o =

e Scanned - Total number of computers that have been scanned in last 30 days for
viruses and malware infections.

e Not Scanned - Total number of computers that have not been scanned in last 30
days for viruses and malware infections.

e Unknown - Number of computers where the status is unknown.

e Total - Displays the total number of computers that have been scanned, not
scanned or their scanning status is unknown.

Pie chart of Module Activity Status includes / displays following details

e Started - Number of computers on which the module is in started state or turned
on.

e Stopped - Number of computers on which the module is in stopped state or
turned off.

e Unavailable — Number of computers where the module is not present.

e Unknown - Number of computers where the status is unknown.

e Total - Total number of managed computer where module is started, stopped,
unavailable or the status is unknown.

For example
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File Anti-V¥irus Y Proactve

M started
Stopped

M Started
Stopped

Unavailable Unavailable

Unknown Unknown

Total Total

|-4 [ =R (1} |-4
o r3

| =T =)

N,

You can configure the dashboard display and select the modules to view activity status under
protection status in dashboard using configure dashboard display option present at the top
right corner on the interface.

Configure Dashboard Display

) Protection Statistics

This tab displays activity statistics of all modules of eScan client on all the endpoints in
pie charts. It displays the actions taken by eScan modules on the endpoints as count.
You can reset the protection statistics using the Reset Counter option present in the

trash Huani Datn_of wissa sianaburen, 07 Felb 017 3T114 % Fefresh il P
Cordagers D sshbasrd aplay
Erplaprmant Llal [T T PR L Prulectian Statiics g 0
e LA 39 Bay
Wi ks e g dmds s
B astars, L] =
. E EE
—— - s
! ]
EaE
—
_/
L]

Note:

e Reset counter option resets the protection statistics to 0, this option is useful when a group
of endpoints is infected with a virus and you have scanned and secured the computers. To
monitor the group for infection you can reset the counter to 0.

® (lick on the count to view the details of the affected computer, action taken and group
to which it belongs to.
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| Statistics == File Anti-Virus == Guarantined

Client OS5 Type | all T Print
Machine Name Slatus Group

coMpIar Cuarartined (145) Managed Computars

COMP13Z Chuarantined () Managed Computers

COMPL3S Chuanantmad (7) Managed Computers

COMP12E Coupa antined (3} Managed Computers

CoOMPLa4 Cuarantinad (63) Managed Computers

® C(Click on the status link to view the infected file name.

Protection Statistics >> File Anti-Virus >> Quarantined { COMP 144 )

Print
Date/Time |File Name Description User name
3/10/2014 CihDocuments and Settings\Deepali,. COMP144YLocal Infected by Virus:
ABEsLaEE SettingshApplication Data\Googleh Chrome\User J15:Exploit.BlackHale, G DEEPALI
" DatalDefaultyCache'f 000890 (oe)
3/10/2014 Ci\Daocurnents and Settings\Deepali, COMP144)Local Infected by Virus:
121716 SettingshApplication Data\Googleh Chrome\User J5:Exploit. BlackHole, &Y DEEPALI
o Data\DefaulthCache\f 0008ba (DB)
Infected by Virus:
3/18/2014 i : .
12:01:28 Gihfirewark,mp3.exe Trajan, Generic, 6709978 CEEPALI
_ (DB)

e Additional protection statistics can be viewed using the [More] option present on the

interface.
raseoard Ratm of yivgg gignabyreg: 07 Fab 2017 07 4d 5 Mefeeh [ S
Lo Figparee U arsduloa | B g
Sl F1TY = Protectian Statistics Frwrnmiary Tag il Asset Charges
Bimrw Laat 30 Dy
i =iy Had dedi-fimwn.
| . u -
S— - 13 ]
) [
'
- — &
e g
- 1o
- preer

e [t displays the statistics counter for the following —

www.escanav.com



¥ DIGITAL
»

Additional protection statistics
Malware URL Block 174
Autorun Block 14
Executable Block USE 936
Executable Block Network: o
Executable Elock User based u]
Froactive Statistics: Allow 4
Proactive Statistics: Block 2
Total 1130

° Summary top 10

This tab displays top 10 summary of various actions taken by eScan on all endpoints. It
displays list of applications allowed / blocked / computer names along with the chart
and graph of the actions taken by eScan on occurrence of an event (Like unauthorized
USB insertion in USB port of any Managed Computer) or detection of an infection. You
can exclude or include desired options using Configure Dashboard Display option
present in the eScan Management Console.

DashBoard Data of virig signatures: 07 Fab 2047 0714 & Refresh Ed Help

Configure Dashboarnd Display

Dupl t Skabus Protection Stabay Protucton Stativis Summary Top 10 Amwnt Uhanges

Since Last 30 Days

Tap 10 Vs Blorked
v Wk War Parimetage af Ve

. witnd L g Doennghan o [R50 3 T -
nli —

bl BB
L a & 3.58%
™ 3.1%
ERTTS
B @ 5 B om § & § N & .
E % F ¥ B § B ¥ B ® =1 1] 1%
T Ca%
5 1
I wan
L L] Comapartis 1aTectad o b

TR

LT T

|

° Asset Changes
This tab displays summary of all the hardware and software changes on the managed

endpoints. It displays the list of the hardware changes and the list of software installed
and uninstalled.
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Configure Dashboard Display

Deployment Status Protection Status Protection Statistics Summary Top 10 Asset Changes

Since Last 7 Days

Hardware Changes

Description Machine Count

I o e

Software Changed

Machine Name Mew Installed Softwares Uninstalled Softwares
COMPi11
COMPL44
COMPLES
COMPZ1
COMPS2
COMP?3
compaz
CoMP34
DESIGHERS
MAHDAR
MARK2E

(S S (S .
i fira i i i i i (i | e [

e Click on the count to view the details of the managed endpoints to which the changes
were made.
Asset Changes == Hardware Changes ( RAM Partitions )

Print
Machine Name RAM{Current) RAM{Previous)
COMPTE 2088 ME 2009 ME
Close

Asset Changes == Software Changes { COMP111)

Print
Machine Hame Installed Date Software Name
COMP111 4712/ 2016 2:19:37 AM Adobe Flash Plaver 21 NPAPI
COMP111 4/13/2016 2:29:39 AM Mozilla Firefox 45.0,2 (286 en-US)
Close

J Configuring Dashboard Display
You can configure the Dashboard to show pie charts and details of status, statistics and
summary for desired modules. You can configure Dashboard display using following

steps --

® C(Click Configure Dashboard Display option present on the top Right Corner of the
interface.
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Deployment Status | | protection Status | | Protection Statistics | | Summary Top 10 | Asset changes

Deployment Status

eScan Status License

W Installad License in Use 145

Mot Installed

M License Remaining 55
Unknown Total License Size 200

Tatal

[ Manage License ]

eScan version

11,0,1139,184%
11,0,1400,1849
M 14.0.1400.1789
W 14.0.1400.1843
14.0.1400.1868
14.0.1400.1340
M 14.0,1400,1542
W 14.0.1400.1945
M 14.0.1400.1955
M 14.0.1400.1959
14.0.1400.1960
14,0,1400,1963
14,0,1400,1965
W 14.0.962.358
Unknaun

Total

® Now select Checkbox to choose the desired Module / Option that you wish to include in
the tabs present in dashboard.

Configure Dashboard Display

—Deployrment Status
eScan Status

License Surmrnary

=

eScan Version

— Protection Status

UJpdate Status Scan Status
File Anti-virus Proactive
Mail Anti-Wiras Anti-Spam
Firewall Mail Anti-Phishing
web Protection web Anti-Phishing
Endpoint Security Privacy
— Protection Statistics
File Anti-Virus Mail Anti-wiras
Anti-Sparm web Protection
Endpoint Security-USBE Endpoint Security-Application

— Surmrmmary Top 10

Machine Infeded UsE Blocked

Application Allawed by Cormputer Application Blocked by Computer
website Blocked by Cornputer website Allowed by Cormmputer
Application Blocked by App MName Application Allawed by App Marne

website Blocked by Sites website Allowed by Sites

OFEEOO

Infected Emails Sparn Ernails

O0XEEEO

Virus Blacked

[ Ok ][ Cancel ]

® C(Click Ok to save settings and close the window. Charts, Information and Summary for
the selected modules will be displayed under respective tabs.
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Managing Computers

This section helps you in creating logical computer groups, defining policies for the created
groups, and creating tasks for the desired group of computers. It is recommended that you
group all the computers on the network in Logical group; it will help you in defining tasks and
policies and monitoring activity on every computer present on the network. These groups can

be based on departments, user roles or designations in the company. Let us see the steps
towards securing all the computers on the network.

® Create Logical Computer Groups
® Move Computers to the created Computer Groups

Creating Logical Computer Groups

For securing and managing computers present on the network, create groups and then
add all computers in the groups created by you. It will help in better management,
monitoring and security of the endpoints. You can create the groups using following

steps.

-
5
DashBoard
Setup Wizard

Managed Computers

Click Managed Computers option present in the Navigation Panel, as shown below —

eScan Management Console (14.0.1400.1967)

& Refresh [ Help

o Psearch | 7 update Agent |

= Unmanaged Computers

Network Computers

1P Range

Active Directory

New Computers Found
eport Templates
eport Scheduler
vents & Computers

Re
Re
E
Tasks For Specific Computers
a
u

Administration

License

£ (2] Managed Camputars
() palicy
4 roup Tasks
38 Glient Gomputers (2)
(. Roaming Users

[f) Adtior List | [) Client Action Listv| [ Policy Tamplates | [ Policy Griteria Tamplstes

name

() paliey

() eroup Tasks

8 clint Camputers
Group Information
AD Syne

Total Subgroups

Tots| Gomputers

Mot Canfigurad

2. This will open the Managed Computers section on the right; now click New Sub Group
option present in Action List drop down menu on the interface, as shown below —

DashBoard
Setup Wizard
Managed Computers
Elunmanaged computers
Natwark Computers
1P Range
Active Directory
Naw Computers Found
Report Templates
Report Scheduler
Events & Computers
Tasks For Specific Computers
Asset Management
User activity
OutBreak Notification
Bl Settings
Administration

License
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& Refresh [ Help

o P9sarch | Fupdate agent

Deploy / Upgrade Client

Uninstall eScan Client

Graate Client Satup

Properties

[ Action List v [ Cliznt Action List v| [ Folicy Tamplatas | [ Folicy Critaria Templates

Hame

[ policy
[ Group Tasks

8 Client Computers
Group Information
4D Syne

Total Subgroups

Total Computers

Mot Canfigured
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e Creating New Sub Group window will pop up, Fill in the New Group Name and Select the
Group type as Normal user or Roaming user using the drop down present on the
interface, as shown below —

(-sSc TMAER)|
Craating New Group E Help
Create New Group
New Group Name ! | Technical writers
Group Type : MNormal User |
Ok ] [ Cancel
‘_g Local intranet ¥ v | ®W1i00% -

3. Click OK, the group will be created under Managed Computers in eScan Management
Console.

DashBoard Managed Computers

o S search | Z Update Agent

& Refresh [ Help

Setup Wizard

Managed Computers

= unmanaged Computers

Network Computers

IP Range

[ Action List = [ Client Action List v| [ Policy Templates | [y Rolicy Criteria Tamplates

B[] Managed Computers

Hame

] Pl
Active Directory i paliey () pelizy
[ aroup Tasks
New Computers Found : (35 Group Tasks
i+ 1g8 Clisnt Computers (2)
Report Templates H Jg Client Computers
(L] Reamin: g Users >

Report Scheduler

Events & Computers

Tasks For Specific Computers
Asset Management

Huser Activity

(L) TECHNIGAL WRITER
[ Test

Group Information
AD Sync
Total subgroups

Total Gomputers

Not Configured

DutBreak Notification
settings

[ Administration 1

License

Moving Computers to the created Groups

For installing eScan client on the computers connected to the network and define policies and
tasks on the basis of the groups they belong to, you will have to move computers to the created
groups. You can move the computers from Unmanaged Computers to desired groups created in
the Managed Computers using the following options present in eScan Management Console —

° Moving Computers from Network Computers.

° Moving all Computers within selected IP Range.

° Moving Computers from Active Directory.

. Moving Computers from the New Computers Found List.

i.  Moving Computers from the Network Computers - You can move the computers from
the list of computers present in the Network Computers using the following steps —

1. Click Network Computers option present in the Navigation Panel under Unmanaged
Computers, as shown below
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DashBoard
Setup Wizard
Managed Computers
Eunmanaged Computers
IP Range
Active Directory
New Computers Found
Report Templates
Report Scheduler
Events & Computers
Tasks For Specific Computers
Asset Management
User Activity
DutBreak Notification
Settings
[ Administration

License

s sl el
Network Computers % Refresh ﬁ Help

#fe QATEST
#f% TECHNICALWRITER
¥ WORK

s WORKGROUP

2. Now expand the Microsoft Windows Network tree and select the workgroup from
where you wish to move computers to the desired group created in Managed
Computers section as shown below -

Network Computars

‘: Refresh ﬂ Help

S search

IED Action List w

o Metwork Computers
B ol Micrasoft windows Hetwork

# ESBS
#fs ESCAN
e KING
&5 MEHOME
el MrYsTs
#F QATEST

% TECHNICALWRITER

£ WORK

s WORKSROUR

Hame

ot Micrasoft Windows Netwerk

3. Now select the Computer(s) that you wish to move to the desired groups that you
created under Managed computers. You can do so by selecting the check box beside
the Computer Names, as shown below -

Network Computers

% Refresh [ Help

£ search

[ Action List v| 5 Refrash Client

ofs Netviork Computers
Bl #f% Microsoft Windovs Network
#l# ESBS
#F ESCAN
# MSHOME
#fs TECHNICALWRITER (1)

& WORKGROUP

Computer Selectad: 1

Computer Nsme Groups [P Address eScan Ststus

) [ panny

N

Version Last Connsction Installed Directory Monitor Status Anti-Spsm Mail Anti-Virus Web |

Unknovn status

Also see Viewing Properties and Setting Host Configuration

4. Click Move to Group option present in the Action List drop down menu present on
the interface, as shown below -
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Network Computers

£ search

% Refresh [ Help

[ Action List v| 5 Refrash Client

Computer Selectad: 1
Set Host Configuration

Computer Name Groups IP Address sScan Ststus  Wersion Lsst Connsction Instslled Directory Monitor Ststus Anti-Spam Msil Anti-Virus Web |
ove to Grou I Network
[ panny Unknovn status
Properties \

Refresh Client

¥F MSHOME

#f TECHNICALWRITER (1

¢ WORKGROUR

Select Group window will open on the screen. Expand the Managed Computers tree
to view the groups that you created earlier, as shown below -

E Help

Select Group

Mowve Computer(s]) to Group

EQ Managed Computers

E[:J Roarming Users

[ Maw Group ] [ Ok ] [ Cancel ]

6. Now select the group where you wish to move the selected computer(s), as shown
below -
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Select Group

E Help
Mowve Computer(s) to Group

EL_J Managed Cornputers

E[:J Roaming Users

l:J Sales

[ Mew Group ] [

Ck ] [ Cancel

7. Now Click OK, selected Computer(s) will be moved to the group. Click Cancel if you
do not wish to move the selected computers to this group.

Also see Creating New Group from the Select Group window.
Viewing Properties of Selected Computer

You can view the properties of the selected computer using following steps —

1. Select the desired computer in the network computers list to view its properties

% Refresh [ Help
£ Search
[ Action List | & Refresh Client Computer Selected: 1
¢l lstvork Computers Computer Hame Groups IF Address sScan Status Wersion Last Connection Instslled Dirsctory Monitor Ststus Anti-Spam Mail Anti-Virus Web |
Bl ¢ Microsoft Windovs Network
. ) [ panny Unknovn status

¢% ESBS

¢ ESCAN

% MSHOME

#fs TECHNICALWRITER (1)

& WORKGROUP

Network Computers

2. Now click Properties option in the Action List drop down menu present on the interface.

£ Search

[ Action List > & Refresh Client

% Refresh [ Help

Set Host Configuration

Move to Group

Computer Hame Groups IP Address eScan Status
s Network
[H oanny

Refresh Client

Computer Selected: 1

Version Last Connection Installed Directory Monitor Status Anti-Spam Mail Anti-Virus Web |
Unknevn status
#3% MSHOME

#+ TECHNICALWRITER (1

= ¢fs WORKGROUP

3. This will open the Properties window on a pop up. It displays general information of the
computer like Computer Name, IP Address, User name and Operating System, along
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with details of the Antivirus installed, its version and update summary. It also displays
protection status of all the Modules of eScan client, as shown below -

ﬂ‘ eScan Management Console - Windows Internet Explorer

Properties ﬂ Help
DANNY
General
Computer Name DANNY
1P Address MfA
User name Administrator
Operating System Unknown
AV-Status
Anti-Virus Installed Unknown status
Wersion YA

Installed Dirsctary A

Update Server MiA

Last Update /A
Protection

File Anti-virus MiA

Mail 2nti-Virus (TR

Anti-Spam YA
Web Protection MNSA
Firewall NfA
Endpoint Security MNSA
Done ‘3 Lacal intranet ¢ - | Mioow -
Note:
e In case of Multiple Selection of Computers, the properties option will be
disabled.

e Setting Host Configuration

For any computer with Windows operating system connected to the network, if you are
not able to view / fetch its details using the Properties option. You can get the details
after setting Host configuration that builds communication between the server and the
selected computer on the network.

You can set Host Configuration using following Steps —

1. Select the desired computer, the Properties of which you want to view.
2. Now click Set Host Configuration option present in the Action List drop down menu.

-
Network Computers % Refresh | Help
2 Search

[ Action List v| f& Refresh Client

Computer Selected: 1

Set Host Configuration)

Computer Hame Groups IE Address sScan Status  Version Last Connsction Instslled Dirsctory Monitor Status Anti-Spam Mail Anti-Virus Web |

[ oanny Unknovn status

Move to Group I Network

Properties

Refresh Client

& MSHOME
s TECHMICALWRITER (1

& WORKGROUP
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3. Now write remarks and define the Administrator Username and Password and then
click Save.

{= eScan Management Console - Windows Internet Explorer

Set Host Configuration i veip

Login Information

Computer Name:
Femarks:
User name: Administrator

Password:

Note: If Host Name is in another Domain, Please mention Domain Name Ex. DomainiHostName

Done \3 Local intranet ‘g v W00 v

4. You can now view the properties of the selected computer using the Properties
option present in the Action List.
° Creating New Group from the Select Group window

(The Select Group Window opens when you click Move to Group)

Select Group E Help

Move Computer(s) to Group

ECJ Marnaged Cormputers

EICJ Roarming Users

Mew Group ] [ Ok ] [ Cancel

You can create a New Group from this window using the following steps —
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1. Click New Group, write the name of the Group and click Ok, as shown below -

Select Group E Help

Mowe Computer(s) to Group

Creating New Group i vep
Create Mew Group
’V Mew Group Mame @ Packaging|

2. The group will be created instantly, as shown below -

Select Group E Help

Mowve Computer(s) to Group

EL_J Managed Computers
EL_J Foarming Users

Mew Group ] [ Ok ] [ Cancel ]

¢ Moving all Computers within selected IP Range to a Group —

It includes following steps --

. Adding New IP Range - You can Add the Computers within certain IP range using the IP

Range option present under Unmanaged Computers. It can be done using the following
simple steps —

1. Click IP range option under Unmanaged Computers, and then click New IP Range option
in the Window, as shown below -
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‘e Scan % AbouteScan @ root 4 Log OFF
w eScan Management Console (14.0.1400.1584)

DashBoard 16 Range I & Refresh [ Help
Setup Wizard 4
" d Computs

= Unmanaged Computers.

Network Computers #f¢ 1P Range ‘N

IP Range o

Active Diractory.

2.  You will be forwarded to Specify IP Range window. Specify the desired IP Range and
click Ok, as shown below -

/= eScan Management Console - Windows Internet Exploren E]E|E|
Specify IP Range E Help
Starting IP Address™: 192 |. 160 (. (0O 1
Ending IF Address™: . . .| 10|
[ a]4 ] [ Cancel #3 Mandztery Fizlds
Done %J | ocal intranet 3 ~| Hi00% -

3. The selected IP Range will be added to the IP Range tree. All computers present in that

IP range will be displayed when you select the IP Range on the interface, as shown
below -

-
IP Range & Refresh [ Help

[ Action List ~ New 1P Rangs | [

¢% 198.168.0.58-198.168.0.58

# 1B Rsnas [ Hame
[0 | #fs 198.168.0.58-198.168.0.58

Other details like IP Address of the computer, its group, Protection status (Unmanaged /

Unknown/Protected / Not installed, Critical / Unknown); the table also displays Status of
all modules of eScan.

e  Action List (Menu)

e Setting Host Configuration - Select the computer and define the Host
Configuration settings using Set Host Configuration option present in Action List.
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This will help you in fetching Computer Properties before adding them to a group
under Managed Computers. (For Endpoints with Windows operating system).

e Viewing Properties - Select the computer in the table and click Properties in the
Action list, this will display all the details of the selected computer.

e Refreshing Client — Click this option to fetch latest information / details of the

selected computer. This option is present on IP Range window as well as under
Action List Menu.

° Delete IP Range

1. Select the desired IP Range and click Delete IP Range option present on the screen, as
shown below -

-
1P Range , % Refresh [ Help

[ Action List = Hew IP Range | {ffj Delete IP Range

¢y [2Range T

- gfy 198.168.0.58-128.168.0.58
o 198.168.0.56-198.168.0.56

2. To confirm the deletion click OK on the Pop up window.

-
IP Range % Refresh | Help

[ Action List = Mew 1P Rzngs (1 Delets IR Rangs

¢ IE Rsnge Name

#% 198.168.0.58-196.168.0.58
#fs 198.168.0.58-198.168.0.58

Message from webpage

\-.‘t/ D you really want to delste selected IP Range(s)?

[ oc ][ concel |

3. The selected IP range will be deleted instantly.

e  Moving to a Group

You can move the selected IP Range to any group under Managed Computers using
following simple steps.

1. Select the IP range and all computers present in the selected IP Range that you wish to
move from unmanaged computers to a group in Managed Computer.

IP Range % Refresh [ nelp

[ Action List~ New IP Range | fij Delete IP Range

N=me

4 198.168.0.58-158.168.0.58

\
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2. Now Click Move to Group under Action List drop down menu.

1P Range % Refresh [ Help

[ Action List =, NewIP Range | fif Delete 1P Range | f Refresh Client

Computer Selected: 1
Set Host Configuration

Computer Name Groups IP Addrass ~ sScan Status  Version Last Connaction Installed Diractory Monitor Status Anti-Spam Msil Anti-Virus §

[ TecHwRITER 192.168.0.58  Unknoun status

Broparties

Refresh Client

3. You will be forwarded to the Select Group Window. Select the Group where you wish to
Move the selected computers in the IP Range and Click OK.
/= eScan Managemen! Console - Windows Infernet Explarer

Lalect Group

Move Comsputer(s) to Group

‘ Raaming Uders

| Cantant Weitars

tiww Group ||| O ||| Cancal

4. The selected computer(s) will be moved to

the selected group under Managed
Computers section.

Farages Carplen - i -
£
[} dscnien Lant = | [ Ceuad Aoy Wi [ Rt L]
. O Coowpote wews B0 ddiesis  afces Sasied ey k| Spapng s JEFTPE S TS e n
Ll
d Laasing Uss
W 1
5l

Moving Computer from Active Directory — You can use the following simple steps to
add computers from the Active Directory.

Click Active directory under Unmanaged Computers in the Navigation Panel of eScan

management Console and Select Active Directory present in the tree. Now click
Properties, as shown below -
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% Refresh [ Help

Active Directory

[Tf) Action List v| [5 Properties

b g Active Directory Name

There are no items to show in this view.

2. You will be forwarded to the Properties window. Click Add.

{= eScan Management Console - Windows Internet Explorer

E Help

Properties

2dd | [B] @
Active Directory Domain Controller Address

3. You will be forwarded to the Login Settings window. Fill in the required Login Credentials
of Administrator to fetch data available on the Active Directory and click OK.

/= eScan Management Console - Windows Internet Explorer

Login Settings G Help
AD 1P Address *: [ |
User name *: [ |
For Active Diractory sccount: demaintusername
[ |
sssword ©1 [ |

4. The details including IP Addresses from active directory will be added instantly.

E Help

Properties

Add EMDdiﬂl ﬁDelete

Active Directory Dormain Controller Address

192.168.0.10

5. Select the Active Directory and click OK. The selected Active Directory will be added to
the Active directory tree, to view the details click on the directory present under Active

directory tree, as shown below -
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-
Active Directory % Refresh [ Help

IED Action Listv| (S} Proparties Refrash Client
: : R V- A
Bl gl Active Directory F [ qa1s4 Unknown status
- gfs DC=esbs,DC=local(192,168.0
B e ¢ O [ qa156 Unknown status
- s CM=Accounts
4 CH=Euiltin F ([ qaise Unknown status
“ gfs CH=Computars O @ qaz1s Unknown status
QU=Domain Controllers F E] QAZY Unknown status
CM=FareignSecurityPrincipal D El QAT2-2 Unsmem el
oU=Gurdip two (Help Onel
i F M qaze Unknown status
Oll=gurdipone2
oo e [ [@ @a7e_zK3ENT Unknown status
Sy CH=Tnfeastructurs O [ qaver Unknown status
gy OU=Loadsim Users Fl (] qasz Unknown status
~ ¢ly CN=LestAndFound F ([ qas9s Unknown status
= gy CM=Microsoft Exchange Svs
i S5 O [@ qacaseer Unknown status
- g SU=rmwadmin
45 OU=MyBusiness D El QALAPTOPTEST Unknown status
s CH=NTDS Quotas O @ qrvisTa-vm-pe Unknawn status
" gy CM=Program Data a D El QAVM_KP12245678 Unknown status V
4 » < »
El Unrmanaged @ Protected |Z| Mot Installed / Critical El Unknown status

6. To move computers present in the Active Directory, select the computers in the list and

click Move to Group option under Action List menu, as shown below -
* Refresh E Help

Active Directory +
ED Action List B? Properties @ Refresh Client Computer Selected: 1
Bz (st Comigureien - I:‘ Computer Name Groups IP Address eScan Status Wersion Last Connection I
Move to Grou aca
| 2 | I:‘ |Z| aaa Unknown status
Properties F
& (] abe Unknown status
Refresh Client
- - [0 [ cLenTiz? Unknown status
~ ¢fy ©U=Domain Co [ @ cLienTsz Unknown status
" g CH=ForeignSec [ [ compiio Unknown status
“ @iy OU=Gurdip two
it [ [ compiad Unknown status
© gly OU=gurdiponez
ElAZ Unk tat
* gy OU=Ho zoftcore O E menown status
- gy CN=Infrastructu [F (] KEHITL Unknown status
~ ¢fs OU=Loadsim Us [0 [& linez34 Unknown status
" iy CH=LostandFou I:‘ |Z| linag0 Unknown status
< iy CM=Microsoft Ex
e [ [&E MM-EEA41ERIEASF Unknown status
©gly OU=rmwadmin
PSSOPORTELIOOO44 Unlk tati
© gy QU=MyBusiness I:‘ El mrEnown statas
- ¢fs CN=NTDS Quats [ [@ qA-052B4RASDERL Unknown status
~ gf CMN=Program Da F] (] QA-ARVUTI Unknown status
- gy CH=0A-Z
¥ - -
z | [E] qa-debu-231 Unknown status Z
. Rl — Tk, e
< > < >
|E| Unrmanaged |E| Protected |Z| Mot Installed / Critical Izl Unknown status

7. Select the Group and Click OK.
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= eScan Management Comola - Windews Intermet Explorer

Salect Group i Help

Hawe Compulan{s) 16 Croud

Managed Computara
Raaming Udars
ol

| Cestant Writera

8. The selected computers will be moved to the selected group.

Moving Computers from New Computers Found list - List of all new computers connected to
the network is generated in New Computers found list under Unmanaged Computers. Using the
Action List Menu you can Set Host Configuration, Move Selected Computers to a Group, view
Properties, Refresh Client or Export the New Computers List to excel file format if desired.

Once the Computers are moved from Unmanaged Computers to Groups under Managed
Computers, you can Perform Tasks, Set host configuration, Manage Policies, Deploy / Upgrade
Client or deploy a Hotfix on all or any of the Managed Computer individually or in group.

i.  Setting Host Configuration - Select the computer and define the Host Configuration
settings using Set Host Configuration option present under Client Action List. This will
help you in fetching Computer details before adding them to a group under Managed
Computers.

e Active Directory Synchronization

ED Action List+

Mew Sub Group

Set Group Configuration
Ceploy / Upgrade Client
Uninstall eScan Client ¢
Synchronize with Active Directary
Cuthreak Prevention

Create Client Setup

Propertias

With Active Directory synchronization, you can synchronize eScan Centralized Console
groups with Active Directory containers. New computers and containers discovered in
Active Directory are copied into eScan Centralized Console automatically and the
notification of the same can be sent to the system administrator. You can also choose to
Auto Install or Protect discovered Windows workstations automatically. This allows you to
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minimize the time in which computers can become infected and reduce the amount of
work you need to do to organize and protect computers.

Note:
e Ensure that your protect Windows Critical Server Manually if they are a part of
Active Directory, before start of the Synchronization.
e If any computer or container is removed, it will also be removed from eScan
Console when it synchronizes with Active Directory.

e By Default, the synchronization interval is of 60 minutes. You can set it to a
minimum of 5 minutes.

After you have set up synchronization, you can set up email alerts to be sent to your
chosen recipients about new computers and containers discovered during future
synchronizations. If you choose to protect computers in synchronized Enterprise Console
groups automatically, you can also set up alerts about automatic protection failures.

e Auto installation of clients within Active Directory

Once the Active Directory is synced with the eScan Server, it will automatically install
eScan on all the client machines in the Active Directory.

e How does Active Directory synchronization work?

In eScan Console, you can have both “normal,” unsynchronized groups that you manage
yourself and groups synchronized with Active Directory.

When setting up synchronization, you select or create a synchronization point: an eScan
Console group to be synchronized with an Active Directory container. All computers and
subgroups contained in the Active Directory are copied into eScan Console and kept
synchronized with Active Directory.

Note:
e Active Directory groups will be denoted by Dark Green Color.

E Abouteican ot S Lo Off

eScan Management Console (14014000789}

I %3 Wabrash | nelp
g Sasrch I
[9 Acson Lt ®| [ Chant Action Lst ¥ [JF Policy Templutsn
= ] Mg Shmpetars BEmE
R Peliey &l peticy
o draup Tanka i Group Taaks
{
gl Cliart Compater (1) G0 Cliant Camputans
& o] Rosming Usen
| at=rd
= ] hawley A——
Balay
B aroup Tasks
i Chart Computers (56)
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After you set up synchronization with Active Directory, the synchronized part of eScan Console
group structure matches exactly the Active Directory container it is synchronized with. This
means the following:

1. If a new computer is added to the Active Directory container, then it also appears in
eScan Console.

2. If a computer is removed from Active Directory or is moved into an unsynchronized
container, then the computer is moved to the unassigned group in eScan Console.

Note:
A computer will not receive any new policies if it is moved to an unassigned group.

3. If a computer is moved from one synchronized container to another, then the computer
is moved from one eScan Console group to the other.

4. If a computer already exists in an eScan Console group when it is first synchronized, then
it is moved from that group to the synchronized group that matches its location in Active
Directory.

5. When a computer is moved into a new group with different policies, then new policies
are applied to the computer.

1]

Synchronize with Active Directory

Target Groups @

Managed CornputershnewGrph?772-277 Browse
Source Active Directory Organisation Unit @
|CN=Computers,DC=esbs,DC=IocaI(192.168.0.10) Browse

Synchronization interval :

&0 Minutes [(Minimum 5 Minutes)

Search Filtar ¢

2.g.: [objectClass=*)

[T Install eScan dient autornatically

Select eScan Installation Cptions:

[l Install without Firawall

Ok | Cloze |

e Target Groups: Click browse and select the group on the management console to be
synced with the Active Directory. This will create a tree structure as of the Source Active
Directory Organization unit under the selected group.

Target SGroups @

Managed ComputershnewGrph 1172 Browse
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e Source Active Directory Organization Unit: Click browse and select the path of the
source Active Directory. The target groups in the above column will be synced with the
group in this path.

Source Active Directory Organization Unit ¢

|CN=Cnrnputers,DC=esbs,DC=|nca|(192.168.El.ltlj Browse

e Synchronization Interval: This option will allow you to set the synchronization intervals,
the active directory will be automatically synced after the defined time period. The
minimum interval that can be defined is of five minutes.

Synchronization interval :

&0 Minutesz [Minimum 5 Minutes]

e Search Filter: Enter a value in the field and the search will be based on the strings
mentioned here.

Search Filter !

e.g.: [objectClass=*)]

¢ Install eScan client automatically: Select this check box to install eScan automatically on
to the client computers in the group. eScan will be automatically installed on the
computers that are newly added in the group whenever next AD synchronization takes
place.

Note:
If at the time of synchronization, a computer in a group is shut down or not available,
eScan will try to install eScan client automatically after every 60 minutes.

[ Install eScan client autormatically

¢ Install without Firewall: Select this check box to install eScan without firewall on
managed computers.

Select eScan Installation Options:

[T Install without Firewall

e Click OK to Apply settings

e Properties
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It will display the properties of the selected managed group.

General: This tab will display the following details about the selected group

e Name: It will display the name of the group.

e Parent group: It will display the name of the parent group that the group belongs
to

e Group type: It will display the type of users in a particular group, whether it is
normal users or roaming users.

e Contains: It will display the number of subgroups and computers under the group.

e Created: It will display the date and time when this group was created.

e Update Agent

-
Managed Computers » Refresh E Help

0 search | F Update Agent

[[p Action List »| []) client Action List v| 5§ Policy Templates | 5 Policy Criteria Templates

B Managed Computers HEmms

LJ Policy LJ Palicy
[&J Group Tasks

-_q_',! Client Computers (1)

l‘&] Group Tasks

'_1}! Client Cormputers

" . Roarning Users

This option will allow you to add or remove computers as Update Agents. This will reduce
the traffic between the eScan ISS for Business Server and the client.

Features of Update Agents:

1. Download the antivirus signature updates from the eScan Server and share with
other client machines on the network.

2. Download the policy updates from the escan Server and share with the client in the
group or the network

3. The update agent will take event updates from the client computers in the group or
network and share it with the eScan Server.

4. Remote Deployment of clients can be done through Update Agents.

Advantages of Update Agents

1. Update Agent can be installed on any client computer connected to the network
(where eScan is already installed).

2. Update Agent will take the signature updates from eScan Server and distribute the
same to other managed computers in the group. (Bandwidth is saved).
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3. Update Agent will alternatively query eScan Update servers on internet for getting
updates whenever there is a connectivity problem between the update agent and
eScan Server.

Steps for Creating Update Agent

1. Go to Managed Computers and click on Update Agent button, as shown below —

-
Managed Computers £ Refresh [ Help

4 search | B Update Agent jeEm—

[ Action List = [ client Adtian List = 5} Rolicy Templates | 5§ Palicy Criteria Templates

B4 | Managed computars Hame
u Palicy CJ Palicy
(4 @roup Tasks =
lﬂ Group Tasks

8 client Computers (1)
: )8 Client Computers

@[] Roaming Users

2. You will be forwarded to Update Agent window, as shown below —

3. Browse the Endpoint that you want to make update agent for desired group using [I]
button present beside “Update Agent” field, as shown below -

Update Agent: [I]‘é‘

4. Select the Endpoint to make it as an update agent for the group and click OK, as shown
below —
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Select Client i vele

ECJ Managed Computers

: [ panny

i Roaming Users

=113 ] [ Cancel

5. Click on browse button present beside “Group Name” to select the group for which update
agent is being created.

Group Mame: [I]-e

6. You will be forwarded to Select Group Window, as shown below —

select Group | Help

B- CJ Managed Computers

----- O [] Reaming Usars

[ Mew Group ] [ Ok, ] [ Cancel ]

7. Click OK, and then Click on ADD button present on the interface, as shown below-

Update Aent i e
Select Group Homs and Update Agent
Usdate Agant [
e Hama =
Update Agent e
[
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8. Update Agent will be created for the selected group and detail will be displayed on the
interface, as shown below —

Update Agent [TRE

Select Group Name and Update Agent

Update Agent:

FIE)

Group Name:

Add

Update Agent Assigned to Group(s)

DANNY Mansged Computers (]

9. Click on ) in case if you wish to remove the selected endpoint as update agent.
10. Update Agent will be removed instantly.
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Managing Installations

After grouping all computers in logical groups using eScan Management Console, you can now
install eScan Client as well as other third party software on the computers connected to your

network. [Conditions Apply]

This section will give you an overview on following activities —

¢ Installing eScan Client - eScan client can be installed on computers connected to the
network in the following ways

e Remote Installation — It allows you to install eScan Client on all the computers in a
selected group at once. You can initiate and monitor eScan Client installation using
eScan Management Console. For more click here

e Manual Installation — In case remote installation fails, you can allow computer users
to install eScan client manually on their computers. It does not require any remote
assistance. For more Click here

e Installing eScan using agent - Installation of agent ensures that you have
Administrator rights on the computer and you can now remotely install eScan Client
on that computer. For more click here

° Installing other Software (3rd Party software) — eScan Management Console allows you
to install third party software on networked computers remotely. For more click here.

° Deploying hotfixes - Using this option you can deploy hotfixes that eScan Server has
downloaded from eScan website. This option is highlighted only when downloaded
hotfix is saved in program files\escan\wgwin folder.

° Uninstall eScan Client — Using this option you can uninstall eScan Client from selected
endpoint.

° Connecting to the Client — Using this option you can take the remote access of the
selected Client Computer.

° Move from Group - Using this option you can move selected endpoint from one group
to other.

. Remove from Group - Using this option you can remove selected endpoint from the
group.

. Viewing Installed Software List — Using this option you can view list of software
installed on Endpoints connected to your network.
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e Force Download — This option is present under Client Action list in Managed Computer
Section. You can update eScan client on any networked computer by using this option.
It is required in cases where client has not been updated on the computer for many
days. Select the Client Computer and click Force Download in the Action List Menu. It
will initiate the Forced download process on selected Client computer.

Note: Conditions for third party software installation

e After starting the installation from eScan Management Console, no manual intervention
should be required to complete the installation on Client Machine. Only automated
installations can be done through eScan Management Console.

e Care should be taken that the installation file is not huge as it may impact internal network
speed of your organization.

e Send Message

Send Message is a new add-on feature implemented in eScan Console, through which you can
make broadcast to multiple Endpoints. If System Administrator wants to send an
announcement or an alert message asking user to log off the system or contact the System
administrator, this can be easily done using eScan console, without installing any third party
software on the client system.

e Sending a message to client:
e Select the Client computer and then go to Client Action List, now click Send Message and

type your message and Click Send. The message will be sent instantly to the selected
computer.

Note:

The character limit is 120 only; if the system is not switched on or not connected to network for
some reason, you will need to resend the message again to those endpoints.

e Outbreak Prevention
This option allows the administrator to Deploy outbreak prevention policies during an
outbreak that restricts access to network resources from selected computer groups for a
defined period of time.
e Deploy Outbreak Prevention
Administrator can define following policies:
e Limit Access to shared folders- After implementing outbreak Prevention policies, all
computers in the selected group will have read only access to Shared Folders on

their individual computers. The user can access the file but cannot modify it while
accessing from any other computer.
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e Deny Write Access to Local Files and folders- All Computers in the selected group
will not have permissions to modify or create new file or folder in the selected
folders or files as defined by the administrator.

e Block Specific Ports- Select and Block a Port or a Port Range for TCP/ UDP Protocols.
The user will be notified at the start or after restoring original policies through a
customizable popup message on client computer if desired.

e Block All Ports (Other than trusted client-server ports): Select this option and it will
block all the ports except the trusted client-server ports in case of a virus outbreak.

e Automatically restore outbreak prevention: The administrator can set the hours
(using the dropdown) after which the system will automatically restore the outbreak
prevention settings.
e Restore Outbreak Prevention

e Notify Client users after restoring the original Settings: Select this option to send
notification to client users after restoring the original Settings.

Note:

The above outbreak prevention policies will be enforced on all the selected computers or
groups. Incorrect configuration of these policy settings can cause major problems with the
computers.

e Delete All Quarantine Files - Using this option you can Delete all Quarantined Files from
Selected Endpoint.

e Change Client System File - Using this option you can sync clock of managed endpoint with
that of eScan Server.

e Remote Installation of eScan Client —

e Preparing Client Computer for Remote Deployment

To install eScan ISS for Business on the client system, check if the basic system requirements
are in place.

e Configuring the settings on -
e  Windows XP Professional systems (Windows XP, 2000, 2003, all editions)

Click Start, and then click Control Panel.

Double-click the Administrative Tools icon.

Double-click the Local Security Policy icon.

On the navigation pane, click Local Policies folder, and then click Security
Options folder.

PwnNPE
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5. Double-click Network Access: Sharing and Security Model for Local accounts
policy.

6. Select Classic - Local user authenticate as themselves option from the drop-down
list.

7.  Click Apply, and then click OK.

8.  Double-click the Accounts: Limit local account use of blank passwords to
console logon only policy. The Accounts: Limit local account use of blank
passwords to console logon only dialog box appears.

9. Click Disabled option.

10. Click Apply, and then click OK.

If Windows firewall is enabled on all locations, select File and Printer Sharing
check box, under Exceptions tab (Control Panel >> Windows Firewall >>
Exception).

° For Windows XP Home:

Since Windows XP Home has limitations with regards to remote deployment, MWAgent
should be installed on your system. You can download MWAgent from the eScan Web
Console.

° For Windows Vista /Windows 7 / Windows 8 / Windows 8.1

1.  Click Start on your desktop, and then click Run.

2. Now type secpol.msc, and then click OK. You will be forwarded to Local Security
Settings window.

3.  Onthe navigation pane, click Local Policies folder, and then click Security
Options folder. The security policy appears.

4. Double-click Network Access: Sharing and Security Model for Local accounts
policy.

5.  Select Classic - Local users authenticate as themselves option present in the
drop-down list.

6. Now click Apply, and then click OK.

7. Double-click the Accounts: Limit local account use of blank passwords to console
logon only policy.

8.  Click Disabled option. Now Click Apply and then click OK. If the firewall is
enabled, select File and Printer Sharing check box, under Exceptions tab.

9.  On desktop Click Start, and right-click My Computer, now click Manage. You will
be forwarded to the Computer Management window.

10. On the navigation pane, click Local Users and Groups option, and then click
Users folder, and double-click Administrator. You will be forwarded to the
Administrator properties window.

11. Check Password never expires and uncheck Account is disabled check box.

12. Click Apply, and then click OK.

You can install eScan remotely on any computer or group present in Managed Computer using
the following simple steps —
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° Option — 1 — Installing eScan Client on all Computers present in a Group

1. Click Managed Computer and select the Group where you wish to install eScan Client.

-
Managed Computers « PRefresh E Help

O Search | F' Update Agent

ED Action List » ED Client Action List = [Z}# Policy Templates | 2} Policy Criteria Templates

E| = Managed Cornputers e mR

l;J Palicy l:J Palicy
@ Group Tasks

1;5 Cliant Cornputars (1]

@ Group Tasks

'J'rg Client Cormputers

" = Roarming Users

2. Now click Deploy/ Upgrade Client option present in the Action List drop down menu.
|:E1] Action List

Mew Sub Group

Set Group Configuration
Deplay # Upgrade Client
Uninstall eScan Client
Sewnchronize with Adive Directory
Cuthreak Prevention

Create Client Setup

Properties

If you want to deploy only on specific computers then select those specific computers
and follow all the above mentioned process from the client Action list drop down.

3.  You will be forwarded to Client Installation Window, select the desired options and Click
install.

www.escanav.com



eSgan

Enterprise Security

(= eScan Management Console - Windows Internet Explorer

Client Installation

Select Application for Installation

(TR
@ nstall eScan

Select eScan Installztion Option

[Jauts Rasoot after tnstsl
[ show Progress on Client (onl

y for XP/2000)
[Jnstail witheut Firsvall

[T pizzble zuto dovmlozding of Windovs patches by eScan
Installztion Path

[«Dafaules

v = )
O Install Other Software

O Install Agent

Done

% Local intranst

‘a v Hom -

4. By Default eScan is installed at the following Path on managed endpoint.

C:\Program Files\eScan (default path for 32-bit computer) or
C:\Program Files (x86)\eScan (default path for 64-bit computers)

5. You can also define the installation path where you wish to install eScan using the Add
option.

7 eScan Management Console -- Webpage Dialog

Add Folder

|D:"._ezcan Client

|

6. Click Install.

7. The progress of File transfer will be displayed.
8. The progress of File transfer will be displayed
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{5 eScan Management Cansole - Windows Infernet Explorer (A=)

Client Installation [ Helo

cting to Computer...
files to host DANNY. Pls Wait ...

27/2014 11:08:15 AM : [DANNY.
27/2014 11:08:15 A

27/2014 11:08
27/2014 11:08
27/2014 11:08
27/2014 11:08:54
27/2014 11:08:55

[Epepeyepey

lsted 100 %
Install/Upgrade Software on Host' successfully scheduled on DANHY

Done %3 Local intranet fy - Hio0n -

9.  After Installation the eScan status will be updated in Managed Computers list “Installed
(Client) — eScan ISS for Business”.

[0 computer Name IF Address 25can Status Wersion Last Connection Installed Directory M
|:| IE' DANNY 192.168.0.60 Installed (Server) - eScan Corporate - 360 | 14.0.1400.1578 3/26/2014 4:37:03 PM | Ct'\Program Files\eScan'  Er

° Option — 2 — Installing eScan Client on an individual Computer in a Group
1. Click Managed Computer.
2. Now Select the Group which that computer belongs to.

3. Click Client Computers option present under the Group tree.

"amagrd Lty " 1]
5 s -
: O Cotwser sems Dfadbes  alow Baies Xacmes Last Caveatins Laainted Crastery
- T o
e
¥ i
L -4
w
=

4. All computers present in the group will be visible in the list on the right. Select the
computers where you wish to install eScan Client.
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5. Now click Deploy / Upgrade Client under Client Action List menu.

HMansged Campater s lrs il =

I action i [ Comnt domen Umt = 5] malrmnn Cha Camainr Saiwrind) 1

— 2 Gomue nars [Faddesss  aboes foses fewes wanSescemss luodsd Desager Mesar foter ss-ons Mad dencveey Seh Sy
_m N T LIRS it Dnanals

6. You will be forwarded to the Client Installation window.

7. Now Select Install eScan option and also select the desired eScan installation option using
the respective checkboxes present on the interface.

8. By Default eScan is installed at the following Path on Client computer.

C:\Program Files\eScan (default path for 32-bit computer) or C:\Program Files
(x86)\eScan (default path for 64-bit computers)

9. You can also define the installation path where you wish to install eScan using the Add
option present on the interface.

10. Click Install to initiate the installation process on Client Computer. eScan Server will start
copying files required for installing eScan Client on the client computer and progress of file

transfer will be displayed on the interface.

After installation eScan status will be “Installed (Client) —eScan ISS for Business”.

Computer Hame User name Local Administrator User(=] eScan Status Wersion Last Conr

E' AN DA Administrator,Dan Installed (Client) - eScan IS5 for Business 14.0.1400,191& iof0i/20:

° eScan Client Protection Status
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Status Name Description

This status is displayed when the File anti-virus
(] Protected module of eScan Client is enabled and eScan was
updated in last 2 days.

This status is displayed when either eScan is not
(8] Mot Installed / Critical installed on any computer or File AV / Real time
Protection is disabled.

This status is displayed when communication is
(& Unknown status broken between server and Client due to any
reason.

This status is displayed when a Computer is defined

' Update Agent
¢ TResEEaaEn as an Update agent for the group.

° Viewing Properties of a Group

The Properties option present under Action List Menu in Managed Computers displays
following important details of the Group

° General Tab

=  Group Name

= Parent Group

=  Group Type — Normal or Roaming User

= Sub Groups or Number of Computers in that Group
= Date of Creation of the Group
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. Creating Sub Groups

You can create a Sub Group under any group by using the following simple steps —

1. Click Managed Computers.
2. Select the Group under which you wish to create a Sub Group.

-
Managed Computers % Refresh [ Help
£ search

[ Action List »| [ Client Action List ¥

Nsme
[ Policy
(& Group Tasks

8 Client Computers

- iyl Client Computers
B ) Content Writers
[ 2alic,

[0 Grous Tacks

W8 client Computers (1]

3. Now click New Sub Group under Action List menu.

Managed Computers % Refresh |l Help
£ sSearch
[ Action List = [f) Client Action List ~

(= Sub Group—,

Set Graup Configuration

Name

(] eolicy
Deploy / Upgrade Clisnt =
A BT (@ Group Tasks

8 Client Computers

Uninstall eScan Client

Remove Group

Proparties

4. You will be forwarded to Creating New Group window, write the name of the Group,
Select the Group type using the Drop Down (Normal User, Roaming User) and click Ok.

{= eScan Management Console - Windows Internet E... r._ __

Creating New Group E Help

Craeate New Group

New Group Mame : Proposal Writers

Group Type Mormal User b

[ Ok ][ Cancel ]

‘_-_gLocaIintranet Fg v H100% -

5. The created group will be added under the Parent Group.

° Removing a Group
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1. Select the Group that you wish to remove from the Managed Computers list and Click
Remove Group under Action Menu.

- . b |

2. To confirm click OK. The Selected Group will be removed instantly. Please note that you
cannot delete a Group until it is empty.

Message from webpage

H_?/ Do wou really want to remowve the group "Content Wrikers" ¢

I Ok ] [ Cancel ]

° Setting Group Configuration

Using this option you can define single Username and Password to login for all the
computers in the group. It can be done using the following simple steps —

Click Managed Computers.

Now Select the Group for setting the Configuration.

Now click Set Group Configuration under Action List dropdown menu.
Now define the Username and Password for the group and click Save.
The settings will be configured instantly.

uhwnN e

Note — This is the System Login and Password that will be required for Login on any
computer in that group. This option is valid for Computers with Windows Operating
system only.

. Refreshing Client

Use the following steps to refresh the status of eScan Client on any networked
computer.

1. Click Managed Computer.
2. Select the Computer(s) present under any Group.

o Cormputer Name IP Address Local Adrministrator User(z] eScan Status Wersion Lazt Conr

v IE DAM MY 192,168.0,60 Adrninistrator,Dan Installed (Client) - eScan IS5 for Business 14,0,1400,1916 10/01/20:

3. Now click Refresh Client.
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4. The Status will be refreshed once the process is over.
. Moving Computer from one Group to Other
Use the following steps to move selected computers from one group to other —

Click Managed Computers.

Select the desired computers present in a group.

Now click Move to Group option under Client Action List drop-down menu.

Select the group in the tree to which you wish to move the selected computers and
click OK.

5. The selected computers will be moved to this group instantly.

PwnNPE

° Viewing Installed Software (on Client Computer)
Use the following Steps to view installed software on client computers --

Click Managed Computers.

Select the desired computer present under Managed Computers.

Now click Show Installed Software under Client Action List drop-down menu.
List of all the Software installed on that computer will be displayed on pop up
window in an instant.

PwnNPE

° Removing Endpoints from a Group in Managed Computers
Use the following Steps to remove selected computers from a group --

1. Click Managed Computers.

2. Select the desired computers present in a group that you wish to remove from
Managed Computers.

3. Now click Remove from Group option present under Client Action List drop-down
menu.

4. Click OK to confirm.

° Uninstalling eScan Client

Use the following simple steps for uninstalling eScan Client on any networked computer.
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1. Select the Computer and click Uninstall eScan Client under Client Action List menu.

Humaged Companrm

=

o [ -

2. You will be forwarded to the Client Uninstallation window

r_’j eScan Management Console - Windows Internet Explorer E][E|E|

Client Uninstallation

ﬁ Help

Ready to Start Uninstzllztion
Click "Uninstall” to Start Uninstallation

3. The task will start instantly. eScan Management Console will display the progress
details.

(= eScan Management Console - Windows Internet Explorer [E8=1E3)

i Heln

3/37/2014 12:06:47 BM succassfully schaduled on DANNY

4. Click Close when the Uninstallation process is over.

Note:

e You can uninstall eScan Client from all the computers in the group by selecting the Group

and then Click Uninstall eScan Client under Action List drop down menu.

Manually Installing eScan Client on Network Computers

Manual Installation is required on computers where remote installation through eScan
Management Console is not possible. Download link for manually installing eScan Client or
Agent are displayed on the Login Page of eScan Management Console.
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WEB CONSOLE LOGIN

Please type vour User name and Password to access the Web Console.

User name:
For &ctive Directary account: domaintusername

FPasswaord: Login

vou can provide users the following link{s):

eScan Client Setup (Windows)
http: A TECHWRITER : 10443/ Setup/eScan Client.exe [+]

eS5can Agent Setup (Windows)
http: A TECHWRITER: 10443/ Setup/Agent Setup.exe [+]

Copyright @ zo15 Micro™World Technologies Ine. &1] rights reserved.

Forward this link to the user of the Client computer on mail and guide him through the
installation process.

Also check - Show Client Setup Link

° Installing eScan client using agent
Use the following simple steps to install eScan using agent --
° Remotely Installing agent on Client Computer(s)

Click Managed Computers.

Select the Group to which the Computer(s) belongs to.

Now select the Computer(s) from the listed Computers in the Group.

Select the Deploy / Upgrade Client option under Client Action List drop-down menu.
Select Install Agent option and click Install.

This will install agent on selected computers.

S

This option useful in case when there are glitches in the network connectivity between
server and Client Computer, it will overcome those glitches thus speeds up the client
installation on the selected computers.

° Manually Installing agent on Client Computer(s) — For manually installing agent on

Endpoints. Please send the link that is displayed on the Login Page of eScan
Management Console to the users of the Client Computer on mail.
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WEB CONSOLE LOGIN

Please type vour User name and Passward to access the Webh Console,

User name:

For Active Directory account: domain\username

Passward:

You can provide users the following link{s):

eScan Client Setup {(Windows)
http: S TECHWRITER 1044 3/Setup/eScan Client.exe

eScan Agent Setup {(Windows)
http: A TECHWRITER 1044 3/Setup/Agent Setup.exe

Login

[+]

[+]

Copyright Bzo15 MicroTWorld Technologies Ine. A1l rights rezerved.

Also check - Show Agent Setup Link

Installing other Software (3" Party Software)

Using eScan Management Console, you can easily install other third party applications
on any networked computer in Managed Computers. This can be done using the

following simple steps —

Click Managed Computers.

PwwnNPE

Software option.

Select the desired computer present under Managed Computers.
Now click Deploy / Upgrade Client under Client Action List drop-down Menu.
You will be forwarded to the Client Installation window. Select install Other

{2 eScan Management Console - Windows Internet Explorer

Client Installation

Select Application for Installation:

O Install escan

) Install Other Software
[ Linux/MAC Client Setup
R=quired files for Instzllztion
Ci\Documents =nd SettingsiAdminihy
Documents\Bencylexe'\Firefox Sstup 3.5.2.exe J Add
Executzble file
Firsfox Setup 3.5.2.exe v

Parametars

O Install Agent

Dane ‘J Local intranet

iy v Emim -
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5. Now Click Add and give the exact path of the EXE (on eScan Server) that you wish to install
on the selected Computer. Click Add.

2 eScan Management Console -- Webpage Dialog

Add Files

C:\Documents and Settings'Admin'My Documents'\Bency'\exe\Firefox Setup 3.5.2.exe|

6. The selected EXE will be added to the “Required files for Installation” list.

{2 eScan Management Console - Windows Internet Explorer FEX

Client Installation [ Heip

Select Application for Installation:

O 1nstall escan

@ Install Other Software

IDone & Lacal intranet s v WAm% v

7. The Executable Filename will be displayed in the respective dropdown menu present on the
interface.

8. You can define the command line Parameters if required.

9. Click Install to initiate the Installation process.

10. You will be confirmed through a message on completion.

tlient Installation i vew

5/3/2014 11:09:02 AM : [DANNY]: Connecting to Computer..

5/3/2014 11:09:02 AM : [DANNY]: Deploying other software files to host DANNY. Pls Wait ...

5¢3/2014 11:09:02 AM : [DANNY]: Copying file 1 of 1

5/3/2014 11:09:03 AM : [DANNY]: Completed 100 %

S5¢3/2014 11:09:04 AM : [DANNY]: Task 'InstallfUpgrade Software on Host' successfully scheduled an DANNY

<lose Cancel

“Task 'Install/Upgrade Software on Host' successfully scheduled on... “
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Managing Policies and Tasks for the Group

You can control all modules of eScan Client by defining Policy templates and creating tasks
through eScan Management Console.

e Defining Policies for the Group - Using the policy templates you can define rule sets for all
modules of eScan client to be implemented on the Managed Computer Groups. eScan
allows you to define security policies for Windows Computers connected to the network.

e Defining Policies for Computers with Windows operating system — eScan allows you to
define policies for the following Modules of eScan Client on Windows operating system

Modules Description

File Anti-virus This would scan all the existing files and folders for any infection. It will
allow you to report / disinfect/ quarantine/delete objects. This will also
save a copy of report file for future reference, and will display alert
messages.

Anti-Spam This will prevent you from receiving spam mails by checking the content
of outgoing and incoming mails, quarantines or deletes the mails based
on the phrases added and allows mails based on the whitelist settings.
Firewall This will help you in putting up a restriction to incoming and outgoing
traffic and hacking. You can define the firewall settings here. You can
define the IP range, permitted applications, trusted MAC addresses and
local IP addresses.

Privacy Control This will allow you to schedule an auto erase of your cache, ActiveX,
cookies, plugins, and history. You can also secure delete your files and
folders where the files will be deleted directly and no traces of that could

be found.
Mail Anti-Virus This will allow you to analyze all the incoming mails. This analyses the
mails by breaking it into three sections the header, subject and the body.
Endpoint Security This will control the devices from the point of end users by allowing/

restricting USB, white listing.

Steps for Defining Policy templates for the group

1. Go to managed computers and click Policy Templates; this will open the Policy Templates
window. Click New Template and select the rule — sets that you want to define. (Click here
for more details)

2. Enter a template name and Click Save. You can see that the new template is listed.

e New Template: This option will allow you to create a new template, define the policy
details for this particular template. It will allow you to create any number of
templates.

e Properties: This option will allow you to view the properties of an existing template.
You can also make changes to the existing policy details or even enable or disable a
particular policy.

e Delete: This option will allow you to delete the existing templates.
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e Assign to Group(s): This option will allow you to assign the policy template to
group(s). All the policies that are defined in the particular template will be applied to
the group(s).

e Assign to Computer(s): This option will allow you to assign the policy template to
specific computer(s). Select the particular template and click on Assign to computer(s)
and select the particular computer under managed groups.

e Copy Template: This option will allow you to duplicate the existing policy template,
make changes and save as new policy template.

3. After creating the policy templates, select the particular managed group to which you want

to deploy the policies.

4. Select the particular managed group and click policy templates, the list of existing policy
templates will be displayed.

5. Select the template as per your requirement and click Assign to group or assign to
computers as per your requirement.

Note:

You can apply the same policy templates to multiple managed computers and/ or multiple
computers.

Rule — Sets for Policy templates
Set the rule —sets for each escan module by selecting the module and then click on edit.

Select Rule-Sets

Enter Ternplate Mame:* [+7:1

¢/ Fila Anti-virus Edit Mail Anti-virus Edit
Anti-Spam Edit Web Protection Edit
Firew all Edit EndRoint Security Edit
Privacy Control Edit
Administrator Password Edit D5/ Schedule Scan Edit
MWL Inclusion List Edit MWL Exclusion List Edit
Motifications & Events Edit Schedule Update Edit

Save Cancel [*] Mandatory Fields

e Select the Module in the group and click Edit to define the policies for the Module.
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Selact Rule-Sats

Enter Template Marme:* QA
#I|File anti-virus Edit || ¥ | pail Anti-viras Edit
L4 Anti-Sparmn Edit |}1¥/|web Protection Edit
/| Firew all Edit |} 1¥/|Endpaint Security Edit
L4 Privacy Control Edit
Adrinistrator Pazzword Edit 0035/ Schedule Scan Edit
MWL Inclusion List Edit MWL Exclusion List Edit
Maotifications & Events Edit Schedule Update Edit
Save Cancel [*] Mandatory Fields

e You will be forwarded to a page where you can define actions and policies specifically for
that module which you wish to be implemented on all Endpoints in that group. eScan
Management Console allows you to define policy template for every option present in all
the Modules of eScan Client . All Policies are automatically implemented after next update
on the endpoints.

Configurable Policies for the endpoints

1. File Anti-Virus

Objects

File Anti-Virus [ Helr

Ohjects Options Block Files Folder Protection File Rights

Actions in case of uirus detection
Report anly
Bl pisinfact
) Qusrsntine obisc
Delete object
© ¥ scan local rernovable disk drives
* ¥ scan local hard disk drives
* ¥ scan network drives
* Scan files of fallowing types
© ¥ Exclude by rask
¥l ot 2 wirus List
¥ Exclude Files / Folders

¥ scan compound obfects

-5
A R R R R Y R

Enable code analyser

Default Advanced Setting Ok Cancel

This tab provides you with a number of settings for adjusting the File Anti- Virus module as per
your requirements. For example, you can configure module to scan specific storage devices or
exclude files of a given file type.

e Actions in case of virus detection: This section lists the different actions that File
Anti- Virus can perform when it detects a virus infection. These actions are Report
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only, Disinfect, Quarantine, and Delete object. Out of these, the Disinfect option is
selected by default. By default, the quarantined files are saved in C:\Program
Files\eScan\Infected folder

e Scan local removable disk drives: [Default] - Select this check box if you need to scan
all the local removable drives attached to the computer.

e Scan local hard disk drives: [Default] - Select this check box if you need to scan all the
local hard drives installed to the computer.

e Scan network drives: [Default]- Select this check box if you need to scan all the
network drives, including mapped folders and drives, connected to the computer.

e Scan files of following types - Select this option if you need to scan all files, only
infectable files, and files by extension (Scan by mask). eScan provides you with a list
of default files and file types that it scans by extension. You can add more items to
this list or remove items as per your requirements by using the Add / Delete option.

e Exclude by mask: [Default] Select this check box if you need the File Anti-virus
monitor to exclude all the objects in the Exclude by mask list during real time
monitoring or scanning. You can add or delete a file or a particular file extension by
double-clicking the Add / Delete option.

e Not a virus list: [Default] File Anti-Virus is capable of detecting riskware. Riskware
refers to software that are originally not intended to be malicious but somehow can
pose as a security risk to critical operating system functions. Select the check box to
add the names of riskware, such as remote admin software, to the riskware list in the
Not a virus list dialog box by double-clicking the Add / Delete option if you are
certain that they are not malicious. The riskware list is empty by default.

e Exclude Files/Folders: [Default] Select this check box if you want File Anti-virus to
exclude all the listed files, folders, and sub folders while it is monitoring or scanning
folders. The Files/Folders added to this list will be excluded from the real-time scan as
well as on-demand scan. You can add or delete files/folders from the list of by clicking
the Add / Delete option; you should be adding the path of the folders to exclude
folders and add the file names to exclude the files.

e Scan compound objects: [Default] - Select this check box if you want eScan to scan
archives and packed files during scan operations. By default, Packed is selected.

o Enable code Analyser: You should select this check box if you want eScan to scan
your computer for suspicious objects or unknown infections by using the heuristic
analyzer. When this check box is selected, File Anti-virus not only scans and detects
infected objects by using the definitions or updates, but it also checks for suspicious
files stored on your computer.

> Options
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File Anti-Virus i nelp

Objects Options Elock Files Folder Protection File Rights

[Vl save repart file e
Show pack info in the report

[ show desn object infa in the report

B [ imit size to (KB (aupM.rpt)

B Enable Auto backup / Restors

E‘ Do not backup files above size (KB

o [zodsn

Bl Minirmurn disk space (MB)

el Lirnit file size to (KB
Proactive Behaviour Monitor

= [use sound effects for the following events

Disglag attention messages

Enable Malware URL Filter w

[ Default ] [ Advanced Setting ] [ [s1:8 ] [ Cancel ]

This tab helps you configure the basic settings for the File Anti-Virus module, such as the
maximum size of log files and the path of the destination folder for storing log files, quarantined
objects, and report files.

You can configure the following settings:

o Save report file: [Default]- Select this check box if you need eScan to save the
reports generated by the File Anti-Virus module. The report file logs information
about the scanned files and the action taken by File Anti-Virus when an infected
file was found during the scan.

o Show pack info in the report: [Default] - Select this check box if you need File
Anti-Virus to add information regarding scanned compressed files, such as .ZIP
and .RAR files to the Monvir.log file.

¢ Show clean object info in the report: Select this check box if you need File Anti-
Virus to add information regarding uninfected files found during a scan operation
to the Monwvir.log file. You can select this option to find out which files are not
infected.

e Limit size to (Kb) (avpM.rpt): Select this check box if you need File Anti-Virus to
limit the size of the Monvir.log file and avpM.rpt file. You can double-click the
size box and specify the size of the log file.

e Enable Auto backup / Restore: [Default] : Select this check box to back up the
critical files of the Windows® operating system installed on your computer and
then automatically restores the clean files when eScan finds an infection in any
of the system files that cannot be disinfected. You can do the following settings:

e Do not backup files above size (KB): [Default] — Select this check box to prevent
File Anti-Virus from creating backup of files that are larger than the file size that
you have specified.

e Minimum disk space (MB): [Default] eScan Auto-backup will first check for the
minimum available space limit defined for a hard disk drive. If the minimum
defined space is available then only the Auto-backup will function, if not it will
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stop without notifying. You can allot the minimum disk space to be checked from
this option.

o Limit file size to (KB): [Default] Select this checkbox to set a size limit for the
objects or files to be scanned. The default value is set to 20480 Kb.

e Proactive Behaviour monitor: Select this check box for File Anti-Virus to monitor
your computer for suspicious applications and prompts you to block such
applications when they try to execute.

e Use sound effects for the following events: Select this checkbox to configure
eScan to play a sound file and show you the details regarding the infection within
a message box when any malicious software is detected by File Anti-Virus.
However, you need to ensure that the computer’s speakers are switched on.

o Display attention messages: [Default] Select this checkbox to display an alert; it
will display the path and name of the infected object and the action taken by the
File Anti-Virus module.

o Enable Malware URL Filter: Select this checkbox to display an alert in case a
malicious URL has been detected.

> Block Files

File Anti-Virus (TRE

Objects Options Block Files Folder Protection File Rights

#| Disable Autoplay on USE and Fixed Drives

Deny access of executables on USE Drives
Uzer defined whitelist
Add
Delete

Rermouvedll

Dany access of executables from Metwork
User defined whitelist

add
Delete

Fermouesll

¥ Deny Access of follawing files

Guarantine Access-denied files

Eile Narme add

Delete

*
Fespsdirsel* EXED Removeall

Cefault Advanced Setting (=19 Cancel

This tab helps you to configure settings for preventing executables and files, such as
autorun.inf, on network drives, USB drives, and fixed drives from accessing your computer.

You can configure the following settings:
e Disable Autoplay on USB and Fixed Drives: Select this check box to prevent the
automatic execution of the files on USB and Fixed Drives.
o Deny access of executables on USB Drives: Select this check box if you need to prevent
executables stored on USB drives from being accessed.
o Deny access of executable from Network: Select this check box if you need to prevent
executables on the client computer from being accessed from the network.
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o User defined whitelist: This option is effective when the Deny access of executable
from Network tab is enabled. You can use this option to enter the folders that need to
be whitelisted so that executables can be accessed in the network from the folders
mentioned under this list. You need to click the Add button.

o Deny Access of following files: [Default] - Select this check box if you need to prevent
the files in the list from running on the Endpoints.

e Quarantine Access-denied files: You should select this check box if you need to
guarantine files that have been denied access.

Add

e Enter the complete path of the folder to be whitelisted on the client systems. You can
either whitelist the parent folder only or select the Include subfolder option for
whitelisting the sub folders as well.

e You can prevent specific files from running on the eScan client computer by adding them
to the Block Files list. By default, this list contains the value %sysdir%\\*.EXE@. You
need to click the Add Button.

e Enter the full name of the file to be blocked from execution on the client systems.

Folder Protection

File Anti-¥irus G Help

Objects Options Block Files Folder Protection File Rights

Protect files in following folders from madification and deletion

Falder Name Inlugs Subfolder

[ pefault | [ Advanced setting | [ oK | [ cance |

This tab helps you protect specific folders from being modified or deleted by adding them to the
Folder Protection list. It allows you to configure the following setting:

e Protect files in following folders from modification and deletion: [Default] This option
is selected by default. Select this check box if you need the File Anti-Virus module to
protect files in specific folders from being modified or deleted on the client systems. You
need to click the Add button.

Add
Enter the complete path of the folder to be protected on the client systems. You can
either protect the parent folder only or select the Include subfolder option for
protecting the child folders as well.

Default
Note: - Click the Default button, if you want to apply default settings, which are done
during installation of eScan. It loads and resets the values to the default settings.

e File Rights
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Objects | Options | | Block Files | Folder Protaction | File Rights

[ enable e5can Remote File Rights

Do not allow remote users ta modify the following local files

#.com

Allow Modification for following Files

BTEMP 3} v

BWINDIRE! ATEMPY

[_pefault | [(Advanced Setting | [ oK ] [__cancel ]
Use options present under this tab to restrict or allow remote or local users from modifying
Folders, subfolders, Files or Files with certain extensions. eScan allows you to Add/ remove
Folders, subfolders, Files or Files with certain extensions to restrict or allow the user to modify
them.

Enable eScan Remote File Rights: Select this check box to allow/ restrict the remote users to
make any modifications to the file.

Do not allow remote users to modify the following local files: The Files added to this list cannot
be changes by the remote users.

Allow modification for following files: The files added to this list can be modified by the remote
user.

Enable eScan local file rights: Select this checkbox to allow / restrict the local users to make any
modifications to the file.

Do not allow local users to modify the following files: the files added to this list cannot be
modified by the local users.

Allow modification for files: The files added to this list can be modified by the local users.
e Add: This will allow you to add the files or the folder path to the list
e Delete: This will remove the selected file or folder and subfolder from the list.
e Remove all: This will remove all the files and folders from the list.

e Advanced Settings

Using Advanced Settings option you can define Policies for more advanced options in eScan
Client. These policies are defined in the .ini file or registry of the endpoints.
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Advanced Setting

Mame Malue

Disable Reload Password (2=Disable/1=Enable)

Display Print Job events

IPAddress Change Allowed (2=Disable/1=Enable)

Enable Time Syneranization

arantine folder after Days spedfied 28

arantine Falder after Size Limit specified in ME

Exclude Spstem RID from S:

ing

Disable Virtual Key Baard Shorteut key

Shou eScan Tray Menu

Shou eScan Tray Ican

Show eSean Desktop Protection Ican

o
1
1
Disable dewnloading of Windows Patch 1
1
1
1
1

Enable eScan Remate Support in Nen-Administrator mode

Define Virus Alert Time (in seconds) 10

Show Malware URL Warning

Pratect Windows Hosts File

Search for HTML Seripts

Shau Netwark Executable black alert

g|ojo|ojojojojo|o|o|o|o|go|o|g|og|r

H

It allows you to configure advanced settings for eScan.
Mail Anti-Virus

Mail Antivirus Settings E Help

* Start Stop

Scan Options

—Block Attachrents Types Action

Add * pisinfect Delete
PRETTY* EXE Delete
MAWT*, EXE Ld Quarantine Infected Files
KA, HT Advanced
FIXZ00* EXE
MIME, *
TRY*,EXE
SUPP* EXE
THE_FLv. *
“r2ZKLEXE v

— Port Settings
Port Settings for eMail

Gutgaing Mail(SMTP] (25
Incoming Mail(POP3) (110

Scan Cutgeing Mails

Default Ok Cancel

This module scans all incoming and outgoing emails for viruses, spyware, adware, and other
malicious objects. It helps you send virus warnings to client computers on the Mail Anti- Virus
activities. By default, Mail Anti -Virus scans only the incoming e mails and attachments, but you
can configure it to scan outgoing e-mails and attachments as well. Moreover, it helps you notify
the sender or system administrator whenever you receive an infected e-mail or attachment.
This page provides you with options for configuring the module.

Scan Options

This tab allows you to select the emails to be scanned and action that should be performed
when a security threat is encountered during a scan operation. This tab helps you configure the
following settings:
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o Block Attachments Types: This section provides you with a predefined list of file types
that are often used by virus writers to embed viruses. Any email attachment having an
extension included in this list will be blocked or deleted by eScan at the gateway level.
You can add file extensions to this list as per your requirements. As a best practice, you
should avoid deleting the file extensions that are present in the Block Attachments
Types list by default. You can also configure advanced settings required to scan emails
for malicious code.

e Action: This section helps you configure the actions to be performed on infected emails. These
operations are as follows:

1. Disinfect: [Default] Select this check box, if you need Mail Anti-Virus to disinfect infected
emails or attachments.

2. Delete: Select this option, if you need Mail Anti-Virus to delete infected emails or
attachments.

3. Quarantine Infected Files: [Default] - Select this check box if you need Mail Anti-Virus to
guarantine infected emails or attachments. The default path for storing quarantined emails
or attachments is C:\Program Files\eScan\QUARANT. However, you can specify a different
path for storing quarantined files, if required.

¢ Port Settings for email: Specify the ports for incoming and outgoing emails so that eScan can
scan the emails sent or received through those ports.

1. Outgoing Mail (SMTP): [Default: 25] Specify a port number for SMTP.

2. Incoming Mail (POP3): [Default: 110] Specify a port number for POP3.

3. Scan Outgoing Mails: Select this check box if you need to Mail Anti-Virus to scan outgoing
emails as well.

e Advanced: Click this button to open the Advanced Scan Options dialog box. This dialog box
helps you configure the following advanced scanning options:

¢ Delete all Attachment in email if disinfection is not possible: Select this check box if you
need to delete all the email attachments that cannot be cleaned.

¢ Delete entire email if disinfection is not possible: [Default] Select this check box if you
need to delete the entire email if any attachment cannot be cleaned.

¢ Delete entire email if any virus is found: Select this check box if you need to delete the
entire email if any virus is found in the email or the attachment is infected.

¢ Quarantine blocked Attachments: [Default] Select this check box if you need to quarantine
the attachment if it has an extension that is blocked by eScan.

¢ Delete entire email if any blocked attachment is found: [Default] - Select this check box if
you need to delete an email if it contains an attachment with an extension type that is
blocked by eScan.

¢ Quarantine email if attachments are not scanned: Select this check box if you need to
guarantine an entire email if it contains an attachment that is not scanned by Mail Anti-
virus.

e Quarantine Attachments if they are scanned: Select this check box if you need to
guarantine attachments that are scanned by Mail Anti-virus.
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e Exclude Attachments (White List): This list is empty by default. You can add file names and
file extensions that should not be blocked by eScan. You can also configure eScan to allow
specific files even though if the file type is blocked. For example, if you have listed *.PIF in
the list of blocked attachments and you need to allow an attachment with the name ABC,
you can add abcd.pif to the Exclude Attachments list. Add D.PIFing *.PIF files in this section
will allow all *.PIF to be delivered. MicroWorld recommends you to add the entire file name
like ABCD.PIF.

3. Anti-Spam

Anti-Spam E Help

* Srart Stop

r—Advanced

# Send Original Mail to User
Do not check content of Replied or Farwarded Mails

Cheack Content of Outgoing mails FPhrases

Sparn Filter Configuration
Cheack for Mail Phishing

Treat Mails with Chinese/Korean character set as SPAM
Treat Subject with more than 5 whitespaces as SPAM

Check content of HTML mails

& & & & &

Quarantine Advertisernent mails Aduanced

Mail Tagging Options
Do not change email at all,

Both subject and body iz changed, [Spar] tag iz added in Subject. Acdusal sparm content is
embedded in Body,

"¥-MailScan-Sparm: 1" header line iz added, Actual sparn content iz ermbedded in Body,
® ©Only [Sparn] tag iz added in Subject. Body is left unchanged.

"¥-MailScan-Sparm: 1" header line iz added, Body and subject both rernain unchanged.

Default 14 Cancel

This module filters all your junk and spam emails by using the NILP technology and sends
content warnings to specified recipients. This page provides you with options for configuring
the module. You can configure the following settings.

1. Advanced

This section provides you with options for configuring the general email options, spam filter
configuration, and tagging emails in Anti -Spam.

e Send Original Mail to User: [Default] This check box is selected by default. eScan creates
Spam folder within the email client. When an email is tagged as SPAM, it is moved to this
folder. You should select this check box, if you need to send original email that is tagged
as spam to the recipient as well.

www.escanav.com



';‘!!,
LD]

¥ DIG
[ ]

¢ Do not check content of Replied or Forwarded Mails: You can select this check box, if
you need to ensure that eScan does not check the contents of emails that you have either
replied or forwarded to other recipients.

e Check Content of Outgoing mails: You can select this check box, if you need Anti-Spam to
check outgoing emails for restricted content.

e Phrases: You can click the Phrases button to open the Phrases dialog box. This dialog box
helps you configure additional email related options. In addition, it allows you to specify a
list of words that the user can either allow or block. This list is called the user specified
whitelist. You can specify certain words or phrases so that mails containing those words
or phrases in the subject, header, or body are recognized as spam and are quarantined or
deleted.

e User specified whitelist of words/phrases: (Color Code: GREEN) Click this option to list
the words or phrases that are present in the whitelist. A phrase that is added to the
whitelist cannot be edited, enabled, or disabled.

e User specified List of Blocked words/phrases: (Color Code: RED) Click this option to list
the words or phrases that are defined in block list.

e User specified words/phrases disabled: (Color Code: GRAY) Click this option to list the
words or phrases that are defined excluded during scans. The options in the Phrases to
Check dialog box are disabled by default.

Spam Filter Configuration: This section provides you with options for configuring the spam
filter. All options in this section are selected by default.

e Check for Mail Phishing: [Default] Select this check box, if you need Anti-Spam to check
for fraudulent emails and quarantine them.

e Treat Mails with Chinese /Korean character set as SPAM: [Default] Select this checkbox
to scan emails with Chinese or Korean characters. This is based on the research data
conducted by MicroWorld’s various spam email samples collected from around the globe.
From these samples, it was observed that spammers often use Chinese or Korean
characters in their emails.

¢ Treat Subject with more than 5 whitespaces as SPAM: [Default]- Select this check box to
check the spacing between characters or words in the subject line of emails and treat
emails with more than five whitespaces in their subject lines as spam emails. MicroWorld
had found in its research that spam emails usually contain more than five consecutive
white spaces.

e Check content of HTML mails: [Default] Select this check box when you need Anti-Spam
to scan emails in HTML format along with textual content.

¢ Quarantine Advertisement mails: [Default]- Select this check box when you need Anti-
Spam to check for advertisement types of emails and quarantine them.

¢ Advanced: Click this button to open the Advanced Spam Filtering Options dialog box.
This dialog box helps you configure the following advanced options for controlling spam.

e Enable Non- Intrusive Learning Pattern (NILP) check: [Default] NILP is MicroWorld’s
revolutionary technology that uses Bayesian Filtering and works on the principles of
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Artificial Intelligence (Al) to analyze each email and prevents spam and phishing emails
from reaching your inbox. It has self-learning capabilities and it updates itself by using
regular research feeds from MicroWorld servers. It uses an adaptive mechanism to
analyze each email and categorize it as spam or ham based on the behavioral pattern of
the user. You should select this check box if you need to enable NILP check.

e Enable email Header check: [Default] Select this check box if you need to check the
validity of certain generic fields like From, To, and CC in an email and marks it as spam if
any of the headers are invalid.

e Enable X Spam Rules check: [Default] X Spam Rules are rules that describe certain
characteristics of an email. It checks whether the words in the content of emails are
present in eScan’s database. This database contains a list of words and phrases, each of
which is assigned a score or threshold. The X Spam Rules Check technology matches X
Spam Rules with the mail header, body, and attachments of each email to generate a
score. If the score crosses a threshold value, the mail is considered as spam. Anti-Spam
refers to this database to identify emails and takes action on them.

e Enable Sender Policy Framework (SPF) check: SPF is a world standard framework that is
adopted by eScan to prevent hackers from forging sender addresses. It acts as a powerful
mechanism for controlling phishing mails. You should select this check box if you need
Anti-Spam to check the SPF record of the sender’s domain. However, your computer
should be connected to the Internet for this option to work.

e Enable Spam URI Real-time Blacklist (SURBL) check: Select this option if you need Anti-
Spam to check the URLs in the message body of an email. If the URL is listed in the SURBL
site, the email will be blocked from being downloaded. However, your computer should
be connected to the Internet for this option to work.

e Enable Real-time Blackhole List (RBL) check: Select this option if you need Anti-Spam to
check the sender’s IP address in the RBL sites. If the sender IP address is blacklisted in the
RBL site, the email will be blocked from being downloaded. However, your computer
should be connected to the Internet for this option to work.

o RBL Servers: RBL is a DNS server that lists IP addresses of known spam senders. If the IP
of the sender is found in any of the blacklisted categories, the connection is terminated.
The RBL Servers list contains addresses of servers and sites that maintain information
regarding spammers. You can add or delete address in the list as per your requirement.

e Auto Spam Whitelist: Unlike normal RBLs, SURBL scans emails for names or URLs of spam
Web sites in the message body. It terminates the connection if the IP of the sender is
found in any of the blacklisted categories. This contains a list of valid email addresses that
can bypass the above Spam filtering options. It thus allows emails from the whitelist to be
downloaded to the recipient’s inbox. You can add or delete address in the list as per your
requirement.

2. Mail Tagging Options: Anti -Spam also includes some mail tagging options, which are described
as follows:

o Do not change email at all: Select this option when you need to prevent Anti-
Spam from adding the [Spam] tag to emails that have been identified as spam.
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e Both subject and body is changed: [Spam] tag is added in Subject: Actual spam
content is embedded in Body: Select this option to add a [Spam] tag in the
subject line and the body of the email that has been identified as spam. This
option helps you to identify spam emails.

e "X MailScan Spam: 1" header line is added: Actual spam content is embedded
in Body: Select this option to add a [Spam] tag in the body of the email that has
been identified as spam. In addition, it adds a line in the header line of the email.

e Only [Spam] tag is added in Subject: Body is left unchanged: [Default] Select
this option to add the [Spam] tag only in the subject of the email, which has been
identified as spam.

e "X MailScan Spam: 1" header line is added: Body and subject both remain
unchanged: Select this option to add a header line to the email. However, it does
not add any tag to the subject line or body of the email.

3. Firewall

Firewall [TRE

Allow &ll Lirnited Filter ® Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

Mare IP AddressfHost Mame Type Zone
Allow Local Metwark 192, 168,%. % 192,162.0,1-192,162,254,254 IP Rangs Trustad
Add Host Name Add IP Add IP Range

¥ show Application Alert

Default Rules || Advanced Setting Ok Cancel

It is designed to monitor all incoming and outgoing network traffic and protect your computer
from all types of network based attacks. eScan includes a set of predefined access control rules
that you can remove or customize as per your requirements. These rules enforce a boundary
between your computer and the network. Therefore, the Firewall feature first checks the rules,
analyzes network packets, and filters them on the basis of the specified rules. Your computer is
exposed to various security threats on connecting with the internet. The Firewall feature of
eScan protects your data when you:

e Connect to Internet Relay Chat (IRC) servers and join other people on the numerous
channels on the IRC network.
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e Use Telnet to connect to a server on the Internet and then execute the commands on
the server.

e Use FTP to transfer files from a remote server to your computer.

e Use Network basic input/output system (NetBIOS) to communicate with other users on
the LAN that is connected to the Internet.

e Use a computer that is a part of a Virtual Private Network (VPN).

e Use a computer to browse the Internet.

e Use a computer to send or receive email.

By default, the firewall operates in the Allow All mode. However, you can customize the firewall
by using options like Limited Filter for filtering only incoming traffic and Interactive Filter to
turn off and block all. The eScan Firewall also allows you to specify different set of rules for
allowing or blocking incoming or outgoing traffic. These rules include Zone Rules, Expert Rules,
Trusted Media Access Control (MAC) Address, and Local IP list. This page provides you with
options for configuring the module. You can configure the following settings to be deployed to
the eScan client systems.

Allow All - Clicking on this button will disable the eScan Firewall i.e. all the incoming and
outgoing network traffic will not be monitored / filtered.

Limited Filter — Clicking on this button will enable eScan Firewall in limited mode which
will monitor all incoming traffic only and will be allowed / blocked as per the conditions
or rules defined in the Firewall.

Interactive - Clicking on this button will enable eScan Firewall to monitor all the
incoming and outgoing network traffic and will be allowed / blocked as per the
conditions or rules defined in the Firewall.

There are four tabs — Zone Rule, Expert Rule, Trusted MAC Address, and Local IP List, which are
as follows:

A. Zone Rule - This is a set of network access rules to make the decision of allowing /
blocking of the access to the system. This will contain the source IP address or source
Host name or IP range either to be allowed or blocked.

Buttons (to configure a Zone Rule)

1. Add Host Name - This will allow you to add a new name to the Zone rule. Click
this and Add Host Name (New Zone) window will be opened, Enter a new name
in the Host Name field, select the Zone as trusted or blocked to add a host in the
Zone rule; also enter a name for this particular Zone. Click OK to Save all the
details; a new host name will be added.

2. Add IP — This will allow you to add a new IP address to this particular Zone. Click
this and Add IP (New Zone) window will be opened, enter an IP address in this
field here and select the Zone (Trusted / Blocked) and enter a name for the Zone
Rule. Click OK to Save all the details; a new IP address will be added.

3. Add IP Range — This will allow you to add an IP range to be added to this
particular Zone rule. Click this and Add IP range (New Zone), add the IP Range
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(i.e. a range of IP that the Zone rule should be applied), select the Zone (Trusted /
Blocked) and enter a name for the Zone Rule. Click OK to Save all the details.

4. Modify — This will allow you to modify / change an already existing Zone Rule(s),
select the zone rule to be modified and click Modify.

5. Remove - This will allow you to delete any listed Zone Rule(s), select the zone
rule to be deleted and click Remove.

B. Expert Rule — This tab allows you to specify advanced rules and settings for the eScan
firewall. You can configure expert rules on the basis of the various rules, protocols,
source IP address and port, destination IP address and port, and ICMP types. You can
create new expert rules. However, you should configure these rules only if you have a
good understanding of firewalls and networking protocols.

e Source IP Address / Host Name

e Source Port Number

e Destination IP Address / Host Name
e Destination Port Number

Buttons (to configure an Expert Rule)
1. Add - Click Add to create a new Expert Rule. In the Add Firewall Rule Window:

i. General tab — In this section, specify the Rule settings

o Rule Name - Provide a name to the Rule, for easier understanding on a
future date give a name that would depict what the rule is about.

o Rule Action — Action to be taken, whether to Permit Packet or Deny Packet.

o Protocol - Select the network protocol (eg. TCP, UDP, ARP etc...) on which
the Rule will be applied.

o Apply rule on Interface — Select the Network Interface on which the Rule
will be applied.

ii. Source tab — In this section, specify / select the location from where the outgoing
network traffic originates.

iii. Source IP Address —

o My Computer — Select this option to apply the rule for the outgoing traffic
originating from your computer.

o Host Name — Select this option to apply the rule for the outgoing traffic
originating from the computer as per the host name specified.

o Single IP Address — Select this option to apply the rule for the outgoing
traffic originating from the computer as per the IP address specified.

o Whole IP Range — Select this option to enable the rule on a group of
computers in series, you can specify a range of IP address. The rule will be
applied for the outgoing traffic from the computer(s) which is within the
defined IP range.
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o Any IP Address — Select this option to apply the rule for traffic originating
from ANY IP Addresses.

o My Network - Select this option to apply the rule for the outgoing traffic
originating from all the computers in my network.

iv. Source Port —

o Any - Select this option to apply the rule for the outgoing traffic originating
from ANY port(s).

o Single Port — Select this option to apply the rule for the outgoing traffic
originating from the specified / defined port.

o Port Range — Select this option to enable the rule on a group of ports in
series, you can specify a range of ports. The rule will be applied for the
outgoing traffic originating from the port which is within the defined range
of ports.

o Port List — Select this option to apply the rule for an outgoing traffic
originating from the ports as specified in the list. You can add or specify a list

of ports.
Note:
The rule will be applied when the selected Source IP Address and Source Port matches
together.

Destination tab — In this section, specify / select the location of the computer where
the incoming network traffic is destined.

v. Destination IP Address —

o My Computer —The rule will be applied for the incoming traffic to your
computer.

o Host Name — The rule will be applied for the incoming traffic to the
computer as per the host name specified.

o Single IP Address — The rule will be applied for the incoming traffic to the
computer as per the IP address specified.

o Whole IP Range — To apply the rule on a group of computers in series, you
can specify a range of IP address. The rule will be applied for the incoming
traffic to the computer(s) which is within the defined IP range.

o Any IP Address — When this option is selected, the rule will be applied for
the incoming traffic to ANY IP Addresses.

vi. Destination Port —

e Any-When this option is selected, the rule will be applied for the incoming
traffic to ANY port.
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e Single Port — When this option is selected, the rule will be applied for the
incoming traffic to the specified / defined port.

e Port Range — To enable the rule on a group of ports in series, you can specify a
range of ports. The rule will be applied for the incoming traffic to the port which
is within the defined range of ports.

e Port List — A list of port can be specified / added. The rule will be applied for
incoming traffic originating from the ports as per specified in the list.

Note:
The rule will be applied when the selected Destination IP Address and Destination Port
matches together.

e Advanced tab - This tab contains advance setting for Expert Rule.

o Enable Advanced ICMP Processing - This is activated when the ICMP protocol is
selected in the General tab.

e The packet must be from/to a trusted MAC address — Select this option to apply
the rule to the MAC address defined / listed in the Trusted MAC Address tab.

e Log information when this rule applies — This will enable to log information of
the Rule when it is implied.

2. Modify — This button will enable to change or modify any Expert Rule.
3. Remove — This button will delete a rule from the Expert Rule.

4. Shift Up and Shift Down — The UP and DOWN arrow button will enable to move the rules
up or down as required and will take precedence over the rule listed below it.

4. Enable Rule / Disable Rule — These buttons allow you to enable or disable a particular
selected rule from the list.

C. Trusted MAC Address — This section contains the information of the MAC address of the
system.
A MAC address (Media Access Control address) is a hardware address that uniquely identifies
each node of a network. The Trusted MAC address list will be checked along with the Expert
Rule only when "The packet must be from/to a trusted MAC address" option is checked and
the action will be as per specified in the rule. (Refer to the Advance Tab of the Expert Rule).
Options (to configure the Trusted MAC Address)

1. Add-To add a MAC address click on this button. Enter the MAC address to be
added in the list for eg. AO-B3-8F-YZ-00-BC

2. Edit - To modify / change the MAC Address click on this button.
3. Remove —To delete the MAC Address click on this button.
4. Clear All - To delete all listed MAC Address click on this button.

D. Local IP List — This section contains a list of Local IP addresses.
Buttons (to configure the Local IP List)
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1. Add-—To add a Local IP address click on this button.
2. Remove - To remove a Local IP address click on this button.
3. Clear All = To clear all the Local IP address in the list click on this button.
4. Default List — To load the default list of IP address click on this button.
Other Options

e Show Application Alert — Select this option to display an eScan Firewall Alert
displaying the blocking of any application as defined in the Application Rule.

e Default Rules - This button will load / reset the rules to the Default settings
present during the installation of eScan. This will remove all the settings defined
by user.

6. Endpoint Security

EndPoint Security G Help

* Start Stop

Device Control
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Do Wirus Scan ¥| allow user to cancel scan
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Record Files Copied Ta USB Recotd Files Copied Ta Lacal

Record Files Copiad To Metwork ¥/ 1gnore System Drive

— whitelist

Scan Whitelisted USE Devicas

Serial Ho. Device Narme jadd

Irnpart
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Removedll

Disable web Cam Disable Bluetooth

Disable SD Cards Block aAttachments

[~ CD / DVD Settings

Block CD / DVD Read Only - €D / DVD

Default Advanced Setting [e19 Cancel

This module protects your computer or endpoints from data thefts and security threats through
USB or FireWire® based portable devices. It comes with a Device control feature, which helps
you block USB ports, scan the portables, record accessed files via the USB device on your
computer. In addition, this feature provides you with a comprehensive reporting feature that
helps you determine which portable devices are allowed or blocked by eScan.
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This page provides you with information regarding the status of the module and options for
configuring it.

e Start / Stop: It enables you to enable or disable Endpoint Security module. Click the
appropriate option.

e Device Control - The Endpoint Security feature of eScan protects your computer from
unauthorized portable storage devices by prompting you for the password whenever you
plug in such devices. The devices are also scanned immediately when connected to prevent
any infected files running and infecting the computer.

You can configure the following settings:

e Enable Device Control: [Default] - Select this check box if you need to monitor all the
USB storages devices connected to your computer.

e USB Settings: This section will allow you to customize the settings for controlling
access to USB storage devices.

o Block USB Ports: Select this check box to block all the USB ports.

e Ask for Password: Select this check box to prompt for a password whenever a
USB storage device is connected to the computer. You have to type the correct
password to access USB storage device. It is recommended that you always keep
this check box selected.

¢ Use eScan Administrator: Select this checkbox to assign the eScan Administrator
password for accessing USB Storage device; this option is enabled only when the
Ask for Password check box is selected.

e Use Other Password: Select this option to assign a unique password for
accessing USB Storage device; this option is enabled only when the Ask for
Password check box is selected.

o Do Virus Scan: [Default] Select this check box to run a virus scan if the USB
storage device is activated. It is recommended to keep this check box selected.

o Disable AutoPlay: [Default] Select this check box to disable the automatic
execution of any program stored on a USB storage device when you connect the
device.

e Read Only USB: Select this check box to allow access of the USB device in read-
only mode.

o Allow user to cancel scan: Select this check box, to allow the user to the
automatic scan of the USB device.

o Disable AutoPlay: Select this checkbox to disable the auto play of the USB
devices.

e Record Files Copied To USB: Select this check box to create a record of the files
copied from the system to USB drive.

o Record Files Copied To Local: Select this check box to create a record of the files
copied to the Local network.
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e Record Files Copies to the Network: Select this check box to create a record of
the files copied to the Network.

e Ignore System Drive: Select this check box in case of you do not want eScan to
record files that are copied from System drive of managed endpoint to either
network drive or any local drive.

e Whitelist: eScan provides a greater level of endpoint security by prompting you
for a password whenever you connect a USB drive. To disable password
protection for a specific device, you can add it along with its serial number to the
whitelist. The next time you connect the device it will not ask for a password but
will directly display the files or folders stored on the device. This section displays
the serial number and device name of each of the whitelisted devices in a list.
You can add devices to this list by clicking on the Add button.

e Scan Whitelisted USB Devices: Select this option to scan USB devices that have
been added to the whitelist.

e Click Add to enter the Serial number (unique for each USB device) and Device
Name of the USB device to be whitelisted. The Serial Number and the Device
Name details are shown in Endpoint security module in eScan Protection Center
under the same sub-section. You need to insert the USB device on the eScan
server and copy the details onto the eScan web console settings.

¢ Disable Web Cam: Select this option to Disable Webcams connected
o Disable SD Cards: Select this option to disable the SD cards

¢ Disable Bluetooth: Select this option to disable Bluetooth

¢ Block Attachments: Select this option to block all attachments.

Advanced Settings

Advanced Setting

Harne Walue

Allow Composite USB Device

Allow USB Madern

Enable Predefined USB Exclusion for Data Outflow
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Click the Default button, if you want to apply default settings, which are done during installation
of eScan. It loads and resets the values to the default settings.

7. Privacy Control

Privacy Control E Help

General Advanced

—Scheduler Options

“ou can set to run this Tool Autornatically at Warious timmes, Select the tirmes you would like Auto Erase to run
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—#Auto Erase Cptions

Clear Auto-Cormplete Mermory Clear Last Search Menu Clear Cache
Clear Last Run Menu Clear Recent Docurnents Clear Cookies

Clear Temporary Folders Clear Files & Foldars Clear Plugins

Clear Last Find Computer Clear Openf/Save Dialog Box History Clear ActiveX
Clear Browser Address Bar Histary Ermnpty Recycle Bin Clear History
Select All
Default [s1 4 Cancel

Privacy Control protects your confidential information from theft by deleting all the temporary
information stored on your computer. This module comes with the eScan Browser Cleanup
feature, which allows you to use the Internet without leaving any history or residual data on
your hard drive by erasing details of sites and Web pages you have accessed while browsing.
This page provides you with options for configuring the module. There are two tabs — General
and Advanced, which are as follows:

1. General

This tab helps you to specify the unwanted files created by Web browsers or by other installed
software that should be deleted.

You can configure the following settings.

¢ Scheduler Options: You can set the scheduler to run at specific times and erase private
information, such as your browsing history from your computer. The following settings
are available in the Scheduler Options section.

e Run at System Startup: It auto executes the Privacy Control module and
performs the desired auto-erase functions when the computer starts up.

e Run Everyday at: It auto-executes the Privacy Control module at specified times
and performs the desired auto erase functions. You can specify the time within
the hours and minutes boxes.
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e Auto Erase Options: The browser stores traceable information of the Web sites that you
have visited in certain folders. This information can be viewed by others. eScan allows
you to remove all traces of Web sites that you have visited. To do this, it auto detects
the browsers that are installed on your computer. It then displays the traceable
component and default path where the temporary data is stored on your computer. You
can select the following options based on your requirements.

e Clear Auto Complete Memory: Auto Complete Memory refers to the suggested
matches that appear when you type text in the Address bar, the Run dialog box,
or forms in Web pages. Hackers can use this information to monitor your surfing
habits. Select this check box to clear all this information from the computer.

¢ Clear Last Run Menu: Select this check box, to clear this information in the Run
dialog box.

e Clear Temporary Folders: Select this check box to clears files in the Temporary
folder. This folder contains temporary files installed or saved by software.
Clearing this folder creates space on the hard drive of the computer and boosts
the performance of the computer.

¢ Clear Last Find Computer: Select this check box to clear the name of the
computer for which you searched last.

o Clear Browser Address Bar History: Select this check box to clears the Web sites
from the browser’s address bar history.

¢ Clear Last Search Menu: Select this check box to clear the name of the objects
that you last searched for by using the Search Menu.

¢ Clear Recent Documents: Select this check box to clear the names of the objects
found in Recent Documents.

¢ Clear Files & Folders: Select this check box to delete selected Files and Folders.
You should use this option with caution because it permanently deletes
unwanted files and folders from the computer to free space on the computer.

e Clear Open / Save Dialog box History: Select this check box to clear the links of
all the opened and saved files.

o Empty Recycle Bin: Select this check box to clear the Recycle Bin. You should use
this option with caution because it permanently clears the recycle bin.

e Clear Cache: Select this check box to clear the Temporary Internet Files.

o Clear Cookies: Select this check box to clear the Cookies stored by Web sites in
the browser’s cache.

e Clear Plugins: Select this check box to remove the browser plug-in.
e Clear ActiveX: Select this check box to clear the ActiveX controls.
o Clear History: Select this check box to clear the history of all the Web sites that

you have visited.

In addition to these options, the Auto Erase Options section has
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e Select All/ Unselect All: Click this option to select / unselect all the auto erase options.

2. Advanced

This tab helps you to select unwanted or sensitive information stored in the browser’s cache
that you need to clear.

Default

Note:

Click the Default button, if you want to apply default settings, which are done during installation
of eScan. It loads and resets the values to the default settings.

It also allows you to do the following

Define Administrator password - Administrator Password enables you to create and change
password for administrative login of eScan protection center. It also enables you to keep the

password as blank, wherein you can login to eScan protection center without entering any
password.

Add /Change Password E Help

Set Passward * Blank Passward

Enter new Password

Confirm new Password

Use separate uninstall password

Enter uninstall password

Confoarm uninstall passward

Default Advanced Setting Ok Cancel

Advanced Setting

Advanced Setting

Harne walug

Ensble Automatic Download

=

Enable Manual Download

Enable Alternate Download

et Altzrnate Download IntervalIn Hours)

Disable download from Internet for Update Agents

Stop Auto change for download from Internet for Update Agents

Ensble Download of Antigpam update first on dients

S| === ==

Mo password for pause protection

ok

ODS/ Schedule Scan:
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Using ODS/ Schedule Scan you can check for viruses, and make settings for creating logs and
receiving alerts. You can also create task in the scheduler for automatic virus scanning.
There are two tabs — Options and Scheduler.

0D fschedule Scan e

Options

Options tab enables you to make the settings for checking viruses and receiving alerts. There
are two tabs — Virus Check and Alerts. You can do the following activities.

Virus Check: Define the settings for checking viruses.

Note:
Click Default to apply default settings that were set during installation of eScan. It will load and
reset the rules to default settings.

Field Description

In the case of an infection Select an appropriate option from the drop-down list. For
example, Log only, Delete infected file, and [Default] Automatic.
Priority of scanner Select an appropriate option from the drop-down list. For
example, High (short runtime), [Default] Normal (normal
runtime), and Low (long runtime).

File types Select an appropriate option from the drop-down list. For
example, [Default] Automatic type recognition and Only program
files.

Alert

It enables you to define the settings for virus alert. You can also create a log of the infected

viruses.

Note:

Click Default to apply default settings that were set during installation of eScan. It will load
and reset the rules to default settings.

To set alerts

Warn, if virus signature is more than _days old: Select this check box and then type the
number of days in the _days old field to receive alerts when virus signature exceeds the
specified days. By default, you get warning after 3 days.

Warn, if the last computer analysis was more than _days old: Select this check box and
then type the number of days in the _days ago field to receive alerts when last computer
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analysis exceeds the specified days. By default you get warning if the analysis was more than
3 days old.

Log Settings

Prepare Log: Select this check box to prepare log of the infected files, and then click an
appropriate option.

Only infection to be logged: Select this check box to prepare a log of all the infected files.
Full log: Select this check box to prepare a complete log of all the infected and clean files.

Click Save.

Scheduler

0D /Schedule Scan (TLES

Dptions Scheduler

Marne Schedule Mext start

Clear All Add task Delete task Edit

Default Advanced Setting Save Cancel

It allows you to add a task for scheduling a scan.

e Adding a task - It allows you to schedule and define options for Job, Analysis extent,
schedule and Virus Scan and the Files or Folders to be scanned.

e Job
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Automatbc virus scan E Help

Job Analysis extent Schedule Virus scan

Marme b Active

Start Type
®' Startin foreground ¥ gllow user to cancel scan

Start in background

Quit:
Do not quit if virus detacted ¥

Scan only when idle Autormatically shutdown rnachine after scan

Allow user to delete and to change propetties of this job

Save Cancel

It will allow you to create the Job details for Virus Scanning

e Name: Give any name to this particular schedule
e Active: Select this check box to schedule the task.

e Start in foreground [Default]: Click this option to view scanning process in the
foreground.

e Start in background: Click this option to view scanning process in the
background.

e Allow user to cancel scan: Click this option to allow the user to cancel scan.

Quit

Select an appropriate option from the drop-down list Do not quit if virus
detected/Select
Never quit automatically/Always quit

e Scan only when idle: Select this option to scan only when the system is idle

e Automatically shutdown machine after scan: Select this option to automatically
shut down the machine after scan.

e Allow user to delete and to change properties of this job: Select this check box if
you want to allow user to edit or delete the scheduler settings.

Analysis Extent:
It enables you to make the analysis extent settings for virus scanning.
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Automatic virus scan E Help

Job Analysis extent Schedule Yirus scan

Scan Startup
Scan rmermory, registry and services
¥ 5can local hard drives

Ld Scan Systern Drive
¥ Scan Data Drives

Scan network drives

Save Cancel

1. Scan Start up: — Select this option to scan your system on startup

2. Scan memory, registry and Services: Select this option to scan all memory
registry and services.

3. Scan local hard drives: Select this option is scan all local hard drives.
4. Scan system drive: Select this option to scan all system drives
5. Scan Data drives: select this option to scan all data drives.
6. Scan network drives: select this option to scan all network drives.
Schedule
Automatic virus scan E Help
Job Analysis extent Schedule Virus scan
~ Execute
* Once Weekly
Haurly Manthly
Daily With systern startup
—Date and time
0609/ 2016 12:00 pm [Ej
Save Cancel
Execute

Choose the frequency at which the automatic virus scan should be executed. You
can choose from once/hourly/daily/weekly/monthly/with system startup.

Date and time: Select and set the appropriate date and time at which you want the
scan to be executed.

e Virus Scan
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Automatic virus scan a Help

Job Analysis extent Schedule Yirus scan

In the case of an infection: Autornatic v
Priority of scanner: Morrnal (normal runtime) v

File types: Autornatic type recognition T

Log Settings
Ld Prepare Log

® only infection to be logged

Full lag

Save Cancel

e Actions in case of Infection [Dropdown]

It indicates a type of action which you want eScan real-time protection to take, in case of
virus detection.
By default, Disinfect (if not possible, quarantine file) option is selected. Following are the
types of actions:

e In the case of an infection: Select an appropriate option from the drop-down list. For
example, Log only, Delete infected file, and [Default] Automatic.

e Priority of scanner: Select an appropriate option from the drop-down list. For
example: High (short runtime), [Default] Normal (normal runtime), and Low (long
runtime).

e File types: Select an appropriate option from the drop-down list. For example,
[Default] Automatic type recognition and only program files.

e Log Settings

e Prepare Log: Select this check box to prepare log of the infected files, and then click
an appropriate option.

e Only infection to be logged: Select this check box to prepare a log of all the infected
files.

e Full log: Select this check box to prepare a complete log of all the infected and clean
files.

e Click Save.

1. MWL (MicroWorld WinSock Layer) Inclusion List contains the name of all executables
files which will bind itself to MWTSP.DLL. All other files are excluded.

Note:
Click the Default button, if you want to apply default settings, which are done during
installation of eScan. It loads and resets the values to the default settings.

www.escanav.com



Y DIGITAL
»

You can do the following activities.

e Adding files to inclusion list
o Deleting files from inclusion list

e Removing all files from inclusion list

MWL Inclusion List a Help

Add
Delste

Removesll

Default Ok Cancel

» Adding files to inclusion list. It enables you to add executable files to the list.

1. Type the executable file name in the given field, and then click Add. The file gets
added to the list.

2. Click OK.
» Deleting files from inclusion list. It enables you to delete executable files from the list.

1. Select the appropriate file checkbox, and then click Delete. For example,
Eudora.exe, winpm-32.exe, phoenix.exe, and so on. A message appears, whether
you want to delete or not.

2. Click OK. The file gets deleted from the list.

» Removing all files from inclusion list. It enables you to remove all executable files from the
list.

1. Click Remove All. A message appears, whether you want to remove the list or
not.
2. Click OK. All the files get removed from the list.

2. MWL Exclusion List

MWL (MicroWorld WinSock Layer) Exclusion List contains the name of all executables
files which will not bind itself to MWTSP.DLL.

Note:- Click Default, if you want to apply default settings, which are done during
installation of eScan. It loads and resets the values to the default settings.
You can do the following activities.

o Adding files to exclusion list
¢ Deleting files from exclusion list
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e Removing all files from exclusion list

MWL Exclusion List 4 Help

Add
Delete

IMETIMFO.EXE
WHTTPDZZ.DLL Rermoveall
MS-ADMIN.EXE
MS-SLAPD,EXE
TCPSWCS, ERE
SWCHOST.EXE
ESERM.EXE

DO HLOAD EXE
RP.EXE

SPOOLER, EXE e

Default Ok Cancel

» Adding files to exclusion list. It enables you to add executable files to the list.

1. Type the executable file name in the given field, and then click Add. The file gets
added to the list.

» Deleting files from exclusion list. It enables you to delete executable files from the list.
1. Select the appropriate file checkbox, and then click Delete. For example,
INETINFO.EXE, VHTTPD32.DLL, NS-ADMIN.EXE, and so on. A message appears,
whether you want to delete or not.

2. Click OK. The file gets deleted from the list.

» Removing all files from exclusion list. It enables you to remove all executable files from the
list.

1. Click Remove All. A message appears, whether you want to remove the list or
not.

2. Click OK. All the files get removed from the list.

5. Notifications and Events
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Netifications & Events > ver

Notifications Events

[~ Warning ion Setting,

Vi [ #arning
From Te
¥ Show Alert Dialog-box || [ascanusen Pescanay postraster

[~ Delete Mails From User

Wil Server Settings
SMTP Mail Server 127.0,0,1
SMTR Fort 25

User Authentication(Opt,)

entication
Passwor d(Cpt.)

#] Attachment Remaved Warning To Sander
| Attachment Removed Warning To Redpiant
¥/ irus W arming Ta Sender

@) irus Warning Ta Recipiant

ies narning sen

tto Mail-Sender by
it deletes attachments,

The attachment(s) that you sent with the fallowing mail
was deleted by =Scan o the recipient)

ivered to the

(nat del

Notifications enable you to configure the notification settings. It helps you to send
emails to specific recipients when malicious code is detected in an email or email
attachment. It also helps you to send alerts and warning messages to the sender or
recipient of an infected message. You can configure the following settings:

e Virus Alerts: [Default] Select this check box if you need Mail Anti-Virus to alert you
when it detects a malicious object in an email.

¢ Warning Mails: You configure this setting if you need Mail Anti -Virus to send warning
emails and alerts to a given sender or recipient. The default sender is
escanuser@escanav.com and the default recipient is postmaster.

¢ Attachment Removed Warning To Sender: [Default] Select this check box to send a
warning message to the sender of an infected attachment. Mail Anti-Virus sends this
email when it encounters a virus-infected attachment in an email. The content of the
email that is sent is displayed in the preview box.

¢ Attachment Removed Warning To Recipient: [Default] Select this check box to send a
warning message to the recipient when it removes an infected attachment. The content
of the email that is sent is displayed in the preview box.

¢ Virus Warning To Sender: [Default] Select this check box to send a virus-warning
message to the sender. The content of the email that is sent is displayed in the preview
box.

e Virus Warning To Recipient: [Default] Select this check box to send a virus-warning
message to the recipient. The content of the e-mail that is sent is displayed in the
preview box.

e Content Warning To Sender: Select this check box to send a content warning message
to the sender. The content of the e-mail that is sent is displayed in the preview box.

e Content Warning To Recipient: [Default] Select this check box to send a content
warning message to the recipient. The content of the e-mail that is sent is displayed in
the preview box.
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o Delete Mails From User: You can configure eScan to automatically delete e mails that
have been sent by specific users. For this, you need to add the email addresses of such
users to the Delete Mails From User field. The Add, Delete, and Remove All buttons are
disabled. Once you type text in the Delete Mails From User field, the buttons appear.

Events

Notifications & Events i nele

Motifications Events

Do not allow cient to send svent for

¥ Exscutsble Alloved
# wwebsite Allowsd

¥ Cleaned Mail

Default #dvanced Setting OK Cancel

Define settings to stop client from sending Event of certain types as per your selection.
Schedule Update

Schedule Update i v

® sutomatic Download Schedule Download

‘ " 1200 am | [@5) |

Default Aduanced Setting ok Cancel

e Automatic download: Select this option to automatically download the updates from
the eScan Server.

e Schedule Download: Define Settings for Scheduling update on endpoints; you can
schedule an update on a daily, weekly, or monthly basis and at a defined time.

Policy Criteria

This option will allow the administrator to specify policy criteria and deploy it to endpoints
automatically if it complies with the pre — defined criteria in the management console. The
Administrator will select Policy Criteria based on which the policies will be deployed.

It allow you to define the following —
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e Criteria Name: Define the criteria Name.

e Description: Give a brief description about the policy here, so that it is easier to
understand the policy criteria details on a future date.

Conditions of criteria

This option will allow the administrator to select the conditions for the policy criteria; the policy
template will be applied only when the selected criteria is/are met.

e Add: This option will allow the administrator to add conditions for the policy criteria; the
policy templates will be applied to the selected group or managed endpoint only if the
criteria are matched. For more details click here

e Edit: This will allow the administrator to make changes to the existing policy criteria.
The administrator can make changes like adding or removing of an IP address or can
even make changes to the criteria itself.

e Delete: This will allow the administrator to delete an already defined policy criterion.
Creating Policy Criteria

1. Go to managed computers on the navigation panel and click Policy Criteria Templates
tab on the right side; this will open the Policy criteria window.

2. Click New Criteria and a new window will be displayed, enter a criteria name and a brief
description of the criteria.

3. Click Add option under conditions for criteria section; and select a condition.
You can select from the following

e Add ‘AND’ Condition — In case if you have selected multiple criteria, then the
policy will be applied only if all the defined criteria are met.

e Add ‘OR’ Condition - In case if you have selected multiple criteria, then the policy
will be applied only if any of the defined criteria is met.

4. Specify criteria window will open; this Window allows you to Select Criteria Type and
Conditions for the defined Criteria.

5. It also allows you to Add, Edit or Delete IP Address, IP Range or Subnet Address to which
the Criteria will be applicable.

Selecting Criteria Type

It allows you to define the following -

www.escanav.com



eSgan

Enterprise Security

Specify criteria i tele
Type i | Computer IP Address v
® If the cient cormputer haz one of the IP addresses listed below
If all of the IP addresses of the client computer are listed below
If the dient computer does not have any of the addresses listed below
Condition
Tupe Content
| Add 1 Edit 1 Delete
[ ok || cancel |

Computer IP Address: If you select this type of criteria, then the policy criteria will be
around the IP addresses of the client. The conditions would be as follows

a. If the client computer has one of the IP listed below.
b. If all the IP address of the client computers are listed below.
c. If the client computer does not have any of the addresses listed below.

Management Server connections: This particular type of criteria will have conditions
around the management server connection.

Specify critera E Help

Tupe @ |Management Server Connection ¥ |

® Ifthe cliert carnputer can canned o the rmanagerment server

If the dient computer can not connect to the rmanagerment server

| Ok | Cancel |

a. If the client computer can connect to the management server
b. If the client computer cannot connect to the management server

Users: This particular type of criteria will have conditions around the username of the
client.

e [f the client computer has one of the user names listed below.

Specify criteria E Help
Type : | Users v
* If the client carnputer has one of the Username listed belaw
Condition
User namea
Canny
| Add || Add AD users || Edit 1 Deleta
| =18 1 Cancel |
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e |t will allow you to add usernames directly or you can also add users from the
Active Directory.

e To Add AD users you can search the users listed on the AD server and select from
the users’ list as shown below.

Hel,
Add Active Directory Users G &P

User Accounts = Add Active Directaory Users

Search Criteria

User name*; Adrninistrator
For Example: uzer ar uzer®
Dormain®: Garrmenttag, corm
AD IP Address*: 192.168.0.164
AD Adrnin User narme®: GarrnenttaglAdrministratar

For Active Directory account: domainyusername

AD Adrnin Passward®: ssssssssess
Use S5L Auth.:
AdzPort*: 389

Search

Search Results

Users Selected Users

Adrinistrator

Ok Cancel [*)] Mandatory Fields

6. If you select the Computer IP Address type condition, choose criteria from the listed
criteria and then click Add.

7. A new window will be displayed; select IP address / IP address range or subnet
address and enter the IP address details or the Subnet details and click OK.

8. The defined IP address / IP address range or subnet address will be displayed on the
specify criteria window, Click Ok.

9. On clicking OK you will be taken back to the Policy criteria window and here it will
display the details of the policy criteria, the name, description and the policy criteria
that you have selected.

10. You can edit the criteria by selecting the policy criteria and also make any other
changes, once all changes are completed, click Save.

11. You have successfully defined policy criteria.

How to deploy a Policy Criteria to Managed group?

www.escanav.com



. u.i'jm

1. Go to managed computers, click on policy criteria, it will display the list of already
created policy criteria. The list will display the name of the policy criteria, the date
when the policy criteria was created and modified etc. For more details on creating
a policy criteria click here
Select desired criteria, Properties, Delete criteria and Assign to will be enabled.

3. Click on Assign tab and from the drop down select Groups.

On selecting groups a window “Assign Criteria to Group” will be opened and a list of
policy templates will be displayed.

5. Select a template as per your requirement and click OK; you will be forwarded to a
list of managed groups.

6. Select a managed group from the listed groups or you can also create a new group
and Click OK to assign the policy criteria to that particular group.

How to deploy a Policy Criteria to Managed Computer?

1. Go to managed computers, click policy criteria, it will display the list of already
created policy criteria. The list will display the name of the policy criteria, the date
when the policy criteria was created and modified etc. For more details on creating
a policy criteria click here.

2. Select policy criteria and the tabs Properties, delete criteria and Assign to will be
enabled.

3. Click on Assign tab and from the drop down select computers.

On selecting computers a window “Assign Criteria to computers” will be opened
and a list of policy templates will be displayed.

5. Select a particular template as per your requirement and click OK; you will be
forwarded to a list of managed computers.

6. Select a managed computer from the list and Click OK to assign the policy criteria to
this managed computer.

How to delete Policy Criteria?

1. Go to managed computers, click on policy criteria, it will display the list of already
created policy criteria. The list will display the name of the policy criteria, the date
when the policy criteria was created and modified etc. For more details on creating
a policy criteria click here.

2. Select policy criteria and the tabs Properties, delete criteria and Assign to will be
enabled.

3. Click on delete and the policy criteria will be deleted.

Example

Mr. X from the sales department uses office laptop on sales calls that are generally out of the
office. While he is in office, he will be connected to the office network and an IP address will be
assigned to the laptop. Administrator can define Policy Criteria for such employees; the policy
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will be deployed / implemented automatically whenever the defined IP Address or the
computers in the defined IP Range connects to the eScan network.

Customized Client Setup

eScan allows you to create customized client setup with pre-defined Policy Template. This
allows you to implement group policies to the endpoints automatically when eScan Client is
installed on the endpoint manually. The major benefit of this feature is that even if the endpoint
is not connected to the eScan server, the Policy template will be deployed on to the endpoint
while customized eScan Client is installed on the endpoint. On installing this customized setup,
the endpoint  will be automatically moved to the selected group.

Note:
The policy should be already defined for the group.

How to create customized policy setup?

1. Go to Managed Computers and select the group for which you wish to create customized
build with pre-defined Policy.
Go to Action List and click Create Client Setup option.

3. Define Setup Settings

Customize Mew Setup E

Setup Settings

#| add Palicy

#| suto add te group

Create Setup Cancel

Click Create Setup.

5. Setup download link will be created; you can either send the created setup from the path
or deploy it through eScan remotely. By default the setup will saved in
C:\ProgramFiles\CommonFiles\MicroWorld\apache2\EMCWEBADMIN\CustomizedSetup

-
Managed Computers % Refresh u Help

A Search I “ZUpdate Agent I

EEU Action List DED Client Action List »| [ Policy Templates | [ Policy Criteria Templates

El_J Managed Computers

Mame Download Client Setugﬁ

LJ Rolicy u Palicy

L&J Group Tasks

.‘rg Client Cormputers (1)

lﬂj Group Tasks

8 Client Cormputers

u Roaming Users

u abc
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Managing Tasks and Policies for Specific Computers

eScan Management Console gives you a flexibility to define and configure tasks and Policies for

specific Endpoints in the Managed Computers list. It can easily be done using the following
simple steps —

o Managing Tasks for Specific Computers

1. Click Tasks for Specific Computers in Navigation Panel of eScan Management Console.

2. Now Click New Task.

Tasks For Specific Computers & Refresh E Help
Mew Task Start Taszk ||[Z¥ Properties Results Delate
Task Hame Pending Completed Schedule Type

3. You will be forwarded to New Task Template Window.

4. Define the Task Name in the text field.

New Task Template i vele

r Specific Computers =Hew Task Template

Task Mame:* Mew Task-|

Assigned Tasks

File Anti-Virus Status
Enabled
Disabled

Mail Anti-Virus Status
Enabled
Disabled

Anti-Spam Status
Enabled
Disabled

Web Protection Status
Enabled
Disabled

Endpoint Security Status
Enablad

Disabled

Dissble Firau sl n
Enable Limited Filter Mode of Firewall
Enable Interactive Filter Made of Firewall
Alternate Download Status
Enabled
Disabled

Start/Stop Ancther Server

Start Server

2. Select the desired options for assigning tasks.
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New Task Template

Tasks For Specific Computers >New Task Template

[Task Name

Task Name:* Mew Task-|

Assigned Tasks

Fila Anti-Virus Status
Enabled
Disabled
Mail Anti-virus Status
Enabled
Disablad
Anti-Sparn Status
Enabled
Dizablad
Web Protaction Status
Enabled
Cisabled
Endpoint Security Status
Enabled
Disabled
Firewall Status
Disable Firawall
Enable Limited Filtar Mode of Firawall
Enable Interactive Filter Made of Firewall
Alternate Download Status
Enabled
Start/Stop Another Server
Start Server
Stop Server
Set Update Server
Add Ferver Name/IP TECHWRITER,192,168,0,81

Remove Server Hame/IP

Scan

Tepe
Memory Sean Registry
Systern Folder Scan network drives
scan Local Drives Computer StartUp
Scan System Drive

Scan Data Drives

[~ Option
Scan Archives
Auto Shut Down After Scan Completion

Scan Only

Force Client to Download Update

Sync Syskem Time with eScan Server

Select Computers/Groups

[~ select Computers/ Group

(] Managed Computars

Remove |

Task Scheduling Settings

® Enable Scheduler Manual Start

* Daily

weekly Mon Tue wed Thu

Monthly 1

Save || Glose | (*) Mand.

3.  Use the explorer tree to select the Computers on which you wish to initiate this
task. Mark the Computers and click Add.
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Select Computers / Groups

[ Select Computers/Groups

=} [] Managed Comnputers
(M TECHWRITER
(] Rosming Users
- LJ QA
) panny B add

Rermous

4.  Schedule the Task as desired.

Task Scheduling Settings

®' Enable Scheduler Manual Start

® Daily
weekly Mon Tue wed Thu

Fri Sat

Manthly ir

O 12100 pm |[@7]

Save Close (*) Mandstory Fislds

5.  Click Save. The Task will be created and scheduled for selected computers
instantly.

One Time Password

eScan password protection restricts user access from violating a security policy deployed in a
network. e.g. Administrator has deployed a security policy to block all USB devices, but
someone wants to access it for genuine reason. How would an administrator give him an access
without violating the current security policy? OTP delivers the answer for the same by
generating one time password for a period of time like 10 minute or one hour for that specified
user to disable the module without violating existing policy.

Working:

1. eScan Server Administrator defines a policy for a particular group blocking access to the
USB ports through the web console. The USB access is blocked through the endpoint
security module through Policies for Specific Computers.

2. For some specific reason, access to a USB port is required in one of the systems within a
group where the security policy has been defined. The administrator is notified of this
request manually.

3. The administrator generates a one-time password on the server and manually notifies
the user who requires access to the USB port for a specific time period.
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4. The user utilizes the one-time password within the group for accessing the USB port for
the specified time period defined by the administrator. Other systems within the group
cannot access the USB ports as the security policy is set for them thus ensuring that the
group policy is not infringed.

How to Access

Use the following simple steps to access OTPass.EXE.

e Generate One Time Password

Camputer Mame ||

Valid for hi

Select aption

[ File Anti-Virus [~ Allow to ChangeIP
[ Web Protection | FireWall

[~ EPS App Control [~ EPS USBE

[~ Mail Anti-Virus & Anti-Spam

* Password Is case-sensitive
Mew Password

Passwardl

Close

Open Windows Explorer.

Go to the path where eScan is installed.

Open eScan Folder.

Find and open OTPass.exe.

Now type the Computer Name for which you wish to generate the password in the
respective field.

6. Select the time for which the password will be valid on the selected computer using the
Valid for drop down present on the interface.

uhwWN PR

-
10 mins £
20 mins
40 mins
50 mins
60 mins
70 mins
30 mins had
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7. Select the Module that you wish to enable or disable usingcheck boxes present on the
interface and click on Generate Passowrd button.

4y € Scan —
a‘j ;.

%‘-;— Generate One Time Password

Computer Hame DAMMY

Valid far 10 mins h

Select aption

V¥ File Anti-Virus [v Allow to ChangeIP
vV web Protection [v Firewall

W EFS App Control [v EPS LISB

v Mail Anti-Virus & Anti-Spam

* Password is case-sensitive
Mew Passward

Passwoard MEMOZDMTEES

Close

8. Send this password to the user.

9. To Pause the selected module on his computer, the user should open eScan ISS for Business
Client using right click on eScan ISS for Business icon and click on Pause Protection from the
task bar.

' Open e5can Protection Center

|_|, Pause Protection

Q Scan My Computer
& Update now

H_ Wiews Current Metwork Activity
F@ System Information

(= virtual Keybaard

E] e5can Remote Support

| @ About eScan
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Managing and Scheduling Reports

eScan Management console provides you with predefined templates based on eScan modules.
It provides you an option to create custom reports based on certain criteria.

The eScan Web Console comes with comprehensive reporting capabilities for viewing the status
of the modules, scheduled tasks, and events. It allows you to view predefined reports, create
new reports based on predefined reports, and customize existing reports for computers or for a
group of computers.

e Scheduling an existing Report Template

1. Click Reports Template in the navigation bar and select the desired Template.
2. Click Create schedule.

§ -
Report Templates Ld Properties Refresh EHelp

Mew Ternplate IID Create Schedule || = Properties Delete

Template Mame

Virus Report

Update Repart

Web Protection Repaort
Application Control Repart
Anti-Spam Report

Mail Anti-Wirus Report
USE Control Report

Group Surnrmary Report

Hardware Report

3. Now define the Report Name and filter the criteria for generating report by expanding
the tree.

Schedule Report E Help

Report Templates > $chedule Report

Report Name

Hew Report Hame +#

Settings

[~ Select 2 Template for creating 3 Repor

G- Virus Report

®

web Protection Report

®

Anti-Spam Report
Mail Anti-Virus Report

application Control Report
USE Control Report
Update Repart

Group Summary Report

Hardware Report

4. Select the Conditions and Target Groups for generating Reports.
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r—Eelect Condition

* Generate a Report for Groups

Generate a Report for a List of Computers

Select Target Groups

B ¥ CJ Managed Caomputers

- CJ Roaming Users

5. Define email and server settings for sending reports by mail, also select the format for
the report, you can generate report in html, CSV,PDF and Excel formats, as required by
you.

Send Report by Email

Report Sender®;
Report Recipient®: | Add |

Delete

Mail Server IP Address:

Mail Server Port: 25
User Authentication:

Pazsword Authentication:

#* For Exarmple: user@yourcompany, corm

Select the Report Format

HTML page T

6. Schedule the report as desired and click OK.

Report Scheduling Setlings

®' Enable Scheduler Manual Start
Craily
-
weskly Man Tue Wed Thu
4 Fri Sat sun
Monthly 1T
® a 13:30 pm |[@7]

Save || Cancel

7. Once the report has been successfully scheduled it will be displayed as below.
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-
Report Scheduler % Refresh E Help

IED Start Tashk B Fesults &) Properties aDelete Mew Schedule IED Wiew & Create

Schedule Hame Feport Recpient Scheduler Tupe Wigw
¥ Mew Report SSu@escanav,com Autornatic Scheduler View

Note:

e Options to create and schedule reports are also present in Report Scheduler section of
eScan Management Console.

Report Templates

Report Templates allows you to create and view customized reports based on a selected
template, for a given period; sorted by date, computer, or action taken; and for a selected
condition or target group. It also provides options for configuring or scheduling reports, viewing
report properties, and refreshing or deleting existing reports.

The eScan Web Console comes with comprehensive reporting capabilities for viewing the
status of the modules, scheduled tasks, and events. It allows you to view predefined reports,
create new reports based on predefined reports, and customize existing reports for
computers or for a group of computers.

Steps for Scheduling an existing Report Template

1. Click Reports Template in the navigation bar and select the desired template.

Click create schedule.

3. Now define the Report Name and filter the criteria for generating report by
expanding the tree.

4. Select the conditions and target groups for generating reports.

5. Define email and server settings for sending reports by mail, also select the
format for the report, you can generate report in html, CSV,PDF and Excel
formats, as required by you.

6. Schedule the report as desired and click oK.

Report will be created and scheduled instantly.

8. To save the settings and to create a report, click Save.

g

N
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Report Templates

e Virus Report - This report displays the detailed report of Malware infection on managed

computers. The report can be generated / filtered on the basis of — Date, Computer, Virus,
Action taken.

Following information is captured in the Summary Report -

virus report (Virus Report)
Period: from WMonday, June 06, 2016 to Monday, June 0, 2016 by criteria Date
13
; —
10
9
E s
37
EN
=5
4
3
2
1
L)
@
=1
I
@
2
&
Summary
Date Viru
06,Jun, 2018 11
Details
Date CamEiiey 1P Address User name File Infected
Name
am CAD and ocal
BelAE GELiPiEs . | iERiE SEPICAE D irefaiF ZlentriesiC961911584824B0461B802ABEDB230031ADFSCE
06,Jun,2016 SUCHITRA:Z 1892.168 SUCHITRAWMDMINISTRATOR  CAMINDOWYEisystem32hmrast

e Virus Count — Displays the total number of virus count in managed computers

e Date - Displays the date on which the malware was detected

e Computer Name - Displays the computer name on which the malware was detected
e |P Address — Displays the IP address of the computer where malware was detected

e Username — Displays the username of the computer where malware was detected

e File Infected — Displays the details of the file that is infected on the managed endpoint

e Update Report — This report displays the update status of all managed endpoints. Following
information is captured in the report —

Monday, June 06, 2016,02:07 PM

update report (Update Report)

Group - Managed Computers

Summary; Today: 37 Lessthan 3days: 13 Lessthan 7 days: 5 Lessthan 1 month: 8 Maore than 1 month: 22 Total: 82

Machine Name IP Address Update Status Last Update eScan Version Server/Chent Update Agent 0S Type
AMOD-PC 192.168.0.194 Less than 3 days Bf3r2016 4:13:00 AM 14.0.1400.1849 Client Mo Windows
COMP1 192.168.0.103 More than 1 maonth 242015 6:53:00 AM 11.0.1139.1640 Client Mo ‘Windows
COMP108 192.168.0.95 More than 1 maonth 282015 7:51:00 Ak 11.0.1139.1785 Client Mo Windows
COMP111 192.168.0.215 Today BrB/2016 4:03:00 A 14.0.1400.1849 Client Mo ‘Windows
COMP114 192.168.0.223 Less than 7 days 6172016 7:31:00 PM 14.0.1400.1849 Client Mo Windows
COMP128 192.168.0. 47 Less than 3 days Br4i2016 10:10:00 A 11.0.1139.1849 Client Mo ‘Windows
COMP129 192.168.0.217 Today BIB/2016 4:03:00 AM 11.0.1139.1849 Client Mo ‘Windows

e Machine Name - Displays the name of machine.
e |P Address — Displays the IP Address
e Update Status — Update status of the machine
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e Last Update — Displays the date on when eScan was last updated

e eScan Version — Displays the version of eScan installed on the endpoint

e Server / Client — Displays whether the eScan Server is installed or eScan client is
installed on the computer

e Update Agent — Displays whether the system is an update agent for the group or not

e OSType - Displays the OS (Operating system) type of the endpoint

e Scan Report - It displays the scan report of all connected endpoints, following information is
captured in the report.

Monday, June 06, 2016,02:14 P
scan report (Scan Report)
45
40 E 7 Today
351 [ 13 Less than 3 days
o B 12 Less than 7 days
g 30 I 15 Less than 1 month
2 257 [ 3% Marethan 1 month
15
& 20 =
=
104
5
E
5 2 2 £ £
< @ &
E 2 g 2 2
g g = =
£ £ & E
™ o £ £
i @ I o
i 5 @ 5
3 =
Summary. Today: 7 Lessthan 3days: 13 Lessthan 7 days: 12 Lessthan 1 month: 15 More than 1 month: 39 Total: 86
Machine Name IP Address Scan Status Last Scan eScan Version  ServeriClient Update Agent OS Type Group
AMOD-PC 192.168.0.194 Less than 3 days 6412016 4:01:20 Pht 14.0.1400.1849  Client Mo Windows  Managed Computers
COMP1 192.168.0103 More than 1 month - 11.011391640 Client Mo Windows Managed Computers
COMP106 192.168.0.95 Mare than 1 month 127282015 74542 P 11.011391785  Client MNa Windows Managed Computers
COMP111 192.168.0.215 Lessthan 1 month &M 82016 3:29:56 P 14.0.1400.1849  Client Mo Windows  Managed Computers
COMP114 192.168.0.223 Less than 7 days BMIZ016 1:45:49 PM 14.014001848 Client Mo Windows Managed Computers
COMP126 192.168.0.47 Less than{ month  &/26/2016 T:56:05 PM 11.01139.1848  Client MNa Windows Managed Computers
COMP128 18921680217 Lessthan 1 month 5 T/2016 3:07:39 Phi 11.011391848 Client Mo Windows Managed Computers

e Machine Name - Displays the name of machine.

e |P Address — Displays the IP Address

e Scan Status — Scan status of the machine i.e. — Last scan date and time of the
endpoint

e eScan Version — Displays the version of eScan installed on the endpoint

e Server / Client — Displays whether the eScan Server is installed or eScan client is
installed on the computer

e Update Agent — Displays whether the system is an update agent for the group or not

e OS Type - Displays the OS type of the endpoint

e Group - Displays the group name to which the managed endpoint belongs

® Anti-Spam Report - Displays the Anti -Spam report for the managed endpoints based on
Date, Computer and Action taken.

e Mail AV report - Displays Mail AV report for the managed endpoints based on Date,
Computer and Action taken.

e USB Control Report - Displays the USB Control report for managed endpoints based on
Date, Computer, and Action Taken. Following details are captured in the report —
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Monday, June 06, 2016,05:02 PM)
ush control report (USB Control Report)
Period: from Monday, June 06, 2016 to Monday, June 06, 2016 by criteria Date
’
B 5 Allowed
5 I 0Blocked
4
2
Ss
o
2
' N}
0
o
5
Z
m
Summary
Date Allowed count Blocked count
06,Jun 2015 5 0
Details
Date (LT 1P Address User name USB Details o Description Count OS Type
Name Taken
0BJun2016 MARK2G 2%  114.143.184220192.165.0.80 MARKIBHEMANT 2GEVT415 Allowed 5B device inserted but password not enabled. [Seapate 5 yypgoe
FresAgent USB Device]

PRADMNYA- Pradnya- USB device ingerted hut password not enabled, [SanDisk )
06.0un2018 o0 192.168.0.31 el 4C532000001008115253 Alowed oo (B e L 1 Windows
oBJunz01s 2O8NPC a5 qEan2 ROBIN-PCIROBIN  20052444631685033486 Alloweg o0 UEVILE Insered but password not enabled. [SanDisk Wiindows

[ Cruzer Switch USH Device]

® Date - Displays the date for which the information was captured.
® Computer Name - Displays the name of machine.
® |P Address — Displays the IP Address.

® Username — Displays the username of the computer for which Protection report was
captured.

® USB Details — Displays the Serial number of the Pen drive.

® Action taken — Displays the Action taken by eScan such as Allowed or blocked.
® Description — Displays the details of the action taken.

® Count — Displays the number of times the infection was detected.

® (OS type — Displays the OS type of the managed endpoint.

® Group Summary Report — It captures security status of all managed endpoints in the group.
Following details are captured in the group.

eScan Management Console N w
A -

B Vi & Gt Sy

Manday, June 06, 2016,05:22 PM
group summary report (Group Summary Report)

Feriod: fror Monday, June 08, 2016 to Monday, June 06, 2016

Details
Total Client Infected Virus Mail Spam o UsSB Website _
Groups Client Installation Machine Fli'::eg:ﬁ?n Type  Infection Mail Blggzgf’aéﬂ'm Blocked Blocked s%zr::::g uc":lftnf
Count Count Count Count Count Count Count Count
NEEEEE 82 g0 3 g g 0 0 0 0 102 10 3
Computers
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® Hardware Report Summary — It captures change in hardware on all managed endpoints in
the group. Following details are captured in the group.

® Computer Name

® Group

® |P Address

® Username

® (OSname

® Service Pack

® (OSversion

e OSinstalled Date

® nternet Explorer

® Processor

® Motherboard Details
® RAM details

® Hard disk details

® Mac Address

® |ocal Adapter

e \Wi-Fi Adapter

® Motherboard serial number

® (lient OS type

e Software Report Summary — It displays the report for number of software installed on
managed endpoints. Report can be generated on the basis of Computer or Software
installed. It captures following Data —

software report (Software Detail Report)
Feriod: from Monday, June 06, 2016 to Monday, June 06, 2016 by criteria Software Mame

Details

Software Name : .NET Reflector Desktop

Host NamelP Address Group IP Address Operating System
MWTI-R27J2M0OT CY Managed Computers 192.168.0.169 Windows 2003

Software Name : 1400

Host Name/P Address Group IP Address Operating System
COMP143 Managed Computers 192.168.0.1489 Windows XP

Software Name : 1400_Help

Host NamelP Address Group IP Address Operating System
COMP143 Managed Computers 192.168.0.148 Wiiindows XP

Software Name : 1400Trh

Host NamelP Address Group IP Address Operating System
COMP143 Managed Computers 192.168.0.149 Windows XP

www.escanav.com



¥ DIGITAL
»

e Period for which the report is generated

e Software name

e Host name / IP address on which the software was installed
e Group to which the endpoint belongs to

e |P Address of the endpoint where software was installed

e Operating System of the endpoint

Note:
Apart from the default templates available in eScan Management Console,
administrator can create customized report template as required by him.
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Viewing Events

eScan Management Console maintains the record of all the event sent by the client computer.
Administrator can monitor the events through events & computers; computer selection gives an
option to sort the computer with specific properties.

Events & Computers

‘_: Refresh aHelp

[p Settings | [ Edit Selection v,

-] Events & Computers

B[] Everts Status

7L Recent
T, eritical
L, Informastion

| =N J Computers Selection

T\ Database are Cutdsted
T Many Viruses Detected

=1L Mo eScan Antivirus Installed

T4 Mot Scanned for a long time

L Protection is off

Recent Events

1-100f 295 14 page of 30 M Rows per page: | 10 ¥

L. Comnputers with the "Critical Status"
~T} Computers with the "Warning Status”

L Mot Connacted for a long time

L
| B J Software/Hardwsre Changes

Date Time Machine Name

IP Address  Username

€D 5/1672016 15:04:43 TECHWRITER
€) 5/16/2016 15:03:29 TECHWRITER
) /1672016 15:03:29 TECHWRITER
) 5/16/2016 15:03:06 TECHWRITER
€ ©/16/2016 15:00:16 TECHWRITER
€D 5/16/2016 14:59:36 TECHWRITER
€) 571572016 14:59:04 TECHWRITER
) c/16/2016 14:52:35 TECHWRITER

) 5/16/2016 14:58:35 TECHWRITER

€ 5r16/2016 14:58:28 TECHWRITER

192,162.0,81 TECHWRITERVADMINISTRATCR File Anti-Wirus (17061 [C] eScan Monitor SESSION_LOGOFF [1€
192.168.0.81 TECHWRITERVADMINISTRATOR File Anti-Wirus (1704) [C] eScan Monitor REMOTE_DISCONMECS
192.168.0.81 TECHWRITERVADMINISTRATOR File Anti-Wirus (1705) [C] eScan Monitor SESSION_LOGON [16

192.168.0.81 TECHWRITERVADMINISTRATOR File Anti-Wirus (1706) [C] eScan Monitor SESSION_LOGOFF [1¢

192,168,081 TECHWRITERLABHISHEKD
192,168.0,81 TECHWRITERVABHISHEKD
192.168.0.81 TECHWRITER\AbhishekD
192,168.0,81 TECHWRITER\AbhizhekD
192.168.0,81 TECHWRITER\AbhishekD

192.168.0,81 TECHWRITERVABhishekD

Event Id Module Name Description

File Anti-wirus (1705) [C] eScan Monitar SESSION_LOGON [16
File Anti-Wirus (1703) [C] e$can Monitor REMOTE_CONNECT [1
File Anti-wirus (1705) [C] eScan Monitor SESSION_LOGON [16
File Anti-Wirus (152)  [C] eScan Monitar 2Scan monitor succes
File Anti-wirus (1713) [C] eScan Monitar PC STARTUP [16 Jun

File Anti-Wirus (154) [C] eScan Monitar New virus database t:

L Seftwsre Changes

T4 Hardware Changes

L Existing System Info

o Information

3 critical

e Event Status

Status Description

Recent Recent events that are either critical or normal

Critical Shows recent critical events like virus detection, monitor disable
etc.

Information It will show all the informative events like virus database update,
status.

e Computer Selection

You can use this node to sort out computers with specific properties, such as outdated
databases, critical status, warning status or many virus detected. It allows you to select the
computer and take action accordingly. You can also set the criteria for each node in computer
selection accordingly to sort the computer.

Node Name Description

Computer with critical This node records all the system that has critical status.
status

Computer with warning | This node will display all the system with warning status.
status

This node will display all the systems with older/outdated virus
database.

When the virus count exceeds the specified limit that system will
fall in this node.

Computers where eScan client is not installed will be shown in
this node

This node will have the systems that are not connected to the

Database is outdated

Many Viruses Detected

No eScan Installed

Not connected for a long
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time server (status can’t be taken by the server) for a long time.

Not scanned for a long This node will show all the systems which are not scanned for a

time long time (specified time).

Protection is off The system whose File Protection is disabled will fall under this
node.
We can specify the option by which Protection status will be
checked.

e Software/Hardware Changes

This node displays all the records for the software/ hardware changes.

Node Description

Software Changes This node displays the records of the software changes that happen
on the system i.e. installation/uninstallation or upgrade of software.

Hardware Changes This node displays the records of hardware changes of a computer
like IP address change or any other hardware change.

Existing system Info Under this node, record regarding the existing hardware information
is displayed.

¢ Defining Settings
You can define the Settings for Events, Computer Selection and Software / Hardware changes
by clicking on the settings option and defining the desired settings using the Tabs and options
present on the Events and Computer settings window.

A. Event Status
Basically, events are activities performed on client’'s computer. There are three types of
event status — Recent, Critical, and Information. You can select the status as per your
requirement.

e Event Name

Events & Computers % Refresh EHEIp

m Settings EUJ Edit Selection v

(L] Events & Computers

Recent Events 1-10 of 331 14 page of 34 bl Rows perpage: | 10 ¥
Data Time Machins Name 1P Address  User narns Evant 1d Moduls Marm
@ 6/16/2016 16:44:51 TECHWRITER | 192.168.0,81 TECHWRITERVABHISHEKD File Anti-Virus (152)  eScan Monitor
@) 6/16/2016 16:44:49 TECHWRITER  192.168.0,81 TECHWRITERVABHISHEKD File Anti-Virus (154)  eScan Monitor Mew virus database
@) 6/16/2016 16:43:5% TECHWRITER | 192.168.0,81 TECHWRITERVABHISHEKD File Anti-Virus (700) Scan Monitor 14.0,1400.18439 [1t
(L] softuarerHardvare Changs: ) 6/16/2016 16:43:26 TECHWRITER  192.168.0,81 TECHWRITERVADMINISTRATOR Endpoint Security (133) eScan EPS Endpoint Security-U
@ 61602016 16:45:26 TECHWRITER | 192.168.0.51 TECHWRITERWADMINISTRATOR Endpoint Security [140) eScan EPS Endpoint Security-U
@ 61602016 16:45:26 TECHWRITER  192.165.0.51 TECHWRITERRADMINISTRATOR Endpoint Security [707) eScan EPS Endpoint Security-U
@ 6/16/2016 16:45:26 TECHWRITER | 192.168.0.51 TECHWRITERWADMINISTRATOR Endpoint Security (710) eScan EPS Endpoint Security-A
@ 6/16/2016 16:45:26 TECHWRITER  192.165.0.51 TECHWRITERWADMINISTRATOR File Anti-Virus (741]  eScan Firewall eScan Firewall Stat.
@ 6/16/2016 16:45:26 TECHWRITER | 192.165.0.51 TECHWRITERWADMINISTRATOR File Anti-Virus (716)  eScan Mail-Anti
@ 5/16/2016 16:4326 TECHWRITER  192,168.0,51 TECHWRITERVADMINISTRATOR File Anti-Virus (718) e

€ Information ) critical

On the basis of severity, that is, the level of importance, events are categorized in to the
following three types:

¢ Recent: It displays both critical and information events that occurred recently on
managed client computers.
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e Critical: It displays all critical events occurred on managed client computers, such
as virus detection, monitor disabled status, and so on.

o Information: It displays all informative type of events, such as virus database
update, status, and so on.

Saving event status settings
Perform the following steps to save the event status settings:
1. Type the number of events that you want to view in a list, in the Number of
Records field.

2. Click Save.

B. Computer Selection

Events & Computers % Refresh EHelp

[fp Settings | [ Edit Selection ~.

Er[] Events & Computers Recent Evants 1-100of 331 14 page| 1 | of 34 Ml Rows par page: | 10 ¥

Dats. Time  Mschine Name IF Address  User name Event Id Module Hame D
€) £/16/2016 16:44:51 TECHWRITER 192,160,981 TECHWRITER\ABHISHEKD File Anti-virus (152) Scan Monitor
@ 5/16/2016 16:44:49 TECHWRITER 192.168.0.81 TECHWRITER\ABHISHEKD File Anti-virus (154) Scan Manitar New uirus databass

B8 LJ Computsisiseledion @ ©/16/2016 16:43:59 TECHWRITER  152.168.0,81 TECHWRITERVABHISHEKD File Anti-virus (700) Scan Monitor 14,0,1400,1843 [11

7L Computars with the "Critical Status"

€) £/16/2016 16:43:26 TECHWRITER 192,16%.0,81 TECHWRITER\ADMINISTRATOR Endpoint Security (139) sScan EPS Endpaint Security-Ul
€ 5/16/2016 16:43:26 TECHWRITER  192.168.0.81 TECHWRITER\ADMINISTRATOR Endpoint Sscurity (140) sSean EPS Endpaint Security-U
@ ¢/16/2016 16:43:26 TECHWRITER 192,168.0,81 TECHWRITER\ADMINISTRATOR Endpoint Security (707) eSean EPS Endpaint Security-Ul
€) £/16/2016 16:43:26 TECHWRITER 192,16.0,81 TECHWRITER\ADMINISTRATOR Endpoint Security (710) eScan EPS Endpaint Security-A
€) 6/16/2016 16:43:26 TECHWRITER 192,168,081 TECHWRITER\ADMINISTRATOR File Anti-virus (711) Scan Firewall eScan Firswall Statu
@ 6/16/2016 16:43:26 TECHWRITER  192,168.0.81 TEGHWRITERVADMINISTRATOR File Anti-Virus (716) Scan Mail-Antivirus Mail Antivirus Statu
€) ¢/16/2016 16:43:26 TECHWRITER 132,168.0,81 TECHWRITER\ADMINISTRATOR File Anti-Virus (718) Scan Mail-Antivirus Proactive Scan Stat

€ trformation € critical

The Computer Selection enables you to select and save the computer status settings. This
module enables you to do the following activities:

e Computers

e Types and criteria of Computer Status

Computers with the "Critical Status"

Computers with the "Warning Status"

Database are Outdated

Many viruses Detected

No eScan Antivirus Installed

Not connected to the eScan server for a long time
Not scanned for a long time

Protection is off

N REWNR

1. Computers with the "Critical Status": It displays the list of systems which are critical in status,
as per the criteria’s selected in computer settings. Specify the following field details.

Field Description

Check for eScan Not Select this check box to view the list of client systems under
Installed managed computers on which eScan has not been installed.
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Check for Monitor
Status

Select this check box to view the client systems on which eScan
monitor is not enabled.

Check for Not Scanned

Select this check box to view the list of client systems which has not
been scanned.

Check for Database

Select this check box to view the list of client systems on which

Not Updated database has not been updated.
Check for Not Select this check box to view the list of eScan client systems that
Connected have not been communicated with eScan server.

Database Not
Updated from more
than

Type the number; eScan database not updated for the mentioned
days will be listed.

System Not Scanned
for more than

Type the number; system not scanned for the mentioned days will
be listed.

System Not
Connected for more
than

Type the number; client systems not connected to eScan server for
the mentioned days will be listed here.

Number Of Records

Type the number of client systems that you want to view in the list.

2. Computers with the "Warning Status": It displays the list of systems which are warning in

status, as per the criteria selected in computer settings. Specify the following field details.

Field

Description

Check for Not Scanned

Select this check box to view the list of client systems that are not
scanned.

Check for Database Not
Updated

Select this check box to view the list of client systems on which
database has not been updated.

Check for Not
Connected

Select this check box to view the list of eScan client systems that are
not communicating with eScan server.

Check for Protection off

Select this check box to view the list of client systems on which
protection for any module is inactive, that is disabled.

Check for Many Viruses

Select this check box to view the list of client systems on which
maximum viruses are detected.

Database Not Updated
from more than

Type the number of days from when the database has not been
updated.

System Not Scanned for
more than

Type the number of days from when the system has not been
scanned.

System Not Connected
for more than

Type the number of days from when the client system has not been
connected to eScan server.

Number Of Virus

Type the number of viruses detected on client system.
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Number Of Records Type the number of client system that you want to view in the list.

3. Database are Outdated: It displays the list of systems on which virus database is outdated.
Specify the following field details.

Field Description

Database Not Updated | Type the number of days from when the database has not been
from more than updated.

Number Of Records Type the number of client system that you want to view in the list.

4. Many viruses Detected: It displays the list of systems on which number of viruses exceeds the
specified count in computer settings. Specify the following field details.

Field Description
Number Of Virus Type the number of viruses detected on client system.
Number Of Records Type the number of client system that you want to view in the list.

5. No eScan Antivirus Installed: It displays the list of systems on which eScan has not been
installed. Specify the following field detail.

Field Description

Number Of Records Type the number of client system that you want to view in the list.

6. Not connected for a long time: It displays the list of systems that have not been connected to
the server for a long time. Specify the following field detail.

Field Description

System Not Connected | Type the number. A system not connected to the server for the
from more than mentioned days will be listed.

Number Of Records Type the number of client systems that you want to view in the list.

7. Not scanned for a long time: It displays the list of systems that have not been scanned for a
long time, as specified in computer settings. Specify the following field details.

Field Description

System Not Scanned Type the number. A system not scanned for the mentioned days will
for more than be listed.

Number Of Records Type the number of client system that you want to view in the list.

8. Protection is off: It displays the list of systems on which protection is inactive for any module,
as per the protection criteria selected in computer settings. It shows the status as "Disabled" in
the list. Specify the following field details.
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Protection Criteria

Description

Check for Monitor
Status

Select this check box to view the client systems on which eScan
monitor is not enabled.

Check for Mail Anti-
Phishing

Select this check box to view the list of client systems on which Mail
Anti-Phishing protection is inactive, that is disabled.

Check for Mail Anti-
Virus

Select this check box to view the list of client systems on which Mail
Anti-Virus protection is inactive, that is disabled.

Check for Mail Anti-
Spam

Select this check box to view the list of client systems on which Mail
Anti- Spam protection is inactive, that is disabled.

Check for Endpoint
Security

Select this check box to view the list of client systems on which
Endpoint Security protection is inactive, that is disabled.

Check for Firewall

Select this check box to view the list of client systems on which
Firewall protection is inactive, that is disabled.

Check for Proactive

Select this check box to view the list of client systems on which
Proactive protection is inactive, that is disabled.

Number Of Records

Type the number of client systems to be displayed in the list.

Saving computer settings

Perform the following steps to save the computer settings:

1. Click the Computers Selection tab.
2. Select type of status for which you want to set criteria, from the Computer status drop-

down list.

3. Select the appropriate check boxes, and then type field details in the available fields.
For more information, refer [Types and criteria’s of computer status-] section.
4. Click the 'Save’ button to save the settings.

C. Software/ Hardware Changes

You can set these settings, if you want to get updates on any changes made in the
software, hardware, and to existing system. The Software/ Hardware Changes enable
you to do the following activities:

Updates

o Type of Updates

1. Software changes
2. Hardware changes
3. Existing system info
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Changing software/hardware settings
Perform the following steps to change the Software / Hardware Settings:

1. Click the Software/Hardware Changes tab.
2. Specify the following field details.

Field Description

Software/Hardware Select the type of update made in the system from the drop-

Changes down list.

Number of Days Type the number of days, to view changes made within the
specified days.

Number of Records Type the number of client systems that you want to view in the
list.

Note:- Example of Number of Days, if you have typed 2 days, then you can view the list of client
systems on which any software/hardware changes have been made in the last 2 days.

3. Click the 'Save’ button.
The settings get saved.
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Asset Management

This module provides you the entire Hardware configuration and list of softwares installed
on Managed Computers in a tabular format. Using this Module, you can easily keep a track
of all the Hardware as well as Software resources installed on all the Managed Computers
connected to the Network. Based on different Search criteria you can easily filter the
information as per your requirement. It also allows you to export the entire system
information available through this module in PDF, MS Excel or HTML formats.

e Viewing Hardware Reports

For Viewing the Hardware Configuration of all the Managed Computers connected to
the Network, click on Asset Management section present in the Navigation Panel on the
left in the eScan Management Console. Following Information will populate in the table

on the right.

Sr.No. Column Name Description

1 Computer Name It dlsplay.s jche Host Name of the Computers as defined by
the Administrator.
It displays the Name of the Group to which that Computer

2. Group belongs to, as defined in Managed Computer section of
eScan Management Console.

3. IP Address It displays the IP address of the Endpoints.

a User Name It displays the current Username of the Endpoints (who is
logged on the system).

5.

Operating System It displays the Operating system installed on the Endpoints.

6. Service Pack It displays .the Service Pack version and build installed on
the Endpoints.

7 0S Version It displays .the version of the Operating system installed in
the Endpoints.

3. 0S Installed Date It dlspléys the Date and Time of‘lnstallatlon of the
Operating system on the Endpoints.
It displays the version of internet explorer installed on the

9. Internet Explorer .
Endpoints.
It displays the Processor details like Processor Name, Type

10. P

rocessor and Processing Speed of the Endpoints.
11. . . .
Motherboard It displays the details of the motherboard of the Endpoints.
12, RAM It dlspl.ays the details of the RAM installed on the
Endpoints.
13 HDD It displays the details of the Hard Disk like number of
) Partitions and their respective sizes.
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14. . .
MAC Address It displays the MAC Address of the Endpoints.
By clicking on the view link present in this Column, you can
15. . . . . .
Software view the list of softwares along with the installation dates
on the Managed Computer.

By clicking on the View link present in Software Column, you can view the list of Software along
with the installation dates on the Endpoints.

For Filtering the Hardware Report as per your requirements, click on the drop Menu Link of
Filter Criteria [ Filtertrtena in Asset Management section. The Hardware report can be
filtered on the basis of following Criteria.

-
Asset Management & Refresh E Help

Hardware Report Software Report Software License

= Filter Criteria 4 Export Option

—Filter Criteria
Computer Hame * Include ¥ | 1p Address * Indude ¥
User name * Include ¥ ¥ Internst Explorer * Include ¥

Qperating System Include ¥ ¥ o8 version * Indude ¥
Service Pack * Include ¥ ¥ Processor * Include ¥
Motherboard * Include ¥ ¥ maC addrass * Incude ¥
RAM * Include ¥ ¥ Motherboard Serial Mo * Include ¥

G Include ¥ ¥ Moo

AR A N RN

PC IdentifyingHurnber * Include ¥ ¥ 05 Installed Date

Search Reset (*) view All Iternz

Computer Datails 1-10f1 page| 1 |of 1 Rows per page: | 10 ¥

Computer Name  Groug 1P Address User name Operating Systermn Service Pack 08 Varsion S Installed Date Internet Explorer  Proc

TECHWRITER Managed Computers 192,168.0,81 TECHWRITERVABHISHEKD Windows P Service Pack 3 (Build 2600) Client:5,1 05 Mar 2014 12:20:26  IE:8.0,6001,18702 Inte

Note:

e You can define criteria for the text / Column Content to be included or excluded in your
Search result using the drop downs present on the interface.

¢ Viewing the Software Report

This section displays list of Software along with the number of Endpoints on which it is
installed. To view the Software Report, click Asset Management and then click Software
Report Tab present on the right. This will populate the Software Name with computer
count in a tabular format.

For knowing the computer details where specific Software is installed, click on the
computer count present in the computer count column. A window with the respective
computer details will pop up.

For filtering the software report, click on the Filter Criteria drop down & Filter Criteria
in Asset Management section. The software report can be filtered on the basis of
following criteria.
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-
Asset Management % Refresh ﬂ Help

Hardware Report | | Softvrare Report | | Software License

= Filter Criteria = Export Option
[~ Filter Criteria
Group B
Software Name * Include ¥
® softwara Name
Computer Hame * Include ¥
Computer Name
Search Resst (%] View All Items
Software Details 1-10of 159 page| 1 |of 16 byl Rows perpage:| 10 ¥
Softuare Narme Computer Count

Adobe Acrabat XI Pra

Adobe Flash Player 14 Actives
Adabe Flash Player 14 Plugin
Adobe Reader X1 (11.0.08)

Adobe Refrash Manager

Ganon GAPT Print Manitor
Ganon LBP3300
Cisco WebEx Mestings

+5can Intamet Sscurity for SMB

T T PO P Y

Goagle Chrome

You can filter your search on the basis of the options provided; using the drop down, you
can either include or exclude or by checking or unchecking the check box a particular
criteria can be added or excluded.

e Export Options: Exporting the Hardware / Software Report

eScan Management Consoles offers Exporting of Hardware Report in PDF, Excel or
HTML formats.

It can easily be done by clicking on Export Option drop down _ in

Asset Management Section. It will display the following options.

Asset Management

% Refresh ﬂ Help

Hardware Report | | Software Report | | Software License

a Filter Criteria = Export Option
Export Option
’7 Excel FDF & HTHML Export
Computer Details 1-10f1 page | 1 |of 1 Rows per page: | 10 ¥
Cormputer Hame  Group IP Address  User name Operating Sustern Service Pack 05 Wersion D5 Installed Date Internet Explorer  Prog
TECHWRITER Managed Computers 192.168.0.81 TECHWRITERLABHISHEKD  Windows XP Service Pack 3 (Build 2600)  Client:5.1 05 Mar 2014 12:20:26 I1E:8,0.6001.18702 Inte

Click on the desired Radio button for exporting the report in available formats. When
the Export is over, you will be informed with the following message —

G Exported Successfully Click here to Cpen/Downlaad

For Opening/ Downloading the exported files click on the link as shown above.

e Software Licensing
The Software License option will display the license details of the Windows Operating System

and Microsoft Office installed on the Client systems along with the computer count and the
details of the system where it is installed.
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Enterprise Security

* Refresh E Help

Asset Management

Hardware Report Software Report Software License

& Filter Criteria 4 Export Option
1- 30 of 34 page 1 |of 2 ) Rows perpage: 30 ¥

License Key Software Hame Computer Count
e Windows 10 1

y Windows 10 X

e Windows 10 :
g Windaus 10 6a-Bit :
e Windovs 2003 2
e Windous 2008 2
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User Activity

It will monitor the user activity such as the print activity and remote session activity and File
Activities of managed computers and create a log of the activities. It monitors and logs
printing tasks done by all the endpoints, it gives you a report of all printing jobs done by
endpoints through any printer connected to the network.

It also gives you options for filtering the reports on the basis of excluding or including the
computer/machine name or a printer within a desired date range, operation type, group
and exporting the report in PDF, Excel or HTML formats.

e Viewing the Print Activity Log

Click Print Activity under dashboard on the left in eScan Management Console. A table with
the list of printers and number of copies printed by them will populate on right. Options for
filtering or exporting the log in desired formats are also present on the same interface.

Print Activity ED Settings ‘; Refresh ﬂ Help
& Filter Criteria & Export Option
1-7of 7 page of 1 Rows per page: | 10 ¥
Printer Narne Copies Pages
Canon LBP3300 4 10
HP Laserlat 27 26
HP Lazerlet 4100 Series PCL 1 1
HP Lasetlet M100S 10 in
HP Laserlet P2015 Series PCL Se 2 z
PDFCreator z 2z
Win2PDF i z

e Viewing the Print Logs

For viewing the Print log of a Printer listed in the Print Activity table, click on the number of
Copies under copies column, this will forward you to the Print Activity window.

Print Activity >> Canon LBP3300

Machine Mame : *{lnclude) Export To: | -—-Select— ¥
1-40f4 page of 1 Rows per page: | 10 ¥
Client Date Machine Mame IP Address User name Printer Name Docurnent Name Copies Pages
06/17/2016 2:09:05 PM  GOMP133 192,168,0,101 ESCANLnak Ganon LBP3300 | GihDocurnents and SettingsinakhDesktoplyearly prospective Business Reportxls | 1 1
06/17/2016 11144128 AM  COMP11d 192,168,0,223 ESCAMritesh  Canon LBP3300  Di\2016\Proforma invoice\PT, Epsinde Prirme Sinergi, 17,08, 2016, 1371B.xls 1 1
06/17/2016 11:33:59 AM  COMP111 192.168.0.215 ESCAN\ashwin  Canon LBP3200  Introduction_of_eScan_on the BG Market_2018 (1), pdf 1 [
06/17/2016 9:32:46 AM  COMP133 192.168.0,101 ESCANnak Canon LEP3300  mhtml:mid://00000058/ 1 2
Close
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Sr. Field Name Description
No.
1. Client Date It displays the Printing date of Client Machine
Machine Name It displays the machine name from where it was printed.
3. IP Address It (_:Ilsplays the IP Address of the machine from where it was
printed.
It displays the Username of the Machine from where it was
4, Username .
printed.
5. Document Name It displays the document name that was printed.
. It displays the number of copies of the document that were
6. Copies .
printed.
7. Pages It displays the number of Pages that were printed.

Filter Criteria

For Filtering the Print Activity Log as desired, click Filter Criteria on the main interface of Print
Activity section, following options will be populated on screen.

. - -
Print Activity m Settings % Refresh u Help

= Filter Criteria & Export Option
Filter Criteria

#| Date Range
Machine * Indude ¥ Fram (MM/DD/ Y] 06/17/201¢ | [

Printer * Include ¥ To (MM/DD{YYTT) 06/17/2016 |5

Search Reset (*) wiew All Ttems

Sr. Option Description

No.
Type the desired machine name that you wish to

1. Machine exclude or include in your Log.

5 Not Tick on this checkbox, if you wish to exclude a machine
in the log report.

3. Printer Type the d.esired printer name that you wish to exclude
or include in your log.

A Not Tick on this checkbox, if you wish to exclude a printer to
in the log report.

5 Date Range Tick on this checkbox, if you wish to generate report
between certain dates.

6. From((MM/DD/YYYY) Select the starting date for report generation.

7. To(MM/DD/YYYY) Select the Ending date for report generation.

8. Search Click this option to Filter the Log on the defined criteria.

9. Reset Click this option to reset the defined criteria for filtering.

° Exporting the Print Activity Log
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eScan Management Console offers exporting of Print Activity logs in PDF, Excel or HTML
formats.

It can easily be done by Clicking on Drop Menu Link of Export Option _
in Print Activity Section. It will display the following options.

i -
Print Activity m Settings % Refresh a Help

& Filter Criteria ~ Exzport Option

Export Option
’7 Exccel PDF * HTML Export ‘

Click on the desired radio button for exporting the report in available formats. When the
export is over, you will be informed with the following message —

O Exported Successfully Click here to Spen/Download

For Opening/Viewing / Saving the exported files click on the link as shown above.

e Session Activity Report

eScan Management Console monitors and logs the session activity of the managed
computers. It will display a report of the endpoint startup/ shutdown/ logon/ log off/
remote session connects/ disconnects. With this report the administrator can trace the user
Logon and Logoff activity along with remote sessions that took place on all managed
computers. It will be helpful for audit compliance purposes. Additionally in case of a misuse
of the computer at a specific time can be tracked down to the user through remote Logon
details captured in the report.

-
Session Activity Report % Refresh ﬂ Helg

& Filter Criteria & Export Option

Operstion Type Client Date Computer Harme/In Sroup 1P Address Description
Remote Session Discanne ot 6/11/2015 4:06:32 PM ox Managed ComputersiTest 192
Femote Session Discanne ot 6/11/2015 4:06:00 PM o Managed ComputersiTest 192 [
Th n ha: chad,
Remnote Sexsion has Connected 8/11/2015 4106100 PM o/ Managed CornputersiTest 192‘- Usermame: B/
Hame of Remote PG TEC
1P of Rernote P 152 NN
The session has connectad,
) Usernarms :Da
Remote Session has Connected 81172015 4:05:40 PM 2 | Managed Computers\Test 192‘_ P
1P of Remete PC: 192 NN
# user has logged on.
Logan 6/11/2015 3:00:45 PM DA Mansged Computers\Tast vo—
Startup 81172015 2:55:50 PM D- Managed Computers\Test 192 [
Shutdown 8/11/2015 2:58:16 PM D- Managed Computers\Test 19z
Legaff B/11/2015 2:58:10 PM CEE— Mansged ComputersiTest 1=
Startup 6/11/2015 11,1338 AM TEC Managed Computers 192, I
Lagen 21172015 11:13:136 AM Te Managed Computers 1oz [ * o oged
Usernarms : TEC

The log report generated in this section keeps the log of the operation type, computer name,
group name, IP address and the description of the activity. It also gives you options for filtering
the report on the basis of excluding or including the computer name, operation type, IP
Address, Group, description and date range. It will also allow you to export the report in PDF,
Excel or HTML formats.
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e File Activity Report

eScan Management Console monitors and logs the file activity of the managed computers. It
will display a report of the files created, copied, modified, and deleted. With this report the
administrator can trace the file activities on all the managed computers. Additionally in case
of a misuse of any official files can be tracked down to the user through the details captured
in the report.

Filter Criteria

For filtering the File Activity Report as desired, click Filter Criteria on the main interface of File
Activity Report, following options will be populated on screen.

-
File Activity Report  Refresh u Help

w Filter Criteria & Export Option

[~ Filter Criteria

Computer Hame ndude ¥ #| 1p Address

nclude ¥ @ avoup

¥ Source File nolude ¥ ¥ Destination File

1 1
1 1

¥ File Action Type * ~ [Indude ¥ ¥ Drive Type * ~ Include ¥
1 1

¥ application I

Date Range
From (MM/BD/ YY) 06/27/2016 | [EF
To (MM/DD/YY) 06/27/2016 | [5F

Search Reset (*) Wiew all Tterns

Sr. Option Description
No.

This checkbox is selected by default; type the desired
1. Computer Name computer name that you wish to exclude or include in the
report

Select this checkbox and type the desired IP Address that
you wish to exclude or include in the report.

Select this checkbox and type the desired username that
you wish to exclude or include in the report.

Select this checkbox and select the desired managed group
that you would like to include or exclude in the report.
Select this check box and also select the File action type that
you want to include or exclude in the report.

Select this check box and select the drive type that you want
to include or exclude in the report

Select this option to include or exclude the source file
details in the report

Select this option to include or exclude the details of the
destination file in the report

Select this option to include or exclude the details of the
application in the report.

Tick on this checkbox, if you wish to generate report
between certain dates.

2. IP Address

3. User name

4. Group

5. File Action type

6. Drive type

7. Source File

8. Destination File

9. Application

10. Date Range

From((MM/DD/YY
YY)
12. To(MM/DD/YYYY) | Select the Ending date for report generation.

11. Select the starting date for report generation.
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13. Search Click this option to Filter the Log on the defined criteria.

14. Reset Click this option to reset the defined criteria for filtering.
File Activity Report & Refresh [ nelp
4 Filter Criteria & Export Option
1-7of7 page| 1 of 1 Fows per page: | 10 ¥

Client Date Computer Wame/ln  Sroup 1P Address User name Eile Action Tupe Drive Tvpe Source File Destinstion File
06/27/2016 11:46:32 AM | COMINEEN Managed Computers 15[ <oV CREATE Removable Drive  NewFile giWPPT 22nd June 2016-MarketingiSurakt
06/27/2016 11:45:15 amM o (N Managed Cornputers 1 G COM- CREATE Rermowable Drive  HewFile g:\PPT 22nd June 2016-MarketinghSurekh
06/27/2016 11:42:32 am | co N mansged Computers 1[N <o cresTE Removable Drive  HewFile g:yPPT 22nd June 2016-MarketinglSurekt
06/27/2016 11128145 am o N Managed Comnputers 1 <o 1CCIFY Removable Drive Qi\PPT 22nd June 2016-Marketing\Preser
06/27/2016 11:25:04 am | coll Managed Cormputers 1< cor_ MODIFY Rernouvable Drive 9:\PPT 22nd June 2016-MarketingtSurekt
osrz7rzo1s 11:18:02 aM o [N Managed Computers 1o <o mooiFy Removable Drive g:\PPT 22nd June 2016-MarketingiPraser
06/27/2016 11:17:18 aM CO N Managed Computers 15N << R MODIFY Rernovable Drive gi\PPT 22nd June 2016-Marketing\Preeti

Export

This will allow you to export the Log report generated on this widow in the desired formats;
you can easily do so by selecting the desired export option using the Drop down present on
the screen, and then click Export. After the export is complete you will be informed through
the following message.

Q Exported Successfully Click here to Openf/Download

Click on the link to open and save the converted file.
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Outbreak Notifications

You can configure settings for sending notification when Virus count exceeds the limit defined
by you. It can be done using the following simple steps —

1. Click Outbreak Notifications in the Navigation panel of eScan Management Console.
2. Define the criteria for Outbreak Alert and Notification settings in the respective fields

present on the interface and click Save.
i Help

OutBreak Notification

OutBreak Alert Settings

Send notification for viruses detected exceed the folloving number within the shown tim

Numbser |25 Time Limit |1 Day(s] &

Notification

Sender: abc@escanav.com

Recipient: syz@escanav.com
SMTP Server: 123.222.444]

SMTP Port:

[ use sMTP Authentication

3. Settings will be saved and notification mails will be sent to the defined recipients
whenever the Virus count exceeds the defined Limit.
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Defining Settings

Using this section you can define important settings for the following

1. eScan Management Console ( EMC) - Using this section you can define settings for FTP
sessions, Log Settings, Client Grouping and Client connection settings.

2. Web Console Settings - Using this section you can define settings for Web Console
timeout, Dashboard Settings, Login Page settings, SQL Server Connection settings, SQL
Database compression settings.

3. Update Settings - Using this section you can define general configuration settings for,
Settings for Update Notifications, and scheduling Update Downloads for the server.

eScan Management Console Settings

The EMC Settings page includes several options that allow you to configure the eScan
Management Console. You can configure the FTP settings, Bind to IP Settings, and log
settings by selecting the options appropriate for your network.

You can bind announcement of FTP Server to particular IP by selecting the IP address in
the list. However, you can choose to leave it as 0.0.0.0, which mean it will announce on
all available interface/IP.

You can also enable FTP settings such as allowing upload of log file to eScan Server by
Endpoints by selecting the Allow Upload by Clients check box. If you are doing that, you
can set a limit for the maximum number of FTP sessions allowed. If you specify this
number as 0, it means that any number of Endpoints can connect to FTP server for
uploading files.

By checking Delete the user settings and user log files after uninstalling check box you
can opt to delete User settings and Log files once eScan Client is uninstalled on that
computer. You can also define the number of days for which Log should be maintained
by defining the days in the field for No of days Client logs should be kept.
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EMC Settings [ rele

EMC Settings

—FTP Settings Settings

#| fllow log upload from dients Bind 1P
Maxirmu rr ftp download session allowed by dients |0 0.0.0.0 v
0 = Unlimited

LOG Settings

Delete the user ssttings and user log files after uninstalling,
Ho of days Client logs should be kept |5

[~ Client Grouping
Group Clients by

* HetBIOS
DNS Domain

[~ Client Connection Settings
Increase Thread count |10 | [1-100)
Increase Query Interval (10 |( In seconds ) (1-100)

Restare default values

Save Cancel

The steps to configure the EMC settings are as follows:

1. To configure the Bind IP address, under BIND IP, in the box, click the required IP
address. the default IP address is 0.0.0.0.

2. To allow uploads by Endpoints, under FTP Settings, select the Allow Upload by
Clients check box.

3. To restrict the maximum number of FTP connections, in the Maximum FTP Clients
allowed box, type or select the maximum number of FTP Connections to be allowed.
The default value is 0; this allows an unlimited number of FTP connections.

4. To specify the number of days for which EMC should maintain client computer logs,
under LOG Settings, in the no. of days client logs should be kept box, type or select
the number of days.

5. Under Client Grouping section, you can sort group clients either by NetBIOS or DNS
domain. This setting is especially useful only during fresh client installations. After
installation, it enables you to manually manage domains and the clients grouped
under them.

6. Click NetBIOS, if you want to sort clients only by hostname.

7. Click DNS Domain, if you want to sort clients by hostname containing the domain
name.

8. Click Save button to implement the defined settings.

Web Console settings
Using this section you can define settings for Web Console timeout, Dashboard
Settings, Login Page settings, SQL Server Connection settings, SQL Database

compression settings.

1. Web Console timeout settings - Select the Enable timeout settings option and define
the time to automatically Log out Web Console when idle beyond the defined minutes.
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Web Console Timeout Setting

Enable Timeout Setting

Autornatically log out the Web Console after rminutes

2. Dashboard Settings - Define the number of Days for which you wish to View the Status,
Statistics and Protection Status Charts in the Dashboard of eScan Management Console.

DashBoard Setling

Show Status for Last |7 days [1 - 365)

3. Login page Settings - Define the settings to show or Hide Link for downloading eScan
Client and MWAgent to facilitate manual download and installation on Endpoints.

4. SQL Server Connection settings — Select the SQL server and define Server instance, and
Host Name along with the credentials for connecting to the database.

5. SQL Database Purge Settings - Define the size limit for the database as well as specify
the number of days to compress the Database folder if it is older than the defined

period.

50QL Database Purge Setlings

| Enable Database Purge
Database Size Limit (MB] 1024 | (500 - 2048]

Purge databasze clder than 7 davs [7 - 265)

Click Save to save the defined settings

Update Settings

The Update module automatically keeps your virus definitions up-to-date and protects
your computer from emerging species of viruses and other malicious programs. You can
configure eScan to download updates automatically either from eScan update servers or

from the local network by using FTP or HTTP.

You can access the update settings page from the navigation Panel. This page provides
you with information regarding the mode of update. It also provides you with options
for configuring the module. It also helps the Update module to download updates

automatically.

1. General Config - The General Config tab provides you with general options for
configuring the update module. These include selecting the mode, and configuring the

proxy and network settings.
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Update Settings

General Config Update Notification Scheduling

Select Mode
( FTR ® HTTP

~Proxy Settings

¥ Download vis Prowxy
HTTR
HTTP Proxy Server 1P | [192,168.0.10 Part: 3127

Login Harne : Passward

—FTR

Logon Type
FTP Proxy Server IP:
User@sitesddress

OPEN siteaddrass

Port: 1021
Login Mame anonymous PASY Mode
Password 1 |seessess Sacks ‘T

Save Cancel Update

You can configure eScan to download updates from eScan update servers by using any
of the available modes such as FTP, HTTP, and Network. If you are using HTTP or FTP
proxy servers, you need to configure the proxy settings and provide the IP address of
the server, the port number, and the authentication credentials of the proxy server. In
case of FTP servers, you also need to provide the format for the user id in the Logon
Type section.

You can also select the Network mode for downloading updates. However, to do this,
you must specify the source UNC path in the Source UNC Path box.

2. Update Notification - The Update Notification tab helps you to configure the actions
that eScan should perform after updater downloads the eScan updates.

Update Settings

Genaral Config Update Notification Scheduling

™ ¥ Update Wotification

Sender: bency@escanav. corm
Recpient:

SMTP Server: 127.0.0.1 SMTP Port: 25

Usa SMTP Authentication

User name:

You can configure eScan to send an email notification to a specified email address
from a specified email address after successful update. To use this feature, you must
also specify the IP address of SMTP server and its port number.

3. Scheduling - The eScan Scheduler automatically checks eScan Web site for updates

and downloads the latest updates when they are available. It also allows you to
schedule downloads to occur on specific days or at a specific time.
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Update Settings

General Config update Notification Scheduling

[ '® Automnatic Download

Guery Interval ¥ | minutes

Schedule Download
Daily

Waskly Man Tus wad Thu

Manthly 1 7 | of the month

at =g

You can configure the update module to query and download the latest updates
automatically from the MicroWorld Web site by selecting Automatic Download. In this
case, you may want to specify a query interval after which eScan should query the
Web site for latest updates. The default interval is 120 minutes, but you can choose an
interval from the Query Interval list.

You can also schedule downloads to occur on specific days or on a daily, weekly, or
monthly basis and at a specific time. When you configure this setting, the scheduler
checks the eScan server for latest updates on the specified day at the specified time
and downloads them if they are available.

Auto Grouping

This will allow you to define the settings to automatically add clients under desired sub
groups. The administrator will have to Add Groups and also add client criteria under these
groups based on host/host name with wild card/IP address/ IP range.

Advantages of Auto Grouping
1. On Auto Grouping, the clients will be automatically added to the specified managed
groups.
2. The clients can be added or removed from Auto Grouping with ease.
It contains the following section:
Group and client selection criteria for Auto adding under Managed Group(s)
How to configure Auto Grouping?
1. Enter the group name and click Add.

2. Enter the client criteria and click Add, you can add host names, host names with
wildcard; IP address and IP address range.
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For example:

Groups Client Criteria

Group A Host names (Comp101, Comp201)

Group B Host names with wild card (Comp1*)

Group B IP Addresses (162.0.34. 1, 162.0. 55.6, 163. 1. 70.10)
Group C IP Address range (162.15. 30 — 162. 15. 82)

The above example displays the Groups and the client criteria for Auto Grouping into the
desired group.
3. Click Save. This will save the settings and the Run button will be enabled.
4. Click Run to start the auto grouping process, this will move the client systems to the
desired groups.
A new window will pop up displaying the Auto Grouping process. Close the window once the
Auto Grouping process is finished.

Client(s) list excluded from Auto adding under Managed Group(s)

e Enter the client criteria such as host name, host name with wild card, IP address and also
by IP range.
e The clients added to this list will be excluded from auto adding under Managed Groups.

% Refresh [ Help

eeeeee

RRRRRR
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Managing User Accounts

Using this section you can create User Accounts and allow those admin rights for using eScan
Management Console. It is helpful in a large organization where installing eScan client on large
number of computers in the organization may consume lot of time and efforts. Using this
option responsibility can be shared between multiple administrators.

Perform the following steps to create an account for the local user.

1. On the navigation pane, under Administration, click User Accounts.

DashBoard User Accounts & Refresh [ Help
Setup Wizard

Managed Computers

[Eacreate Hew Account| [#94dd from Active Directory| | [ 1-10ft Mpage| 1 |of1 Rovs per pags: |10 ¥
Unmanaged Computers
Report Templates [] username Full Nam. Domain Rol Session Log Stat

Report Scheduler root Administrator account created during installation Administrator Vi

Events & Computers

[Bacreate Hew Account| [#9Add from Active Directory [T 1-10f1 M page| 1 |of1 Rows per page: |10 %
Tasks For Specific Computers

Policies For Specific Computers
Asset Management
Print Activity
OutBreak Notification
Settings
= Administration
User Accounts -]
User Roles.

Export & Import

License

Mobile Device Management

2. Click Create New Account button and specify the following fields —
Field | Description

Account type and information

User name*: Type the user name.

Full Name*: Type the full name.

Password*: Type the password.

Confi

P::s;:?rd*- Re-type the password for confirmation.
Email

Ar:(?:eSS' Type the email address.

3. Now click Save.

www.escanav.com



r & Cl
¥ DIGITAL
ORLD]

Export and Import Settings

The eScan Web Console enables you to take backup, it will be helpful in case you wish to
replace eScan server. Export settings along with the database from existing server to the
new server.

° Export Settings —

Export Import Settings

Export Settings Import Settings Scheduling

7 wme Settings and Palicies

Database
Export
Expott files path: |CWPROGRA~ILCOMMON~1\ricraworldyapache | | Change Path

1. Select required settings
2, Click on "Export" to export eScan Managerment Console settings

Use the following steps to export the settings.

1. On the navigation pane, under Administration, click Export & Import.
The Export Import Settings screen appears.
2. Under Export Settings section, select an appropriate check box:

e WMC Settings and Policies: Select this check box, if you want to export WMC
settings and policies.

e Database: Select this check box, if you want to export eScan database.

3. Click Export.
A message of settings successfully exported appears on the screen.
e Click Download Exported File link, if you want to download the file. In addition, you
can also view the date and time of when the file was last downloaded.

Import Settings

CEAPUrL LIIPUr. 3eounys

Export Setlings Import Settings Scheduling

File Marme Choose File | Mo file chosen

? wmc Settings and Policies

Database

Import

1. Select filz to import (EservConf_[YYYYMMDODhhmrm][_SCHD]. zip)
2, Select required settings
3, Click on "Import" button to import the saved settings

Use the following steps to import the settings.

1. On the navigation pane, under Administration, click Export & Import.
The Export Import Settings screen appears.

2. Under Import Settings section, type the file name or click Browse to select the file that
you want to import
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3. Under Import Settings section, select an appropriate check box:

e WMC Settings and Policies: Select this check box, if you want to import WMC
settings and policies.

e Database: Select this check box, if you want to import database.

4. Click Import.
A message of settings successfully imported appears on the screen.

Schedule

Export Import Settings

Export Sattings Impaort Settings Scheduling

Enable Export Scheduler

WMC Settings and Palides Database

Daily
weekly Man Tue wed Thu

Fri Sat Sun

Manthly iv

At 12:00 pm |[@7]

Enable Optional Settings
Select how many backup files to store 7 v

Create the backup only if drive space is areater than or [ e
equal to

Default

Save

Last schadule status : Unknown Status

Using this option you can do the following —
1. Enable scheduling of WMC settings and Policies or Database.
2. Schedule the Export/Import at a specific tie that can be daily, weekly or desired day(s) of a
week or a desired date in a Month.
Send Notifications to specific recipient.
Allows you to define Username and Password for SMTP authentication.
Allows you to define settings for storing backup files.
Displays last schedule status.

oukWw

Customize Setup

Customized Setup will allow you to create a customized setup for a particular Windows client machine.
You can define the settings for a customized setup; It will allow you to define the customized settings for
File antivirus, mail antivirus, Anti-Spam, Firewall, endpoint security, Privacy control, Client Installation
Settings, Update Intervals, exclude/ remove download files.

Ho w to create a Customized client Setup for Windows?
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1. Go to Administration > click customize setup, a new window create customized setup
window will be displayed.

Dashooagd treate Customized Setup $ Refresh [ Help

Managed Computers

#unmanaged Computers client \ Agent far Windaws 1| = Propertias Delete
Report Templates
Report Scheduler Setup Name Group Path Server [P 05 Tupe Created On Deunload
Events & Computers Setup_20160607_174447679, exe Managed Computersitest TGS v o - ofl 0¢/07/2016 17:44  Download

Tasks For Specific Computers
Asset Management
Huser Activity
OutBreak Notification
H settings
= administration
User Accounts
User Roles
Export & Import

Customize Setup (+]

License q

2. Click client for Windows and a new window customize new setup will be displayed.

E Help

Customize New Setup 52

Customize Setup = Client |, Agent for Windaws

Setup File Settings
Setup for®: ® Client Agent

Description™:

Server P 192.168.0.81, TECHWRITER

¥ Enzble Advance Settings

Advance Settings for Customized Setup
& File Antivirus

. Remoue Mail Antivirus
B Eemove AntiSpam
3yRermove Firsusll

@. Remove End Point Securit:

[} Remoue Privacs Contral

b Set Password

Bl client Installation Settings

B additional Settings

B Scheduls Download

Save Cancal (*) Mandatory Fields

3. Define the following settings
e Setup for: Select the option Client to create a client endpoint setup.
e Description: Provide a brief description about the Setup for better understanding on a
future date.
e Group: select the managed group to which this client should be added to.
e Server IP: This will automatically display the IP address of the server.
e Enable Advance Settings: Select this check box to define customized action settings for
this client setup that you are about to create.
4. Click Save.
5. eScan Management console will collect the data and create a setup package; once the
package has been successfully created it will be listed on the create customized setup
window. By default the setup will be saved at the following path on the eScan Server:
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C:\Program Files\Common
Files\MicroWorld\apache2\EMCWEBADMIN\CustomizedSetup

How to edit a Client Customized setup?

1. Go to Administration > click customize setup, a new window create customized setup
window will be displayed.
It will display the list of all the customized setups.

3. Select the checkbox next to the setup name and click Properties; it will display the existing
properties of this particular setup.

4. You can now edit the advance settings for this setup.

5. Click Save

How to delete a Client \Agent customized setup?

1. Go to Administration > click customize setup, a new window create customized setup
window will be displayed.
It will display the list of all the Customized setups.

3. Select the checkbox next to the setup name and click delete.

Ho w to Create a Customized Agent Setup for Windows?

1. Go to Administration > click customize setup, a new window create customized setup
window will be displayed.

‘e Scan % Aboutescan G oot & Lo OFF
U eScan Management Console (14.0.1400.1871)
DashEoond Create Custonnized Setup § Refrach [ Help
Setup Wizard

Managed Computers Client y Agent for Windows 24| Agent for Linux @ |y Froperties Delate

EuUnmanaged Computers

Setup Namne Group Path up b D: ti
e s Sstup Mams Group path Serer 1" 05 Tups D Crasted On Download

Report Scheduler
Events & Computers
Tasks For Specific Computers
Asset Management
Fuser Activity
OutBreak Notification
F setti

User Roles

Export & Import

Customize Setup o

2. Click Client\Agent for Windows and a new window Setup File Settings will be displayed.
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Customize New Setup 22 i Helr

Customize Setup > Client | Agent for Windows

Setup File Settings

Setup for: client '® Agent
Description™:
Group: Browse

Server IP*: 192.168.0.81, TECHWRITER

Save Cancel (*) Mandstory Fislds

3. Define the following settings
e Setup for: Select the option Agent to create an Agent setup.
e Description: Provide a brief description about the Setup for better understanding on a
future date.
e Group: select the managed group to which this will act as an Agent.
e Server IP: This will automatically display the IP address of the server from where the
agent will take updates.

4. Click Save.

5. eScan Management console will collect the data and the create a setup package; once the
package has been successfully created it will be listed on the create customized setup
window. By default the setup will be saved at the following path on the eScan Server:
C:\Program Files\Common
Files\MicroWorld\apache2\EMCWEBADMIN\CustomizedSetup

How to deploy a customized client setup for Windows?

1. Go to Managed Computers > select the desired client computer under the desired
managed group.

[y Astien List = [[p Stk actian it = £ Rafrash Cliant Computar Selactad 1
T Bart Hoak oardigus stian t
B el Menaged | ComggtsrWems  [2 Addesry 1P dgdragy of thy corngction  Unarngms  Locel ddmenivtrgtor Urars]  soen tetys  Yerson  Lert Cory
Fokey |Depioy / Upgeads Chant
o | [ o g ] Hak Tnataled
& a1 |
gl Thare o Urinatall aoan Sl
| Mo Mges o Geaup
g b Baerawa from Sesup
ok
M Lepart by Lace
Brou
- Bhare Initallad Feftwarad
gl
Firin Dawrdasd

mikiay
fand Madiage

Ousthre sk Praventian

Frageiny

Click Deploy/ upgrade client under Client Action List.
On the Client Installation window, select install other Software.
On the “Required files for installation” field copy paste the path of the setup file including
the file name.
5. The executable file field will automatically pull the file name of the setup file.
6. Click Install.
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Disable auto downloading of Windows patches by eScan
Installation Path
Add
E Install Other Software

Linux/MAC Client Setup

| Required files for Installation

CHOPROGRA~LLCOMMON~I\MICR W ~1\ apache 24EM
CWEB~ZNCUSTOM~1\Setup_20160319_115400390.2 | Add |
e A

SETUP_201603219_115400390.EXE ¥ | | Edit Script |
Parameters

-5

Install Agent

Install local client setup

Required files for Installation

Add

Executable file

Pararmetars

|. Install | Cancel |

7. The user interactive installation wizard will be start on the client machine.
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Managing Licenses

The eScan Web Console enables you to manage license of users. You can add, activate, and
view the total number of licenses available for deployment, number of licenses deployed, and
number of licenses remaining with their corresponding values. You can also move the licensed
computers to non-licensed computers and non-licensed computers to licensed computers.

° Adding License and Activating License Key

It enables you to add licenses of users.

(You can add only two licenses at a time, it is mandatory that you at least activate one license,
because unless and until you activate a license you cannot add more licenses. The To Add
License Click Here link becomes unavailable after adding two licenses, and to make it available
you have to at least activate one license. )

Steps -

1. On the navigation pane, click License and click the Click Here link.

-
License $ Refresh [ Hele
Register Information
License Key(30 char Activation Code(&0 char’ Fegistration Status Contract Period Ends on Mo, of Users |

T hd ucens

License

24 day(s) remai..

2. Add the 30 Digit License key and Click Ok. The added license key will be visible displayed
in the Register Information table.

Add 30 Character License Key.

R R P R R P A b b

(] 4 Cancel

3. Click Activate now link present in Activation Code Column of Register Information table
to activate the license on Client Computer.
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-
license - Refresh EHelp

Register Information

License Key(30 char Activation Code(&0 char] Registration Status Contract Period Ends on Mo, of Usars
B = B0 B = B0 = B MO Atieate N Activate before 02-Jul - -
HIHCH =2, Dcavaie SOV -
2016
To Add License Click Here

4. Select the desired option for activation and fill the Personal Information.

Field Description

Name Enter the machine name

Phone No.: Enter the phone number

Address: Type the address

Mobile No.: Type the mobile number

City Type the city name

Fax No.: Type the fax number

State: Type name of the state

Email Id*: [Mandatory]

Type an email ID

Country: Select the country from the drop-down list.

Postal Code: Type the postal code.

Email Click an appropriate option.

Subscription Yes: Click this option, if you want to subscribe for email.
No: Click this option, if you do not want to subscribe for
email.

Reseller/Dealer*: | Type name of the reseller or dealer. This is a mandatory
field.

5. Click Activate present at the bottom of the interface. The License key will be activated
instantly. ( Requires Internet Connection)

° Moving licensed computers to non-licensed computers
Use the following steps to move licensed computers to non-licensed computers.

1. On the navigation pane, click License.
2. Under License section, click Manage License link.

License

.0
(]

¥ Licenze in Use

\
I

/ M Licenze Rermaining

o
o

f Total License Size

Manage License
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3. Under Licensed Computers section, select an appropriate check box, the computer that
you want to move to non-licensed computers.
The Move to non-license button is available only when you select an appropriate check
box under Licensed Computers section, and you can move multiple computers at a time.
4. Click Move to non-license.
The licensed computer moves to non-licensed computers section.

Manage License u Helps

Licensed Computers /| Davices [92) | ﬁ Move to NoncLicense

HMaching Harmy Sroup

Wl compin Managed Computers

"Il COMP11 Managed Computers

.-,_-! OTWINKPI2ENG Marnaged Computers

"Il AMOD-PC Managed Computers

..1| COMP1 Managed Computars

W comPaoe Managad Computars -
Hon-Licensed Compubers [ Devices (0]

Ho Record Found

Cloge
° Moving non-licensed computers to licensed computers
Use the following steps to move non-licensed computers to licensed computers.

1. On the navigation pane, click License; the License screen will be displayed.

Under License section, click Manage License link.

3. Under Non Licensed Computers section, select an appropriate check box, the computer
that you want to move to licensed computers.

4. Click Move to license to move the non-licensed computer to licensed computers
section.

g
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Contact Details

We offer 24x7 FREE Online Technical Support to our customers through e-mail and Live Chat.
We also provide FREE Telephonic Support to our customers during business hours.

e Chat Support

The eScan Technical Support team is available round the clock to assist you with your
gueries. You can contact our support team via Live Chat by visiting the following link.

http://www.escanav.com/english/livechat.asp

e Forums Support

You can even join the MicroWorld Forum at http://forums.escanav.com to discuss all
your eScan related problems with eScan experts.

e Email Support

Please send your queries, suggestions, and comments about our products about our
products or this guide to support@escanav.com.
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Registered Offices

Asia Pacific

MicroWorld Software Services Pvt. Ltd.
Plot No 80, Road 15, MIDC, Marol
Andheri (E), Mumbai, India

Tel : (91) (22) 2826-5701

Fax: (91) (22) 2830-4750

E-mail : sales@escanav.com

Web site: http://www.escanav.com
Malaysia

MicroWorld Technologies Sdn.Bhd.
(Co.No. 722338-A)

E-8-6, Megan Avenue 1, 189, Jalan Tun Razak, 50400 Kuala Lumpur, Malaysia
Tel : (603) 2333-8909 or (603) 2333-8910
Fax: (603) 2333-8911

E-mail : sales@escanav.com

Web site: http://www.escanav.com
South Africa

MicroWorld Technologies South Africa (PTY) Ltd.
376 Oak Avenue

Block C (Entrance from 372 Oak Avenue) Ferndale, Randburg, Gauteng, South
Africa

Tel : Local 08610 eScan (37226)

Fax: (086) 502 0482

International : (27) (11) 781-4235

E-mail : sales@microworld.co.za

Web site: http://www.microworld.co.za
USA

MicroWorld Technologies Inc.

31700 W 13 Mile Rd, Ste 98

Farmington Hills, MI 48334, USA

Tel : (1) (248) 855 2020

Fax: (1) (248) 855 2024

E-mail : sales@escanav.com

Web site: http://www.escanav.com
Germany

MicroWorld Technologies GmbH
Drosselweg 1, 76327 Pfinztal,

Germany

Tel : (49) 7240 944909 20

Fax: (49) 7240 944909 92

E-mail : sales@escanav.de
Web site: http://www.escanav.de
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