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Introduction

eScan Management Console is a webbased centralized management console that lets an
administrator install and manage eScan client on the computers connected acrossthe
network. With this console, you can perform following activities 1

T

=4 =4 =4 =8 A

Install eScan client application on computers.

Install third party applications and deploy patches.

Monitor the security status of computers.

Create and manage policies or tasks for canputers.

Create and view customized reports of the security status of the comp uters.
Manage notifications for alerts and warnings for computers.

Pre-requisites for eScan Server

Before
1

installing eScan ensure that the following pre-requisites are met:
Access to computer as an administrator.

eSgan
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1 Uninstall the existing anti-virus software, if any.

1 Check for free space on the hard disk/partition for installing eScan.

i Static IP address for eScan server.

91 IP address of the mail server to which warning messages will be sent (optional).
NOTE If authentication for the mail server is mandatory for accepting emails, you will

need a username and password to send emails.
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System Requirements

1 Windows (Windows server & workstations) Platforms Supported :
Microsoft® Windows® 2019 / 2016 / 2012 / SBS 2011 / Essential / 2008 R2 /2008 /
2003 R2/2003/10/8.1/8/7/Vistal XP SP 2/2000 S ervice Pack 4 and Rollup
Pack 1
(For 32-bit and 64-bit Editions)

1 Hardware for Clients and Server (Server)
f CPU-2GHz | nt el upprGeessoe & eqDivalent.
1 Memory - 4 GB & above
1 Disk Spacei 8 GB & above

1 Endpoints :
1 1.4 Ghz minimum(2.0 Ghz recommended) Intel Pentium or equivalent
1 GB minimum (1.5 GB recommended )
9 Disk Spacei 1GBand more

1 eScan Management Console can be accessed b y using following browsers
1 Internet Explorer 9 and above
9 Firefox 14 and above
1 Google Chrome latest version
1 Microsoft Edge latest version

10
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Installing eScan TSS for Business

91 Installing eScan TSS for Business from CD/DVD
Installing eScan TSS for businessfrom the CD/DVD is very simple, just insert the
CD/DVD in the ROM and wait few seconds for the Autorun to run the installation
wizard. In case the installation wizard does not run automatically, locate and double -
click the twn4ksmk.exe on CD-ROM. This will run the installation wizard based setup
of eScan TSS for business To complete the installation, follow the instructions on
screen.

1 Downloading and installing eScan TSS for Business from internet
You can also download the setup file from here. For installing eScan Server from the
setup file downloaded from the internet, just double click on the twn4ksmk.exe and
follow the instructions on the screen to complete the installation process.

11
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Installation Process

To install the eScan TSS for business follow the steps given below:
The installation wizard displays following window:

l, elect Setup Language 1
i E[]l Select the language to use during the installation:

Engish ____________|id

[ ok ][ cance |

1. Click the drop-down and select a desired language for installation.
2. Click OK.

NOTE | The Default Language displayed in the drop-down menu is dependent on the
Operating Systemdbds | anguage installed

3. The installation wizard welcomes you. To proceed, click on Next .
License Agreement screen appears.

4. Select Destination Location for the installation of eScan TSS for Business If you want
to select a different installation location, click Browse and select the destination
folder for installation.

#

of DIGITAL
WORLD

Setup will install eScan Total Security for Business into the

C:\Program Files {(x86)'eScan Browse...

Please read the following License Agreement. You must accept the terms
of thizs agreement before continuing with the installation.

eScan SOFTWARE END-USER LICENSE AGREEMENT ~

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (*AGREEMENT™), FOR THE LICENSE OF eScan (*SOFTWARE™)
PRODUCED BY MICROWORLD SOFTWARE SERVICES PVT. LTD.

@ | accept the agreement
| do not accept the agreement

e S a n eScan Total Secunty for Buzsiness
14.0.1400.2281 Install | [ Cancsl

Www.escanavicom

12
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NOTE Default Path for eScan installation on a 32-bit PC1 C:\Program FiledeScan
Default path for eScan installation on a 64-bit PCi C:\Program Files (x86)\eScan

5. Please read the License Agreement completely. To proceed with the installation,
select the option | accept the agreement and then click Install
The installation wizard initiates installation and displays the process.

Extracting files...
C:\Program Files (x86)\eScan\groups\srchengn.def

eSgan

www.escanav.com

After the installation, the wizard asks you to configure the settings for SQL Server
hosting and Login settings for the eScan Management console.

Welcome to the e Scan Management Console
Configuration Wizard

e
#1,
ur_‘?l{.'JTAL This installation wizard will guide you through the steps

WORLD required to install andior configure Microsoft SQL Server

Express for eScan Management Console application on your
computer.

Note: Microsoft and Windows are either registered
trademarks or trademarks of Microesoft Corporation in the
United States and/or other countries.

Click "Next" to continue.

13
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6. To proceed, click Next . The configuration wizard requests you to select a computer
for hosting SQL server.

g eS5can Management Console Configuration Wizard

Select computer hosting SQAL Server.

Use local instance

@ Install Microsoft SQL Server Express Edition (recommended)

SOL Server Installation Path C:\Program Files (x86)\Micros

Browse
O Choose existing
S0L Server Name :]

The window displays following options:

1 Use local instance
If you already have SQL instances running locally, click the drop-down and
select a desired local instance.

9 Install Microsoft ~ SQL Server Express Edition (recommended)
I f the computer selected for eScan server
installed, it is recommended that you select this option. Click Browse and
select an installation path for SQL server installation.

NOTE | Default installation path for 32 -bit PCi C:\Program Files Microsoft SQL Server
Default installation path for 64 -bit PCi C:\Program Files (x86)\Microsoft SQL Server

1 Choose existing
If an SQL server hosting computer exists on your LAN, select this
opti on. Click Browse and select the SQL server hosting computer.
9 Select this option if you have already created an instance for eScan Database
on any SQL Server installed on any computer connected to the network. Click
Browse to locate the server. This option is being used if you already have an
instance running locally or in your local area network.
7. After selecting an option, click Next to proceed.
If you selected the recommended option, the configuration wizard will begin
installation of the Microsoft SQL Sewer Express.
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This wizard will install following prerequisites along with Microsoft SQL
Server Express:

Microsoft Windows Installer
Microsoft MNet Framework

Microsoft SQL Server Express Edition

Click "Install” to proceed.

[ Back ] | nstal

8. To proceed, click Install . After the successful installation, the wizard displays
following window.

&
g eScan Management Console Configuration Wizard

Installing Microsoft SQL Server Express

Microsoft SQL Server Express has been installed successfully on your
system.

' Microsoft Windows Installer
v Microsoft .Net Framework

& Microsoft SQL Server Express Edition

Click "Next" to continue
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9. To proceed, click Next . The wizard requests you to enter the login credentials for
the root user.

| NOTE | The default username for web console is root .

eScan Management Console Configuration Wizard

eScan Management Console login information

Enter the login credentials for the root user to give permission to manage the
eScan Management Console.

User name:

Password:*

Confirm Password:*

Description: |—'—’:“"'.'E"'5:’.‘.f account created during installation

Email address:*

Click "Next” to continue

10. Atfter filling all the details, click Next . The wizard displays installation successful
message.

eScan Management Console Configuration Wizard

’J_/'—’-, Completed.
L
e You have successfully installed / configured Microsoft SQL

Server Express on your computer. Click “Finish” to proceed
with eScan installation.

eSgan

Www.escanav.com
Copyright MicroWorld

Finish |
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11. To exit the eScan Management Console Configuration Wizard, dck Finish . After
completing the installation process, the wizard asks you to restart your PC.

e5can Install
eScan

— S
I-F"'Il Reboot PC o complete eScan Installation’
# I

Cheict

of DIGITAL
WORLD

eSgan

WWW.ESCANAN.COM
Copyright MicroWarld Yes Ma

12. To restart PC, select option Yes, restart the computer now.
After the computer restarts, launch the eScan TSS for Businessand enter the license
key for activation.

It is recommended that To run eScan services fully it is recommended that

NOTE
© you restart the PC.
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Components of eScan Server

The eScan Server is comprised of following components:
1 eScan Server
This is the core component that lets you manage, deploy and configure eScan client
on computers. It stores the configuration information and log files about the
computers connected across the network. Being the core component, it
communicates with the following c omponents.

1 Agent
It manages the connection between the eScan server and the client computers.

I eScan Management Console
It is a Web-based application hosted on the eScan Server. With this application,
administrators can manage and configure eScan on computes in the network.

1 Microsoft SQL Server Express Edition
It is a database for storing events and logs already included in the eScan Setup file.

1 Apache
It is an open source, cross-platform web server software essential for running eScan
Management Console. t 6s i ncluded in the eScan Setup fi

For Windows 8 /8.1 /2008 / 2012 / 2016 / 2019 operating systems, the SQL 2008
Express edition will be installed.

NOTE | For Windows 7 and below, SQL 2005 Express edition will be installed.

Uninstallation of eScansew er wonodét remove SQL and A
The user will have to uninstall these components manually.
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Web Console Login

The web console login page can be accessed via two methods.

To log in to the eScan Management Consolefollow the steps given below:

1. Launch a web browser.
2. Enter the following URL: <IP address of the eScan Server installed system>:10443

Web console login page appeatrs.

WEB CONSOLE LOGIN

Please type your User name and Password to access the Web Console.

Username:™ Il |

Password:® | | Login

You can provide users the following link{s):

eScan Client Setup (Windows)
http://§ . /Setup/eScan Client.exe [+]

eScan Agent Setup (Windows)
hittp:// /Setup/Agent Setup.exe [+]

eScan AV Repnrf_

Copyright © MicroWorld Technologies Ine. All rights reserved.

3. Enter the login credentials defined during installation.
4. Click Login .

The second method to go to login page is as follows:
1. Inthe taskbar, right -click the eScan Management Console icorih,

A list of options appears.

« Client Live Updater
i Dpen Web Consaole

W9 Stop Announcement

wr About eScan Management Console
@ Shut Down

2. Click Open Web Console
Default browser launches and displays web console login page.
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Rests of the options are explained below:

Client Live Updater

Clicking this option displays live event feeds from all computers on your network. This feed
consists of IP Address, Username of the computers, Module Names and Client actions. This
Live Feed list can be exported to Excel if required.

5’( Scan
-
= Client Live Updater
Date | Time Maching Ma... | IP Address Uzer Mame | Ewvent ID | Module Name | Descri ~
28 May 2020 14:3238 Endpoin... [C]leScanE.. Execu
28 May 2020 14:3279 Endpoir... [C]leScanE.. Execu
28 May 2020 14:30:49 Endpoin... [C]leScanE.. Execu
28 May 2020 14:30:41 Endpoin... [C]leScanE.. Execu
28 May 2020 14:30:20 Endpoin... [CleScanE... Esxecu
28 May 2020 14:30:4 Endpoin... [CleScanE.. Exescu
28 May 2020 14:30:55 Endpoir... [C]leScanE.. Execu
28 May 2020 14:30:.02 Endpoin... [C]leScanE.. Execu
28 May 2020 14317 Endpoin... [C]leScanE.. Execu
28 May 2020 14:31:24 Endpoin... [CleScanE... Esxecu
28 May 2020 14:30:14 Endpoin... [CleScanE.. Execu
28 May 2020 14:30:59 Endpoin... [C]leScanE.. Execu
28 May 2020 14:30:26 Endpoin... [C]leScanE.. Execu
20 May 2020 143126 Endpoin... [C]leScanE.. Execu
28 May 2020 143127 Endpoin... [C]leScanE.. Execu
28 May 2020 14:30:21 Endpoin... [CleScanE.. Execu
28 May 2020 14:30:34 Endpain... [C]eScanE.. Execu w
< >
Expart To Excel ] [ Cloze

Stop Announcement
Clicking this option stops broadcast from and towards the server.

About eScan Management Console
Clicking this option displays Server Up Time and general information.

Shut Down
Clicking this option shuts down the eScan Management console.

It is recommended that you do not shut down the server, as doing so will stop the
communications between client and server.

NOTE
The "root" is the Superuser account created by eScan during Installation, see -
Filling Login Credentiak for eScan Management Console
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The web console login page displays following links:
1 eScan Client Setup (Windows)
This link can be shared via email to the computer users where remote installation is
impossible. By clicking this link users can download the eScan Client Setup and install
it manually on their computers. Users can also directly access the eScan
Management console from their desktop.

1 eScan Agent Setup (Windows)
This link can be shared via email to the computer user where you are unable to get
system information or communication is breaking frequently. After the eScan Agent
Setup is downloaded and installed on the Managed Computer, it establishes the
connection between the server and client computers.

1 eScan AV Report
Clicking this link redirects you to the eScan AV Report webpage that displays Antk
Virus report for eScan installed computers. Select a group and then click Get
Details > Export . A detailed .xlIs report will be downloaded to computer.
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Main Interface

Upon first login, console displays Setup Wizard that familiarizes you with the basic
procedures. It is recommended that you follow the steps displayed, before proceeding to the
other modules.

iE:h ﬁEE % About eScan § root [ Log Off
eScan Management Console (14.0.1400. %)

DashBoard

Setup Wizard k4 Help
Setup Wizard [+]
Managed Computers Welcome to the Setup Wizard

@

unmanaged compl“ers This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selected Groups.
Report Templates
Report Scheduler

Events & Computers

Tasks For Specific Computers

Asset Management
Click "Next” to Proceed.
* User Activity
Patch Report Mt >
# Notifications '
# settings
* Administration

License

The Setup Wizard is available in the navigation panel and can be accessed again as

NOTE .
per your requirement.

The Navigation panel is found on the left of the main interface screen. The username of the
login in user is displayed at the top right corner of the screen.

You will find a Help link at the top right corner of e very screen that will take you to a quick
online help guide for the features on that screen.

The description of different link found on the main interface of the eScan console is listed in
the table below:

About eScan
Clicking this link redirects youtoMir co Wor | dds homepage.

Username
Clicking Username lets you edit User Login details like Full name, Password and email
address that you use to Login in the eScan Management Console.
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Log off
Clicking Logoff logs you out of the eScan Management Console.

root
Clicking root | ets you change root accountds pas

Enter the new password in New Password and Confirm Password fields and then click
Save. The password for root account will be saved and updated.
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