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Introduction

eScan Endpoint Detection and Response (EDR) is a comprehensive, integrated, and
layered endpoint protection solution that combines real-time monitoring and endpoint
data analytics with rule-based responses. This helps to analyze and alerts admin about
the malicious activity, and allows fast investigation and restricts the attacks on
endpoints as soon as detected. It supports automated and manual actions to restrict
the potential threats on the endpoint.

eScan EDR solution helps to gain deep insights into the attack to identify the security
gaps and demonstrate the impact of the incidents. It provides security team with the
tools to proactively identify threats and protect the organizations.

eScan Management Console is a web-based centralized management console that lets
an administrator install and manage eScan client on the computers connected across
the network. With this console, you can perform following activities-

¢ Install eScan client application on computers.

¢ Monitor the security status of computers.

e Create and manage policies or tasks for computers.

e Create and view customized reports of the security status of the computers.
¢ Manage notifications for alerts and warnings of suspicious activities.

e Detection and prevention of malicious activities

e Incident data investigation and search

Pre-requisites for eScan Enterprise
EDR Server

Before installing eScan ensure that the following pre-requisites are met:
e Access to computer as an administrator.
¢ Uninstall the existing anti-virus software, if any.
e Check for free space on the hard disk/partition for installing eScan.
e Static IP address for eScan server.
e |P address of the mail server to which warning messages will be sent (optional).

@ | If authentication for the mail server is mandatory for accepting emails, you will
NOTE need a username and password to send emails.
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System Requirements

Windows Server and
Endpoints

Mac Endpoints

Linux Endpoints

Microsoft® Windows® 2022 /
2019/ 2016 / 2012 / SBS 2011 /
Essential / 2008 R2 / 2008 / 2003
R2/2003/11/10/8.1/8/7/
Vista / XP SP 2 / 2000 Service
Pack 4 and Rollup Pack 1

(For 32-bit and 64-bit Editions)

OS X Snow Leopard (10.6 or later)
OS X Lion (10.7 or later)

OS X Mountain Lion (10.8 or later)
OS X Mavericks (10.9 or later)

OS X Yosemite (10.10 or later)

OS X El Capitan (10.11 or later)
macOS Sierra (10.12 or later)
macOS High Sierra (10.13 or later)
macOS Mojave (10.14 or later)
macOS Catalina (10.15 or later)
macOS Big Sur (11.0 or later)
macOS Monterey (12.0 or later)
macOS Ventura (13.0 or later)

macOS Sonoma (14.0 or later)

RHEL 4 and above

(32 and 64-bit)

CentOS 5.10 and above
(32 and 64-bit)

SLES 10 SP3 and above
(32 and 64-bit)

Debian 4.0 and above

(32 and 64-bit)

openSUSE 10.1 and above
(32 and 64-bit)

Fedora 5.0 and above

(32 and 64-bit)

Ubuntu 6.06 and above
(32 and 64-bit)

Mint 12 and above

(32 and 64-bit)

Linux Oracle 7.x and above
(32 and 64 bit)

Red Hat Linux server

(32 and 64 bit)

Hardware Requirements for
eScan Server:

CPU - 2GHz Intel™ Core™ Duo
processor or equivalent Memory
- 4 GB and above

Disk Space (Free) — 8 GB and
above

Hardware Requirements for
eScan Client:

CPU - 1.4 GHz minimum (2.0
GHz recommended) Intel
Pentium or equivalent
Memory - 1.0 GB and above

Disk Space (Free) — 1 GB and
above

Hardware Requirements for
eScan Client:

CPU - Intel based Macintosh

Memory -2 GB and More
recommended

Disk Space — 2 GB and above

Hardware Requirements
for eScan Client:

CPU - Intel® Pentium or
compatible or equivalent

Memory -2 GB and above

Disk Space - 2 GB free
hard drive space for
installation of the
application and storage of
temporary files
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eScan Management Console can be accessed by using following browsers:
* Internet Explorer 11 and above
* Firefox latest version
* Google Chrome latest version

For Android
(Android Endpoints) Platforms Supported:

e Android version: 5.0 and above
e Storage: 40-50 MB

For iOS
(iOS Endpoints) Platforms Supported:

e {OSversion: 10.3 and above
e Storage: 40-50 MB

!

NOTE

Rooted and Jailbroken devices are not supported.
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Installing eScan Enterprise EDR
Server

e Installing eScan Enterprise EDR Server from CD/DVD
Installing eScan Enterprise EDR (with MDM & Hybrid Network Support) from the
CD/DVD is very simple, insert the CD/DVD in the ROM and wait few seconds for
the Autorun to run the installation wizard. In case the installation wizard does
not run automatically, locate and double-click the EDRcwn4k3ek.exe on CD-
ROM. This will run the installation wizard based setup of eScan Enterprise EDR
(with MDM & Hybrid Network Support). To complete the installation, follow the
instructions on screen.

e Downloading and installing eScan Enterprise EDR Server from
internet
To download the setup file click here. To install eScan Server from the

downloaded file, double click the EDRcwnxxxx.exe and follow the instructions
on screen to complete the installation process.

ified Company www.escanav.com
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Installation

To install the eScan Enterprise EDR (with MDM & Hybrid Network Support), follow the
steps given below:
1. The installation wizard displays following window:

Select Setup Language

A@]  Select the language to use during the installation:
| o

S

Eosn 19

| ok || Cancal |

2. Click the drop-down and select a desired language for installation.
3. Click OK.

© | The Default Language displayed in the drop-down menu is dependent on the
NOTE | Operating System's language installed on the computer.

The installation wizard welcomes you.

Welcome to the eScan Enterprise EDR Setup Wizard

Welcome to the eScan Enterprize EDR Setup Wizard

Click Mext to continue, or Cancel to exit Setup.

; eScah Enterprise EDR LE?
ES £an 22.0.1400, lesd > ] [ Cancel

wWww.estanav.com

4. To proceed, click Next.
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License Agreement screen appears.

. i chd'lc“ License Agreement

of DIGITAL Pleaze read the following important information before continuing.

WORLD

Pleaze read the following License Agreement. “vou must accept the terms of this
agreement befere continuing with the installation.

}eScan SOFTWARE END-USER LICENSE AGREEMENT

el

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (“AGREEMENT"), FOR THE LICEMSE OF eScan (*SOFTWARE™)
PRODUCED BY MICROWORLD SOFTWARE SERVICES PVT. LTD.
(*MICROWORLD").

IF %0U HAME PURCHASED THIS SOFTWARE WIA THE INTERNET BY CLICKING
THE ACCEPT BUTTON, ¥OU (ETHER AN INDWVIDUAL OR A SINGLE ENTITY)
CONSENT TO BE BOUND BY AND BECOME A PARTY TO THIS AGREEMENT. IF -

_r | gocept the agreement

® | do not accept the agreement

S = e5can Enterprize EDR
e>tan 22.0.1400, [ Nets |

Wiww.escanav.com

5. Please read the License Agreement completely. To proceed with the installation,
select the option | accept the agreement and then click Next.
Select Destination Location screen appears.

1 i ch!it'-! Select Destination Location
o DIGITAL Where should Scan Enterprise EDR be installed?

WORLD

e
D_‘ Setup will inzstall eScan Enterprise EDR into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

' [Bowee-

At least 1,839.9 MB of free disk space is required.

s

o S Enterprize EDR
es C an 32.00‘.3:403.@”38 [ < Back: ” Neadt > ] [ Cancel
WWW.ESCANav.com

www.escan




6. If you want to select a different installation location, click Browse and select the
destination folder for installation.
Click Next to proceed with the installation.

Default Path for eScan installation on a 32-bit PC - C:\Program Files\eScan
Default path for eScan installation on a 64-bit PC - C:\Program Files
(x86)\eScan

NOTE

Ready to install screen appears displaying destination location.

- i Ch!‘“ Ready to Install

of DIGITAL Setup is now ready to begin instaling eScan Enterprise EDR on your computer.

WORLD

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files\eScan

== eScan Enterprize EDR
es‘:an 22.0.1400 < Back ][ Install; ] [ Cancel
WWW.escanav.com

7. To proceed, click Install.
The installation wizard initiates installation and displays the process.
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Bxdracting files...
C:\Program Files\eScan\SETUPTMP\msvI64 dll

i

o e EOR
eSgan SSten Efaprics 0

www.escanav.com

After the installation, the wizard asks you to configure the settings for SQL Server
hosting and Login settings for the eScan Management console.

_ eScan Management Console Configuration Wizard

Welcome to the e Scan Management Console
#' Configuration Wizard
¢ sie

[=

Thiz ingtallation wizard will guide vou through the steps
required to install andfor configure Microsoft SOL Server
Express for eScan Management Console application on your
computer.

Note: Microsoft and Windows are either registered trademarks
or trademarks of Microsoft Corporation in the United States
and/or other countries.

Click "Mext" to continue.

WWWLBSCANAV.COMm
Copyright MicroWorkd

8. To proceed, click Next. The configuration wizard requests you to select a
computer for hosting SQL server.
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I -_H eScan Management Console Configuration Wizard

Select computer hosting SAL Server.

Use local instance

(@ Install Microsoft SAL Server Express Edition (recommended)

SOL Server Installation Path CAProgram Files\Microsoft SC

(7} Choose existing

SOL Server Name

The window displays following options:

e Use local instance
If you already have SQL instances running locally, click the drop-down and
select a desired local instance.

¢ Install Microsoft SQL Server Express Edition (recommended)
If the computer selected for eScan server installation doesn't have SQL
server installed, it is recommended that you select this option. Click
Browse and select an installation path for SQL server installation.

Default installation path for 32-bit PC - C:\Program Files\Microsoft SQL
0 Server
NEIE Default installation path for 64-bit PC - C:\Program Files (x86)\Microsoft
SQL Server

¢ Choose existing
If an SQL server hosting computer exists on your LAN, select this option.
Click Browse and select the SQL server hosting computer.
Select this option if you have already created an instance for eScan
Database on any SQL Server installed on any computer connected to the
network. Click Browse to locate the server. This option is being used if
you already have an instance running locally or in your local area
network.
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9. After selecting an option, click Next to proceed.
If you selected the recommended option, the configuration wizard will begin
installation of the Microsoft SQL Server Express.

_ eScan Management Conscle Configuration Wizard

b

This wizard will install following prerequisites along with Microsoft SQL
Server Express:

Microsoft Windows Installer
Microsoft _Met Framework

Microsoft SQL Server Express Edition

Click "Install” to proceed.

10. To proceed, click Install.
After the successful installation, the wizard displays following window.

_ eScan Management Console Configuration Wizard

A

Installing Microsoft SQL Server Express

Microsoft SQL Semver Express has been installed successfully on your
system.

" Microsoft Windows Installer
% Microsoft .Met Framework

" Microsoft SOL Server Expre=ss Edition

Click "Next” to continue

11.To proceed, click Next.
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The wizard requests you to enter the login credentials for the root user.

NOTE The default username for web console is root.

.'-_\ eScan Management Console Configuration Wizard

eScan Management Console login information

Enter the login credentials for the root user to give permission to manage the
eScan Management Console.

User name: |r'3f=t |

Description: Administrater account created during installation |

|
Password:® | |
|

Click "Mext” to continue

Email address*®

Confirm Password:®

12. After filling all the details, click Next. The wizard displays installation successful
message.

'-_\ eScan Management Consocle Configuration Wizard

eScan Management Console Configuration Wizard
Completed.

“'ou have successfully installed / configured Microseft SQL
Server Express on your computer. Click "Finish” to proceed with
eScan installation |

WL ESCanaY. com
Copyright MicroWarld

D «C»

13. To exit the installation wizard, click Finish.
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' DIGITAL Completing the eScan Enterprise EDR Setup Wizard

WORLD

Setup has finished installing eScan Enterprise EDR on your computer. The application
may be launched by selecting the installed icons.

Click Finish to exit Setup.

Scan Enterprise EDR L}

e S C a n _ 0.1400

14. Click Finish. The wizard asks you to restart the PC for completing the installation
process.
cﬁé# AL Completing the eScan Enterprise EDR Setup Wizard

WORLD

To complete the installation of eScan Enterprise EDR, Setup must restart your
computer. Would you like to restart now?

{2 Mo, | will restart the computer later

=~ eScan Enterprize EDR
eS can 22.0.1400.

WWW.escanav.com

15.To restart your PC, click Yes.

After the computer restarts, launch the eScan Enterprise EDR and enter the
license key for activation.

NOTE

To run eScan services fully it is recommended that you restart the PC.

01 Certified Company WWW.escanav.com
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Components of eScan Server

The eScan Server is comprised of following components:

eScan Server

This is the core component that lets you manage, deploy and configure eScan
client on computers. It stores the configuration information and log files about
the computers connected across the network. Being the core component, it
communicates with the following components.

Agent

It manages the connection between the eScan server and the client computers.

eScan Management Console
It is a Web-based application hosted on the eScan Server. With this application,
administrators can manage and configure eScan on computers in the network.

Microsoft SQL Server Express Edition
It is a database for storing events and logs already included in the eScan Setup
file.

Apache
It is an open source, cross-platform web server software essential for running
eScan Management Console. It's included in the eScan Setup file.

NOTE

For Windows 11/10/8/8.1/2008 /2012 /2016 /2019 operating systems,
the SQL 2008 Express edition will be installed.

For Windows 7 and below, SQL 2005 Express edition will be installed.

Uninstallation of eScan server won't remove SQL and APACHE from the
endpoint. The user will have to uninstall these components manually.
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Web Console Login

The web console login page can be accessed via two methods.

To log in to the eScan Management Console, follow the steps given below:
1. Launch a web browser.
2. Enter the following URL: <IP address of the eScan Server installed system>:10443
Web console login page appears.

User Name

Password

eScan AV Report

3. Enter the login credentials defined during installation.
4. Click Login.

The second method to go to login page is as follows:
1. Inthe taskbar, right-click the eScan Management Console icon a4k
A list of options appears.

« Client Live Updater
i+ Dpen Web Console

W Stop Announcement

=» About eScan Management Consale
@ Shut Down

2. Click Open Web Console.
Default browser launches and displays web console login page.
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Rests of the options are explained below:

Client Live Updater

Clicking this option displays live event feeds from all computers on your network. This
feed consists of IP Address, Username of the computers, Module Names and Client
actions. This Live Feed list can be exported to Excel if required.

‘e Scan
€
_ Client Live Updater

Date | Tirne | tdachine Ma... | IP Address | Iser Mam | Ewent D | Module Mame | Descri
30 Jul 2024 122226 wa fi TiLyTEE B umkta wa fi TiCyTeE File Anti...  [CleScanM... Windo
A0 Jul 204 122226 wa fie LI B sk ig w fie LI File Anti..  [CleScan k... C:h\Pro
30 Jul 2021 12.22.27 LR B Ciask 18 i Ticptee Filz &nti...  [C]leScanM... Admini
30 Jul 2021 12:22.28 LR il B we i LIy File &nti...  [C]leScanb... REMD
30 Jul 2024 122229 j L et 1t j L File Anti...  [C]'WinEwent & logo
A0 Jul 204 122230 j i ek |1 j i File Anti..  [C]'WinEwent  Remat
30 Jul 2021 122232 LR B Ciask 18 i Ticptee Fil= &nti...  [C]leScanM... REMO
30 Jul 2021 12:22:36 LR il B R0 File &nti...  [C]leScanb... REMD
30 Jul 2024 123203 T mate o Vi File Anti...  Android Folicy

30 Jul 2021 123203 P S o Vi File Anti...  Configlasndr..  Auto g
30 Jul 2021 123203 e i Vi File &nti...  Anbi-Theft (&, Antki-TH
30 Jul 2021 123203 File &nti..  ‘weband A wWeb(
30 Jul 2024 123203 File Anti...  Webanda..  Applic/—
30 Jul 2021 123204 P S o Vi File Anti...  Configlandr...  FProtec E|
30 Jul 2021 123204 e i Vi Fil= &nti...  Call & SM5 .. Call/S1—
30 Jul 2021 123204 P S o Vi File Anti...  Android Compli
30 Jul 2024 133209 T e o Vi File Anti...  Android Fuolicy -
4| i | 3

Close

Stop Announcement
Clicking this option stops broadcast from and towards the server.

About eScan Management Console
Clicking this option displays Server Up Time and general information.

Shut Down
Clicking this option shuts down the eScan Management console.

It is recommended that you do not shut down the server, as doing so will

@ | stop the communications between client and server.
NOTE

The "root" is the Superuser account created by eScan during Installation.
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Setup Links

The web console login page displays Setup Links options that let you to download
client and agent setup files.

e5can Client Setup (Windows) RV
eScan Client Setup (Android) N
e5Scan Agent Setup (Windows) A4
e5can Agent Setup (Linux) N
eScan Agent Setup (MAC) N

+ eScan Client Setup (Windows)
This link can be shared via email to the computer users where remote

installation is impossible. By clicking this link users can download the eScan
Client Setup and install it manually on their computers. Users can also directly
access the eScan Management console from their desktop.

+ eScan Client Setup (Android)
This link can be shared via email to the android users where remote installation

is impossible. By clicking this link users can download the EMM application from
eScan Client Setup and install it manually on their android device. Users can also
directly access the eScan Management console from their Android device.

+ eScan Agent Setup (Windows)
This link can be shared via email to the computer user where you are unable to

get system information or communication is breaking frequently. After the eScan
Agent Setup is downloaded and installed on the Managed Computer, it
establishes the connection between the server and client computers.

+ eScan Agent Setup (Linux)
This link can be shared with the Linux computer user for manual installation.

+ eScan Agent Setup (Mac)
This link can be shared with the Mac computer user for manual installation.
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eScan AV Report

Clicking this link redirects you to the eScan AV Report webpage that displays Anti-Virus
report for eScan installed computers.

-
eScan AV Report & Refresh [ Help
[ Filter Criteria
Select Group Installation Status
B ﬁ Manzged Computers All v
Last Updated
All e

Last Scanned
All ~

Get Details | | Reset Export Search

1-0cfd { page of |0 b Ml Rows per page:

Machine Name ‘Gruug Last Connection |Dﬂ1ine Since | Installation Status eScan Version |L st Update

There are no items to show in this view.

Select a group and then click Get Details to get the details of the endpoints.

-
eScan AV Report & Refresh [ Help
r—Filtar Criteria
Select Group Installztion Status
- & [ managed computers Al v
Last Updated
All v

Last Scanned

| Get Details H Resst || Export || Search

Total Machines B

Instzllad Machines 5 Mot Installed Machines a
Last Updated Compliant 4 Last Updated Non Compliant 1
Last Scanned Compliant 2 Last Scanned Non Compliant 3]

1-50f5 144 pags of |1 } bl Rows per page: | 10 %

Machine Name Last Connection Offline Since Installation Status |eScan Version

orheL it - Managed Computers 6/24/2021 3:26:20 PM Offline mare than 0 days | Installed s 2021/06/24 03:43

=om S Managed Computers S @8 S “Saw  6/23/2021 5:40:54 PM  Offline more than 0 days  Installed .t 2021/06/14 15:43 06/23/2021 -
By e * Managed Computers €/24/2021 2:33:00 PM Offline mare than 0 days | Installed . - : 2021/06/24 11:1% =2
$i S50 aNEERER | Managed Computers 6/24/2021 12:1%:07 PM  Offline more than 0 days Installed * 4 2021/06/24 11:19

-ist Managed Computers (iS5 6/24/2021 3:26:36 BM Offlina maore than 0 days |Installad . - 3 2021/06/24 11:1% 06/23/2021 r

Select a group and then click Get Details > Export. A detailed .xls report will be
downloaded to computer.

Q Exported Successfully Click here to Open/Download
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Main Interface

Upon first login, console displays Setup Wizard that familiarizes you with the basic
procedures.

The links in the top right corner are explained below:

About eScan
Clicking About eScan opens MircoWorld's homepage in a new tab.

Username

Clicking Username lets you edit User Login details like Full name, Password and
email address that you use to Login in the eScan Management Console.

Edit User E Help

Enable this account

Account Type and Information

Custom Account

User's
name:

Full Mame*: | BBl el apml g Halaae |

MNew | |
Password:

Confirm | |
Fassword:

Email

Address: =l e

For Example: user@yourcompany.com

Account Role

Role™:

MDM
Role™:

Save Cloze (*) Mandatory Fislds

Log off

Clicking Log off logs you out of the eScan Management Console.

Date of Virus Signatures
This link displays the last date on which the Virus signatures were updated. Click it to
update virus signatures.
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Setup Wizard

The Setup Wizard helps you to quick start with the eScan Management Console, by
allowing admin to perform basic functions such as creating groups, adding computers
to it, and installing eScan on it. It is recommended that you follow the steps displayed,
before proceeding to the other modules.

Setup Wizard E Help

Welcome to the Setup Wizard

This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selacted Groups.

Click "Mext" to Procead,

In the Setup Wizard screen, click Next >. Create Group to Manage Computers window
appears.

Setup Wizard E Help

Create Group to Manage Computers.

" ﬁ Manzgad Computers

Mew Group

Click "Mext" to Proceed.

www.escanav.com
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To create a new group, select a group (Managed Computers) and click New Group.
Creating New Group popup appears.

Creating New Group E Help

Create New Group

MNew Group Name :I I

ok || Cancel |

Enter the name of the group and click OK.
After creating group, click Next> to add computers to the respective group.
Add IP/Host to respective Groups window appears.

Setup Wizard E Help

Create Group to Manage Computers.

B- ﬁ Managed Computers

ﬁ Roaming Usars

ﬁ Linux / Mac

New Group

Click "Mext" to Proceed.

01 Certified Company WwWw.escanav.com



After creating a group, you can add computers to the group via following methods:
e |P Address/Host name
e Host from Network Computers

Setup Wizard E Help

Add IP{Host to respective Groups.
[Ej Add 1p/Host | [y Add Host from Network Computers

Eﬁ Managed Computers
ﬁ Roaming Users
41 (B Linu / Mac
.. (@) samples_Team

Click "Next" to Proceed,

Adding computers via IP Address/Host Name

To add the computers through IP Address, follow the below steps:
1. Select the group and click Add IP/Host.
Add Computers window appears.

T

Add Computers E Help

| Add |

| Add IP Address Range |

Femove

Ok || Cancel
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2. Click Add. Add Computers window appears.

&

Select Computer E Help

| Ok | | Cancel

3. Enter the Host name and click OK.
The computer will be added.

OR

4. To add an IP range, click Add IP Address Range.
Add Computers by IP Range window appears.

- [

Add Computer By IP Range E Help

Starting IP Address™=:

Ending IP Addrass™:

| Che || Cancel | {*} Mandatory Fields

5. Enter the Start and End IP Address. Click Ok.
The computers will be added in the group.

www.escanav.com
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Adding Host Name from Network Computers
To add the computers from network, follow the below steps:
1. Select the group and click Add Host from Network Computers.
Add Host from Network Computers window appears.

[

Add Host from Network Computers E Help

=[] #ig Metwork Computars
- D gfs Microsoft Windows Metwork

[ @l Web Client Netwark

| ok | | Cancel |

2. Select the network computers and click Ok.
The computers will be added to the group.

Setup Wizard E Help

Add IP/Host to respective Groups.

i‘a] Add IP/Host i‘a] Add Host from Metwork Computers

El ﬁ Managed Computers -

Click "Next" to Froceed,
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After adding IP address and Client/Network computer(s) in group, click Next.

Setup Wizard E Help

Select Groups for Installationf Deployment.

=- [ ﬁ Managed Computers

a QA avhide

I:' ﬁ Roaming Users
& O & o

- 3 Eor

- ] ﬁ Linuz / Mac

Click "Mext" to Procead.

Select the group having client computers then click Next.

Client Configuration window appears

Setup Wizard E Help

Client Configuration.

[_| Auto Reboot after Install

| show Progress on Client (Only for XP/2000)
[_J 1nstall without Firewall
|| pizable auta downloading of Windows patches by eScan

Installation Path

| <Default= v add

Mote: Computers with same or newer version of eScan will not be affected.

Click "Meaxt” to proceed with Installation/Deployment

To define a different installation path, click Add. (Skip this step if default path chosen).

Click Next. A window displays File transfer progress. After Installation, the eScan status
will be updated in Managed Computers list.

www.escanav.com
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DashBoard

EDR Dashboard

Setup Wizard

Managed Computers

Unmanaged Computers

Report Templates

Report Scheduler

Events & Computers

Tasks For Specific Computers

Asset Management

User Activity

Patch Report

MNotifications

Settings

Administration

License

eScan Mobility Management
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Dashboard

The Dashboard module displays charts showing Deployment status, Protection status,
Protection Statistics, Summary Top 10, Asset Changes, and Live Status. The monitoring
is done by Management Console of the computers for virus infections and security
violations. To learn more, click here.

EDR Dashboard

The EDR Dashboard provides the summary of all the malicious activities and security
events gathered across the network by the eScan Server. It will provide the overview of
the various incidents and the action taken on such incidents. To learn more, click here.

Setup Wizard
The Setup Wizard familiarizes you with the basic procedures and setup that is
recommended by the eScan. To learn more, click here.

Managed Computers

The Managed Computers module lets you can define/configure Policies for computers.
It provides various options for creating groups, adding tasks, moving computers from
one group to the other and redefining properties of the computers from normal to
roaming users and vice versa. To learn more, click here.

Unmanaged Computers

The Unmanaged Computers module displays information about the computers that
have not yet been assigned to any group. This section also lets you set the host
configuration, move computers to a group, view the properties of a computer, or
refresh the information about a client computer with Action List menu. To learn more,
click here.

Report Templates

The Report Templates module lets you create and view customized reports based on a
given template, for a given period; sorted by date, computer, or action taken; and for a
selected condition or target group. It also provides options for configuring or scheduling
reports, viewing report properties, and refreshing or deleting existing reports. To learn
more, click here.

Report Scheduler
The Report Scheduler module lets you schedule a new reporting task, run an already
created reporting schedule, or view its properties. To learn more, click here.
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Events and Computers

The Events and Computers module lets you monitor various activities performed on
client's computer. You can view log of all events based on Event Status, Computer
Selection or Software/ Hardware Changes on that client computer. Using the Settings
option on the screen you can define settings as desired. To learn more, click here.

Tasks for Specific Computers

The Tasks for Specific Computers module lets you create and run tasks like
enable/disable protection(s) on specific computers, it also lets you schedule or modify
created tasks for selected computers or groups. You can also easily re-define the
settings of an already created task for a computer. It also lets you view results of the
completed tasks. To learn more, click here.

Asset Management

The Asset Management module provides you the entire Hardware configuration and list
of software installed on computers in a tabular format. Using this module, you can
easily keep a track of all the Hardware as well as Software resources installed on all the
Computers connected to the Network. Based on different search criteria you can easily
filter the information as per your requirement. It also lets you export the entire system
information available through this module in PDF, Microsoft Excel or HTML formats. To
learn more, click here.

User Activity
The User Activity module lets you monitor different tasks/activities like printing, session
login time or actions on files in the client computers. To learn more, click here.

Patch Report

The Patch Report module displays the number of windows security patches installed
and not installed on managed computers. This will help an administrator identify the
number of vulnerable systems in the network and install the critical patches quickly. To
learn more, click here.

Notifications

The Notifications module provides you options to enable different notifications when
different actions/incidents occur on the endpoints. You may choose to be notified or
not to be notified based on the significance of these actions in your business. To learn
more, click here.
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Settings
The Settings module lets you configure eScan Console timeout settings, dashboard
setting, exclude client settings for eScan. To learn more, click here.

Administration

The Administration module lets you create User Accounts and allocate them Admin
rights for using eScan Management Console. It is helpful in a large organization where
installing eScan client on large number of computers in the organization may consume
lot of time and efforts. By using this module, you can allocate rights to the other
employees which will allow them to install eScan Client and implement Policies and
tasks on other computers. To learn more, click here.

License

The License module lets you manage license of users. You can add, activate, and view
the total number of licenses available for deployment, number of licenses deployed,
and number of licenses remaining with their corresponding values. You can also move
the licensed computers to non-licensed computers and non-licensed computers to
licensed computers. To learn more, click here.

Icons on every status Label denotes that the status is displayed for the

ol "
NgrE computers having operating system as ' Windows, = MAC OS X or

7 Linux.
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Dashboard

The Dashboard module displays statistics and status of eScan Client installed on
computers in pie chart format. It consists of following tabs:

+ Deployment Status

+ Protection Status

+ Protection Statistics

*+  Summary Top 10

* Asset Changes

+ Live Status

Deployment Status

This tab displays information about eScan Client installed on computers, active licenses,
and current eScan version number in use.

DashBoard Dt of virus signatures: 28 e S 021 % Refresh [ Help
Configure Dashboard Display
Deployment Status | [N E I Summary Top 10 | Asset Changes
Deployment Status
\ \
eScan Status = AR License LA AE

® Installed -5 @ Notlnstalled -0 @ Unknown -0 @ LicenselnUse-5 @ Remaining License - 0

[Manage License]
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eScan Status

Sy
eScan Status mAE

® Installed -5 @ MNotlnstalled -0 @ Unknown - 0

Installed - It displays the number of computers on which eScan Client is installed.

Not Installed - It displays the number of computers on which eScan Client is not
installed.

Unknown - It displays the number of computers on which Client installation status is
unknown. (eScan Cloud is unable to receive information from the computers for a long
time)

License

~y
License HE 1 a (4

® LicenseInUse-5 @ Remaining License - 0

[Manage License]

. <

License in Use - It displays the number of licenses that are active.
Licenses Remaining - It displays the number of remaining licenses.
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eScan version

The eScan Version chart shows the total number of eScan versions installed on the
computers on the network.

eScan Version =AL

. 20.0%

40.0%

- 20.0%

@ Unknown -1 @ 22.0.1400.2386 - 1 @ 22.0.1400.2387 - 1 7113 -2

Click on the numbers on the right-side of the each version, you can view the details of
the computers.

Deployment Status == eScan Version ] ﬂ K

Client OS Type[all | Print
r SERVER Sm Managed Computers

W == 14.0. i : Managed Computers’ »

Clicking underlined numerical displays detailed information for computers.

(1] s & ‘A

NOTE | The " Windows, Mac, ~** Linux Icons at the top of every chart
denote that the information is displayed for the respective Operating Systems
(OS).
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Protection Status

This tab displays the status of eScan Client's modules along with the Update and Scan
status since last 7 days.

Configurs Dashboard Display|

Deployment Status | IS HMESCNIENN protection Statistics ] Summary Top 10

Since Last 7 Days

Update Status =A l_\ Scan Status =A ‘-\

® Updated-5 @ Hot Updated - 1573 @ Scanned -2 @ Not Scanned - 0

[Groupwise Details...]

JA
Protection Status

N ~
File Anti-Virus =AK Proactive =

® started-5 @ Stopped -0 @ Unavailable - 0 Unknowin - 1573 ® Started-4 @ Stopped -0 @ Unavailable - 1 Unknown - 1573

001 Certified Company WWW.escanav.com
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Update Status

Update Status EAL \

® Updated-4 @ Mot Updated - 118

[Groupwise Details...]

Updated - It displays the number of computers on which virus signature database is

updated.
Not Updated - It displays the number of computers on which virus signature database

is not updated.

Clicking Groupwise Details displays Groupwise Update Status window.

Groupwise Update Status Tuesday, June

=8 ﬁ Manzged Computers D include sub Groups Grclupwise Details Print

‘Group: Managed Computers (Include Sub Groups)

Group Name Updated | Not Updated | License in Use

d Computers
L
B TEAM

EEEE
=N E=N I k=1

MR

= = = e

[ I E=N 5]
B E

Samples Team

It displays the number of computers on which virus database is Updated, Not Updated
and Licenses in Use as per the group. Selecting Include Sub Groups check box will
display the subgroups containing computers.
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Scan Status

Scan Status =A l;\

@ Scanned - 38 @ Mot Scanned - 67

Scanned - It displays the number of computers that have been scanned in last 30 days
for viruses and malware infections.

Not Scanned - It displays the number of computers that have not been scanned in last
30 days for viruses and malware infections.

File Anti-Virus

"
File Anti-Virus E=AE

® Started - 4 @ ctopped - 0 @ Unavailable - 0
Unknowm - 0

Started - It displays the number of computers on which the File Anti-Virus module is in
Started state.

Stopped - It displays the number of computers on which the File Anti-Virus module is in
Stopped state.

Unavailable - It displays the number of computers where the File Anti-Virus module is
unavailable.

An I1SO 27001 Certified Company
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Unknown - It displays the number of computers where the File Anti-Virus module
status is unknown.

[ ]
Proactive
s ™y
Proactive (]|
25.0%
L 75.0%
@ Started - 2 @ Stopped - 0 @ Unavailable - 0
Unknown - 1
e -

Started - It displays the number of computers on which Proactive scanning service is
running.

Stopped - It displays the number of computers on which Proactive scanning service is
stopped.

Unavailable - It displays the number of computers where Proactive scanning service is
unavailable. This module is available only in computers with Windows OS.

Unknown - It displays the number of computers on which the Proactive scanning
service status is unknown.

Mail Anti-Virus

Mail Anti-Virus ]

25.0%

. 75.0%

© Started -0 @ Stopped - 3 ' Unavailable - 0
Unknown - 1
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Started - It displays the number of computers on which the Mail Anti-Virus module is in
Started state.

Stopped - It displays the number of computers on which the Mail Anti-Virus module is
in Stopped state.

Unavailable - It displays the number of computers on which the Mail Anti-Virus module
is unavailable.

Unknown - It displays the number of computers on which the Mail Anti-Virus module
status is unknown.

Anti-Spam

Anti-Spam [ | |

. 75.0%

© Started -0 @ Stopped - 3 © Unavailable - 0
Unknown - 1

Started - It displays the number of computers on which the Anti-Spam module is in
Started state.

Stopped - It displays the number of computers on which the Anti-Spam module is in
Stopped state.

Unknown - It displays the number of computers on which the Anti-Spam module
status is Unknown.

Unavailable - It displays the number of computers on which the Anti-Spam module is
Unavailable.
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Web Anti-Phishing

~ ~
Web Anti-Phishing [ 1 ]
25.0% . 25.0%
- 50.0%
@ Started - 1 ® Stopped - 2 @ Unavailable - 0
Unknown - 1
e -

Started - It displays the number of computers on which the Web Anti-Phishing service
is started.

Stopped - It displays the number of computers on which the Web Anti-Phishing service
is stopped.

Unknown - It displays the number of computers on which the Web Anti-Phishing
service status is unknown.

Unavailable - It displays the number of computers on which the Web Anti-Phishing
service is unavailable.

Mail Anti-Phishing

Mail Anti-Phishing =

25.0%

® Started -0 @ Stopped - 3 @ Unavailable - 0
Unknowmn - 1

An I1SO 27001 Certified Company www.escanav.com



Started - It displays the number of computers on which the Mail Anti-Phishing service is
enabled.

Stopped - It displays the number of computers on which the Mail Anti-Phishing service
is disabled.

Unknown - It displays the number of computers on which the Mail Anti-Phishing
service status is unknown.

Unavailable - It displays the number of computers on which the Mail Anti-Phishing
service is unavailable.

Web Protection

Web Protection -

50.0%

© Started - 2 @ Stopped - 1 O Unavailable - 0
Unknown - 1

Started - It displays the number of computers on which the Web Protection module is
in Started state.

Stopped - It displays the number of computers on which the Web Protection module is
in Stopped state.

Unavailable - It displays the number of computers on which the Web Protection
module is unavailable.

Unknown - It displays the number of computers on which the Web Protection module
status is unknown.
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Firewall

FireWall [ | |

25.0%

. 75.0%

© Started -0 @ Stopped - 3 @ Unavailable - 0
Unknown - 1

Started - It displays the number of computers on which the Firewall module is in
Started state.

Stopped - It displays the number of computers on which the Firewall module is in
Stopped state.

Unavailable - It displays the number of computers on which the Firewall module is
unavailable.

Unknown - It displays the number of computers on which the Firewall module status is
unknown.

Endpoint Security

™
Endpoint Security E=AE

25.0%

L 75.0%

® Started - 3 @ Stopped - 0 @ Unavailable - 0
Unknown - 1

[Other Devices...]
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Started - It displays the number of computers on which the Endpoint Security module is
in Started state.

Stopped - It displays the number of computers on which the Endpoint Security module
is in Stopped state.

Unavailable - It displays the number of computers on which the Endpoint Security
module is unavailable.

Unknown - It displays the number of computers on which the Endpoint Security
module status is unknown.

Clicking Other Devices displays details about other devices.

Other Devices Status
Dther Devices... |ﬁ||nwed Blocked I.Ininrailahl Unknown| Total
SD Card 3 o 2 1 3
Web Cam 2 0 o 1 4
Blustooth 2 Q ] 1 a
USE Madem 2 0 o 1 4
Composite Devices 3 o o 1 e
CD/OVD 3 o o 1 4
Imaging Devices 3 o o i 4
WI-FI K] o o 1 4
Printer 3 o o i 4
Close
Privacy
Privacy (] |
@ Started -0 @ Stopped - 3 Unavailable - 0
Unknown - 1
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Started - It displays the number of computers on which the Privacy Control module is in
Started state.

Stopped - It displays the number of computers on which the Privacy Control module is
in Stopped state.

Unavailable - It displays the number of computers on which the Privacy Control
module of eScan is unavailable.

Unknown - It displays the number of computers on which the Privacy Control module
status is unknown.

Anti - Ransomware

Anti - Ransomware -

25.0%

L 75.0%

® Started - 3 @ Stopped - 0 O Unavailable - 0
Unknown - 1

Started - It displays the number of computers on which the Anti - Ransomware module
is in Started state.

Stopped - It displays the number of computers on which the Anti - Ransomware
module is in Stopped state.

Unavailable - It display the number of computers on which the Anti - Ransomware
module unavailable to system.

Unknown - It displays the number of computers on which the Anti - Ransomware
module status is unknown.
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Protection Statistics

This tab displays activity statistics and action taken by all modules of eScan Client since

last seven days in pie chart format.

Configure Dashboard Display

Deployment Status Protection Status Protection Statistics Summary Top 10 Asset Changes Live Status

Reset Counter

Since Last 7 Days

e y e ~y
File Anti-Virus =AE Web Protection [} ]
b_9%
34%
‘9?5
~ 100.0%
@ Disinfected - 0 @ Quarantined - 26
© Deleted - 1 Access Denied - 2 ® Allowed -1 @ Blocked -0
[Mara] Suspected Phishing Site - [ 0 ]
e A e A
e R
Endpoint Security-USB =AL

50.0%

@ USB Allowed - 10 @ USE Blocked - 10

Reset Counter
Clicking Reset Counter resets all the statistics to zero. This option proves useful after

you have taken an action on infected files and want to scan for residual infection

presence.
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File Anti-Virus

File Anti-Virus =k

6.9%
3 4%

© Disinfected - 0 ® CQuarantined - 26
@ Delsted - 1 Access Denied - 2

[More]

Disinfected - It displays the number of files disinfected by File Anti-Virus module.
Quarantined - It displays the number of files quarantined by File Anti-Virus module.
Deleted - It displays the number of files deleted by File Anti-Virus module.

Access Denied - It displays the number of files to which access was denied by File Anti-
Virus module.

Clicking underlined numerical displays action taken on infected files amongst different
computers and the group that computer belongs to.

Protection Statistics >> File Anti-Virus >> Quarantined [T ] a E
Client OS Type[all v Print
(MachineMame ——— ——— Jsaus e
ESGa, Sni" I8 Quarantined {2) Managed Computers'Sasgies_ “sam

WIN S avhzar gt 8 Quarantined {14) Managed Computers

WiNegmisi* 9 Quarantined {10) Managed Computersiis_“£AM

001 Certified Co
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Clicking the Status link further displays the detection date and time, file path, infection
description and computer's username.

Protection Statistics >> File Anti-Virus => Quarantined { WIS & S Amis sus s )
Print

Dateine | Eie ame Descapton I —
23/06/21 Infected by Wirus: Wit

V192 s B e | e gl ih i e, B8
10:53:14 Trojan e ne. 5.5 i S RS ST e gat g
23/06/21 Infected by Wirus: W

W192 cast b M edpegl apay thasial apagpes sl oxo
10:53:15 Trojan  sssia ea - muiesg t T T e MIETE BT e s get e
23/06/21 Infected by Wirus: Wi

192, cat & WE gl il g dhametapill gep s MamiL 00
10:53:16 Trojan e - ma miw; @ E= T S ¥ - - T NUTTRRpe
23/06/21 Infected by Wirus: W

W19, b 4 BE geotag gl ity gl gl gap g oostiTe giens. £XE0
10:52:16 Trojan, messecas g 0 o2 wl o 3 D NIRRT s e gt g
23/0ef21 Infected by Wirus: Wi

TA192, w ¢ R i s s sl aporEs SUTL Bxe
10:53:16 Trojan immoa ea maspes bag S Tom VSR LR e i gRL Rk

Clicking [More] displays additional protection statistics.

Additional protection statistics

Malware URL Block

Autorun Block

Executable Block USB
Executable Block Metwork
Executable Block User based
Proactive Statistics: Allow
Proactive Statistics: Block
Exploit Statistics Block
Ransomwars Statistics Block

[ RV =" [ % T =T ¥ A (= T = [ = [ ¥

Ln

Total 13
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Mail Anti-Virus

Mail Anti-Virus =

@ Deleted -0 @ Quarantined - 7

Quarantined - It displays the number of files/emails quarantined by Mail Anti-Virus
module.

Deleted - It displays the number of files/emails deleted by Mail Anti-Virus module.

Anti-Spam

Anti-Spam H-

® Deleted -0 @ Quarantined - 7

Deleted - It displays the number of files deleted by Anti-Spam module.
Quarantined - It displays the number of files quarantined by Anti-Spam module.

Certified Company
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Web Protection

Web Protection [ | |

® Allowed - 1 ® Blocked -0

Suspected Phishing Site - [ 0 ]

e -

Allowed - It displays the number of websites to which access was allowed by Web
Protection module.
Blocked - It displays the number of websites to which access was blocked by Web
Protection module.

Suspected Phishing Site - It displays the number of systems on which suspected
phishing sites were blocked. After clicking the numerical, Suspected Phishing Site
window appears displaying System Name, Site Status, and Computer Group. Clicking
Site Status further displays Date, Time, Website name and action taken.
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Endpoint Security-USB

i

™y
Endpoint Security-USB =AE

50.0% 50.0%

@ USE Allowed - 10 @ USE Blocked - 10

. A

USB Allowed - It displays the number of USB access allowed along with the details for
the same by Endpoint Security-USB module.
USB Blocked - It displays the number of USB access blocked along with the details for
the same by Endpoint Security-USB module.

Endpoint Security-Application

Endpoint Security-Application =

@ Applications Allowed - 13 ® Applications Blocked - 0

. A

Applications Allowed - It displays the number of applications allowed by Endpoint
Security-Application module.
Applications Blocked - It displays the number of applications blocked by Endpoint
Security-Application module.
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Summary Top 10

This Tab displays top 10 Summary of various actions taken by eScan on all computers
since last seven days along with bar chart and graph. This tab can be configured by
clicking Configure Dashboard Display.

Configure Dashboard Display,

Protection Status Protection Statistics

Deployment Status Summary Top 10 | [[LEEYe PRI

Since Last 7 Days

Top 10 Virus Blocked

Percentage of Viruses
32.00%
16.00%
16.00%
2.00%
8.00%
£.00%
Trojan.GenericKD.460327E... 8.00%
Trojan.GenericKD.36774432 4.00%

Hits
= I|

Top 10 Computer Infected Count

2.5 Computer Name Computer Infected in %

WIN-ESCANSERVER 64.00%
ESCAN CLIENT 20.00%
WIN-QADOT 16.00%

Hits

The tab displays the summary for following parameters:
e Top 10 Virus Blocked
e Top 10 Computer Infected Count
e Top 10 USB Blocked Count
e Top 10 Application Blocked Count by Application Name
e Top 10 Application Allowed Count by Application Name
e Top 10 Application Blocked Count by Computer Name
e Top 10 Application Allowed Count by Computer Name
e Top 10 Websites Blocked Count by Website Name
e Top 10 Websites Allowed Count by Website Name
e Top 10 Websites Blocked Count by Computer Name
e Top 10 Websites Allowed Count by Computer Name
e Top 10 Infected Emails(Mail AV)
e Top 10 Spam Emails(AntiSpam) from
e Top 10 Websites Blocked Count by Username
e Top 10 Websites Allowed Count by Username
e Top 10 Exploit Blocked Count

An 1SO 27001 Certified Company www.escanav.com



Asset Changes

This tab displays all hardware and software changes carried out on the endpoints since
last seven days.

Configure Dashboard Display

Deployment Status Protection Status Protection Statistics Summary Top 10 Asset Changes Live Status

Since Last 7 Days

e e —
RAM 1
cRuy o
MOTHERBOARD (1]
HARD DISK 1]

New Installed Softwares [Uninstalled Softwares

WL 33 i oo o
W it i

[t |

Clicking the underlined machine names displays softwares installed on the computers
since last seven days. Clicking the underlined numerical displays installed / uninstalled
softwares on computers since last seven days.
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Live Status

This tab displays the number of computers that are online and offline in a network.

Configure Dashboard Display

Deployment Status Protection Status Protection Statistics Summary Top 10 Asset Changes Live Status

Live Status

Y
Live Status EAE

@ Online -4 @ Offline - 0

Clicking the numerical displays the computer's username, status, eScan Client version
number, and the group under which it is categorized.

An I1SO 27001 Certified Company WwWw.escanav.com



Configure the Dashboard Display

To configure the Dashboard display
1. Inthe Dashboard screen, at the upper right corner, click Configure Dashboard
Display.
Configure Dashboard Display window appears displaying tabs and their
parameters.

Configure Dashboard Display

r— Deployment Status
a5can Status eScan Version

License Summary

r— Protection Status

Update Status

[ web protection Web Anti-Phishing

|_| Scan Status
na no-virus - roactuve
B2 File Anti-vi [ proacti
[ mMail anti-virus || anti-Spam
|| Firewall || Mazil Anti-Bhizhing
0
0

Endpoint Security

Privacy
Anti-Ransomwars
r— Protection Statistics
Fila Anti-Virus [ Mail Anti-Virus
[l Anti-Spam |_| web protection

Endpoint Security-USB

|| End point Security-Application

~ Summary Top 10
Machine Infected

Application Allowed by Computer
‘Website Blocked by Computer
|:| Application Blocked by App Mame
|:| ‘Website Blocked by Sites
Website Blocked by Username
|:| Infected Emails

|:| Virus Blocked

UsE Blocked
Application Blocked by Computer
Website Allowed by Computer

BOC

| Application Allowed by App Name
| Website Allowed by Sites

Website Allowed by Username

| Spam Emails
Exploit Blocked

r— Live Status

Live Status

—Graph Type
Show 3D Graph

| ok | | Cancel |

2. Select the parameters' check boxes to be displayed in the respective tabs.

3. Click OK.

The tabs will be updated according to the changes.
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EDR Dashboard

The EDR dashboard is primarily used to keep track of malicious activities and potential
attacks by keeping a close eye on network. It analyses the detected threat and helps to
determine the root cause of attacks. The EDR dashboard consists of different tabs
having multiple summary reports that are as follows:

¢ Incident-eScan

e Incident-Windows
e Incident-EDR

e Endpoint Incident
e Network Incident

eScan EDR dashboard provides centralized summary of potential threats and malicious
activities from all the endpoints in the network.

Incident - eScan

Incident-eScan tab displays the summary information about the different malware
detected by eScan, along with action taken and graphical representation of the same.

-
EDR DashBoard & Refresh [ Help

JULLENSEEEI MY Incident - Windows || Incident- EDR | End Point Incident ] Network Incident

4 Filter Criteria 4 Export Option

Trojan S sataet (DB): 2.0%
Trojan St s (p2): 2.0% Trojan. Ml SewerstSE Atalials (DB): 18.2%
Trojan. S wiis (DB): 2.0%
\Ruler.exe: 7808 (ppid:7432) : 0.0%
Trojan. S w5522 (DB): 12.1%
Trofan. G s w48 (DB): 15.2%
Trojan e #EIE 15 (DB): 15.2%
Trojan s, 5 *Sesia (DB): 15.2%
Trojan s we tw0a2 (DB): 15.2%

1-370f37 14 page of |1 } b1 Rows per page:

Client Date Computer Name/Tp 55 r's na cal pter Wifi Adapter | USB Adapter |Eile Infected

7/2/2021 12:42:31 PM  WIN @80 aaas SR 192, - | Wik ##.ER\Administrator  00-0C-23-20-3A-C3 Cr\f s on.exe File Qu ntine
7/2/2021 23:05:50 M WIH 192,088 0 9% | WIN SSOMEERER Administrator | 00-0C-29-20-5A-C3 i\ ac exe File Quarantine
7/2/2021 :05:50 PM | WINESORMSERUER | 192,088 0 (98 | Wil SSaREERER Administrator | 00-0C-25-20-9A-C3 i\ . exe File Quarantine
7/2/2021 3:05:50 PM Wik 192,088 0 485 WIN SS0ANEERUER \Administrator | 00-DC-29-20-3A-C3 €\ £ B e e S0 et e o BimBbidec  File Quarantine
7/2/2021 2:05:51 PM | WINESCANSERUER | 1920480 (85 | WIk SS0MEERER Administrator | 00-0C-29-20-9A-C3 €\ et exe File Quarantine
7/2/2021 3:05:51 PM W 192,00 0 88 WIS ER A ministrator | 00-0C-29-20-9A-C3 €5\ . exe File Quarantine
7/2/2021 3:05:51 PM | WINESlanEEsER 192,88 = wikes #%.ER\Administrator 00-0C-29-20-3A-C3 Cillapms 44808 ot . P hpraibre? fa ! T Tl St S B .62 File Qu ntine
7/2/2021 3:05:51 PM  WINESIanSssER 192,088 0 08 WIS EER SR \Administrator | 00-0C-29-20-9A-C3 '\ feaiion. exe File Quarantine
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Filtering Incident - eScan Report

To filter the Incident - eScan as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

_[ BULT LI LD Incident - Windows [ Incident- EDR | End Point Incident || Network Incident

Filtar Criteria

Computer Name = - 1 Addrass [= | [1nclude ]
User's name [= | [include w] MAC Adapter(s] * -
Dascription [= | [includev] Action Taken [= | (tnclude |
Date Range

From (MM/DD/YYYY) 06/28/2021
To (MM/DD/YYYY) 06/28/2021

Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Incident - eScan will be filtered according to your preferences.

In the below instance, after applying filter the following type of the summary report will
be generated. It consists of general information such as Client Date, Computer Name /
IP, IP Address, User Name, Event Description, and Action Taken.

EDR DashBoard & Refresh [ Help

OGNS Ll Tncident - Windows || Incident- EDR | End Point Incident ] Network Incident

A Filter Criteria A Export Option

Trojan S SSEERE (DB): 2.0%
Trojan S - (DB): 2.0% Trojan. M SessenE steiaais (DB): 18.2%
Trojan. e sRES (DB): 3.0%
VRuler.exe:7608 (ppid:7422) : 0.0%
Trojan. St #8822 (DB): 12.1%
Trojan. e sEEES (DB): 15.2%
Trojan Swssssend weie %15 (DB): 15.2%
Trojan s % ““wsig (DB): 15.2%

Trojan s a8 88842 (DB): 15.2%

1-370f 37 1 { page of |1 } b1 Rows per page:

Client Date Computer Name/Ip 55 a cal r wifi Adapter (USB Adapter i -

7/2/2021 12:42:31 PM | WIN SSCANESRGER | 192,088 or | 00-0C-23-20-3A-C3 Cr\f sfeaon.exe

7/2/2021 3:05:50 PM WIN ator 00-0C-23-20-SA-C3 st goc.exe.

7/2/2021 3:05:50 PM | Wk SSanEEE or 00-0C-23-20-3A-C3 €\ . axce

7/2/2021 3:05:50 P WIN 00-0c- 0\ a5 g 5 5 s g3 S 0 it S gl S B i 2

7/2/2021 3:05:51 PM | WIN SS0andiiuER | 192048 stor 00-0C-23-20-3A-C3 Com it exe

7/2/2021 3:05:51 PM | WINESCMMEERUER 1920880 458 00-0c- C i i exe

7/2/2021 2:05:51 PM | WIw SSlandsiuiR | 192088 or | 00-0C-23-20-3A-C2 [ e el e

7/2/2021 3:05:51 PM | WINSSCanEERGER 1920884 458 00-0cC- Cris wieaion.exe
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Exporting the Report

To export the Incident - eScan Report, click Export Option.
Export Option field expands.

Expart Optio
’7(:3‘ Excel O o ® oyl

Select the preferred option and then click Export. A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Incident-Windows

Incident-Windows tab provides the details of the Windows events such as RDP access,
Windows logon, and more. eScan EDR monitors failed login attempts made using
dictionary attacks, brute force attacks, and various other methods. It also generates the
summary report of the information collected from all the eScan endpoints in the
network.

-
EDR DashBoard & Refresh [ Help

Incident - Windows

Incident - eScan
4 Filter Criteria 4 Export Option

An account failed to log on: 10.0%

Incident - EDR | End Point Incident || Network Incident

Remote Desktop Services: User authentication succeeded:: 10.0%

# logen was sttempated using sxplicit cradentisls: 40.0%

ar accepted 3 new TCR connaction from clisnt 192. 4

accepted a new TCP connaction from client 192, &k
+ 10.0%
The server accepted a new UDP connection from client 1630501 The server accepted a naw UDP connection from client 163051
10.0% 10.0%

1-100f10 144page 1 |of 1 » 11 Rows per page:

Client Date

7/5/2021 10:34:09 AM Wilhe it 7 192,480 08 WIN-QADOT\ga Logged [131]

7/5/2021 10:34:15 AM Wikts S5 aniiia s 4R 192, 5 6 58 W SR SR\ Administrator Logged [4648]

7/5/2021 10:34:16 AM Wt mint 7 192, b . 4 WI gmiet Logged [131]

7/5/2021 10:34:17 AM Ve S R s R\ Administrator Logged [4648]

7/5/2021 10:24:17 AM Wittt 7 Logged [121]

7/5/2021 10:34:17 AM Wi g 7 Logged [1145]

7/5/2021 10:34:17 AM Witk it 7 Logged [121]

7/5/2021 10:34:25 AM Wil Alogon was attempied using explicit credentials Logged [4648]
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Filtering Incident - Windows Report

To filter the Incident - Windows as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

 Filter Criteria v Export Option

Filter
- — = |[imee ~
[= | [Tnclude v] Euant Td(s) ® e
€4 Description [= | [tnclude v]
Data Ranga
Fram 320000 [
To (MM/DD/YVYY) =]

Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Incident - Windows will be filtered according to your preferences.

In the below instance, after applying filter the following type of the summary will be
generated. It displays general information such as Client Date, Computer Name / IP, IP
Address, User Name, Event Description, and Event will be displayed.

-
EDR DashBoard £ Refresh [ Help

Incident - Windows

Incident - eScan Incident - EDR

# Filter Criteria A  Export Option

An account failed to log on: 10.0%

End Point Incident [ Network Incident

Remote Desktop Services: User authentication succeeded:: 10.0%
& logon was sttemptad using explicit cradentials: 40.0%
The server accepted 2 new TCP connaction from client 152, b

=
aeie; 10.0%

/ar accepted 3 new TCR connaction from clisnt 192, 4

The server accepted a new UDP connection from client :63050: The server accepted a new UDP connection from lient 163051

1-10cf 10 144 page of 1 » 1l Rowrs per page:

Client Date

2/5/2021 10:34:09 AM il i 192 40 0 8 WIN-QAQDT\g2 Logged [131]
2/5/2021 10:34:15 AM Wit SR 152, 4 0 4S8 VIR SR ER Administrator Logged [4648]
2/5/2021 10:34:16 AM Witk i 7 192, hh 8 W it Logged [131]
2/5/2021 10:34:17 AM Wt i 4R 152 40 0 4 VIR S SR Administrator Alogan was sttempted using = Logged [4648]
7/5/2021 10:34117 AM Wik g7 192, 4. 48 Wb i The ssrver sccepted 2 new from client [182,046 1 (80 s Logg=d [121]
7/5/2021 10:34117 AM Witk g7 192,00 8 W it Remote Deskiop Services: User suthentication succesdad: Logged [1145]
7//2021 10:34:17 A1 Wit 7 152, 4 4 48 [EoTSE——— Tha ssrver sccaptad 3 new UDR connsction from client [192.46 1 (58 4 Loggsd [121]
7/s/2021 10:34:25 AM W st 7 152 40 0 88 W it A logon was sttampted using sxplicit cradentials Loggad [4648]

Certified Company www.escanav.com



Exporting the Report

To export the Incident - Windows Report, click Export Option.
Export Option field expands.

Expart Option
’7 O Excal

O eor ® L

Select the preferred option and then click Export. A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Incident-EDR

Incident-EDR tab provides the summary report of all the events from the endpoints in
the network on the basis of severity for advanced investigation and response. It
blocks/remove the suspicious files and then alerts the admin for further investigation
and analysis of it.

EDR DashBoard

% Refresh [ Help

Incident - eScan | Incident - windows [JIEQUTEUISESLRN End Point Incident ] Network Incident

[ Filtar Critaria
Report Type
Fiter - B
Computer Name = -
- (oo Jm
. e —
(=) Visw All Ttams

0-00f0 1{page O |of O ) b Rows per page:

Event Description Action Taken

Computer Name /Ip

Client Date and Time

www.escanav.com
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eScan EDR solution provides different types of report such as Virus, PowerShell, and
many more based on the different types of threats and malicious activities. The admin
can select the report from the drop-down menu according to the requirement and get
the detailed report about the same. The types of reports are as follow:

e VIRUS

e PowerShell Blocked

¢ MMC Blocked

e MSHTA Blocked

e RunDLL32 Blocked

e NetCmd Blocked

e Sensitive OS-File Execution Blocked
e MSOffice Child EXE Blocked

e Unsigned USB EXE Blocked

e Adobe Child EXE Blocked

e ProgramData / Users Execution Blocked
e Unsigned Cloud EXE Blocked

e PBAE

¢ Ransomware Blocked

e Disconnected Bruteforcing IP

e Disconnected Prohibited IP

e Password Archive: Blocked

e User: Blocked

Report Type

Each report is unique and used for in-depth analysis of the potential attacks or
suspicious activities. For example, Proactive Behavioral Analysis Engine (PBAE)
generates the report based on the collected events that are blocked due to suspicious
behavior in the endpoints. The Virus report generates the summary for the virus that
were detected and blocked in the network.
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For example, the following figure gives the summary of the virus report.

EDR DashBoard % Refresh [ Help

Incident - Windows: Incident - EDR

A Filter Criteria A Export Option

Network Incident

Filtar
Report Type VIRUS ~

Computer Name * -
From 05/01/2021 E

To 07/01/2021 E

Trojan.GenerickD.46159122 (DB): 7.3%

Trojan.GenerickD.46155042 (DB): 4.9%

Trojan.GenerickD 46087815 (DB): 17.1%
EICAR-Test-File (DB): 43.9%

Trojan.GenerickD.46033768 (DB): 5.8%

Trojan.GenerickD. 26774438 (DB): 4.9%

GeniVariant.Application.Propresser.A.1 (DB): 2.4%
Trejan. Autoruns.GenericKDS. 46106404 (DB}: 9.8%

1-100f41 i(page| 1 of 5 ) M Rows per pag

™ - 152, win- Infactd by Virus: EICAR-Test-File (0B) File Quarantinad
WIN - 1s2. WIN- ok Infected by Virus: Gen:Variant.Application.Propresser.A.1 (DB) File Quarantined
Wi - 152, win- Infactd by Virus: EICAR-Test-File (0B) File Quarantinad
6/2 win - 192, 44 win- . e Infected by Virus: EICAR-Test-File (0B) File Quarantinad
Wi - 152, win- Infactd by Virus: EICAR-Test-File (0B) File Quarantinad
6/2 EsC - 192, 48 Esca Infected by Virus: EICAR-Test-File (0B) File Quarantinad
EsC - 192 ESCA/ Infacted by Virus: Trojan.Autoruns.GenericKDS.46106404 (D3] Access Denied
&2 Escl - 192. 4% ESCAl Infactad by Virus: Trojan. Autoruns. GenericKDS.46106404 (D3] File Delatad
WIN - 192 WIN- Infacted by Virus: Trojan.GenerickD.46155042 (DB) File Quarantined
&/2 WIN - 152, 4% WIN- e Infected by Virus: Trojan.GenericKD.26774438 (DB) File Quarantined

To get the detailed investigation report for a specific incident, click the hyperlink under
Client Date and Time, as shown below.

[———— % metresn [ Hotp

Windows Events

[n riner craara

1-100F42 144 page

62 wn . 192, win-Esca ected by Virus: EICAR Test-File (D8) Fie Quarantined
€/30 WIN - 192, 0% WIN-ESCA » Infacted by Virus: Gen:Variant.Application. Propresser.A.1 (DB) File Quarantined
&30 wmn - 152 win-esca ected by Virus: EICAR Test-File (D8) Fle Quarantined
|er2a Wi . 19208 WIN-ESCA Infacted by Virus: EICAR-Test-File (DB) File Quarantined
ora . 192 win-gsca infactad by Virus: EICAR-Tas Fls Quarantinad
lerz £ 15 Escan ol Infacted b Virye: E1CAR-Test-sile (DBY Eils Quacatined
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The detailed report will be generated.

Windows Events ||[ESZSrg=REelS Network Incidents

# Filter Criteria # Export Option
1-20f2 14ipage| 1 |of 1 } bl Rows per page:

Client Date and Time |Computer Name/Ip Event Description Action Taken

07/05/2021 10:34:17 WInESiaEEsuEr BF | 192, 5 WIeEs sosss sR\Administrator | A logon was attempted using explicit credentials | Logged

07/05/2021 10:34:15 WINES aEERUER I8 192,088 0 0% WInES sEER B R \Administrator | A logon was attempted using explicit credentials  Logged
==

Windows Events: It displays the Windows event for the filtered time frame.
eScan Events: It displays the eScan events for the filtered time frame.
Network Incident: It displays the Network Incident events for the filtered time frame.

Filtering Incident - EDR Report for Specific
Incident

To filter the Incident - EDR report for specific incident as per your requirements, click
Filter Criteria field.
Filter Criteria field expands.

Filter Criteria

— Imvestigation Detail

select before time 15 minutes 2 * hours(s)
select after time 15 minutes 2 * hours(s)
| Search | | Reset | (*) View All Items

Select the before time and the after time of specific incident that has be filtered out.
After making the necessary selections, click Search.

The Incident - EDR report for that incident will be generated according to your
preferences.
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Exporting Incident - EDR Report for Specific
Incident

eScan EDR provides investigation details based on the Windows event and eScan
events. It allows the admin to export the investigation reports in various formats such
as HTML, PDF, or Excel.

Export Option

— Export Option

) Esxcel i) pOF ™ grme

Filtering Incident - EDR Report

To filter the Incident - EDR as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

Filter Criteria

Report Type

Filter = -

Computer Mame * -

-

. e —

R

Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Incident - EDR will be filtered according to your preferences.

Exporting the Report

To export the Incident - EDR Report, click Export Option.
Export Option field expands.

Export Option
’7(,3‘ Excel ) poF [T Expart
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Select the preferred option and then click Export. A success message appears.

6 Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Endpoint Incident

In this tab, incidents from all the endpoints in the network will be displayed with
categories such as Active Incidents, Top Incidents, Top Incident Techniques, and Top
Affected Computers. All the incidents and incidents techniques are divided into different
severity level (High, Medium, and Low) based on the defined threshold value. It displays
general incident information, matches detected in the intercepted text, and details
about attributes, incident history, and the violated policy.

-
EDR DashBoard +« Refresh E Help

Incident - eScan Incident - Windows Incident - EDR Endpoint Incidents

Settings : Refresh E Help

Endpoint Incidents

Active Incident Top Incident
* . ®
A — Cod
—: a = 1
L et [ '] [ e .
MEDIUM LOW VIRUS RansomWare Blocked
Top Incident Technique Top Affected Computers
Incident Name Severity Incident Name Severity
PowerShell Blocked LOw No Incidents to Investigate
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Active Incidents
The Active Incident category display all the current incidents within the network based
on the level of severity.

Top Incident
The Top Incident category display the malware that were detected based on different
categories namely virus, Ransomware, and PBAE.

Top Incident Technique
The Top Incident Technique category displays the different techniques used for the
detection for specific incident and its severity level.

Top Affected Computers
The Top Affected Computers category displays the list of the computers that are
affected based on the threshold value (High, Medium, and Low).

Click on the severity level under specific category to get the details of the incident.

Incident - eScan Incident - Windows [l Incident - EDR End Point Incident Network Incident

Endpoint Incidents > R Ware Blocked settings &' Refresh [ Help
1-60f6 1iipage 1 of 1 } )i Rows per page:
Index | Incident Computer Name/Ip User's name HostName | HostTp | Incident Date | Incident Count | Incident Severity
O | RansomWare Blocked | WIN SSlanEsuER IR | wikESlanEERuER \Administrator | 192 & 488 | - - 07/05/2021 1 Low
] RansomWare Blocked WIN S50 0 isas SR S WIN S50 w08t SR\ Administrator 132,048 1 (88 - - 07/02/2021 1 Low
[ | RansomWare Blocked | WINSSEaMEESuER B8 | Wik SS0MEERER Administrator | 192,488 4 488 - - 06/30/2021 |2 Medium
D RansomWare Blocked WINESIaMISSER := WSS anEESUER \Administrator 192, b & 088 - - 0&/30/2021 1 Low
‘:l RansomWare Blocked | WINSSlatEssuER == Wk @Sl anEsSuER \Administrator | 192, bk = - - 06/30/2021 1 Lo
] Ransomare Blocked WIN w7 22 Wi st * 19z 00088 - - 06/23/2021 1 Law
Add To Monitor | | Cancel |
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Adding Specific Incident for Monitoring

From the detailed list of the incident detected, admin can monitor the specific incident.
Follow the below steps to do the same:

1. From the list of the detected incident, select the specific incident according to the
requirement.

Incident - eScan Incident - Windows [l Incident- EDR End Point Incident Network Incident

. -
dpoint Incidents > Ware Blockad Settings : Refresh E Help

1-60f6 I{(page 1 |of 1 } )l Rows per pags:

Computer Name/Ip User's name HostName | HostIp | Incident Date | Incident Count |Incident Severity
D RansomWare Blocked | WINSSiasssusr o8 WSS anEEs SR \Administrator | 192 e _ I - 07/05/2021 1 Low
[ Ransomwars Blocked WIN &8 wiit 58 [ ] WSSt aNESSUER \Administrator | 192. J8 4 488 - - 07/02/2021 1 Low
RansomWare Blocked | WIN S5laiESSuErR IR | Wik ESlsnd@uEr\Administrator | 192,06 4 488 |- - 06/30/2021 2 Medium
D RansomWare Blocked WINSSialSsSuEr I8 WINESEaNEEIER \Wdministrator | 192, b4 88 - - 06/30/2021 1 Low
D RansomWare Blocked | WINSStansssusr g8 WIS anEES SR \Ad ministrator | 192,06 " - - 06/30/2021 1 Low
D RansomWare Blocked WINGmit7 g2 Wi Gamtis & om 192088 S 88 |- = 06/29/2021  § Low

£ T vonior

2. Click Add To Monitor. The specific incident will be added to the monitoring list.
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Viewing the Details of the Specific Incident

A process tree contains the details from the start of the infection till the current status
of the infection along with the action taken on the same. With more contextual
information, extra technologies that filter out noise, prioritized incidents, guided
investigation and response steps.

To view the detailed process tree follow the below steps:

1. Click the incident name under Incident column.

7/5/2021 11:14:02 AM + [ View | exportTo [wTML v | [ Export | [ ExportAll |

Computer Name: WIN guiets

User Name: L e o
IP Address: 102, sk %

Date Time: 7/5/2021 11:13:58
Session Type: Local

Incident: PowerShell Blocked

File Action Type Action Object
11:13:58 4036 explorer.exs Process Run C:\Windowshexplorer.axe
11:13:58 3252 cmd.exe Process Run C:\Windows'\System32\cmd.exe
11:13:58 2548 powershell,exe Process Run C:\Windows\System32\WindowsPowerShellvl,0\powershell.exe
11:13:59 2948 Powershell Blocked Process Run C:\Windows\Systam22 \WindowsbowerShelliv1.0\powershell.exe
Info | Files | Registry | Integrity
Process Name: explorer.exe
explorer exe
PID: 4036
Path: C:h\Windows\explorer.exe
cmd.exe Command Line: C:\Windows\Explorer.EXE

url:

Client User Name: -
powershell exe

Client HostName:

Client IP Address: -

PowerShell Blocked

2. Detailed view of the incident along with information such as process tree graph,
chronology of the process, date, time, IP address, and more.
You can even filter the incident based on the different endpoints and time it was
detected using Select Incident option.

The same report can be exported into different format such as HTML and PDF

ertified Company WwWw.escanav.com



Viewing the Details of Monitoring Incident

After adding the specific incident to the monitoring list, you can get the details of the
same. You can view the details such as EDR Sensors, Date, Validity, Conditions, Status,

and Result.

[ Delet=

EDR Sensor Conditioni

L) |a7/05/2021 16:52:27 0si #8120 PowrerShell Blocked

D 07/05/2021 15:41:13 058348

L) |o7/02/2021 15:39:50 02072021

S#042 MSOffice Child EXE Blocke...

Condition2

1-10of4

4 Filter Criteria

{page| 1 |of 0.4 }

Conditiond4 Condition5 Validity

powershell.axe powershell.axs -NoProfile...

ms.exe

153917 Infected by Virus: Trojan...

1 Day
1 Day

7 Days

Rows per page:

Stop Monitoring | View
Stop Monitoring = View
Stop Monitoring View

Click View option under Result column to get the details of the monitored incident.

Status

Client Date and Time
Computer Name/Ip
User's nams

IF Addrass

Client Date and Time
Computer Name/Ip

User's nams

Wik

WIkeE=

7/3/2021
Wk 2=
Wik =

i92.

|

3:11:00 PM

w2 R

srhcsat

=t

7/5/2021 10:35:31 AM
=R

sihsEs S R Administrator

s R\Administrator

This will display the details of the same incident that were detected from all the

endpoints in the network.

Admin can also stop monitoring of the incident, by clicking Stop Monitoring option

under Status column.

Deleting the Monitoring Incident

To delete the incident that are being monitoring, follow the below steps:

1. Select the specific incident from the list.

# Filter Criteria

1-10f4 I{{page 1 of 0.4 } }l Rows per page:
Condition1 Condition2 Condition3 Conditiond Condition3 validity
07/05/2021 16:52:27 05 S50 PowerShell Blocked powershell.exe powershell.exe -NoProfile... 1 Day Stop M q i
[0 07/05/2021 15:41:13  0SESaiEs st MSOffice Child EXE Blocke. .. ms.exa 1 Day Stop M g View
2. Click Delete.
The specific incident will be deleted.

01 Certified Company
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Network Incident
In this tab, multiple network incident records are displayed with information about the
incident such as source and destination IP address, port number, incident name, and
more. Integrated with the Nemasis Passive Vulnerability Scanner (PVS), eScan Server
gathers all the security events that help the administrators for centralized monitoring,
analysis, and reporting.
EDR DashBoard & Refresh g Help
Network Incidents. Settings & Refresh [ Help =

<

view all records

192 3ems 358 B mepium 102.3sse 158 B wHiGH OS-OTHER Bash CGI environ... [} HIGH
1023688351 E] mepum
192. 348 353 E) mMepium

Top Source
This will display the list of sources that were detected based on different pre-defined
threshold values. To get the details, click the specific IP address.

Source IP: 192, Wi & S ”

— 0S-0THER Bash CGI environment variable injection attempt

First Observed: 7/27/2021 Last Observed: 7/27/2021

See References

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-7169

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-6278

http://cve.mitre.org/cgi-bin/cvename.cai?name=2014-6277

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-6271

192 348 & 0% B so(HTTR)

An I1SO 27001 Certified Company WwWw.escanav.com



= @
- ....
of DIGI T A
DKL

Top Destination

This will display the list of destinations that were detected based on different pre-
defined threshold values. To get the details, click the specific IP address.

Destination IP: 102. Wi & 44

— 0S-OTHER Bash CGI environment variable injection attempt

First Observed: 7/27/2021 Last Observed: 7/27/2021

See References

http://cve.mitre.org/cgi-binfcvename.cgi?name=2014-7169

http://eve.mitre.org/cgi-bin/cvename.cai?name=2014-6278

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-6277

http://eve.mitre.org/egi-bin/cvename.cai?name=2014-6271

192, bl 8. 2% 8 57
192. bl 8253 B s's
192. 560 8,25 Ry

Top Incident

This will display the list of top incidents that were detected based on different pre-
defined threshold values. To get the details, click the specific incident.

Incident : 0S-DTHER Bash CGI environment variable injection attempt

First Observed: 7/27/2021 Last Observed: 7/27/2021

See References

http://cve.mitre.crg/cgi-bin/cvename.cgi?name=2014-7169

http://cve.mitre.org/cgi-binfcvename.cgi?name=2014-6278

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-6277

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-6271

102,348 8 4 B 0 (HTTR)
+ 192.3sam iy

+ 192 888 iy
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Viewing the Network Incident

To view all the incident, click view all records. The record window will be displayed.

OS-DTHER Bash CGI environment v;

A Filter Criteria A Export Option

[~ Filter Criteria

Direction * -
Source IP Address * -
Source Port * -
Destination 1P Address * -
Destination Port * -
Pratocol * -
Type of Action * -
Description * -
From 7/z7/2021

.

v All Ttems

Unknown Traffic: 33.3% Mot Suspicious Traffi: 33.3%

Potentially Bad Traffic: 23.3%

1-90f3 j{page 1 of 1 } ) Rows per pag
07/27/2021 Local 192, 4 ST 192, sk &0 HTTP Mot Suspicious Trafi | OS-OTHER Bash CGI environment variable injection attempt
07/27/2021 13:10:28 | Local 192,48 4 192888 S0 HTTR Unknowin Traffic ©S-OTHER Bash CGI environment variable injection attempt
07/27/2021 o: Local 192, ik 4 38 | ST 192. s A% |80 HTTP Potentially Bad Traffic OS-OTHER Bash CGI environment variable injection attempt
07/27/2021 13:10:28 | Local 192, 4 4 B | S¥es 192884 20 HTTP Mot Suspicious Trafi  OS-OTHER Bash CGI environment variable injection attempt
07/27/2021 1 Local 192, il 4 2 | S 192 648 |80 HTTP Unknown Traffic ©S-OTHER Bash CBI environment variable injection attempt
07/27/2021 Local 192, i 4 B | SPs 102. A% 80 HTTP Potentially Bad Traffic OS-OTHER Bash CGI environment variable injection attempt
07/27/2021 Local 192,46 4 555 | 5P 192,68 |80 HTTP Mot Suspicious Traffi  0S-OTHER Bash CGI environment variable injection attempt
07/27/2021 Local 192, 4 Smy 192. WA A% 80 HTTP Unknowin Traffic OS-OTHER Bash CGI environment variable injection attsmpt
07/27/2021 Local 192, 4 4 355 | 5o 192. W80 |80 HTTR Potentially Bad Traffic OS-OTHER Bash CGI environment variable injection attempt

To get the detailed view of incident click the hyperlink of Client Date and Time column
of the incident list. Investigation Detail window appears.

Network Incidents

1-10oft {page 1 of 1 ) Rows per pag

Client Date and Time |Source IP

07/05/2021 11:44:07 192,588 & b8d | 40591 192. bk = a0 Attempted Administrator Privilege Gain | OS-OTHER Bash CGI environment variable injaction attempt.
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Here, you will get the details of the incidents and also the eScan events generated
during that period of time.

Network Incidents eScan Events

1-50f5 I{page| 1 |of 1} )l Rows perpage:

Client Date and Time |Computer Name/Ip |IP Address r's n. Event Description

07/05/2021 11:52:35 | Wik or | MSOffice Child EXE Blocked [Parent-C:\Program Files (xB5)\Microsoft Office\Office14\WINWORD. EXE:3808] | Application

07/05/2021 11:52:35  WIkds r MSOffice Child EXE Blocked [Parent-Ci\Program Files (xB6)\Microsoft Office\Office14\WINWORD.EXE:3808] Application

07/05/2021 11:52:35 | WIkEStansg ar | MSOffice Child EXE Blocked [Parent-C:\Program Files (x86)\Microsoft Office\Office14\WINWORD.EXE:2808] Application Terminated

07/05/2021 11:49:35  WIN EEanEE r Sensitive OS-File Execution Blocked [Parent-C: \Windows\System32\cmd.exe: 7560] Application Terminated

07/05/2021 11:44:50  WIN SSCanassER BE 192,088 0 088 WD S80susss R \Administrator | Access Blocked: User:Blocked (ES) Access Denizd

In the eScan events tab, you will get the details about the computer name, IP address,
events details, action taken, and infected source.

You can filter the events based on time it occurred and also export the reportin
different format such as HTML, PDF, and Excel.

-
Investigation Detail: & Refresh [ Help

In Detail Export Option
salect bafors tims : * hourste)
O Exesl O ror ® L [ Export |
select after time 2 * hours(s)
| search | | Reset | (*) View All Tkems

Filtering the Specific Incident

Admin can filter the incidents based on various criteria such as Source IP Address,
Source Port, Destination IP Address, Destination port, Type of action, from date and
date, and more.

A Filter Criteria A Export Option

[ Filter Criteria

Source IP Address Include ¥

Include W

Include W

NN

& &
H H
IIIIII

[HIERIERIERIERIE]

Include W

Description

From 07/05/2021
To 07/05/2021

a2

Search | [ Reset | () vigw All Irems

After entering the details, click Search. The required result will be displayed accordingly.

ertified Company www.escanav.com



Exporting the Network Incident

To export the Network Incident Report, click Export Option.
Export Option field expands.

Expart Option
’7 O Excal

O eor ® L

Export

Select the preferred option and then click Export. A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

www.escanav.com
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Managed Computers

To secure, manage, and monitor computers, it is necessary to add them in a group. The
Managed Computers module lets you create computer groups, add computers to a

group, define policy templates for the created groups and computers, create policy
criteria templates, and tasks for specific groups.

Based on the departments, user roles and designations, you can create multiple groups

and assign them different policies. This lets you secure and manage computers in a
better way.

In the navigation panel, click Managed Computers. The Managed Computers screen
appears on the right pane.

-
Managed Computers < Refresh E Help

IpSearch IE‘:‘Updale Agent I

iﬁl Action List + iﬁl Client Action List v | B Policy Templates § B Policy Criteria Templates OR Code for 2FA

LB ol .
. Palicy Policy

ﬁ Group Tasks ﬁ ——
B Client Computers (2}

Bl client Computers
E‘"ﬁ Roaming Users

Palicy Group Information

ﬁ Group Tasks AD Sync Mot Configured
i Client Computers Total Subgroups 13
ﬁ s CEG Total Computers a

The screen consists of following buttons:
+ Search
+ Update Agent
+ Action List
+ Client Action List
* Policy Templates
* Policy Criteria Templates

ertified Company
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Search

The Search feature lets you find any computer added in Managed Computers. After
clicking Search, Search for Computers window appears.

Search for Computers g Help

Filter

Computer Name / IP: | |

User's name: | |

ent Action List

Computer Name |GmnE IP Address | User name | eScan Status | Version | Last Connection (YYYY/ HHDD)_|1nsta||ed Directory | Monitor Status | As

IE' Unmanaged I!' Protacted IZ' Mot Installed / Critical IZ' Unknown status ”.-.‘:‘ Update Agent

| Close |

The Filter section displays following fields:

Computer Name/IP
Enter a computer name or IP address.

Username
Enter a username.

Click Find Now.
The console will display the result.

Update Agent

eScan lets you use a client computer as an update agent to deploy updates on groups of
computers.

By default, eScan server distributes the virus definitions and policies to all the clients
added in the web console. But, if you want to reduce server's workload, you can create
an Update Agent for the respective group(s). The Update Agent will receive virus
definitions and policies from server and distribute it to the assigned group(s). For more
details, please see eScan Update Agents.

In Managed Computers screen, clicking Update Agent displays a list of computers that
are acting as Update Agents for other computers in the group. The window also lets you
Add or Remove Update Agents from this list. You can set an Update Agent for multiple
groups.

An I1SO 27001 Certified Company www.escanav.com
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Features of Update Agents

1. Download the antivirus signature updates from the eScan Server and share with
other client machines on the network.

2. Download the policy updates from the eScan Corporate Server and share with
the client in the group or the network

3. The update agent will take event updates from the client computers in the group
or network and share it with the eScan Corporate Server.

4. Remote Deployment of clients can be done through Update Agents

Advantages of Update Agents

1. Update Agent can be installed on any client computer connected to the network
(where eScan is already installed).

2. Update Agent will take the signature updates from eScan Corporate Server and
distribute the same to other managed computers in the group. (Bandwidth is
saved).

3. Update Agent will alternatively query eScan Update servers on internet for
getting updates whenever there is a connectivity problem between the update
agent and eScan Corporate Server.

Now in your scenario check how update agent help to achieve update of users who
working from home.

Suppose, your eScan Server is located in DMZ network which not allowed to
communicate with internal network as well as internet user (Outside users). So
achieving update for remote user you need to configure Update agent on the system
which is connected in DMZ with eScan server and that system you need to give one
static IP (Public IP). So Update agent will take update from eScan Server. And your
internal network as well as internet user will take update from primary server and your
eScan server also remains in closed environment.

9 Update agent can be configured as FQDN so that change of static IP
will not be affected.

NOTE
One update agent can be configured for multiple groups.

An 1SO 27001 Certified Company www.escanav.com
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Adding an Update Agent

To add an Update Agent, follow the steps given below:
1. In Managed computers screen, click Update Agent. Update Agent window
appears.

E Help

Update Agent

Select Group Mame and Update Agent

Update Agent: | |

Group Mame: | |

Configure UA Settings Add |

Update Agent 1P Address Assigned to Group(s)

192, a4 428

=am

Managed Computers' =

2. Click| | next to Update Agent field, to select the computer. Select Computer

window appears.

E Help

Select Computer * -

Eﬁ Manzged Computers
=='.'.l] R 5

ﬁ Roaming Users

ﬁ Linux / Mac

ok | | Cancel

* Note: Update Agent cannot be set if Hostname exceed 15 characters.

Select a computer and click OK.

4. Click| = next to Group Name field, to select the Group Name. This is the
group to which the selected computer will act as an Update Agent and provide

updates.
5. Select the Group and click OK.
6. Click Add.

An 1SO 27001 Certified

The Update Agent will be set for the selected group.
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Configuring UA Settings
This option allows admin to configure the eScan Server by defining public IP address for
directly downloading the updates in case of Update Agent is not available.

[ Ignore Customize/Server IF and Hostname for UA dients

Add Customized FQDM / Server IP / Hostname of Primary server to UA / client setup

nges will not affect already added Update Agentz. To zpply abowve changes, delete and re confiours the

Ignore Customize/Server IP and Hostname for UA clients
Select this option to pause the update download for the clients until Update Agent is
available to distribute the updates.

Add Customized FQDN / Server IP / Hostname of Primary server to UA / client

setup
Enter the public address that has been assigned to the eScan Server through which

clients can download the updates directly.

After assigning the IP address, click Test to test the connection.

Delete an Update Agent

To delete an Update Agent

1. In Managed computers screen, click Update Agent.
Update Agent window appears.

Update Agent E Help

— Select Group Mame and Update Agent

Update Agent: | |

Group Mame: | |

Configure UA Settings

&dd

Update Agent IF Address

192, st 4 pen

wij

Assigned to Group(s)

Mznaged Computers' »

M
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2. Inthe Assigned to Group(s) column, click .
A confirmation prompt appears.

10443 says

Do you want to remove update agent?

3. Click OK.
The Update Agent will be deleted.

In case of eScan Corporate, this option is available only on system where eScan
Corporate Server is installed. You can access this option through eScan Protection
Center.

Create Offline Update

With eScan'’s offline update, administrator can easily update eScan on any system which
is not connected to internet. Offline update file can be created through a system that
has eScan installed on it and has active internet connection. Once created, the offline
update file can be copied to any system and executed just like any other executable to
apply eScan update file on that system.

Pre- requisite for creating an offline update

e The system should have eScan SOHO product or eScan Server installed with all
the latest updates.

With default installation of older versions, this feature is not available.

If older version of eScan is installed, please make sure to download
o the latest updates in order to avail this feature.

NOTE : : )

The offline update file that will be created can be executed on any

windows system. All latest eScan updates will be installed on the

system through the Offline update file.

Use following steps to create offline update:

1. Right click on the eScan icon @ in the task bar and click Create Offline Update.

An SO 270 ified Company www.escanav.com
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' Open e5can Protection Center

LL Pause Protection

() Enable Gaming Mode

Q) Scan My Computer
# Update now

& View Current Network Activity
FG System Information

& Virtual Keyboard

E) eScan Remote Support

{“:«} Create Offline Update
i_a About eScan

2. It will automatically start creating executable file for updating eScan offline. The
file will be created on desktop.

Updates for MicroWorld Products X

0 Fleaze ‘wait...

3. Once the update file has been created, you will get the confirmation message.

o N
Information

eScan
eScan0ffinelpdate_30 06 2022 exe placed on

#' Dezktop.
Chaice

:;:JFE;:&I'_E‘“- IUpdate Time: Thu Jun 30 03:43:34 2022
: Sighature number: 11526025
Version; 792238

eSgan
P i

4. To run the eScanOfflineUpdate.exe file on any system, just copy and execute
the file on any system where eScan is installed.

www.escanav.com
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5. It will extract the files on to the system

e e SSS 1
@ ESUPDATE [Redist] - Updates for eScan and MailScan (www.escanav.com) QEE

Extracting pluginshemalware. 561 -
- Extracting pluginshemalware 562
#' Extracting pluginshemalware 563
y T Epatce E:-:tlacting plugins'\emalware.EEd
o DIGITAL Extracting pluginshemalware 565
WoRLD Extracting pluginshemalware. 566

Extracting pluginshemalware 567
Extracting pluginshemalware 568
Extracting pluginshemalware. 563
Estracting pluginghemalware 570
Estracting pluginshemalware 571
Estracting pluginshemalware 572
Extracting pluginshemalware 573
Extracting pluginshemalware, 573 r

Destination folder
C:hUzershSudeepatipplatatLocalTemp Browse, .

Inztallation progresz

Iriztall Cancel

6. Click OK. After extracting the update files, you will be confirmed through the
following message -

r &

Latest Signature Date

eScan
PC Already Llpdated.
#1 Signature[DB] Date : 30/06/2022 06:1:3:34
Chaice

of DIGITAL
WORLD

eScan
e

In our Products, you can deploy eScan Offline updates along with eScan client
(setup.exe) through eScan Management Console. Click here.
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Act

ion List

The Action List takes you action for a group. The drop-down contains following options:

New Subgroup

Set Group Configuration
Deploy/Upgrade Client

Uninstall eScan Client

Remove Group

Synchronize with Active Directory
Outbreak Prevention

Create Client Setup -
Properties

Creating a Group

To create a group, follow the steps given below:

1.

vk W

Click Action List > New Subgroup.
Creating New Group window appears.

Creating New Group E Help

Create New Group

Mew Group Name : || I

Group Type @ | Mormal User Vl
Paolicy Templates : | Group Default Policy Vl
| Ok | | Cancel |

Enter a name for the group.

Click the Group Type drop-down and select a type.

Click the Policy Templates drop-down and select a policy for the group.
Click OK.

A new group will be created under the Managed Computers.

NOTE

If the Group type is set to Normal User, then server will try to connect to the
client computer using the hostname.

If the Group type is set to Roaming User, then server will try to connect to
the client computer using the IP address.

Multiple groups can be created within a group.

An I1SO 27001 Certified Company
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Removing a Group

To remove a group, follow the steps given below:
1. Select a group.
2. Click Action List > Remove Subgroup. A confirmation prompt appears.

Remove Group

Do you really want to remove the group "{e" 7

Ok | | Cancel

3. Click OK. The group will be removed.

NOTE A group will be removed only if it contains no computers.

Set Group Configuration

With this option you can define single Username and Password to login for all the
computers in the group.
To set a group configuration, follow the steps given below:

1. Select the group you want to configure.

2. Click Action List > Set Group Configuration. Set Group Configuration window

appears.
Set Group Configuration == E Help

Login Information

Group Name: Managed Computers

Femarks: | |

User name: |Administrat|}r |

Passwaord: | |

Note: If Host Name is in another Domain, Please mention Domain Name Ex. Domainl \HostName

| Save || Cancel |

3. Enter Remarks and define Login credentials.
4. Click Save. The group configuration will be saved.

www.escanav.com
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Managing Installations

After grouping all computers in logical groups using eScan Management Console, you
can now install eScan Client as well as other third party software on the computers
connected to your network. [Conditions Apply]

This section will give you an overview on following activities:

Installing eScan Client
eScan client can be installed on computers connected to the network in the following
ways:

+ Remote Installation: It lets you install eScan Client on all the computersin a
selected group at once. You can initiate and monitor eScan Client installation
using eScan Management Console. For more click here.

« Manual Installation: In case remote installation fails, you can allow computer
users to install eScan client manually on their computers. It does not require any
remote assistance. For more click here.

+ Installing eScan using agent: Installation of agent ensures that you have
Administrator rights on the computer and you can now remotely install eScan
Client on that computer. For more click here.

« Installing other Software (3" Party software): eScan Management Console
lets you install third party software on network computers remotely. For more
click here.

+ Viewing Installed Software List: Using Show Installed Software option you can
view list of software installed on Computers connected to your network. You will
find this option in Client Action list under Managed Computers when you
select a computer.

+ Force Download: This option is present under Client Action List in Managed
Computers. You can update eScan client on any network computer by using this
option. It is required in cases where client has not been updated on the
computer for many days.

To initiate Force download, in the Managed Computers module, select the client
computer and click Client Action list > Force Download.
It will initiate the forced download process on selected Client computers.

Conditions for third party software installation:

After starting the installation from eScan Management Console, no manual

o intervention should be required to complete the installation on Client
NOTE computer. Only automated installations can be done through eScan
Management Console.

Care should be taken that the installation file is not huge as it may impact
internal network speed of your organization.
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Remote Installation of eScan Client

Pre-Installation

To prepare a client computer for the remote deployment of eScan Enterprise EDR
Edition (with MDM & Hybrid Network Support); begin with checking if the basic system
requirements are in place.
Configure the settings on the client computer according to the OS installed on it

+  Windows XP Professional systems

*  Windows XP Home

*  Windows Vista / Windows 7 / Windows 8 / Windows 8.1 / Windows 10 /

Windows 11

Configuring the settings on Windows XP Professional systems (Windows XP,
2000, 2003, all editions)

Click Start > Control Panel.

Double-click the Administrative Tools icon.

Double-click the Local Security Policy icon.

On the navigation pane, click Local Policies folder, and then click Security

Options folder.

5. Double-click Network Access: Sharing and Security Model for Local accounts
policy.

6. Select Classic - Local user authenticate as themselves option from the drop-down
list.

7. Click Apply, and then click OK.

8. Double-click the Accounts: Limit local account use of blank passwords to
console logon only policy. The Accounts: Limit local account use of blank
passwords to console logon only dialog box appears.

9. Click Disabled option.

10. Click Apply, and then click OK.

Eal S

If Windows firewall is enabled on all locations, select File and Printer Sharing check
box, under Exceptions tab (Control Panel >> Windows Firewall >> Exception).

For Windows XP Home

Since Windows XP Home has limitations with regards to remote deployment, MWAgent
should be installed on your system. You can download MWAgent from the eScan web
console.
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For Windows Vista / Windows 7 / Windows 8 / Windows 8.1 / Windows 10 /
Windows 11

1. Launch Run.

2. Enter secpol.msc, and then click OK. Local Security Settings window appears.

3. On the navigation pane, click Local Policies folder, and then double-click
Security Options folder. The security policy appears.

4. Double-click Network access: Sharing and security model for local accounts
policy.

5. Select Classic - Local users authenticate as themselves option present in the
drop-down.

6. Click Apply > OK.

7. Double-click Accounts: Limit local account use of blank passwords to
console logon only policy.

8. Select Disabled option.

9. Click Apply > OK.

10. If the firewall is enabled, select File and Printer Sharing check box, under
Exceptions tab.

11. On desktop, click Start, and right-click My Computer, click Manage.
Computer Management window appears.

12. On the navigation pane, click Local Users and Groups option, and then click
Users folder, and double-click Administrator.
Administrator Properties window appears.

13. Check Password never expires and uncheck Account is disabled check box.

14. Click Apply > OK.
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Deploy/Upgrade Client

To Deploy/Upgrade eScan client on all computers in a group or an individual computer,
follow the steps given below:

Installing eScan Client on a Group

1. Select the group on which you want to install eScan client.
2. Click Action List > Deploy/Upgrade Client.
Client Installation window appears.

Client Installation E Help

Required packages for Linux Client Installation :

32 Bit deb. Packages Download
&4 Bit deb. Packages Download
32 Bit rpm. Packages Download

£4 Bit rpm. Packages Download

Select Application for Installation:

@ Install eScan

Select eScan Installation Options: S

|_| Auto Reboot after Install
[ 1nstall without Firewall
|| pisable auta downloading of Windows patches by eScan

Installztion Path

= Default= V|| Add |

() Install Other Software

Linux/MAC Client Setup

Ewecutablz filz

Parameters

3. Select Install eScan option.
By Default eScan is installed at the following Path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)
OR
C:\Program Files (x86)\eScan (default path for 64-bit computers).

4. To define a different installation path, click Add. (Skip this step if default path
chosen).

5. Click Install. A window displays File transfer progress. After Installation, the
eScan status will be updated in Managed Computers list.
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Installing eScan Client on an Individual Computer

in a Group

Select a group.

Under the group, click Client Computers.

Select a computer.

Click Client Action List > Deploy/Upgrade Client. Client Installation window
appears.

Client Installation E Help

Awnh =

Required packages for Linux Client Installation t.

32 Bit deb. Packages Download
&4 Bit deb, Packages Download
32 Bit rpm. Packages Download

&4 Bit rpm. Packages Download

Sealect Application for Installation:

@ Install eScan

Select eScan Installztion Options: BE

[ auto Rebaot after Install

[ tnstall without Fireweall

|:| Disable auto downloading of Windows patches by eScan

Installztion Path

<Default= V“ Add |

) Install Other Software
Linuzx/MAC Client Setup

s for Installation

Parameters

5. Select Install eScan option.
By default eScan is installed at the following path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)
OR
C:\Program Files (x86)\eScan (default path for 64-bit computers).

6. To define a different installation path, click Add. (Skip this step if default path
chosen).

7. Click Install. A window displays File transfer progress. After eScan installation,
the eScan status will be updated in Managed Computers list.
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Refresh Client

To refresh status of any client computer, follow the steps given below:
1. Under any group, click Client Computers. A list of computers appears on the

right pane.
2. Select a computer.

3. Click Refresh Client. The Client will be refreshed.

Understanding the eScan Client Protection Status

IE' Protected

This status is displayed when the File anti-virus
module of eScan Client is enabled and eScan was
updated in last 2 days.

(] Mot Installed / Critical

This status is displayed when either eScan is not
installed on any computer or File AV/Real Time
Protection is disabled.

Izl Unknown status

This status is displayed when communication is
broken between Server and Client due to unknown
reason.

’;'-._::‘ Update Agent

This status is displayed when a computer is defined
as an Update Agent for the group.

This status is displayed when a computer is added to

El ram RMM license and the computer can be connected via
RMM service.
S This status is displayed when a computer is added to
= Iia-
- 2FA license.
B o This status is displayed when a computer is added to
DLP license.
—— This status is displayed when a computer is added to
&g Ebackup
eBackup license.
O Armiher This status is displayed when a computer is added to
M- =
Anti-Theft Portal.

ified Company
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Moving computer from one group to other

To move computers from one group to other, follow the steps given below:
1. Click Managed Computers.
2. Select the desired computers presentin a group.
3. C(lick Client Action List > Move to Group.
4. Select the group in the tree to which you wish to move the selected computers
and click OK.
The computers will be moved to the selected group.

Viewing installed software (on Client
computer)

To view the installed software, follow the steps given below:
1. Infolder tree, click Managed Computers.
2. Select the desired computer.
3. Click Client Action List > Show Installed Software.
A list of all the Software installed on that computer will be displayed on pop up
window in an instant.

Removing computers from a group

To remove computers from a group, follow the steps given below:
1. Click Managed Computers.
2. Select the desired computers for removal.
3. Click Client Action List > Remove from Group.
A confirmation prompt appears.
4. Click OK.
The computers will be removed from the group.

Installing eScan on Linux and MAC
Computers

The installation process of eScan on Linux or Mac computers.

Installing eScan Client on Linux Computers

To install eScan Client on Linux computers, follow the steps given below:

Login to the EMC with your username and password.

Click Managed Computers on the navigation panel and select a group.
Under the group, click Client Computer and select a computer.

To deploy the setup, click Client Action List > Deploy/ Upgrade Client.

-_—

Wb
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5. Download respective agent link from Required package for Linux Client
Installation option.

E Help

Client Installation

Required packages for Linux Client Installation :

22 Bit deb. Packages Download
&4 Bit deb. Packages Download
22 Bit rpm. Packages Download
&4 Bit rpm. Packages Download

6. Click Install Other Software and select Linux/MAC Client setup option.

Select Application for Installation:

(_) Install eScan

Salect eSca stallation Cptions
Auto Reboot after Instal
sta thout Firewa
Disable auto downloading ndows patchas by eScar
stallation Path
® Install Dther Software
Linu=/MAC Client Setup
Required files for Installzation
| add
s
Executable file

| w| | Edit Scrigt

Parameters

(! Install Agent

() Install local client setup

Required files for Installztion

Eearytable file

Click Install to initiate the installation process. A notification will be displayed after
successful installation.
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Installing Agent on Linux

1. To manually install eScan Agent on Linux endpoint, please download the agent
setup displayed on the Login Page > Setup Links of eScan Management Console
and Save to the Linux client.

eScan Client Setup (Windows) N
eScan Client Setup (Android) N
eScan Agent Setup (Windows) N
eScan Agent Setup (Linux) S

hittp:/IWIN-DLP:10443/Setup/Agent_Setup.deb
http:/i192.168.0.61:10443/Setup/Agent_Setup.deb
hitp:/IWIN-DLP:10443/Setup/Agent_Setup.rpm
hittp:/192.168.0.61:10443/Setup/Agent_Setup.rpm

eScan Agent Setup (MAC) N

2. Open the terminal for installing Agent.

3. Installation of Agent requires root or sudo user authentication. After Login as
root or sudo user, go to the path where the Agent_setup.deb file has been
saved.

4. Install the agent from the path using the following command - dpkg - i. (for
RPM based setup - Rpm-ivh) -

root@qa-ubu-208: /tmp

root@qa-ubu-208: /tmp# 1s

Lng-DE44sx pulse-2DrPL unity_support_test.1

<l

Ksocket-kd pulse-PKdht

root@qa-ubu-208: /tmp# dpkg -1 mwagent-7.0.2.amd64.1386.deb

Selecting previously unselected package mwagent.

(Reading database ... 162068 files and directories currently installed.)
Unpacking mwagent (from mwagent-7.0.2.amd64.1386.deb)

Setting up mwagent (7.0.2) ... [N

Architecture = 1386

Adding system startup for mwagent ...

Adding system startup for winclient ...

Starting MicroWorld Mwagent:

root@qa-ubu-208: /tmp# l

Agent installation will begin. After completion you will be informed via a message and
the Agent will run on your computer.
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Installing eScan Agent on Mac Computers

To install eScan Agent on Mac computers follow the steps given below:
1. Download agent from the link received via mail and save it at the desired path on
the computer where you wish to install eScan Client.
2. Go to the path where Agent is saved.
3. Double-click Agent_Setup.dmg file to run the installation wizard.
Agent Installation Wizard will run.

~_ eScan Agent

m eScan Agent

he=

Website

eScan Forum

4. Double-click eScan Agent. This will start the installation process.
Introduction window appears.
5. To proceed, click Continue.

e 0 0 < Install eScan Agent

Welcome to the eScan Agent Installer

Weicome to eScan Anti-Virus agent installation wizard!
@ Introduction

@ Read Me
@ License
® Destination Select

@ Installation Type

® Installation

@ Summary

Go Back
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The installation wizard displays Read Me window.
6. Please read the system requirements and click Continue.
License window appears.

8 00 5 Install eScan Agent

Important Information

Thank you for choosing eScan to secure your Mac computer.
Introd i eScan Anti-Virus for Mac provides comprehensive and proactive protection
© Introduction against viruses, spyware, and other malware.
Features:
© Read Me AHEVIRDS
@ License * Protects your Mac in real time against known viruses, spyware and other
malware.
@ Destination Select » Blocks unknown viruses using advanced heuristic detection techniques.
] * Monitors and prevents potential spyware threats in real-time.
® Installation Type » eScan will get updated continuously all through the day whenever you are
8 Installation connected to the Internet. eScan is also capable of repairing itself
! whenever necessary, by downloading the damaged or missing files from L
® Summary eScan servers. ) ) . ) ) |
* FREE 24/7 Online Technical Support is offered online by qualified eScan 4
Technical support personnel.

System Requirements:

- Mac OS X Snow Leopard (10.6 or later)

- Intel based Mac

- 1 GB recommended available memory
‘e Scan - 500 MB of available hard drive space for eScan Antivirus for Mac

< installation

- Internet connection is required to receive eScan Antivirus for Mac

updates

7. Please read the agreement completely and then click Continue.
8. Agree to terms and conditions by clicking Agree.

0,060 7 Install eScan Agent
To continue installing the software you must agree to the terms
of the software license agreement.
O Int
© Re: Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.
 Lic
® Do |  Read License | | Disagree | | Agree
@ Ins!
@ Installation is a legal agreement that you (either an p
@ Summary individual or a single entity) have signed for |
the eScan software product identified above, -

which includes computer software and associated
media and printed materials, and may include "on
line" or electronic documentation ("SOFTWARE

PRODUCT" or "SOFTWARE"). By installing, copying,
’G- & or otherwise using the SOFTWARE PRODUCT, you
agree to be bound by the terms of this EULA.

SOFTWARE PRODUCT LICENSE

prine.. N Save..
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9. Select eScan Agent Install check box and click Continue.

e 00 7 Install eScan Agent

Custom Install on “mac”

Package Name Action Size
© Introduction | eScan Agent Install Upgrade 350 KB
© Read Me
© License

© Destination Select
© Installation Type

@ Installation

@ Summary

10. Select the destination folder by clicking Change install Location and click
Install.

0,06 < Install eScan Agent

The installation was completed successfully.

© Introduction

© Read Me

© License

© Destination Select

O Installation Type The installation was successful.

O Installation

& Summary The software was installed.

11. To exit the installation wizard, click Close.

Certified Company WwWw.escanav.com



In Linux

» eScan Administrator Icon will be displayed on desktop.

In Mac

* An lcon of eScan will be displayed in the Dock. Double-click it to launch eScan.
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Manual installation of eScan Client on
network computers

If remote installation is not possible, you may manually install the eScan Management
Console.

To install manually, the download links for manually installation of the eScan Client or
Agent are displayed on the Login Page > Setup Links of eScan Management Console.
Forward this link to the user of the Client computer on mail and guide the user through
the installation process.

eScan Client Setup (Windows) N
eScan Client Setup (Android) N
eScan Agent Setup (Windows) N
eScan Agent Setup (Linux) N
eScan Agent Setup (MAC) N

Installing eScan Client Using Agent

You may install the eScan Client using an Agent in following ways:
e Remotely installing agent on Client computer(s)
¢ Manually installing agent on Client computer(s)

Remotely installing agent on Client computer(s)

Click Managed Computers.

Select the computer(s) from a group.

Click Client Action List > Deploy/Upgrade Client.

Select Install Agent option and click Install. eScan Agent will be installed on
selected computers.

Awn =

0 This option useful in case there are glitches in the network connectivity
between server and Client computer. It will overcome those glitches and
speed up the client installation on the selected computers.

NOTE
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Manually installing eScan Agent on Client
computer(s)

To manually install eScan Agent on computers, please send the link displayed on the
Login Page > Setup Links of eScan Management Console to the users of the Client
computer on mail.

e5can Client Setup (Windows) A
e5Scan Client Setup (Android) A
eScan Agent Setup (Windows) A
e5can Agent Setup (Linux) A
e5can Agent Setup (MAC) A

Installing other Software (Third Party
Software)

To install third party software on computers, follow the steps given below:
1. Open eScan Management Console.
2. Click Managed Computers.
3. Select a computer from a group where you wish to deploy eScan Offline updates
update eScan clients.

Managed Computers

[[F'Search | [Fupdate Agent |

By G o~ s coaes

B [ Managed Computers O @ eScan nstalled ' [ eScan Mot Installed 1-10cf77 14 (page 1 of 8} bl Rows per page:
palicy Computer Name IP Address |IP Address of the connection |User name |Local Admi|
E Group Tasks ] 10
i M Client Computers (77)

(] 1ot s wemt7

(- §) Roaming Users G

. L 1ew-w L = IN
E B8 evclida-Mail @
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4. Click Client Action List > Deploy/Upgrade Client. Client Installation window

appears.

Managed Computers

[F5earch | [ Update Agent |

El-f§il Managed| Set Host Configuration

8 57°vP | Uninstall ecan Client
B client ¢

ﬁ Roarmir

Remave from Group

ﬁ Excludy

Refresh Client
& Linux /

-G Mobile] A==2" Policy Templata
S| [ omsec| Show Critical Events
(&) omses Expart

ﬁ omseci

- [ omset Force Download

Move to Group

Show Installed S

Collect Debug/Logs

Check eScan Port(s)

On Demand Scanning
Send Message

Outbreak Prevention
Delete All Quarantine Files
Create QTP

Pause Protection

Resume Protection

Properties

By o o~ By e cooes

ﬁ pelicy Deploy / Upgrade Client

) M escan nstalled

'S
R

oo EQE@

]
>
]
.

Computer Na

] 1ises

[ 1oy w7

[ e o

[ 18

(] 1

(] Limim i e et 3 s

e

] Lt p i g,

o 1o

=i

) [@ esezn Mot Instslled

St Sl S

IN

O.IN

1-100f77 144 page 1

IP Address (1P Address of the conn

of 8} M Rows per pags

User name

Local Admi

@ Protected

[ nict Installed / Critical

@ Unkng
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5. Select Install Other Software option.

Select Application for Installation:

() Install eScan

@ Install Other Software
[ Linux/MAC Cliznt Setup

Raquired files for Installation

ci\test\tvnservernexe |

Executable file

| twnservenexs

Parameters

s

) Install Agent

() Install local client setup

Raguired files for Installztion

Add

Edit Script

6. Click Add.
Add Files window appears.

Add Files

Add | Cancel |

www.escan
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7. Enter the exact path of the EXE (on eScan Server) and click Add. The selected EXE
will be added to the “Required files for Installation- list.

@ Install Other Software
|| Linux/MAC Client Setun

Required files for Installation

Ciitest\tvnserver.exe

Executabls filz

| TvnsERVER.EXE v | | Edit Script

Parameters

| “remowve |

8. The Executable Filename will be displayed in the respective drop-down menu.
9. Define the command line parameters if required.
10. Click Install to initiate the installation process. A confirmation message appears.

Client Installation E Help
S5/ 00 e 110902 AM [ ]y Connecting to Cormputer.,
SEFF 00 0 11:09:02 AM [ ]: Deplaying ather software files to host o e | Plz wait ...
S¢Ed o0 e 110902 AaM [k ] Copying file 1 of 1
SPEf 00 e 11:09:03 AM [ T Comnpleted 100 %
Sfaf 00 0 110904 AM [ ek ] Task 'InstallfUpgrade Software on Host' successfully scheduled on o s

After deployment, eScan client will be installed and updates will be installed
automatically on selected managed computers where it was deployed through eScan
Management Console.
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Uninstall eScan Client (Windows, Mac, and
Linux)

To uninstall eScan Client on all the computer from a group, follow the steps given
below:
1. Select the group of computers for uninstallation.
2. Click Action List > Uninstall eScan Client.
Client Uninstallation window appears.

Client Uninstallation

Ready to Start Uninstallation
Click "Uninstall" to Start Uninstallation

Uninstall | | Cancel

3. Click Uninstall.
The Client Uninstallation window displays the progress.

Client Uninstallation E Help

f6/2021 2:41:13 PM : [e a8
021 2:41:14 PM : [E= & #]: Reading Host Details...

[ ]: Connecting to Computer...
[ =m0 ]
21 2:41:15 PM : [ge &8 ]: Version 22.0.1400.
[ =a]
[ ]

21 2:41:15PM : *1: Service Pack 2373
/62021 2:41:15 PM : #]: Task "Uninstzll eScan on Host(s)' successfully scheduled on

After the uninstallation process is over, click Close.

© | You can uninstall eScan Client from all the computers in the group by
NOTE | selecting the Group and then click Action List > Uninstall eScan Client.
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Synchronize with Active Directory

To synchronize a group with Active Directory, follow the steps given below:
1. In the Managed Computers folder tree, select a group for synchronization.
2. Click Action List > Synchronize with Active Directory.
Synchronize with Active Directory window appears.

Synchronize with Active Directory

r—Target Groups

Managed Computers || Browse

r— Source Active Directory Organisation Unit :

|| Browse
— Synchronization interval :
Minutes (Minimum 5 Minutes)
r Exclude From ADS Sync
Add to Exclude
Delete

rSearch Filter :

2.0, (ohjectClass=%)

|| 1nstall eScan client automatically

rSelect eScan Installztion Options:

Install Without Firawall

*AD sync will not add the computers that are already present in any of the groups under Managed computers.Check
"eScan‘log\ADSsyne log” for mare details.

Source Active Directory Organization Unit
Click Browse and select an Active Directory.

Synchronization Interval
Enter the preferred duration (in minutes).

Exclude from ADS Sync

This field displays a list of excluded Active Directory sources.

To delete a source, select the check box Excluded ADS Sources. Select a source(s)
and then click Delete.
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To exclude a source, select the source and then click Add to Exclude.

Search Filter
It lets you search an Active Directory for an object class.

Install eScan manually
Selecting this option lets you install eScan manually on the computers.

Install without Firewall
Selecting this option lets you install eScan without firewall.

5. After performing the necessary actions, click OK.
The group will be synchronized with the Active Directory.

Outbreak Prevention

Upon virus detection, eScan quarantines the virus and restricts it from spreading across
the network. The Outbreak Prevention feature lets you configure policies for the
network.

Deploying Outbreak Prevention

To deploy Outbreak Prevention feature, follow the steps given below:
1. In the Managed Computers folder tree, select a group.
2. Click Action List > Outbreak Prevention.
Outbreak Prevention window appears.

E Help

Outbreak Prevention

[ Limit access to shared folders (Allows read only access)

|:| Deny write access to local files and folder

|:| Black Specific Ports

|:| Block All Ports (Other than trusted clisnt-server ports)
Automatically restore outbreak prevention after hours(s)

Warning: The above outbreak prevention pelicies will be enforced on all the salected computers or groups. Incorract
configuration of these policies settings can cause major problems with the computers.

Outbreak Prevention Notification

[l Motify client users when outbrezk prevention starts

Mezsage: 207/250
eScan has detected & security risk outbreak on your network. To prevent the security risk from spreading, your eScan
administartar has enforced measures that may prevent you from accessing network resources.

| Deploy |

www.escanav.com

ertified Company



of LJ
NORLD

Limit access to shared folders
Select this check box to limit the infection's access to shared folders.

Deny write access to local files and folder

Select this check box to deny the infection write access for any file. Clicking the link
displays another window that lets you specifically select folders and subfolders that
should be denied and allowed access for modification.

Block specific ports

Select this check box to prevent infection from accessing specific ports. Clicking the link
displays another window that lets you block incoming and outgoing data packets along
with TCP and UDP ports.

Block All Ports (Other than trusted client-server ports)
Select this check box to block all ports other than trusted client server ports.

Automatically restore the outbreak prevention after hour(s)
This feature lets you restore outbreak prevention automatically after set duration
(hours). Click the drop-down and select the preferred duration.

Outbreak Prevention Notification

To send a notification to client users after Outbreak Prevention is deployed, select the
check box Notify client users when outbreak prevention starts. You can even write
your own custom message for this feature in the Message field.

After making the necessary selections, click Deploy. The Outbreak Prevention feature
will be deployed for the selected group.
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Restore Outbreak Prevention

In the Outbreak Prevention window, click Restore Outbreak Prevention tab.

Outbreak Prevention E Help

Restore Outbreak Prevention ]

Restore Duthreak Prevention
] Motify client users after restoring the original settings
Message: 55/250
eScan has stopped enforcing outbreak prevention policies and has restored pre-outbreak settings.
s

To restore Outbreak Prevention manually, click Restore.
To notify clients about Outbreak Prevention restoration, select the check box Notify
client users after the original settings.
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Create Client Setup

To create a Client setup, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group.
2. Click Action List > Create Client Setup.
Create Client Setup window appears.

E Help

Create Client Setup

Setup Settings

Add Policy

| aute add to group

| Create Setup || Cancel

3. Select the necessary settings.
4. Click Create Setup. The Client setup will be created and a download link will be
displayed in right pane.

Palicy

ﬁ Group Tasks

Download Client Setup jji

B client Computers

Group Information

AD Sync Mot Configurad

Tatal Subgroups 20

Total Computers 5
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Properties of a group

To view the properties of a group, follow the steps given below:
1. Select a group.
2. Click Action List > Properties.
Properties window appears.

F

Properties (Managed Computers) E Help

| General |

Name : |Managed Computers |

Parent Group : | |

Group Type ! Maormal User W
Contains @ 20 Groups , 5 Computers
Created : 06/13/2021 4:37:02 PM

In Properties, General tab displays following details:
e Group Name
e Parent Group
e Group Type - Normal or Roaming User
e Contains - Sub Groups or Number of Computers in that Group
e Creation date of the Group
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Group Tasks

With the Group Tasks option, you can create a task, start a task, select a task and view
its properties, view task results as well as delete an already created task. Tasks can
include the following.

e Enable/Disable desired Module

e Set Update Server

e Scheduling Scan on Networked Computers

Creating a Group Task

To create a Group Task, follow the steps given below:
1. Select a group.
2. Ingroup's folder tree, click Group Tasks.
3. Inthe Group Tasks pane, click New Task.

[ Action List v § [§ Client Action List v QR Code for 2FA
B @) Man=g=d Computers * Refrech Hel
h Group Tasks ) es| E elp
ﬁ Policy
ﬁ Group Tasks
ﬁ Client Computers (3) E+ New Task D Start Task | [ Properties | Results | Lj Drel ete|
ﬁ Roaming Users
. Task Name Task Performed Assigned To Whom Schedule Type
ﬁ Linux / Mac

An I1SO 27001 Certified Company WwWw.escanav.com
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4. New Task Template window appears. This window lets you define Task Name,
assign a task as well as schedule a task on computers.

New Task Template [ Heto

Task Name:* [ Mavr Task |

[ File antivirus Status 28 &

Enabled
Disabled

() mMail Anti-virus Status 25
Enabled
Disabled

(O anti-spam status 22
Enabled
Dissbled

(O web Protection Status 5=
Enablad
Dissbled

[ sl Anti-virus status 55
Enablad
Disabled

O anti-spam status =8

Enabled
Disabled
[ web protection Status 53
Enablad
Disabled

() encpoint Security Status 25
Enabled
Dissblad
[ sirewall status 25
Dissble Firewall
Enable Limited Filter Moda of Firewall
Enable Interactive Filtar Mode of Firswsll
) aiternate Download status 53 1) &
Enabled
Dissblad
() start/stop Another Server 28
Start Sarvar
Ston Server

(O sat Updata Server 28

Add Servar Name/1P

Remove Server Name/IP

Uscnzg A &

—Tys

Memory Scan 25 a Registry 58
Systam Folder 25 Scan network drives 28
Scan Laeal Drives Computer Startup 58

Scan System Drive 58

Scan Data Drives 53 ) &

[~ Optien
Scan Archives 28 ] &
Auto Shut Down After Scan Completion SE

Scan Only 25 m [4

[ Force client to Download Updat= 53 ) &

(O sync System Time with eScan Server 58

‘ () poly for subgrouss ‘

‘ ® Enable scheduler © Manual Start ‘
@ paily
O weakly Hon Tue Wed Thu
e sat sun
O menthly

5. Enter the Task Name and configure the desired task settings.
6. Click Save. The selected group will be assigned a task template.
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Managing a Group Task

Selecting a Group Task enables Start Task, Properties, Results and Delete buttons.

L
Group Tasks = Refresh E Help

Task Name Task Performed Assigned To Whom Schedule Type
tech Mot Performed Yet 'Managed Computers' Automatic Scheduler Task Status
Start Task

To start a task manually, select a task and then click Start Task.

Delete Task
To delete a task, select a task and then click Delete.

Properties

To view the properties of a task, select a task and then click Properties. It also lets you
modify or redefine the entire settings configured. After making the necessary changes,
click Save. The properties for the group task will be saved and updated.

tech i Help

General Schedule Settings

Task Name [t2ch

Task Creation Time: 06/30/21 02:37:25 PM

Status: Task not performed yet

Last Run:

Save Close

Results
To view the results of a completed task, select a task and then click Results.

-
Group Tasks - Refresh E Help

= Properties Results | L-_T Deleta

Task Name Task Performed Assigned To Whom

D el Completad 'Manzaged Computars’ Automatic Scheduler Task Status
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Task Status
To view the status, select a task and then click Task Status. A brief task summary is

displayed.

Task Name : s

Ahatted for

0 Ready To Run on
2 Ahorted for

0 Completed on

3 Returned errar on

Completed on

]
—
=
=

Ready To Run on

Returned errar on

Summary

« Applied To 5 Computers

Assigning a Policy to the group
To assign a Policy to the group, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group.

2. Under the group name, click Policy.
Policy pane appears on the right side.

E-[§ Managed Computers

[ Pelicy

@ Group Tasks

M Client Computers (3) [ ——

& [§ Roaming Users

Policy £ Refresh [ Help

ﬁ Linux / Mac Assigned Template Date And Time of Assigned Template
- [ e o SAMPLES Jun 28 2021 12:25:45 OM
=
@ o [ Select Criteria ETESIERFE Criteria| i} R5r1ove|
B[ Samees sam
: 5 () Criteria to be set in case of conflict
(@ palicy

[ Group Tasks B |Criteria Assigned Policy Template Date And Time of Assigned Criteria

ol client Computers (1)

) e
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3. To assign a Policy Template to group, click Select Template. New policy
window appears.

New Policy E Help

Policy Template Selection

Group Default Policy
QA
SAMPLES

| Select || Cancel |

4. Select a policy template and then click Select.
5. To assign criteria to group, click Select Criteria.
Select Policy Criteria window appears.

Select Policy Criteria E Help

[_] Set this critaria 25 a default criteria in case of conflict

Policy Template Selection

Group Default Palicy

Criteria Template Selection

Select | | Cancel

6. If a computer falls under both conditions created by you, it will create a
conflict. To avoid such conflict, select the check box Set this criteria as a
default criteria in case of conflict. Then select the Policy Template and
Criteria Template to be used in case of conflict.

7. Click Select. The default Policy Template and Criteria Template for group will
be saved and updated.

www.escanav.com
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Client Action List

Client Action List lets you take action for specific computer(s) in a group. To enable this
button, select computer(s) and then click Client Action List. The drop-down consists of
following options:

e Set Host Configuration

o Deploy/Upgrade Client

¢ Uninstall eScan Client

e Move to Group

¢ Remove from Group

e Refresh Client

e Connect to Client (RMM)

e Assign Policy Template

e Show Critical Events

e Export

e Show Installed Softwares

e Force Download

¢ Forensic-Port/Communication

e On Demand Scanning

e Send Message

e Outbreak Prevention

¢ Delete All Quarantine Files

e Create OTP

e Pause Protection

e Resume Protection

e Properties

The Client Action List contains few options similar to Action List. These options perform
same, except they perform the action only for selected computer(s).
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Set Host Configuration

If you are unable to view details of Windows OS installed computer with Properties
option, set its Host Configuration. Doing so will build communication between the
server and selected computer, displaying its details.

To set Host Configuration for a selected computer, follow the steps given below:
1. Select the computer.
2. Click Client Action List > Set Host Configuration.
Set Host Configuration window appears.

Set Host Configuration S E Help

Legin Information

Computer Mame: AN

Remarks: | |

User name: |Adr"|i'1istratcr |

Passward: | |

Note: If Host Name is in another Domain, Please mention Domain Name Ex. Domainl\HostName

3. Enter Remarks and login credentials.
4. Click Save.
The Host will be configured as per new settings.
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Deploy/Upgrade Client

To Deploy/Upgrade eScan client on selective computers in a group or an individual
computer, follow the steps given below:

Installing eScan Client on a Client Computer

1. Select a client computer within a group to install eScan client.
2. Click Client Action List > Deploy/Upgrade Client. Client Installation window

appears.
Client Installation E Help

Required packages for Linux Client Installation :

32 Bit deb. Packages Download
E4 Bit deb. Packages Download
32 Bit rpm. Packages Download
&4 Bit rom. Packages Download

Select Application for Installation:

@ Install eScan

Select eScan Installation Options: EE

|:| Auto Reboot after Install

[ tnstall without Firewall

|:| Disable auto downloading of Windows patches by eScan

Installation Path

<Default> ~|[ add |

() Install Other Software
-

Linu=/MAC Client Setup

Required files for Installation

Parameters

3. Select Install eScan option.
By Default eScan is installed at the following Path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)
OR
C:\Program Files (x86)\eScan (default path for 64-bit computers).

4. To define a different installation path, click Add. (Skip this step if default path
chosen).

5. Click Install.

A window displays File transfer progress. After Installation, the eScan status will be
updated in Managed Computers list.
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Uninstall eScan Client

To uninstall eScan Client on any computer, follow the steps given below:
1. Select the computer for uninstallation.
2. Click Client Action List > Uninstall eScan Client.
Client Uninstallation window appears.

Client Uninstallation

Ready to Start Uninstallation
Click "Uninstall" to Start Uninstallation

| Uninstall || Cancel

3. Click Uninstall.
The Client Uninstallation window displays the progress.

Client Uninstallation

9/26/2019 4:47:37 BM : [ ]: Connmecting to Computer...

9/26/2019 4:47:37 BEM : [ 1: Reading Host Details...

9/26/2019 4:47:37 BM : [ ]: Version 14.0.1400.2220

9/26/2019 4:47:37 BEM : [ 1: Service Pack 2220

9/26/2019 4:47:37 BM : [ 1: Task "Uninstall eScan on Host(s)' successfully scheduled on

4. After the uninstallation process is over, click Close.

@ | You can uninstall eScan Client from all the computers in the group by

NOTE | selecting the Group and then Click Action List > Uninstall eScan Client.

01 Certified Company
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Move to Group

To move computers from one group to other, follow the steps given below:
1. Go to Managed Computers.
2 Select the desired computers present in a group.
3. Click Client Action List > Move to Group.
4 Select the group in the tree to which you wish to move the selected
computers and click OK. The computers will be moved to the selected group.

Remove from Group

To remove computers from a group, follow the steps given below:
1. Go to Managed Computers.
2. Select the desired computers for removal.
3. Click Client Action List > Remove from Group. A confirmation prompt appears.
4. Click OK. The computers will be removed from the group.

Refresh Client

To refresh status of any client computer, follow the steps given below:
1. Under any group, click Client Computers. A list of computers appears on the
right pane.
2. Select a computer.
3. Click Refresh Client. The Client will be refreshed.

Connect to Client (RMM)

To add a computer to RMM licensed category, follow the steps given below:
1. Goto Managed Computers.
2. Select the client computer which you want to add to RMM License.
3. Click Client Action List > Connect to Client (RMM).
RMM disclaimer appears.
4. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome,
Mozilla Firefox, MS Edge, etc.).
After you are done performing an activity, click the Disconnect icon to end remote
connection.
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Assign Policy Template

To assign policy template to specific computer, follow the steps given below:
1. Go to Managed Computers.
2. Select the client computer which you want to assign policy template.
3. Click Client Action List > Assign Policy Template.
4. Manage Add-On License window appears.

Policy Configuration E Help

Policy Template Selection

Assigned Group Policy(ESCAN_DEFAULT_POLICY)
QA
SAMPLES

Select Cancel |

5. Select the policy template and click Select to add.
The computer get assign with the selected policy template.

Show Critical Events

To show critical events of specific computer, follow the steps given below:

1. Go to Managed Computers.
2. Select the client computer which you want to assign policy template.
3. Click Client Action List > Show Critical Events.

This will display the list of all the critical events of the computer that can also be
exported as a report.

An 1SO 27001 Certified Company

www.escanav.com



JORLD

Export

To export a client computer's data, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client

Computers.
The right pane displays the list of computers in the group and their detailed
information.

By G e By s oo

9] El eScan Mot Installed

Eﬁ Manzged Computers L E' eScan Installed 1-3af3 d{page 1  of1) ) Row
Policy

Gi Tazks

(£ Group Tasl ] == 107 WING & e
-l client Computers (3)

TS O | wewses 23

[} (] weth s 192, 4

B |Computer Name |IP Address IP Address of the connection |User name

192, . WIN S
ﬁ Roaming Users

B M

N T T ——

2. Select a client computer and the click Client Action List > Export.
Export Selected Columns window appears displaying export options and a
variety of columns to be exported.

Export Selected Columns

~ Export Option

@:' Excel 'i_:' EDF

I Select All Columns

Computer Name 1P Address IP Address of the connection User name

Last Policy Applied Time

Last eBackup Status

Local Administrator User(s) 2Scan Status Varsion Last Connection
Installed Directory Monitor Status Anti-Spam Mail Anti-Virus
Web Protection End point Security Firawall Last Update
Update Server Client 05 Status Last Palicy Applied

Export || Cancel

3. Select the preferred export option.
4. Select the preferred report columns.

5. Click Export.

The report will be exported as per your preferences.
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Show Installed Softwares

This feature displays a list of installed softwares on a computer.
To view the list of installed softwares, follow the steps given below:
1. In the Managed Computers folder tree, select a group and then click Client

Computers.

The right pane displays the list of computers in the group and their detailed

information.

Action List v Client Action List = || 2* Refresh Client Anti-Theft + Select Columns
il il - il

Eﬁ Managed Computers Q IE eScan Instzlled

== [

() [@ escan ot Installed

Policy B |Computer Name |IP Address
ﬁ Group Tasks Iil 28 ] 192, 4
- bl Client Computers (3)
|:| |E| T 192 A E
ﬁ Roaming Users o
[ | [ e 192, i 4

1-3af2 ipage 1 |of1 ) Row
IP Address of the connection |User name
WIN &5 s

WINGLE

N —

2. Select a client computer and then click Client Action List > Show Installed

Softwares.

Installed Softwares window appears displaying list of installed softwares and in
the top right corner displays total number of installed softwares.

Installed Softwares

E Help

Computer Name: Wit &5 s o

Currently Installed Programs

Advanced IP Scanner 2.5

Dropbox

eScan Corporate - 360

Google Chrome

Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Mative Client
Microsoft SQL Server 2008 R2 Setup (English)
Microsoft SQL Server 2008 Setup Support Files
Microsoft SQL Server Browser

Microsaft SQL Server WSS Writer

Microsoft Visual C++ 2017 Redistributable {x86) - 14.12,25810

WMware Tools

Total No.Of Installed Programs: 12

| Close |

ertified Company
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Force Download

The Force Download feature forces a client computer to download Policy Template
modifications (if any) and updated virus signature database. To activate this feature for

computers, follow the steps given below:
1. In the Managed Computers folder tree, select a group and then click Client

Computers.
The right pane displays the list of computers in the group and their detailed

information.

By co o By e coms

Eﬁ Managed Computers U E' eScan Installed Q IZ' eScan Mot Installed 1-3of2 ipage 1 of1 )k Row

Policy B |Computer Name |IP Address IP Address of the connection |User name

- Group Tasks

) croup sl ] wess 28 152. 00 58S 1 (T e——
i Client Computers (3)
D |E| TEUE R | 192 4 A& WINS
ﬁ Roazming Users
o @ o B e

R T e——

2. Select client computers and then click Client Action List > Force Download.
Client Status window appears displaying the process.

ClentStates o b
10/ # 12:39:50 PM : Processing with group : Sample Group
o/ # 12:39:50 PM : Connecting to Computer...
10/ * 12:39:50 PM : Successfully Execute the Client Downloader on

www.escanav.com
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Forensic-Port/Communication

This option generates the Forensic report of the service running on certain port during a
particular period for analysis. To generate the report, select the client computer and
click Forensic Port/Communication option.

Client Status

7/8/2021 12:35:51 PM : Processing with group 1 Qe_=aM
7/8/2021 12:35:51 PM : Connecting to Computer... W mirt 7
7/8/2021 12:35:52 PM : Successfully Exported Report on WG i 7

To view the forensic port, select the client machine and scroll the window to Forensic
Report.

[ w #1172 Job Name:Test Bak - Date:24 004 "4 & L * 40 -Status:Backup Finished., No files to upload on [No new files found for backup.] View

‘F Computer Name Last EBackup Status Forensics Report
O
L

To get the detailed report of the same or download it, click on the specific report under
File Name column.

W oeini* : Refresh E Help

MM/DDAYYY MM/DDAYYYY

From [06/06/2021  |[E  To[e7/06/2021 =

Search filez in selected Date Ranga

L] Delete Report Type | Farensics - Port/Communication Report Vl

B |File Name Created On ( Date and time ) Size
|:| eScan Forensics Anti-Malwars EL1] it - 4.pdf 22 Jun 2021,11:52 AM 308 KB
D eScan Forensics Port dieaiats SSigsisosiog pdf 22 Jun 2021,11:19 AM 327 KB
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On Demand Scanning

This option lets you scan an eScan installed client computer. To scan a client computer
on demand, follow the steps given below:
1. Go to Managed Computers.
2. Select the client computer which you want to scan.
3. Click Client Action List > On Demand Scanning.
On Demand Scanning window appears.

On Demand Scanning (Forensic-Antimalware Scanning) E Help
— Scan Option

D Spyware And Adwars B@ D Computer StartUp B@

O Mamory Scan E@ a O Registry B@

D System Folder B@ D Scan network drives S

D Sean Local Drives g8 a
[0 scan Systam Drive B@

[ scan Data Drives iR a

— Scan Option
Scan Archives B a
-

Auto Shut Down After Scan Completion S

Sean Only g9

Scan Cancel

4. Select the preferred scan options and then click Scan.
The On Demand Scan for selected client computer begins.
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Send Message

The Send Message feature lets you send a message to computers. To send message to

computers, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client

Computers.
The right pane displays the list of computers in the group and their detailed

information.

Action List * Client Action List v || 2* Refresh Client | £ Anti-Theft - | [ Select Columns
] {0 P i

Eﬁ Managed Computers L E' eScan Installed @] E' eScan Mot Installed 1-30of3 4 pags

1 | of 1) M Row:

IP Address of the connection |User name

Palicy B |Computer Name |IP Address

Group Tasks

& srowr [ wsess S| 1920a8 000 WING & & vmtonss
i bl Client Computers (3}

] E|..-,. s 28 192088 4 WIN S
ﬁ Roaming Users ]

: O | [ et 192.pas 4

ﬁ i

ﬁ L T B

2. Select client computers and then click Client Action List > Send Message. Send

Message window appears.

Meszage Text : 350/350

Send Cancal

3. Enter the message and click Send. The message will be sent to the selected

computers.

www.escanav.com
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Outbreak Prevention

Upon virus detection, eScan quarantines the virus and restricts it from spreading across
the network. The Outbreak Prevention feature lets you configure policies for the
network.

Deploying Outbreak Prevention

To deploy Outbreak Prevention feature for specific client computer(s), follow the steps
given below:
1. Go to Managed Computers.
2. Select the computer(s) for which you want to deploy Outbreak Prevention.
3. Click Client Action List > Outbreak Prevention.
Outbreak Prevention window appears.

Outbreak Prevention E Help

|| Limnit zccess to shared folders (Allows read only access)

J Deny write access to local files and folder

] Block Specific Ports
] Block &1l ports {Other than trusted client-sarver ports)
Automatically restore outbreak prevention after hours(s)

Warning: The above outbreak prevention policies will be enforced on all the selected computers or groups. Incarract
configuration of these policies settings can cause major problems with the computers.

Outbreak Prevention Notification

] Matify client users whan outbrezk prevention starts

Message: 207/250
eScan has detected 2 security risk outbreak on your network. To prevent the security risk from spreading, your eScan
administartor has enforced measures that may prevent you from accessing network resources.

Deploy

Limit access to shared folders
Select this check box to limit the infection's access to shared folders.

Deny write access to local files and folder

Select this check box to deny the infection write access for any file. Clicking the link
displays another window that lets you specifically select folders and subfolders that
should be denied and allowed access for modification.
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Block specific ports

Select this check box to prevent infection from accessing specific ports. Clicking the link
displays another window that lets you block incoming and outgoing data packets along
with TCP and UDP ports.

Block All Ports (Other than trusted client-server ports)
Select this check box to block all ports other than trusted client server ports.

Automatically restore the outbreak prevention after hour(s)
This feature lets you restore outbreak prevention automatically after set duration
(hours). Click the drop-down and select the preferred duration.

Outbreak Prevention Notification

To send a notification to client users after Outbreak Prevention is deployed, select the
check box Notify client users when outbreak prevention starts. You can even write
your own custom message for this feature in the Message field.

After making the necessary selections, click Deploy. The Outbreak Prevention feature
will be deployed for the selected group.

Restore Outbreak Prevention

In the Outbreak Prevention window, click Restore Outbreak Prevention tab.

Outbreak Prevention Help

] Motify client users after restoring the original settings

Message: 96250

eScan has stopped enforcing outbreak prevention policies and has restored pre-outbreak settings.

bg

Restore

To restore Outbreak Prevention manually, click Restore.

To notify clients about Outbreak Prevention restoration, select the check box Notify
client users after the original settings.
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Delete All Quarantine Files

The Delete All Quarantine Files feature lets you delete all quarantine files stored on a

computer.
To delete all quarantine files on computers, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and under it click Client
Computers.
The right pane displays the list of computers in the group and their detailed
information.

Action List * Client Action List v || 2* Refresh Client | £ Anti-Theft - | [ Select Columns
] {0 P i

E‘ﬁ Managed Computers WA El eScan Installed Q E' eScan Mot Installed 1-3af2 ipage| 1 |of 1) M Row
pelicy B |Computer Name |IP Address IP Address of the connection |User name
! Group Tasks
: B Group Tl T e ——— T T —
i Wl Client Computers (3)
(O [ wsesns 35 15208808 WINEH
ﬁ Roaming Users .
. O | [ et 192,
i ) M—
N Y ——

2. Select client computers and then click Client Action List > Delete All
Quarantine Files. Client Status window appears displaying the progress.

u Help

10/1/2019 12:53:20 PM : Processing with group : Sample Group
10/1/201% 12:53:20 PM : Connecting to Computer...
10/1/2019 12:53:20 PM : Quarantine files successfully deleted

Create OTP

The password protection restricts user access from violating a security policy deployed
in a network. For example, the administrator has deployed a security policy to block all
USB devices, but a user needs USB access for a genuine reason. In such situation, One
Time Password (OTP) can be generated for that disables USB block policy on specific
computer. The administrator can define policy disable duration ranging from 10
minutes to an hour without violating existing policy.

www.escanav.com
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Generating an OTP

To generate an OTP, follow the steps given below:
1. Inthe Managed Computers screen, select the client computer for which you

want to generate the OTP.
2. Click Client Action List > Create OTP. Password Generator window appears.

Password generator

enerate One Time Password

Computer Name:* | ES =

~ Select Option

D File Anti-Virus Sm y D Allow to Change IpSm
- -

O web Protactionfs @ O Firewal -

[ Eps App Controlz® O epsuse s

[ mail anti-virus & Anti-Spamig

~ Mew Password

Fassword | @

Generate Password (*) Mandatory Fields

3. Inthe Valid for drop-down, select the preferred duration to bypass the

protection module.
4. In Select Option section, select the module you want to disable.

www.escanav.com
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5. Click Generate Password. An OTP will be generated and displayed in Password
field.

Password generator

enerate One Time Password

Computer Mame:* | QA-EDR

valid for:®

— Select Option
(T File anti-virus H a‘ [ allew to Change IpSg
() web protzction H Firewalllg
[ Ees app Controlz® (J eps use == AL

D Mail Anti-Virus & Anti-Spamig

— Mew Password

2AAUDHTDQDES |
Pzssword iz case-sensitive

Password

Ganerate Password || Clozz (*) Mandatory Fields
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Entering an OTP

To enter an OTP, follow the steps given below:
1. Inthe Taskbar, right-click the eScan icon @. An option list appears.

%' Open e5can Protection Center

Ll Pause Protection

Q Scan My Computer
# Update Now

& View Current Metwork Activity
G System Information

= Virtual Keyboard

) eScan Remote Support

El eScanRMM Started

|__Ii About e5can

2. Click Pause Protection. eScan Protection Center window appears.

e5can Protection Center

Enter e5can Administrator Pazswaord
Se0000000000|

Ciuration
15 minutes

3. Enter the OTP in the field.
4. Click OK.
The selected module will be disabled for set duration.

“ eScan Enterprise EDR % X
OTP: Protection paused for 10 minutes...
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Pause Protection

The Pause Protection feature lets you pause the protection for computers.
To pause the protection for computers, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client

Computers.
The right pane displays the list of computers in the group and their detailed

information.

Action List * Client Action List v || 2* Refresh Client | £ Anti-Theft = Select Columns
il il A [

Eﬁ Managed Computers W E' eScan Installed O E' eScan Mot Installed 1-3of2 {page 1 of1 ) Row

Palicy B |Computer Name |IP Address IP Address of the connection |User name

@ Group Tasks (] e == 107 i e WIN e
i bl Client Computers (3} 0 IE'
H et

d EF | 1o2.a8 s WINSLH

[} ] et s 192, s 4

" ﬁ Roaming Users

- M

- () When S S

2. Select client computers and then click Client Action List > Pause Protection.
Client Status window appears displaying the progress.

Client Status

7/8/2021 12:53:15 PM : Processing with group : Q&_"saM
7/8f2021 12:53:15 PM : Connecting to Computer... W w7
7/8/2021 12:53:15 PM : Successfully Paused Protection on Wil S 7

www.escanav.com
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Resume Protection

The Resume Protection feature lets you resume protection for computers whose

protection is paused.
To resume protection for computers, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client
Computers.
The right pane displays the list of computers in the group and their detailed

information.

Action List * Client Action List v || 2* Refresh Client | £ Anti-Theft = Select Columns
il il A [

Eﬁ Managed Computers W E' eScan Installed O E' eScan Mot Installed 1-3of2 {page 1 of1 ) Row
pelicy B |Computer Name |IP Address IP Address of the connection |User name

(B3 Group Tesks [ s SE 10200 0 DI —
B client Computers (3) O [ wewass 28 - e
ﬁ Roaming Users

= O momweme sz

ﬁ Y ey ——_

2. Select client computers and then click Client Action List > Resume Protection.
Client Status window appears displaying the progress.

Client Status

7/8/2021 12:54:31 FM : Processing with group : Qe " =aM
7F8/2021 12:54:31 PM : Connecting to Computer... W 7
7/8/2021 12:54:31 PM : Successfully Resumed Protection on Wik i 7

www.escanav.com
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Properties of Selected Computer

To view the properties of a selected computer, follow the steps given below:

1.
2.

Select a computer.
Click Client Action List > Properties. Properties window appears displaying
details.

Properties E Help

ESee dvl < nSmws

Computer Name ES

1P Address 192, et

User name ESs m 2 T e gtor

Operating System Windows XP Professional x64 Edition 64-bit

Anti-Virus Installed Installed (Client) - eScan Corporate for Windows
Version 14.0.1400
Installed Directory C:\Program Files (x868)\eScan
Update Sarver 192, st
Last Update 2021/06/29 13:27
File Anti-Virus Enablaed
Mail Anti-Virus Disabled
Anti-Spam Disabled
Web Protection Enabled
Firewall Disabled {Allow All)
Endpoint Security Enablad
[Close]

NOTE

If multiple computers are selected, the Properties option will be disabled.

ertified Company
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Anti-Theft

The Anti-Theft module lets you remotely locate and lock a device. This module also lets
you wipe data available on a device.

B {5 Managed Computers O M eScan Installed ' [ eScan Mot Installed 1-3of2 1{{page| 1 |of 1} bl Rows per page:
[ Policy
i Group Tasks
B Client Computers (3)

Computer Name IP Address IP Address of the connection Local Administrator User

(- i Roaming Users
G- M

[ S —

-

[M Protected [H] ot Installed / Critica [ Unknown status

Anti-Theft Options

To add computers in an Anti-theft, follow the steps given below:

Go to Managed Computers.

Select the desired computers to add in Anti-theft Portal.
Click Anti-Theft > Anti-Theft Options.

Enter the Email ID then Click OK.

The computer will add in Anti-Theft Portal.

W=

Following is Email Id which will be use to Enable Anti-Theft on
client Computer. If vou want vou can change Email Id.

Email 1D ;|| feastans@asssas com|

| Ok | | Cancel |

5. A confirmation prompt appears.

192.168 el | says

This will enable Anti-Theft and redirect to Anti-Theft options, do you

want to proceed?
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6. Click OK. This will redirect to Anti-Theft options.

Devicelost  Reset  Configure Datawipe

Locate
View Details ©

Action Features =

Data wipe

Lock Scream Alert Data wipe

View Details @ View Details @ View Details @ View Details @

Anti-Theft Portal

1. Itwill display the anti-theft features that you can activate in case your system is
lost or stolen.

Devicelost  Reset  Configure Datawipe

Locate
View Details ©

Action Features =

DELERTIT

Data wipe

Lock Scream Alert
View Details @ View Details @ View Details @ View Details @

2. Incase of loss or theft, click on the system name that has been lost or stolen, the
status bar under it will display the system name again and when it was last seen.

www.escanav.com
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3. Click Device Lost and this will allow you to enable the features locate,
screenshot and take photo by selecting the desired options.

Device Lost Reset Configure Data wipe

Locate
View Details ©

4. Click Confirm to confirm that your system has been lost and to execute the
commands Locate, Screenshot, and Camera.

Set Device as lost

If you set your device as stolen, below command will be sent to the device.

Q (al o

Locate Screen Shot O Take photo O

Are you sure you want to set this device as lost?

e Locate: This option will allow you to locate the system in case of

loss/theft. Click on the Locate option on the anti-theft portal and the last
known location of the system will be displayed on the map. Procedure to
Locate the system:

1) Click Locate, the status will change to Request Pending;
the status will be updated as soon as the system is synced with the
server. Request pending indicates that your request to locate the
system is in progress.

2) View Details displays the Last Location of your system on a
map. It also shows details of last two successful executions of the
Locate command.
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e Screenshot: This option will take a screen shot of the system whenever it
is synced to the server.

1) Click Screenshot, the status will change to Request
Pending; the status will be updated as soon as the system is
synced with the server. Request pending indicates that your
request to take a screenshot is in progress.

2) View Details displays the last two screenshots from the
successful execution of the screenshot command.

o Take Photo: This option will allow you to take a snapshot of the current
user of the system from the webcam on clicking the camera option on the
anti-theft portal.

1) Click Camera, the status will change to Request Pending;
the status will be updated as soon as the system is synced with the
server. Request pending indicates that your request to take a
snapshot is in progress.

2) View Details displays the last two snapshots taken from
your system. Click Reset to reset the Action Features on the
system; these actions can be performed on the system when it has

been lost or stolen.

Action Features =

Data wipe

Lock o Scream o Alert Data wipe o
View Details @ View Details © View Details © View Details ©

There are following action features.

e Lock: The Lock feature will block the system from any further
access. You will have to unblock the system by entering the pin
provided on the anti-theft portal. On the anti-theft portal, select
your System Alias name and then click Lock to remotely block your
system, to unblock your system you will have to enter the Secret
Code provided at the time of executing the lock command.

www.escanav.com
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e Scream: Scream will allow you to raise a loud alarm on the system;
this will allow you to trace the system if it is in the vicinity. Click
Scream option to remotely raise a loud alarm on your system.

e Alert: This option will allow you to send an alert message (up to
200 characters) to the lost system. This alert message will be
displayed on the screen; you can write and send any message for
example: Request a call back or send your address or any kind of
message to the current holder of your system. With this option
there will be higher chance of your lost system being returned.
Click Alert option to remotely send a message to your lost system.
Type in your message in the send message section and click
confirm.

o Data wipe: The Data Wipe feature will delete all the selected files
and folders that have been added to the list to be deleted from the
portal. Click data wipe option to remotely wipe all the selected files
and folders or only delete the cookies and click confirm. Select the
Delete Cookies check box to delete cookies or select the
Datawipe check box to wipe the data and click on Confirm.

Disable Anti-Theft

To Disable Anti-Theft, follow the steps given below:

1. Go to Managed Computers.
2. Select the desired computers in Anti-theft Portal.
3. Click Anti-Theft > Disable Anti-Theft.
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Select Columns

You can customize the view regarding the details of devices, according to the
requirement.

~ Selact All Columns

Computer Name 1P Address
b= .‘-‘-.::Id'?sa of the User name
conmection
Local Administrator User(s) eScan Status

Version Last Connection
Installad Directory Last Update
Anti-Spam Mail Anti-Virus
Web Protection Endpoint Security
Firewall Monitor Status
Update Server Client OS5

Status Installation Status

Last Paolicy Applisd

&

Last Policy Applied Time

Last eBackup Status

a

Forensic Report

To configure this, select the computer and click Select/Add Columns option. You can
select and configure the required columns accordingly.
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Policy Template

This button allows you to add different security baseline policies for specific computer
or group.

Managing Policies

With the policies you can define rule sets for all modules of eScan client to be
implemented on the Managed Computer groups. The security policies can be
implemented for Windows, Mac, and Linux computers connected to the network.

Defining Policies Windows computers

On Windows OS policies can be defined for following eScan Client modules:

File Anti-virus

The File Anti-Virus module scans all the existing files and folders for any infection. It also
lets you report/disinfect/quarantine/delete infected objects. Moreover, it saves a copy
of report file for future reference, and displays attention messages. To learn more, click
here.

Mail Anti-Virus

The Mail Anti-Virus module scans all the incoming emails. It scans the emails by
breaking it into three sections the header, subject and the body. After scanning, the
module combines the sections and sends it to your mailbox. To learn more, click here.

Anti-Spam
The Anti-Spam module blocks spam emails by checking the content of outgoing and
incoming mails and quarantines advertisement emails. To learn more, click here.

Web Protection
The Web Protection module lets you block websites. You can allow/block websites on
time-based access restriction. To learn more, click here.

Firewall

The Firewall module lets you put up a restriction to incoming and outgoing traffic and
hacking. You can define the firewall settings here. You can define the IP range,
permitted applications, trusted MAC addresses, and local IP addresses. To learn more,
click here.

Endpoint Security

The Endpoint Security module monitors the application on client computers. It allows/
restricts USB, Block list, White list, and defines time restrictions for applications. To learn
more, click here.
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Privacy Control

The Privacy Control module lets you schedule an auto-erase of your cache, ActiveX,
cookies, plugins, and history. You can also secure delete your files and folders where
the files will be deleted directly without any traces. To learn more, click here.

Advance Security

eScan Advance Security enables you to configure the events for which the alert has be
generated. This will help you to create prioritized rules to control which events and
processes are monitored, recorded, and alerted. To learn more, click here.

Administrator Password
Administrator Password lets you create and change password for administrative login
of eScan protection center and Two-Factor Authentication. To learn more, click here.

ODS/Schedule Scan
ODS/Schedule Scan provides you with various options like - checking for viruses, and
making settings for creating logs and receiving alerts. To learn more, click here.

MWL Inclusion List
Inclusion List contains the name of all executable files which will bind itself to

MWTSP.DLL. All other files are excluded. To learn more, click here.

MWL Exclusion List
MWL Exclusion List contains the name of all executable files which will not bind itself to
MWTSP.DLL. To learn more, click here.

Notifications & Events
Notifications & Events allows to allow/restrict the alerts that are send to admin in case
of any suspicious activity or events. To learn more, click here.

Schedule Update
Schedule Update policy lets you schedule eScan database updates. To learn more, click
here.

Tools
Tools policy let you configure eBackup Settings. To learn more, click here.
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Defining Policies Mac or Linux computers

You can define policies for the following modules of eScan Client on Mac or Linux OS.

File Anti-Virus 2 ¥

The File Anti-virus module scans all the existing files and folders for any infection. It also
lets you report/disinfect/quarantine/delete infected objects. Moreover, it saves a copy
of report file for future reference, and displays attention messages. This option is
available for both Linux and Mac computers. To learn more, click here.

Endpoint Security Q) %

The Endpoint Security module monitors the application on client computers. It
allows/restricts USB, block listing, white listing, and defines time restrictions. This option
is available for both Linux and Mac computers. To learn more, click here.

On Demand Scanning Q) &

The On Demand Scanning module lets you define the categories to be scanned. For
example, you can scan only the mails or archives as per your requirement. This option is
available for both Linux and Mac computers. To learn more, click here.

Schedule Scan &/ ¥

The Schedule Scan module lets you schedule the scan on the basis of time, what you
want to scan and what action to be taken in case of a virus and what you want to be
excluded while scanning. For example, you can create a schedule to scan the mails, sub
directories and archives on a daily basis and also define the action that needs to be
taken in case a virus is found; you can also exclude the scan by mask or files or folders.
This option is available for both Linux and Mac computers. To learn more, click here.

Schedule Update' 4)
The Schedule Update module lets you schedule updates for Linux Agents. To learn
more, click here.

Administrator Password 2 ¥

The Administrator Password module for Linux lets you create and change password for
administrative login of eScan protection center. It also lets you keep the password as
blank, wherein you can login to eScan protection center without entering any password.
It lets you define uninstallation password which will be required before uninstalling
eScan Client from managed computers manually. The user will not be able to uninstall
eScan Client without entering uninstallation password. To learn more, click here.
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Web Protection

The Web Protection module for Linux feature is extremely beneficial to parents as it
prevents kids from accessing websites containing harmful or restricted content.
Administrators can also use this feature to prevent employees from accessing non-
work-related websites during work hours. To learn more, click here.

. ()
Network Security -
Network Security module helps to set Firewall to monitor all incoming and outgoing
network traffic and protect your computer from all types of network based attacks.

Enabling this features will prevents Zero-day attacks and all other cyber threats. To
learn more, click here.

0 Priority will be given to Policy assigned through Policy Criteria first, then the
policy given to a specific computer and lastly given to policy assigned to the
group to which the computer belongs.

NOTE
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Creating Policy Template for a group/specific
computer

To create a Policy template for a group, follow the steps given below:
1. Click Managed Computers.
2. Select the desired group and then click Policy Template.
Policy Template window appears.

policy Templatas £ Refresh [ Help

= Assign to Group(s) | = Assign to Computer(s) | =) Copy Template |

[+ New Template WEVRZCEEEEE] B Parent Policy Lj Delete

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)
(W™ Jun 19 2021 06:07:27 BM Jun 29 2021 01:01:43 PM |
O sampLES Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM T, T

3. Click New Template. New Templates screen appears displaying modules for
Windows, Linux, and Mac computers.

New Template [ Help
Select Rule-Sets
Enter Template Mame:*
. omm
=
I Eile Anti-virus Edit ! Mail Anti-Virus Edit
Assign From Assign From
L anti-spam Edit [ web protection Edit
Assign From Assign From
) Firewan Edit ) Endraint Security Edit
Assign From Assign From
[l privacy control Edit || advance Security Edit
Assign From Assign From
. ome
==
‘ |_| administrator Password Edit ‘ ‘ |_| ops/schedule Scan Edit -

4. Enter a name for Template.
5. To edit a module, select it and then click Edit.
6. Click Save. The Policy Template will be saved.

www.escanav.com
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Configuring eScan Policies for Windows
Computers

Each module of a policy template can be further edited to meet your requirements.

File Anti-Virus

Editing File Anti-Virus module displays following tabs:
e Objects
e Options
e Blocked Files
e Folder Protection
e File Rights
e TSPM

Objects

The Objects tab lets you configure following options.

File Anti-Virus [ Help

Objects Dptions Block Files Folder Protection File Rights TSPM

Actions in caze of virus detection

’ ':_:'Epor‘t onhy
e @ Disinfect
0O Quarantine object

© U pelete object

' Scan local removable disk drives

' Scan local hard disk drives
' Scan network drives

" Scan files of following types
Exclude by mask

Mot a Virus List

Exclude Files [ Folders
Scan compound objects

OO o N s IO e O o |

[ Enable code analyser

| Default | | Advanced Setting || 0K | | Cancel

Actions in case of virus detection
This section lists the different actions that File Anti-Virus can perform when it detects
virus infection.
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Report Only

Upon virus detection, eScan will only report the virus and won't take any action.
Disinfect and If disinfection is impossible it will Quarantine Object or Delete
Object"

Out of these, the Disinfect option is selected by default. By default, the quarantined
files are saved in C:\Program Files\eScan\Infected folder. You can select the Make
backup file before disinfection option if you would like to make a backup of the files
before they are disinfected.

Scan local removable disk drives [Default]
Select this option if you want eScan to scan all the local removable drives attached to
the computer.

Scan local hard disk drives [Default]
Select this option if you want eScan to scan all the local hard drives installed on the
computer.

Scan network drives [Default]
Select this option if you want eScan to scan all the network drives, including mapped
folders and drives connected to the computer.

Scan files of following types

Select this option if you want eScan to scan all files, only infectable files, and files by
extension (Scan by mask). eScan provides you a list of default files and file types that it
scans by extension. You can add more items to this list or remove items as per your
requirements by clicking Add/Delete.

Exclude by mask [Default]

Select this check box if you want File Anti-Virus monitor to exclude all the objects in the
Exclude by mask list during real-time monitoring or scanning. You can add/delete a file
or a particular file extension by clicking Add/Delete.

Not a virus list [Default]

File Anti-Virus is capable of detecting riskware. Riskware refers to software originally not
intended to be malicious but somehow can pose as a security risk to critical operating
system functions. You can add the names of riskware, such as remote admin software,
to the riskware list in the Not a virus list dialog box by clicking Add/Delete if you are
certain that they are not malicious. The riskware list is empty by default.
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Exclude Files/Folders [Default]

Select this check box if you want File Anti-Virus to exclude all the listed files, folders, and
sub folders while it is monitoring or scanning folders. The files/folders added to this list
will be excluded from only real-time scan as well as on demand scan. You can add or
delete files/folders from the list of by clicking Add/Delete.

Scan compound objects [Default]
Select this check box if you want eScan to scan archives and packed files during scan
operations. By default, Packed is selected.

Enable code Analyzer

Select this check box if you want eScan to scan your computer for suspicious objects or
unknown infections by using the heuristic analyzer. After selection, File Anti-Virus not
only scans and detects infected objects, but also checks for suspicious files stored on
computer.

Options

The Options tab lets you configure following options:

File Anti-Virus 4 Help

Objects Options Block Files Folder Protection File Rights TSPM

Save report file

’ Show pack info in the report

" |_l show clean object info in the raport

|_ Limit size to (KB} [avpM.rpt)

Enabls Auto backup / Restors

Limit file size to (KB)

[ WO e T e N e

Proactive Behaviour Monitor

. Display attention messages

’ Enable Malware URL Filter

) Ensbls Ransomware Protection

Default || Advanced Setting || O || Cancel
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Save report file [Default]

Select this check box if you want eScan to save the reports generated by the File Anti-
Virus module. The report file logs information about the scanned files and the action
taken by File Anti-Virus when an infected file was found during the scan.

Show pack info in the report [Default]
Select this check box if you want File Anti-Virus to add information regarding scanned
compressed files, such as .zip and .rar files to the Monvir.log file.

Show clean object info in the report

Select this check box if you want File Anti-Virus to add information regarding uninfected
files found during a scan operation to the Monvir.log file. You can select this option to
find out which files are not infected.

Limit size to (Kb) (avpM.rpt)
Select this check box if you want File Anti-Virus to limit the size of the Monvir.log file and
avpM.rpt file. To modify the limit, enter the log file size in field.

Enable Auto backup/Restore [Default]

Selecting this check box lets you back up the critical files of the Windows® operating
system and then automatically restores the clean files when eScan finds an infection in
any of the system files that cannot be disinfected. You can do the following settings:

Do not backup files above size (KB) [Default]
This option lets you prevent File Anti-Virus from creating backup of files that are larger
than the file size that you have specified.

Minimum disk space (MB) [Default]

The Auto-backup feature will first check for the minimum available space limit defined
for a hard disk drive. If the minimum defined space is available then only the Auto-
backup feature will work, if not it will stop without notifying. You can allot the Minimum
disk space to be checked from this option. By default, the minimum disk space is 500
MB.

Limit file size to (KB) [Default]
This check box lets you set a limit size for the objects or files to be scanned. The default
value is set to 20480 Kb.

Proactive Behavior Monitor
Selecting this check box enables File Anti-Virus to monitor computer for suspicious
applications and prompts you to block such applications when they try to execute.

An 1SO 27001 Certified Company WwWw.escanav.com



of LJ
NORLD

Whitelist Option
Whitelisting lets you mark the files in the database that you want to exclude from being
blocked. To whitelist a file/folder, click Whitelist and then click Add from DB.

Use sound effects for the following events

This check box lets you configure eScan to play a sound file and show you the details
regarding the infection within a message box when any malicious software is detected
by File Anti-Virus. However, you need to ensure that the computer's speakers are
switched on.

Display attention messages [Default]
When this option is selected, eScan displays an alert consisting the path and name of
the infected object and the action taken by the File Anti-Virus module.

Enable Malware URL Filter

This option lets you enable a Malware URL filter where eScan blocks all URLs that are
suspected to be malwares. You can exclude specific websites by whitelisting them from
the eScan pop up displayed when you try to access the site.

Enable Ransomware Protection

This option lets you enable Ransomware Protection on the system where eScan blocks
any suspected ransomware activities performed on system. With the technology called
PBAE (Proactive Behavioral Analysis Engine) eScan monitors the activity of all processes
on the local computer and when it encounters any activity or behavior that matches a
ransomware, it raises a red flag and blocks the process.
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Block Files

The Block Files tab lets you configure settings for preventing executables and files, such
as autorun.inf, on network drives, USB drives, and fixed drives from accessing your
computer.

File Anti-Virus [ Help

Objects Options Block Files Folder Protection File Rights TSPM

D Disable Autoplay on USE and Fixed Drives

) Deny access of executables on USE Drives

User defined whitelist

e -
Deleta
RemoveAll
D Deny access of executables from Metwark
User defined whitelist
e ndembioser

Deleta

RemoveAll

Deny Access of following files

D Quarantine Access-denied files

Deleta

i\ *
O sesro-xce

Default || Advanced Setting || K || Cancel

You can configure the following settings:

Disable AutoPlay on USB and Fixed Drives [Default]
Selecting this option will disable AutoPlay when a USB/Fixed Drive is connected.

Deny access of executables on USB Drives
Select this check box if you want eScan to prevent executables stored on USB drives
from being accessed.

Deny access of executable from Network
Select this check box if you want eScan to prevent executables on the client computer
from being accessed from the network.

User defined whitelist
This option is enabled after selecting the Deny access of executable from Network
check box. You can use this option to enter the folders that need to be whitelisted so

An I1SO 27001 Certified Company WwWw.escanav.com



WORLD

that executables can be accessed in the network from the folders mentioned under this
list. To add files, click Add.

Add Folder

|C:'\D0cuments and Settings\RermyalMy Docurments

¥ Indude Subfalder

Add Cancel

Enter the complete path of the folder to be whitelisted on the client systems. You can
either whitelist the parent folder only or select the Include subfolder option to whitelist
the subfolders as well.

Deny Access of following files [Default]
Select this check box if you want eScan to prevent the files in the list from running on
the computers.

Quarantine Access-denied files
Select this check box if you want eScan to quarantine files to which access is denied.
1. You can prevent specific files from running on the eScan client computer by
adding them to the Block Files list. By default, this list contains the
value %sysdir%\\*.EXE@. Click Add.
2. Enter the full name of the file to be blocked from execution on the client
systems.
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Folder Protection

The Folder Protection tab lets you protect specific folders from being modified or
deleted by adding them to the Folder Protection list. It lets you configure the following

setting:
File Anti-Virus 4 nelp
Objects Options Block Files Folder Protection File Rights TSPM
Protect files in following folders from modification and delation
| Folder Name | Include Subfolder ‘ Add
Delete
RemoveAll

Default || Advanced Setting || oK || Cancel

Protect files in following folders from modification and deletion [Default]

This option is selected by default.

Selecting this check box enables File Anti-Virus module to protect files in specific folders
from being modified or deleted on the client systems. Click Add. Enter the complete
path of the folder to be protected on the client systems. You can either protect the
parent folder only or select the Include subfolder option to protect the subfolders as

well.

www.escanav.com
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File Rights
The File Rights tab restricts or allows for remote or local users from modifying folders,
subfolders, files or files with certain extensions.

File Anti-Virus 4 nele

Objects Options Block Files Folder Protection File Rights TSPM

D Enable eScan Remote File Rights

Do not allow remote users to modify the following local files

Delete

Removed

-

Allow Medification for following Files

Delete

Removed

D Enable eScan Local File Rights

Do not allow local users to medify the following files

Delete -
4 3
Default || Advanced Setting || oK || Cancel

Enable eScan Remote File Rights
Select this check box to allow/restrict the remote users to make any modifications to
the files and folders.

Do not allow remote users to modify the following local files
The files/folders added to this list cannot be modified by the remote users.

Allow modification for following files
The files added to this list can be modified by the remote user.

Enable eScan local file rights
Select this check box to allow/restrict the local users to make any modifications to the
files/folders.

Do not allow local users to modify the following files
The files/folders added to this list cannot be modified by the local users.

Allow modification for files
The files/folders added to this list can be modified by the local users.
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TSPM

eScan's Terminal Services Protection Module (TSPM) detects brute force attempts,
identifies suspicious IP addresses/hosts and blocks any access attempts from them to
prevent future attacks. The IP addresses and hosts from the attacks are banned from
initiating any further connections to the system. It also detects and stops attempts of
attackers who try to uninstall security applications from systems and alerts
administrators about the preventive measures initiated by TSPM.

File Anti-Virus E Help
Objects Options Block Files Folder Protection File Rights TSPM
Enablz Terminal Service Protection Maduls
Allows Local I : | Allow local IP of same subnet W

O |whﬂeListed Ps fafd
Delete

D Block All Foreign IF

Mot Allowed List :
Add
Delete

[_] FreeRDP

RemoveAll

D Rdesktop

Il a

D Windows7

-
RDP blocked from foreign country
Whitelist Foreign Country for RDP : (e.g. India or Tunisia or United States)
Add
Delete
RemoveAll
Show RDP block alert
Block brute force attack
Default || Advanced Setting || o] 4 || Cancel

Enable Terminal Service Protection Module
Select this check box to activate TSPM module.
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Allow Local IP
This dropdown menu has following options:

Allow Local IP : |A||m-.l local IP of same subnet w
Allowr only whitelisted IPs

Allow local IP of same subnet
L BNVETEARE oioy, local 1P for all subnet

¢ Allow only whitelisted IPs: Select this option to allow only whitelisted IPs to

connect to the endpoints.
To add a list of IP addresses to be excluded from being blocked by TSPM, click

Add. Add IP window appears.

Add IP

1P Address™:

Ol | Cancel | [*1 Mandatory Fizlds

Enter the IP address and then click OK.
o Block All Non Whitelisted IPs: After selecting Allow only whitelisted

option, this will be available. Select this option to block all IPs other than
the whitelisted one.
¢ Allow local IP of same subnet: Select this option to allow the local IPs that
belongs to same subnet. This option is selected by default.
¢ Allow local IP for all subnet: Select this option to allow the local IPs of all
subnet in the network.

Block All Foreign IP
Select this check box to block all the foreign IP address from communicating from the

endpoint within the network.

Not Allowed List
This option has pre-defined username that are not allowed to establish connection (via

RDP) with the endpoints in the network.

To add custom-defined username, Enter the username and then click Add.
To delete the username from pre-defined list, select the name and click Delete.
To remove all the usernames from list, click Remove All.
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RDP blocked from foreign country [Default]
This check box blocks all the RDP connection attempts from the foreign country.

Whitelist Foreign Country for RDP: (e.g. India or Tunisia or United States)
This option allows to whitelist the country names, so that RDP connections from those
countries can be allowed.

Show RDP block alert [Default]
This check box allows eScan to alert the user in case of any RDP connection is blocked.

Block brute force attack [Default]
This check box allows to block the connection in case of any brute force attack.

Advanced Settings

Clicking Advanced Settings lets you configure advanced settings for console.

5

Advanced Setting

Name ‘ Value ‘

Disable Reload Password [2=Disable/1=Enable)

Dizplay Print Job events

IPAddress Change Allowed (2=Disable/1=Enable)

Enable Time Syncronization

Clear Quarantine folder after Days specified 28

Clear Quarantine Folder after Size Limit specified in MB

Exclude System PID from Scanning

Dizable Virtual Key Board Shorteut key

Show eScan Tray Menu

Show eScan Tray Icon

Show eScan Desktop Protection Icon

Enable eScan Remote Suppert in Non-Administrator mode

Define Virus Alert Time {in seconds) 20

Disable Reload Password (2=Disable/1=Enable)

This option lets you enable or disable password for reloading eScan. After enabling, the
user will be asked to enter reload password if user attempts to reload eScan. This is the
administrator password for eScan Protection Center.

Display Print Job events (1 = Enable/0 = Disable)
This option lets you capture events for the Print Jobs from Managed Computers.
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IP Address Change Allowed (2 = Disable/1 = Enable)
This option lets you enable/disable IP Address Change by the user on their computer.

Enable Time Synchronization (1 = Enable/0 = Disable)
This option lets you enable/disable time synchronization with internet. Active internet
connection is mandatory for this feature.

Clear Quarantine folder after Days specified
This option lets you specify number of days after which the Quarantine folder should be
cleared on Managed Computers.

Clear Quarantine Folder after Size Limit specified in MB
This option lets you specify size limit for the Quarantine folder. If the defined size limit
exceeds, the Quarantine folder will be cleared on Managed Computers.

Exclude System PID from Scanning (1 = Enable/0 = Disable)
This option lets you exclude system process ID (Microsoft assigned System PIDs) from
scanning on Managed Computers.

Disable Virtual Key Board Shortcut key (1 = Enable/0 = Disable)
This option lets you disable shortcut for using Virtual Keyboard on Managed
Computers.

Show eScan Tray Menu (1 = Show/0 = Hide)
This option lets you Hide or Show eScan Tray menu on Managed Computers.

Show eScan Tray Icon (1 = Show/0 = Hide)
This option lets you hide or show eScan Tray Icon on Managed Computers.

Show eScan Desktop Protection Icon (1 = Show/0 = Hide)
This option lets you hide or show eScan Protection icon on Managed Computers.

Enable eScan Remote Support in Non-Administrator mode (1 = Enable/0 = Disable)
This option lets you enable/disable eScan Remote Support in Non-Administrator Mode.
eScan will not prompt for entering Administrator Password to start eScan Remote
Support from Managed Computers.
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Define Virus Alert Time (in seconds)
This option lets you define time period in seconds to display Virus Alert on Managed
Computers.

Show Malware URL Warning (1 = Show/0 = Hide)
This option lets you show or hide Malware URL warning messages on Managed
Computers.

Protect Windows Hosts File (1 = Allow/0 = Block)
Use this option to Allow/Block modifications to Windows Host Files.

Search for HTML Scripts (1 = Allow/0 = Block)
Use this option to Allow/Block search for html script (infection) in files. This option will
have impact on system performance.

Show Network Executable block alert (1 = Show/0 = Hide)
This option lets you show/hide Network executable block alerts on Managed
Computers.

Show USB Executable Block Alert (1 = Show/0 = Hide)
This option lets you show/hide USB executable block alerts on Managed Computers.

Show eScan Tray Icon on Terminal Client (1 = Show/0 = Hide)
This option lets you show/hide eScan Tray Icon on Terminal Clients on Managed
Computers.

Enable eScan Self Protection (1 = Enable/0 = Disable)
This option lets you Enable/Disable eScan Self Protection on Managed Computers, if this
feature is enabled, no changes or modifications can be made in any eScan File.

Enable eScan Registry Protection (1 = Enable/0 = Disable)
This option lets you Enable/Disable eScan Registry Protection. User cannot make
changes in protected registry entries if it is enabled on Managed Computers.

Enable backup of DLL files (1 = Enable/0 = Disable)
This option lets you Enable/Disable backup of DLL files on Managed Computers.

Integrate Server Service dependency with Real-time monitor (1 = Enable/0 =
Disable)
This option lets you Integrate Server Service dependency with real-time monitor.
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Send Installed Software Events (1 = Enable/0 = Disable)
This option lets you receive Installed Software Events from Managed Computers.

Enable Winsock Protection (Require Restart) (1 = Enable/0 = Disable)
This option lets you Enable/Disable protection at the Winsock Layer.

Enable Cloud (1 = Enable/0 = Disable)
This option lets you Enable/Disable eScan Cloud Security Protection on Managed
Computers.

Enable Cloud Scanning (1 = Enable/0 = Disable)
This option lets you Enable/Disable Cloud Scanning on Managed Computers.

Remove LNK (Real-Time) (1 = Enable/0 = Disable)
This option lets you Enable/Disable Removal of LNK on real-time basis.

Whitelisted AutoConfigURL
This option lets you whitelist AutoConfigURLs. Enter comma separated URLs that need
to be whitelisted.

Disable Add-ons/Extension blocking (1 = Enable/0 = Disable)
Selecting this option disables Add-ons and Extension blocking.

Include files to scan for archive (Eg: abc*.exe)
This option lets you add file types that needs to be when archive scanning enabled.

Block Date-Time Modification (1 = Enable/0 = Disable)
This option lets you block the modification of the system date and time.

Allow CMD-Registry for Date-Time blocking (Depends upon Block Date-Time
Modification) (1 = Enable/0 = Disable)
Selecting this option lets you block date-time modification from the CMD-Registry.

Domain list for exclusion of Host file scanning (e.g. abc.mwti)
Selecting this option lets you add the list of domains to be excluded from host file
scanning.

Disable Pause Protection and Open Protection center on Right Click (Set 192 for
disable)

This option disables Pause Protection and Open Protection center on Right Click if you
setitto 192.
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Enable Share Access Control (1 = Enable/0 = Disable)
It enables Share Access Control. Network Shares ReadOnly Access and Network Shares
NoAccess options will work only if this option is selected.

© Onlyifitis enabled the setting "NetworkSharesReadOnlyAccess" and
NOTE | "NetworkSharesNoAccess" will be referred

List of comma-separated servers and/or shares and/or wildcards which needs to
be given NO ACCESS e.g. \\192.168.1.1\temp or \\192.168.1.1\temp\*.doc or *.doc
(Work only when "Enable Share Access Control" is set)

Selecting this option lets you add the List of comma-separated servers and/or shares
and/or wildcards that should not be accessible.

List of comma-separated servers and/or shares and/or wildcards which needs to
be given READ ONLY ACCESS e.g. \\192.168.1.1\temp or \\192.168.1.1\temp\*.doc or
*.doc (Work only when "Enable Share Access Control" is set)

Selecting this option lets you add the List of comma-separated servers and/or shares
and/or wildcards that should be given only view access and not be editable.

Include files to scan for archive (eg: abc*.exe)
Selecting this option lets you add file types that should be scanned.

Whitelist IP Address (Depends on IP Address Change Allowed) (E.G 192.168.1.* You
can put comma-separated list)

Selecting this option lets you add the list of IP addresses separated by commas to
whitelist them.

Block Access to Control Panel (1 = Enable/0 = Disable)
Selecting this option lets you block the user from accessing the control panel.

Disable COPY/PASTE (1 = Enable/0 = Disable)
Selecting this option lets you disable Copy/Paste actions.

Enable logging of sharing activity from suspected malware system (WSmbFilt.log
on client system) (1 = Enable/0 = Disable)

Enabling this option directs eScan to log any sharing activity performed by suspected
malware system. By default, this feature is enabled.
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Block all RDP Session except Whitelisted under TSPM
Selecting this option lets you block all RDP sessions excluding the ones you have
Whitelisted under TSPM.

Allow RDP (1=Block Foreign IP and allow Local IP/0 =Block Local & Foreign IP but
allow Whitelisted IP)

This option lets you allow or block the foreign and local IP addresses excluding the
whitelisted ones.

PowerShell Exclusion list
Selecting this option lets you add a PowerShell script file path manually to exclude files
and folders from real-time scan.

Allow Uninstallers (1 = Enable/0 = Disable)
Selecting this option lets you enable/disable use of third party uninstallers.

Block Renaming of Hostname (1 = Enable/0 = Disable)

Selecting this option lets you enable/disable block Hosthame renaming.
Restricted Environment enabled (1 = Enable/0 = Disable)

Selecting this option lets you enable/disable restrict environment settings.

Block eternal blue (wannacry) exploits (1 = Enable/0 = Disable)
Selecting this option lets you block eternal blue (wannacry) exploits. By default, this
option is enabled.
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Mail Antivirus

Mail Anti-Virus is a part of the Protection feature of eScan. This module scans all
incoming and outgoing emails for viruses, spyware, adware, and other malicious
objects. It lets you send virus warnings to client computers on the Mail Anti-Virus
activities. By default, Mail Anti-Virus scans only the incoming emails and attachments,
but you can configure it to scan outgoing emails and attachments as well. Moreover, it
lets you notify the sender or system administrator whenever you receive an infected
email or attachment. This page provides you with options for configuring the module.

Mail Antivirus Settings E Help

= Pt
® Start () Stop

I Scan Options |

r Elock Attachments Types Action

| | Add ® pisinfect ) Delete
PRETTY*.EXE Delete
NAVI*.EXE —— Quarantine Infacted Files
WAK.HTA | Advanced |
FIXZ00*.EXE

MINE.*

TRY*.EXE

SURP* EXE

THE_FLY.*

Y2K.EXE -

r— Port Settings
Port Settings for eMail

Outgoing Mail(SMTR)
Incaming Mail(P0PE)

| scan CQutgoing Mails

Default ” Ok ” Cancel

Scan Options

This tab lets you select the emails to be scanned and action that should be performed
when a security threat is encountered during a scan operation. This tab lets you
configure following settings:

Block Attachments Types

This section provides you with a predefined list of file types that are often used by virus
writers to embed viruses. Any email attachment having an extension included in this list
will be blocked or deleted by eScan at the gateway level. You can add file extensions to
this list as per your requirements. As a best practice, you should avoid deleting the file
extensions that are present in the Block Attachments Types list by default. You can
also configure advanced settings required to scan emails for malicious code.
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Action
This section lets you configure the actions to be performed on infected emails. These
operations are as follows:

Disinfect [Default]
Select this option if you want Mail Anti-Virus to disinfect infected emails or attachments.

Delete
Select this option if you want Mail Anti-Virus to delete infected emails or attachments.

Quarantine Infected Files [Default]

Select this option if you want Mail Anti-Virus to quarantine infected emails or
attachments. The default path for storing quarantined emails or attachments is -
C:\Program Files\eScan\QUARANT.

However, you can specify a different path for storing quarantined files, if required.

Port Settings for email
You can also specify the ports for incoming and outgoing emails so that eScan can scan
the emails sent or received through those ports.

Outgoing Mail (SMTP) [Default: 25]
You need to specify a port number for SMTP.

Incoming Mail (POP3) [Default: 110]
You need to specify a port number for POP3.

Scan Outgoing Mails
Select this option if you want Mail Anti-Virus to scan outgoing emails as well.
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Advanced

Clicking Advanced displays Advanced Scan Options dialog box. This dialog box lets you
configure the following advanced scanning options:

Advanced Scan Options

|:| Deletz all Attachments in eMail if Disinfection is not possible
Deleta entire eMail if Disinfection iz not possible

[ pelete entire eMail if any Virus is found

Quarantine Blocked Attachments

Delete entire eMail if any Blocked Attchement is found

|:| Quarantine eMail it Attachments are not Scanned

L) Quarantine Attachments if they are Scannad
Exclude Attchaments [White List)

| Save | | Cancel |

Delete all Attachment in email if disinfection is not possible
Select this option to delete all the email attachments that cannot be cleaned.

Delete entire email if disinfection is not possible [Default]
Select this option to delete the entire email if any attachment cannot be cleaned.

Delete entire email if any virus is found
Select this option to delete the entire email if any virus is found in the email or the
attachment is infected.

Quarantine blocked Attachments [Default]
Select this option to quarantine the attachment if it bears extension blocked by eScan.

Delete entire email if any blocked attachment is found [Default]
Select this option to delete an email if it contains an attachment with an extension type
blocked by eScan.

Quarantine email if attachments are not scanned
Select this check box to quarantine an entire email if it contains an attachment not
scanned by Mail Anti-Virus.
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Quarantine Attachments if they are scanned
Select this check box if you want eScan to quarantine attachments that are scanned by
Mail Anti-Virus.

Exclude Attachments (White List)

This list is empty by default. You can add file names and file extensions that should not
be blocked by eScan. You can also configure eScan to allow specific files even though if
the file type is blocked. For example, if you have listed *.PIF in the list of blocked
attachments and you need to allow an attachment with the name ABC, you can add
abcd.pif to the Exclude Attachments list. Add D.PIFing *.PIF files in this section will allow
all *.PIF to be delivered. MicroWorld recommends you to add the entire file name like
ABCD.PIF.
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Anti-Spam
Anti-Spam module filters junk and spam emails and sends content warnings to specified
recipients. Here you can configure the following settings.

Anti-Spam 4 Help

® Start Stop

r advanced

#| Send Original Mail to User

Do not check content of Replied or Forwarded Mails

Check Content of Qutgoing mails Phrases

Spam Filter Configuration

#| Check for Mail Phishing

#| Treat Mails with Chinese/Korean character set as SPAM

#| Treat Subject with more than 5 whitespaces as SPAM

#| Check content of HTML mails

#| Quarantine Advertisement mails Advanced

Mail Tagging Options
Do not change email at all.

Both subject and body is changed. [Spam] tag is added in Subject. Actual spam content is embedded
in Body.

"¥-MailScan-Spam: 17 header line is added. Actual spam content is embedded in Body.

o Only [Spam] tag is added in Subject. Body is left unchanged.

"¥-MailScan-Spam: 17 header line is added. Body and subject both remain unchanged.

Default Il oK |

Cancel |

Advanced
This section provides you with options for configuring the general email options, spam
filter configuration, and tagging emails in Anti-Spam.

Send Original Mail to User [Default]

This check box is selected by default. eScan delivers spam mail to your inbox with a
spam tag. When an email is tagged as SPAM, it is moved to this folder. Select this check
box, if you want to send original email tagged as spam to the recipient as well.

Do not check content of Replied or Forwarded Mails
Select this check box, if you want to ensure that eScan does not check the contents of
emails that you have either replied or forwarded to other recipients.
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Check Content of Outgoing mails
Select this check box, if you want Anti-Spam to check outgoing emails for restricted
content.

Phrases

Click Phrases to open the Phrases dialog box. This dialog box lets you configure
additional email related options. In addition, it lets you specify a list of words that the
user can either allow or block.

User specified whitelist of words/phrases (Color Code: GREEN)
This option indicates the list of words or phrases that are present in the whitelist. A
phrase added to the whitelist cannot be edited, enabled, or disabled.

User specified List of Blocked words/phrases: (Color Code: RED)
This option indicates the list of words or phrases that are defined in block list.

User specified words/phrases disabled: (Color Code: GRAY)
This option indicates the list of words or phrases that are defined to be excluded during
scans. The options in the Phrases to Check dialog box are disabled by default.

Action List

e Add Phrase: Option to add phrase to quarantine or delete the mail.

e Edit Phrase: To modify existing phrase added in list.

e Enable Phrase: By default, it is enabled. After being disabled, you can use this
option to enable it.

o Disable Phrase: Disable existing phrase added in list.

e Whitelist: This will allow email to deliver to inbox when phrase is found in the
email.

¢ Block list: This will delete email when it contains the phrase.

¢ Delete: Delete the phrase added in list.

Spam Filter Configuration
This section provides you with options for configuring the spam filter. All options in this
section are selected by default.

Check for Mail Phishing [Default]
Select this option if you want Anti-Spam to check for fraudulent emails and quarantine
them.
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Treat Mails with Chinese/Korean character set as SPAM [Default]

When this option is selected, emails are scanned for Chinese or Korean characters. This
check is based on the research data conducted by MicroWorld's various spam email
samples collected from around the globe. From these samples, it was observed that
spammers often use Chinese or Korean characters in their emails.

Treat Subject with more than 5 whitespaces as SPAM [Default]

In its research, MicroWorld found that spam emails usually contain more than five
consecutive white spaces. When this option is selected, Anti-Spam checks the spacing
between characters or words in the subject line of emails and treats emails with more
than five whitespaces in their subject lines as spam emails.

Check content of HTML mails [Default]
Select this option if you want Anti-Spam to scan emails in HTML format along with text
content.

Quarantine Advertisement mails [Default]
Select this option if you want Anti-Spam to check for advertisement types of emails and
quarantine them.

Advanced

Clicking Advanced displays Advanced Spam Filtering Options dialog box. This dialog box
lets you configure the following advanced options for controlling spam.

Advanced Spam Filtering Options

#| Enable Non Intrusive Learning Pattern (MILP) check
#| Enable eMail Header check
#| Enable ¥-Zpam Rules check
Enable Sender Policy Framework (SPF) check
Enable Spam URI Realtime Blacklist {(SURBL) check

Enable Real-time Blackhole List (REL) check

—REL Servers — Auto-Spam Whitelist
Add Add
bl.spamcop.net Delete *@analytics.bounces.googl| Delete
b.barracudacentral.org *@irctc.co.in
Remowve All *@sgurcenext_co_jp Remowve All
*@sourcenext.com -
E R S S Y

[ Save [| Cancel |
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Enable Non- Intrusive Learning Pattern (NILP) check [Default]

Non-Learning Intrusive Pattern (NILP) is MicroWorld's revolutionary technology that
uses Bayesian Filtering and works on the principles of Artificial Intelligence (Al) to
analyze each email and prevents spam and phishing emails from reaching your inbox. It
has self-learning capabilities and it updates itself by using regular research feeds from
MicroWorld servers. It uses an adaptive mechanism to analyze each email and
categorize it as spam or ham based on the behavioral pattern of the user.

Enable email Header check [Default]
Select this option if you want to check the validity of certain generic fields likes From, To,
and CCin an email and marks it as spam if any of the headers are invalid.

Enable X Spam Rules check [Default]

X Spam Rules are rules that describe certain characteristics of an email. It checks
whether the words in the content of emails are present in eScan's database. This
database contains a list of words and phrases, each of which is assigned a score or
threshold. The Spam Rules Check technology matches X Spam Rules with the mail
header, body, and attachments of each email to generate a score. If the score crosses a
threshold value, the mail is considered as spam. Anti-Spam refers to this database to
identify emails and takes action on them.

Enable Sender Policy Framework (SPF) check

SPF is a world standard framework adopted by eScan to prevent hackers from forging
sender addresses. It acts as a powerful mechanism for controlling phishing mails. Select
this check box if you want Anti-Spam to check the SPF record of the sender's domain.
However, your computer should be connected to the Internet for this option to work.

Enable Spam URI Real-time Blacklist (SURBL) check

Select this option if you want Anti-Spam to check the URLs in the message body of an
email. If the URL is listed in the SURBL site, the email will be blocked from being
downloaded. However, your computer should be connected to the Internet for this
option to work.

Enable Real-time Blackhole List (RBL) check

Select this option if you want Anti-Spam to check the sender's IP address in the RBL
sites. If the sender IP address is blacklisted in the RBL site, the email will be blocked
from being downloaded. However, your computer should be connected to the Internet
for this option to work.
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RBL Servers

RBL is a DNS server that lists IP addresses of known spam senders. If the IP of the
sender is found in any of the blacklisted categories, the connection is terminated. The
RBL Servers list contains addresses of servers and sites that maintain information
regarding spammers. You can add or delete address in the list as per your requirement.

Auto Spam Whitelist

Unlike normal RBLs, SURBL scans emails for names or URLs of spam websites in the
message body. It terminates the connection if the IP of the sender is found in any of the
blacklisted categories. This contains a list of valid email addresses that can bypass the
above Spam filtering options. It thus allows emails from the whitelist to be downloaded
to the recipient's inbox. You can add or delete address in the list as per your
requirement.

Mail Tagging Options
Anti-Spam also includes some mail tagging options, which are described as follows:

Do not change email at all
Select this option if you want to prevent Anti-Spam from adding the [Spam] tag to
emails that have been identified as spam.

Both subject and body are changed: [Spam] tag is added in Subject: Actual spam
content is embedded in Body

This option lets you identify spam emails. When you select this option, Anti-Spam adds
a [Spam] tag in the subject line and the body of the email that has been identified as
spam.

"X MailScan Spam: 1" header line is added: Actual spam content is embedded in
Body

This option lets you add a [Spam] tag in the body of the email that has been identified
as spam. In addition, it adds a line in the header line of the email.

Only [Spam] tag is added in Subject: Body is left unchanged [Default]
This option lets you add the [Spam] tag only in the subject of the email, which has been
identified as spam.

"X MailScan Spam: 1" header line is added: Body and subject both remain
unchanged

This option lets you add a header line to the email. However, it does not add any tag to
the subject line or body of the email.
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Web Protection module scans the website content for specific words or phrases. It lets
you block websites containing pornographic or offensive content. Administrators can
use this feature to prevent employees from accessing non-work related websites during
preferred duration.

Web Protection & Help

O start ® stop [ start phishing Filter () Start Malware URL Filter

Filtering Options

Filter Categories...

== -

You can configure the following settings.

Filtering Options

This tab has predefined categories that help you control access to the Internet.

Status

This section lets you allow or block access to specific websites based on Filter
Categories. You can set the status as Active or Block web access. Select the Block Web
Access option if you want to block all the websites except the ones that have been
listed in the Filter Categories. When you select this option, only Filtering Options and
Pop-up Filter tabs are available.

Filter Categories
This section uses the following color codes for allowed and blocked websites.

Green
It represents an allowed websites category.
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Red

It represents a blocked websites category.

The filter categories used in this section include categories like Pornography, Gambling,
Chat, Alcohol, Violence, Drugs, Ratings_block_category, Websites Allowed, etc. You can
also add or delete filter categories depending on your requirement.

Category Name

This section shows the Words/Phrases list. It lists the words or phrases present in the
selected category. In addition, the section displays the Site Names list, which lists the
websites belonging to the selected category. You can also add or delete filter categories
depending on your requirement.

Filter Options

This section includes the Add sites rejected by the filter to Block category check
box. Select this option if you want eScan to add websites that are denied access to the
Block category database automatically.

Scanning Options

This tab lets you enable log violations and shutdown program if it violates policies. It
also lets you specify ports that need monitoring.

Web Protection E Help

® start O stop [0 start Ph shing Filter [l start Malware URL Filter

Scanning Options

tion Port Setting
’7 Leg Viclations ’71ntemet Access (HTTP Port)

[] shutdown erogram in 20 Secs. [20.8080.2128.6588.4450.88

Default || Advanced Setting || oK || cameal |

Actions
This section lets you select the actions that eScan should perform when it detects a
security violation.

Log Violations [Default]
This check box is selected by default. Select this option if you want Web Protection to
log all security violations for your future reference.

Shutdown Program in 30 Secs
Select this option if you want Web Protection to shut down the browser automatically in
30 seconds when any of the defined rules or policies is violated.

An 1SO 270 ified Company www.escanav.com



[ J
- C . C C
DIG
WORLD
Port Setting
This section lets you specify the port numbers that eScan should monitor for suspicious
traffic.

Internet Access (HTTP Port)

Web browsers commonly use the port numbers 80, 8080, 3128, 6588, 4480, and 88 for
accessing the Internet. You can add port numbers to the Internet Access (HTTP Port)
box to monitor the traffic on those ports.

Define Time Restriction

This section lets you define policies to restrict access to the Internet.

Web Protection E Help

@ start O stop (J start Phishing Filker () Start Malware URL Filter

[_J Enable Time Restrictions for Web Access

000102032 040505070309 1011 12010203 04 0505 07 038 09 10 11 12
Sunday
Monday
Tuesday
Wednesday
Thursday

Friday

Saturday

Active Inactive Block Web Access

Default || Advanced Setting ” oK || Cancel

Enable Time Restrictions for Web Access

Select this option if you want to set restrictions on when a user can access the Internet.
By default, all the fields appear dimmed. The fields are available only when you select
this option.

The time restriction feature is a grid-based module. The grid is divided into columns
based on the days of the week vertically and the time interval horizontally.

Active
Click Active and select the appropriate grid if you want to keep web access active on
certain days for a specific interval.
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Inactive
Select this option if you want to keep web access inactive on certain days for a specific
interval.

Block Web Access
Select this option if you want to block web access on certain days for a specific interval.

Phishing and Malware URL Filter

Under Web Protection eScan also provides options to enable Phishing and Malware
filters which will detect and prevent any phishing attempts on the system and block all
malware attacks.

To enable the filters, select Start and then select the respective check boxes.

Web Protection u Help

Start ® Stop Start Phishing Filter Start Malware URL Fi\ter|

Advanced Settings
Clicking Advanced displays Advanced Settings.

Ignore IP address from Web-scanning
Select this option to enter IP address form Web-Scanning

Enable Unknown Browser detection
Select this option to enable/disable unknown browser detection

Enable allowing of WhiteListed Site during BlockTime
Select this option to enable/disable white listed site during block time

Enable Online Web-Scanning Module
Select this option to enable/disable online web-scanning module

Disable Web Warning Page
Select this option to enable/disable web warning page

Enable HTTPS Popup
Select this option to enable/disable HTTPS Popup

Show External Page for Web blocking (Page to be define under External Page)
Select this option to enable/disable external page for web blocking
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External Page Link for Web blocking (Depends on Show External Page)
Select this option to enter external page link for web blocking

Force inclusion of Application into Layer scanning (MW Layer)
Select this option to enter Force inclusion of Application into Layer scanning

Enable HTTP Popup (1 = Enable/0 = Disable)
Select this option to enable/disable HTTP pop-ups.

Ignore Reference of sub-link
Select this option to enable/disable Ignore Reference of sub-link.

Allow access to SubDomain for Whitelisted sites(Only HTTP Sites)
Select this option to enable/disable access to SubDomain for Whitelisted sites.

Allow access to SubDomain for Whitelisted sites(Only HTTPS Sites)
Select this option to enable/disable access to SubDomain for Whitelisted sites.

Enable logging of visited websites
Select this option to enable/disable logging of visited websites.

Block EXE download from HTTP Sites (1 = Enable/0 = Disable)
Select this option to enable/disable block download of .exe files from HTTP websites.

Block HTTP Traffic only on Web Browser
Select this option to enable/disable block HTTP Traffic on Web Browser

Allow website list (Depends on "Block HTTP Traffic only on Web Browser")
Select this option to enter to block HTTP Traffic on Web Browser.

Block Microsoft EDGE Browser (1 = Enable/0 = Disable)
Select this option to enable/disable blocking Microsoft Edge browser.

Enable Web Protection using Filter driver (1 = Enable/0 = Disable)
Select this option to enable/disable web protection using filter driver.

Force Disable Web Protection using Filter driver (1 = Enable/0 = Disable)
Select this option to force enable/disable web protection using filter driver.

WEFP Exclude IP List (1 = Enable/0 = Disable)
Select this option to enable/disable excluding IP list from Web Filter Protection.
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Firewall

Firewall module is designed to monitor all incoming and outgoing network traffic and
protect your computer from all types of network based attacks. eScan includes a set of
predefined access control rules that you can remove or customize as per your
requirements. These rules enforce a boundary between your computer and the
network. Therefore, the Firewall feature first checks the rules, analyzes network packets,
and filters them on the basis of the specified rules. When you connect to the Internet,
you expose your computer to various security threats.

FireWall E Help

® allow & O Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

[

Add Host Name

Show Application Alert

Default Rules [ Advanced Setting | | oK I| Cancel

The Firewall feature of eScan protects your data when you:

+ Connect to Internet Relay Chat (IRC) servers and join other people on the
numerous channels on the IRC network.

* Use Telnet to connect to a server on the Internet and then execute the
commands on the server.

+ Use FTP to transfer files from a remote server to your computer.

* Use Network Basic Input Output System (NetBIOS) to communicate with
other users on the LAN connected to the Internet.

+ Use a computer that is a part of a Virtual Private Network (VPN).

* Use a computer to browse the Internet.

+ Use a computer to send or receive email.

By default, the firewall operates in the Allow All mode. However, you can customize the
firewall by using options like Limited Filter for filtering only incoming traffic and
Interactive Filter to monitor incoming and outgoing traffic. The eScan Firewall also lets
you specify different set of rules for allowing or blocking incoming or outgoing traffic.
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These rules include Zone Rules, Expert Rules, Trusted Media Access Control (MAC)
Address, and Local IP list. This page provides you with options for configuring the
module. You can configure the following settings to be deployed to the eScan client
systems.

Allow All - Clicking Allow All disables the eScan Firewall i.e. all the incoming and
outgoing network traffic will not be monitored/filtered.

Limited Filter - Clicking Limited Filter enables eScan Firewall in limited mode which
will monitor all incoming traffic only and will be allowed or blocked as per the conditions
or rules defined in the Firewall.

Interactive - Clicking Interactive enables eScan Firewall to monitor all the incoming
and outgoing network traffic and will be allowed or blocked as per the conditions or
rules defined in the Firewall.

Following tabs are available:
Zone Rule

Expert Rule

Trusted MAC Address
Local IP List

Application Rule

Zone Rule

This is a set of network access rules to make the decision of allowing/blocking of the
access to the system. This will contain the source IP address or source Host name or IP
range either to be allowed or blocked.

Buttons (to configure a zone rule)

Add Host Name - This option lets you add a "host" in the zone rule. After clicking Add
Host Name, enter the HOST name of the system, select the zone (Trusted/Blocked) and
enter a name for the zone rule. Click OK to create the zone rule.

Add IP - This option lets you add an IP address of a system to be added in the zone
rule. After clicking Add IP, enter the IP address of the system, select the zone
(Trusted/Blocked) and enter a name for the zone rule. Click OK to create the Zone Rule.

Add IP Range - This option lets you add an IP range to be added in the zone rule. After
clicking Add IP Range, add the IP Range (i.e. a range of IP that the zone rules should be
applied), select the zone (Trusted/Blocked) and enter a name for the zone rule. Click OK
to create the zone rule.
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Modify - To modify/change any listed zone rule (s), select the zone rule to be modified
and then click Modify.

Remove - To remove any listed zone rule (s), select the zone rule and then click
Remove.

Expert Rule

This tab lets you specify advanced rules and settings for the eScan firewall. You can
configure expert rules on the basis of the various rules, protocols, source IP address
and port, destination IP address and port, and ICMP types. You can create new expert
rules.

FireWall E Help

— = ) . ~ _
L allow &) ®) Limited Filter ') Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

Firewall Rule Rule Action Summary

|:I UDP Rule Permits UDP packets on Any Interface betwean "My Matw
D ARP packet exchange - For mapping IP address to a hardware (MAC) address Permits ARP packets on Any Interface

|:| MetBios {LAN Filz Sharing) - Access files and folders on other computers, from your computer | Permits TCP and UDP packets on Any Interface between "
D MetBios (LAN File Sharing) - Access files and folders on my computer, from other computers | Blocks TCP and WGP packets on Any Interface betwesn "4
|:I ICMP massages Permits ICMP packets an Any Interface betwean "My Metv
D ICMPVE messages Permits ICMPVE packets on Any Interface bebtwean "My N
|:| DHCP/BOOTP packet exchange Permits UDP packests on Any Interface between "Any Addi
D FTP Control - For downloading and uploading files Permits TCP packets on Any Interface between "My Nebwi

3
Add Madify Remowve Shift up Shift down Enable
Disable

Show Application Alert

| Default Rules || Advanced Setting || [o]4 || Cancel

However, configure these rules only if you are familiar with firewalls and networking
protocols.

* Source IP Address/Host Name

* Source Port Number

* Destination IP Address/Host Name

* Destination Port Number
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Buttons (to configure an Expert Rule)
1. Add - Click Add to create a new Expert Rule. In the Add Firewall Rule Window:

ladd Firewall Rule

General Source Destination Advanced

—Rule Name

— Rule Actian

® permit packet Q Deny Packst

— Protocol

[ TCP and UDE |

—&pply Rule on Interface

| Any Interface b |

OK | | Cancel

General tab
In this section, specify the Rule settings:

Rule Name - Provide a name to the Rule.
Rule Action - Action to be taken, whether to Permit Packet or Deny Packet.

Protocol - Select the network protocol (e.g. TCP, UDP, ARP) on which the Rule will be
applied.

Apply rule on Interface - Select the Network Interface on which the Rule will be
applied.
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Source tab
In this section, specify/select the location from where the outgoing network traffic
originates.

|Add Firewall Rule

General Source Destination Advanced

Source IP Address
":z' My Computer
O Host Name
O Single IP Addrass
":/' Whole IP Range
O Any IP Address

(O] My Metwork

—Source Port
':é:' Any
'(:z' Single Port
":/' Port Range

) port List

OK | | Cancel |

My Computer - The rule will be applied for the outgoing traffic originating from your
computer.

Host Name - The rule will be applied for the outgoing traffic originating from the
computer as per the host name specified.

Single IP Address - The rule will be applied for the outgoing traffic originating from the
computer as per the IP address specified.

Whole IP Range - To enable the rule on a group of computers in series, you can specify
a range of IP address. The rule will be applied for the outgoing traffic from the
computer(s) which is within the defined IP range.

Any IP Address - When this option is selected, the rule will be applied for the traffic
originating from ANY IP address.

Any - When this option is selected, the rule gets applied for outgoing traffic originating
from any port.
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Single Port - When this option is selected, the rule gets applied for the outgoing traffic
originating from the specified/defined port.

Port Range - To enable the rule on a group of ports in series, you can specify a range of
ports. The rule will be applied for the outgoing traffic originating from the port which is
within the defined range of ports.

Port List - A list of port can be specified. The rule will be applied for the outgoing traffic
originating from the ports as per specified in the list.

© | The rule will be applied when the selected Source IP Address and Source Port
NOTE | matches together.

Destination tab
In this section, specify/select the location of the computer where the incoming network
traffic is destined.

|add Firewall Rule

General Source Destination Advanced

r— Destination 1P Address
'::—" My Computer
':::' Host Name
O Single I# Address
':::' Whele IP Range
O Any IPF Address

[C] My Metwaork

[~ Destination Port
'@:' Any

':,' Single Port
"::' Port Rangs

() port List

OK | | Cancel

Destination IP Address -
My Computer - The rule will be applied for the incoming traffic to your computer.

Host Name - The rule will be applied for the incoming traffic to the computer as per
the host name specified.
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Single IP Address - The rule will be applied for the incoming traffic to the computer as
per the IP address specified.

Whole IP Range - To apply the rule on a group of computers in series, you can specify a
range of IP address. The rule will be applied for the incoming traffic to the computer(s)
which is within the defined IP range.

Any IP Address - When this option is selected, the rule will be applied for the incoming
traffic to ANY IP Addresses.

Any - After selecting this option, the rule will be applied for the incoming traffic to ANY
port.

Single Port - After selecting this option, the rule will be applied for the incoming traffic
to the specified/defined port.

Port Range - To enable the rule on a group of ports in series, you can specify a range of
ports. The rule will be applied for the incoming traffic to the port which is within the
defined range of ports.

Port List - A list of port can be specified/added. The rule will be applied for incoming
traffic originating from the ports as per specified in the list.

@ | The rule will be applied when the selected Destination IP Address and
NOTE | Destination Port matches together.
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Advanced tab
This tab contains advance setting for Expert Rule.

|Add Firewall Rule

General Source Destination Advanced

Enable Advanced ICMP Processing
rICMP Type

|

Destination Unreachable

Echo Reply {ping)

Echo Request (ping)

Infarmation Reply

Infarmation Request

Parameter Problem

Aedirect

Source Quench

TTL Exceeded

[:] The packst must be from/ta 2 trusted MAC addrass

] Log information when this rule applies

QK | | Cancel |

Enable Advanced ICMP Processing - This is activated when the ICMP protocol is
selected in the General tab.

The packet must be from/to a trusted MAC address - When this option is selected,
the rule will only be applied on the MAC address defined/listed in the Trusted MAC
Address tab.

Log information when this rule applies - This will enable to log information of the
Rule when it is implied.

Modify - Clicking Modify lets you modify any Expert Rule.
Remove - Clicking Remove lets you delete a rule from the Expert Rule.

Shift Up and Shift Down- The UP and DOWN arrow button will enable to move the
rules up or down as required and will take precedence over the rule listed below it.

Enable Rule/Disable Rule - These buttons lets you enable or disable a particular
selected rule from the list.
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Trusted MAC Address

This section contains the information of the MAC address of the system. A MAC address
is @ hardware address that uniquely identifies each node of a network. The Trusted MAC
address list will be checked along with the Expert Rule only when "The packet must be
from/to a trusted MAC address" option is checked and the action will be as per specified
in the rule. (Refer to the Advance Tab of the Expert Rule).

Buttons (to configure the Trusted MAC Address)

Add - To add a MAC address click on this button. Enter the MAC address to be added in

the list for e.g. 00-13-

Edit - To modify/change the MAC Address, click Edit.

Remove - To delete the MAC Address, click Remove.

Clear All - To delete the entire listed MAC Address, click Clear All.

Local IP List

This section contains a list of Local IP addresses.

FireWall 4 Help

O Allow &) @ Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

| [p000:0000:0000: 0000: 0000:0000:0000: 0001

1

127.%,%,*

||t92.168.%.*

[

FES0:0000:0000:0000: 0000:0000:0000: 0000

| Add | Remove Clear All

Show Application Alart

| Default Rulas || Advanced Setting || OK || Cancel |

Add - To add a local IP address, click Add.

Remove - To remove a local IP address, click Remove.

Clear All - To clear all local IP addresses, click Clear All.

Default List - To load the default list of IP addresses, click Default List.
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Application Rule

In this section you can define the permissions for different application. The application
can be set to Ask, Permit or Deny mode.

FireWall E Help

O allow &) @ Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

| Application | Description

| Add | Remove Clear All

Show Application Alert

| Default Rules || Advanced Setting || OK Cancel |

Defining permission for an application
To define permission for an application,
1. Click Add.
2. Add New Application window appears.

Add New Application

Application name with path

L ask ® parmit ) pe ny

| OK | | Cancel |

3. Enter the application name with path and select permission.
4. Click OK.
The permission for the application will be defined.

Removing permission of an application
Select an application and then click Remove. The application will no longer have the
permission.
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Other Buttons

e Clear All - This option will clear/delete all the information stored by the Firewall
cache.

e Show Application Alert - Selecting this option will display an eScan Firewall
Alert displaying the blocking of any application as defined in the Application Rule.

o Default Rules - This button will load/reset the rules to the Default settings
present during the installation of eScan. This will remove all the settings defined
by user.

¢ Advanced Settings: This button allows you to configure the advanced settings
such as block port scan and disable Trojan rule.

Advanced Setting

Name ‘ Value ‘

D Diszable Trojan Rule

Slock Portscan
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Endpoint Security

Endpoint Security module protects your computer or Computers from data thefts and
security threats through USB or FireWire® based portable devices. It comes with
Application Control feature that lets you block unwanted applications from running on
your computer. In addition, this feature provides you with a comprehensive reporting
feature that lets you determine which applications and portable devices are allowed or
blocked by eScan.

EndPoint Security E Help
@ start O stop

I~ D Enable Application Contral

Block List White List Define Time-Restrictions

Enter Application to Block

List of Blocked Applications

P P Block
B his Group Import
Allewe This Group Delste
allavs This Group
Al This Group
allavs This Group

| Default || Advanced Setting || OK | Cancel |

This page provides you with information regarding the status of the module and
options for configuring it.
o Start/Stop: It lets you enable or disable Endpoint Security module. Click the
appropriate option.
There are two tabs - Application Control and USB Control, which are as follows:
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Application Control

This tab lets you control the execution of programs on the computer. All the controls on
this tab are disabled by default. You can configure the following settings.

Enable Application Control
Select this option if you want to enable the Application Control feature of the Endpoint
Security module.

Block List
Enter Application to Block: It indicates the name of the application you want to block
from execution. Enter the full name of the application to be blocked.

List of Blocked Applications

This list contains blocked executables of applications that are predefined by
MicroWorld. Each of the applications listed in the predefined categories are blocked by
default. In addition, you can also add executables that you need to block only to the
Custom Group category. If you want, you can unblock the predefined application by
clicking the UnBlock link. The predefined categories include computer games, instant
messengers, music & video players, and P2P applications.

White List
Enable White Listing
Select this check box to enable the whitelisting feature of the Endpoint Security module.

Enter Application to whitelist
Enter the name of the application to be whitelisted.

White Listed Applications

This list contains whitelisted applications that are predefined by MicroWorld. Each of the
applications listed in the predefined categories are allowed by default. If you want to
block the predefined categories, select the Block option.

Define Time Restrictions

This option lets you enable/disable application control feature. This feature lets you
define time restriction when you want to allow or block access to the applications based
on specific days and between pre-defined hours during a day.

For example, the administrator can block computer games, instant messengers, for the
whole day but allow during lunch hours without violating the Application Control
Policies.
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Datewise Restrictions

This feature lets you define datewise restrictions when you want to allow or block
access to the applications based on specific dates and between pre-defined hours
during that date.

Device Control

The Endpoint Security module protects your computer from unauthorized portable
storage devices prompting you for the password whenever you plug in such devices.
The devices are also scanned immediately when connected to prevent any infected files
running and infecting the computer.

EndPoint Security E Help
® start O stop

Application Control Device Control DLP (Attachment Control)

I~ . Enable Device Contral

— USE Ssttings

I:I Block USE Ports I:I Ask for Password

Use eScan Administrator Password
Use Cther Password

Enable ZFA for USE

Do Wirus Scan Allow user to cancel scan
D Read Only - USE Disable AutoPlay
D Record Files Copied To USB f CD D Record Files Copied To Local
D Record Files Copied To Metwork Ignora System Drive
— Whitelist
D Scan Whitelisted USBE Devices Remaove Read Only access for Whitelisted USE Device
Device Name Description bad
Edit
Delate
Removead
Print

([ Disable web Cam () Disable Bluetooth

() Disable 5D Cards

— CD f DYWD Settings

D Block CD / DVD D Read Only - CD / DVD

Default || Adwvanced Setting || oK ” Cancel

An I1SO 27001 Certified Company WwWw.escanav.com



of LJ
NORLD

You can configure the following settings:

Enable Device Control [Default]
Select this option if you want to monitor all the USB storages devices connected to your
endpoint. This will enable all the options on this tab.

USB Settings

This section lets you customize the settings for controlling access to USB storage
devices.

Block USB Ports
Select this option if you want to block all the USB storage devices from sharing data with
endpoints.

Ask for Password

Select this option, if you want eScan to prompt for a password whenever a USB storage
device is connected to the computer. You have to enter the correct password to access
USB storage device. It is recommended that you always keep this check box selected.

e Use eScan Administrator: This option is available only when you select the Ask
for Password check box. Click this option if you want to assign eScan
Administrator password for accessing USB storage device.

e Use Other Password: This option is available only when you select the Ask for
Password check box. Click this option if you want assign a unique password for
accessing USB storage device.

e Enable 2FA for USB: This option is available only when you select the Ask for
Password check box. Click this option if you want enable 2FA feature for the
USB.

Do Virus Scan [Default]
When you select this option, the Endpoint Security module runs a virus scan if the USB

storage device is connected. It is recommended that you always keep this check box
selected.

Allow user to cancel scan
Select this option to allow the user to cancel the scanning process of the USB device.

Read Only -USB
Select this option if you want to allow access of the USB device in read-only mode.
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Disable AutoPlay [Default]
When you select this option, eScan disables the automatic execution of any program
stored on a USB storage device when you connect the device.

Record Files Copied To USB/CD
Select this option if you want eScan to create a record of the files copied from the
system to USB drive.

Record Files Copied To Network
Select this option if you want eScan to create a record of the files copied from managed
computers to the network drive connected to it.

Record Files Copied To Local

Select this option if you want eScan to create a record of the files copied from the one
drive to another drive of the system. Please note that if you have selected "Ignore
System Drive" along with this option no record will be captured if the files are copied
from system drive (the drive in which OS is installed) to another drive.

Ignore System Drive
Select this option in case of you do not want eScan to record files that are copied from
system drive of managed computers to either network drive or any local drive.

Whitelist

eScan provides a greater level of endpoint security by prompting you for a password
whenever you connect a USB drive. To disable password protection for a specific device,
you can add it along with its serial number to the whitelist. The next time you connect
the device it will not ask for a password but will directly display the files or folders
stored on the device. This section displays the serial number and device name of each
of the whitelisted devices in a list. You can add devices to this list by clicking Add. The
Whitelist section displays the following button.

Scan Whitelisted USB Devices
By default, eScan does not scan whitelisted USB devices. Select this option, if you want
eScan to scan USB devices that have been added to the whitelist.

Remove Read Only access for Whitelisted USB Device
Select this option to remove the read-only access for the whitelisted USB Device.
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Add
Click Add to whitelist USB devices.
USB Whitelist window appears.

UsB whitelist
Client Date and
Device Name Host Name Description
Time
— 25/06/21
] | 3wenimetns Gutate Fgh Sl USE Davice Wi it 7
4:40:0% FM
OK | Cancel | | Custom | Edit

To whitelist a USB device, its details are required. If a USB device is connected to any
eScan installed endpoint, the USB details are sent to the server. The administrator will
have to manually whitelist the USB device.

To manually add a USB device in USB Whitelist without connecting to an endpoint, click
Custom.

USE Whitelist

Serial No.

Device Mame

Description

oK | cancel |

Enter the USB details and then click OK. The USB device will be added and whitelisted.

An I1SO 27001 Certified Company www.escanav.com



WORLD

Import

To whitelist USB devices from a CSV file, click Import.

Click Choose File to import the file with the list.

The list should be in following format:

Serial No 1, Device Name 1, Device Description 1(Optional)

Serial No 2, Device Name 2

Eg: SDFSD677GFQW8N6CN8CBN7CXVB, USB Drive 2.5, Whitelist by
xyzDFRGHHRS54456HGDF3470MCNAK, Flash Drive 2.2

Disable Web Cam: Select this option to disable Webcams.
Disable SD Cards: Select this option to disable SD cards.
Disable Bluetooth: Select this option to disable Bluetooth.

Block CD / DVD: Select this option to block all CD/DVD access.
Read Only - CD / DVD: Select this option to allow read-only access for CD/DVD.

0 Click Default to apply default settings done during eScan installation. It loads
NOTE | and resets the values to the default settings.
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DLP (Attachment Control)

The DLP (Attachment Control) tab lets you control attachment flow within your
organization. You can block/allow all attachments the user tries to send through specific
processes that can be defined. You can exclude specific domains/subdomains that you
trust, from being blocked even if they are sent though the blocked processes mentioned
before.

EndPoint Security & Hele

@ start ) stop

® attachment Allowed

) Attachment Blockd

Enter Process Mame : Eg. Thunderbird.exs

Add Delets

Blacklisted Process

Attachments will be allowed from below sites irrespective of the above settings

Enter Site Name : Eg. Gmail.com.Yahoo

Add Delets

‘Whitelisted sites

Default || Advanced Setting || OK || Cancel

You can configure the following settings:

Attachment Allowed
Select this option if you want attachments to be allowed through all processes except a
specific set of processes mentioned below.
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Attachment Blocked
Select this option if you want attachments to be blocked through all processes except a
specific set of processes mentioned below.

Enter Process Name
Enter the name of the processes that should be excluded from the above selection.

Blacklisted Process
This will display a list of process you excluded when you selected the Attachment
Allowed option. eScan will block all attachments through this process.

Whitelisted Process
This will display a list of process you excluded when you selected the Attachment
Blocked option. eScan will allow all attachments through this process.

Enter Site Name
Enter the name of the websites through which attachments should be allowed
irrespective of the above settings.

Whitelisted Sites
The websites added above to be whit listed are displayed in this list.

Advanced Settings

- _________________&

Advanced Setting

Allowr Composite USB Device

Allowr USB Modem

ol

Enable Predefined USE Exclusion for Data Qutflow

Enable CO/DVD Scanning

O]

Enable USE Whitalisting option on promgt for eScan dlients

Enable USE on Terminal Client

1imll

Enable Domain Password for USB

Show System Files Execution Events

i

Allovs mounting of Imaging device

Block File Transfer from IM

] i i

Allowr WIFI Network

Whitelisted WIFI SSID (Comma Separated)

) |

Allavr Network Printer

Whitelistad Netwark Printer list{Comma Separated)

mimi

Disable Print Screen

]

Allovr eToken Devices

Include File Extension for File Activity Menitoring (e.g EXE} -

[=]
£
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Allow Composite USB Device (1 = Enable/0 = Disable)
Select this option to allow/block use of composite USB devices.

Allow USB Modem (1 = Enable/0 = Disable)
Select this option to allow/block use of USB modem.

Enable Predefined USB Exclusion for Data Outflow
Select this option to enable/disable use of predefined USB.

Enable CD/DVD Scanning
Select this option enable/disable scanning of CD/DVD.

Enable USB Whitelisting option on prompt for eScan clients
Select this option to enable/disable USB Whitelisting option on prompt for eScan clients.

Enable USB on Terminal Client (1 = Enable/0 = Disable)
Select this option to enable/disable USB on terminal client.

Enable Domain Password for USB
Select this option to enable/disable domain password for USB

Show System Files Execution Events
Select this option allow/block system files execution events

Allow mounting of Imaging device (1 = Enable/0 = Disable)
Select this option to allow/block mounting of imaging devices.

Block File Transfer from IM (1 = Enable/0 = Disable)
Select this option to allow/block file transfer from Instant Messengers.

Allow Wi-Fi Network (1 = Enable/0 = Disable)
Select this option to allow/block use of Wi-Fi networks.

Whitelisted WIFI SSID (Comma Separated)
Select this option to whitelist WIFI SSID

Allow Network Printer (1 = Enable/0 = Disable)
Select this option to allow/block use of network printers.

Whitelisted Network Printer list(Comma Separated)
Select this option to whitelist network printer list

Disable Print Screen
Select this option to enable/disable use of printer screen
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Allow eToken Devices (1 = Enable/0 = Disable)
Select this option to allow/block use of eToken devices.

Include File Extension for File Activity Monitoring (e.g EXE)
Select this option to include File Extension for File Activity Monitoring

Exclude File Extension for File Activity Monitoring (e.g EXE)
Select this option to exclude File Extension for File Activity Monitoring (e.g EXE)

Auto Whitelist BitLocker encrypted USB Devices
Select this option to allow/block auto whitelist BitLocker encrypted USB devices

Ask Password for whitelisted Devices only
Select this option to allow/block ask password for whitelisted devices

| Certified Company
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Privacy Control

Privacy Control module protects your confidential information from theft by deleting all
the temporary information stored on your computer. This module lets you use the
Internet without leaving any history or residual data on your hard drive. It erases details
of sites and web pages you have accessed while browsing. This page provides you with
options for configuring the module.

Privacy Control E Help

General Advanced

r—Scheduler Options

‘You can set to run this Tool Automatically at Various times. Select the times you would like Auto Erase to run from the
Options Below.

) mun at Systemn Startup ] run Everyday at

—Auto Erase Options

I_I clzar Auto-Complete Mamoary |_| clear Last Sezrch Manu | clear cache
I_I clear Last Run Menu |_I clear Recent Documents [ clear Cookies
I_I clzar Temparary Folders I_| clear Favorites ) clear Flugins
|| clear Lzst Find Computer ] clear Open/Save Dialog Box History ) clear activex
|_| clzar Browser Address Bar History I_J Empty Recycle Bin ) clear Histary
Select all
Default | | oK ” Cancel

It consists following tabs:
e General
e Advanced

General tab

This tab lets you specify the unwanted files created by web browsers or other installed
software that should be deleted. You can configure the following settings:

Scheduler Options

You can set the scheduler to run at specific times and erase private information, such as
your browsing history from your computer. The following settings are available in the
Scheduler Options section.

Run at System Startup
It auto executes the Privacy Control module and performs the desired auto-erase
functions when the computer starts up.

01 Certified Company WwWw.escanav.com



of LJ
NORLD

Run Every day at
It auto-executes the Privacy Control module at specified times and performs the desired
auto erase functions. You can specify the time within the hours and minutes boxes.

Auto Erase Options

The browser stores traceable information of the websites that you have visited in
certain folders. This information can be viewed by others. eScan lets you remove all
traces of websites that you have visited. To do this, it auto detects the browsers that are
installed on your computer. It then displays the traceable component and default path
where the temporary data is stored on your computer. You can select the following
options based on your requirements.

Clear Auto Complete Memory

Auto Complete Memory refers to the suggested matches that appear when you enter
text in the Address bar, the Run dialog box, or forms in web pages. Hackers can use this
information to monitor your surfing habits. When you select this check box, Privacy
Control clears all this information from the computer.

Clear Last Run Menu
When you select this option, Privacy Control clears this information in the Run dialog
box.

Clear Temporary Folders

When you select this option, Privacy Control clears files in the Temporary folder. This
folder contains temporary files installed or saved by software. Clearing this folder
creates space on the hard drive of the computer and boosts the performance of the
computer.

Clear Last Find Computer
When you select this option, Privacy Control clears the name of the computer for which
you searched last.

Clear Browser Address Bar History
When you select this check box, Privacy Control clears the websites from the browser's
address bar history.

Clear Last Search Menu
When you select this option, Privacy Control clears the name of the objects that you last
searched for by using the Search Menu.
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Clear Recent Documents
When you select this check box, Privacy Control clears the names of the objects found in
Recent Documents.

Clear Files & Folders

When you select this check box, Privacy Control deletes selected Files and Folders. Use
this option with caution as it permanently deletes unwanted files and folders from the
computer to free space on the computer.

Clear Open/Save Dialog box History
When you select this check box, Privacy Control clears the links of all the opened and
saved files.

Empty Recycle Bin
When you select this check box, Privacy Control clears the Recycle Bin. Use this option
with caution as it permanently clears the recycle bin.

Clear Cache
When you select this check box, Privacy Control clears the Temporary Internet Files.

Clear Cookies
When you select this check box, Privacy Control clears the Cookies stored by websites in
the browser's cache.

Clear Plugins
When you select this check box, Privacy Control removes the browser plug-in.

Clear ActiveX
When you select this check box, Privacy Control clears the ActiveX controls.

Clear History

When you select this check box, Privacy Control clears the history of all the websites
that you have visited.

In addition to these options, the Auto Erase Options section has below option as well.

Select All/ Unselect All
Click this button to select/unselect all the auto erase options.
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Advanced tab

This tab lets you select unwanted or sensitive information stored in MS Office, other
Windows files and other locations that you need to clear.

Privacy Control E Help
Advanced
MS Office —————— — Windows Othars
) m= werd J Temp files of Scan Disk Temp Files I_I windows Madia Playar Play List
] M5 Excel L Clipboard Data I_| windows Madia Player Histary
] M5 powerbaint ) start Menu order History '
T FrontPage L Registry Streams MRU (Most recently used)
) MS Access L Application Log
Select All
Default | | oK ” Cancel
MS Office

The .msi extension files will be cleared if these options are selected.

Windows
The respective unwanted files like temp files will be cleared.

Others
The unwanted files in the Windows media player will be cleared.

@ | Click Default to apply default settings, which are done during installation of
NOTE | eScan. It loads and resets the values to the default settings.

Policy Details also lets you do the following for Windows Operating System.
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Advance Security

Following tabs with multiple threat protection options that are present in the EDR
Policy:

e Advance Threat Protection

e Block Downloads from Internet
e Archive File Protection

e Block Files Using sha256

EDR Policy E Help

_[ Advance Threat Protection Blaock Downloads from Internat Archive Fila Protaction Block Files Using sha256

D Elock Unsigned Exe Downloaded From Internet

[:] Block Unsigned Exe From USE

Unsigned Exe White List (Cloud}

Whitelisting for unsigned exe Downloaded From Internst/on USE

Add whitelisted files or folder Add

Block WScript From Running Downloaded Apps
Block Adobe Cffice Child Exe
[ Black Custom Child Ex=

Add custom child exe Add

Default | | oK || Cancel

The following section will describe the tabs and options in detail.

Advance Threat Protection

This tab allows you to block and whitelist the execution of EXE files downloaded from
Internet or present in the USB. Along with its Advanced Threat Protection tab that
enables to restrict the WScript and Adobe reader from the execution of child processes.

Block Unsigned Exe Download from Internet
This option blocks the execution of untrusted/unknown executable files that are
downloaded from the internet.
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Block Unsigned Exe from USB
This option blocks the execution of untrusted/unknown executable files from portable
storage devices like USB drives.

Unsigned Exe White list (Cloud)
This option allows the execution of whitelisted executable files based on the eScan
Cloud database. It is enabled by default.

Whitelisting for unsigned exe Downloaded From Internet/on USB
This option allows the user to whitelist the unknown executable files. After enabling the
above listed options, you can configure this option.

Whitelisting for unsigned exe Downloaded From Internet/on USE

|Add whitelisted files or folder Ad

Delate

Removed

e Add: To add an unknown executable file, enter the name of the file and click
Add. The file will be added in the list.

o Delete: To delete an executable file, select the particular file from the list and
click Delete.

e Remove All: To remove all the files from the list, click Remove All.

Block WScript From Running Downloaded Apps
This option allows you to blocks the execution of any potentially malicious scripts (.js,
PowerShell) that running from the downloaded apps.

Block Adobe Office Child Exe
This option allows you to block the generation of any child process (VB macros, exploit
code, PowerShell commands) by Adobe Reader and Office apps.
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Block Custom Child Exe

This option lets you to add or delete the custom child EXE.

After enabling this option, you can configure the following options:
e Add: To add custom child EXE, enter the name and click Add.
o Delete: To delete any child EXE, select the file and click Delete.
¢ Remove All: To remove all the file at once, click Remove All.

Block Downloads From Internet
This tab allows you to block or restrict the internet downloaded files and files
downloaded from email clients.

EDR Policy E Help

Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256

[ Block Intzrnet Downloaded Files

Exclude Email Clients

| Default | | o]9 || Cancel |

Block Internet Downloaded Files
This option allows you to directly block the files while downloading from internet.

Exclude Email Clients
This option allows the execution of attachment and auto-run executable files that are
downloaded via email clients (Outlook, Thunderbird, and more). It is enabled by default.

Archive File Protection
This tab allows or blocks the running of password-protected archive files (zip, rar, 7zip,
and more).

EDR Policy E Help

Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256

Case of Password Protected Archives: Allowr All e

Allow anly default archive types
Allow only excluded extenszions
Block All

Default || oK || Cancel
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Following options can be configured:

Allow All
This option is enabled by default and allows running of all the password-protected
archive files.

Allow only default archive types
This option allows the access of only default archive types and file name with extensions
that are added in the list.

EDR Policy E Help
Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256
Case of Password Protected Archives: | Allow only default archive types W |
Action :
Access denied
Add Custom Unsafe Extensions
lete
Removed
Default | | 0K || Cancel
Action

This drop-down option allows you to select the action to be taken in case of password
protected archive file that does not belong to default type or whitelisted file extensions.
e Access Denied: This option will deny the access to the archive files that are not
default type or whitelisted file extensions.
e Quarantine archive: This option will quarantine all the archive files other than
default types or whitelisted file extensions.

Add Custom Unsafe Extensions

This option allows you to add custom unsafe archive in the list.
e Add: To add custom unsafe extension, enter the extension and click Add.
e Delete: To delete any custom extension, select the extension and click Delete.
e Remove All: To remove all the extension at once, click Remove All.
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Allow only excluded extensions
This option allows the access of only the archive files extensions that are added in the

excluded list.
EDR Policy E Help
Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256
Case of Password Protected Archives: | Allov anly excluded extansions % |
Action :
o Access denied
J Ignore Default Extensions
Exclusion List For Custom Extenzions
Delete
RemaoveA
Dafault | | oK ” Cancel |
Action

This drop-down option allows you to select the action to be taken in case of password-
protected archive file that does not belong to excluded file extensions.
e Access Denied: This option will deny the access to the archive files that are not
added in the exclusion list.

e Quarantine archive: This option will quarantine all the archive files that are not
added in the exclusion list.

Ignore Default Extensions

This check box will allow the access of default archive extensions by including them in
the blacklist.

Exclusion List for Custom Extensions

This option allows you to add custom extension file type in the list.
¢ Add: To add custom extension, enter the extension and click Add.
o Delete: To delete any custom extension, select the extension and click Delete.
e Remove All: To remove all the extension at once, click Remove All.
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Block All
This option blocks the access of all the password-protected archive files types.

EDR Palicy E Help

Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256

Case of Password Protected Archives: | Block All w |
Action

Access denied

Qurantine archive

| Default | | OK | | Cancel

Action

This drop-down option allows you to select the action to be taken on the password-
protected archive file types.

e Access Denied: This option will deny the access to all the password-protected
archive files.

e Quarantine archive: This option will quarantine all the password-protected
archive files.

Block Files Using sha256

This tab allows you to block the files that are encrypted using SHA256 encryption based
on the hash value of it.

Advance Security E Help

Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256 |

r D Enzble SHA25E Protaction

Filter Categories

Category Name

niefQuest ..

Default || 0K || Cancel

Enable SHA256 Protection

This option lets you enable the SHA256 protection to block the files having identical
hash key.
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Filter Categories

This option will be enabled after selecting the Enable SHA256 Protection option. You
can use this option to add or remove SHA256 categories and the hash values that has
been added to the particular category.

Category Name
e Add: To add a filter category, enter the category name and click Add.
e Delete: To remove filter category, select the category name and click Delete.

Hash files
To add/remove the hash file in particular category, select the category and then add or
delete the file.
e Add: To add a hash value, select the category in the Category Name column.
Enter the hash value and comments (optional) and click OK.

Add Hash Key

Hash Key:

Comment:

0K Cancel |

o Delete: To remove a hash file, select the category in the Category Name
column. Select the hash file and click Delete.
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Administrator Password

Administrator Password lets you create and change password for administrative login
of eScan protection center and Two-Factor Authentication.

eScan Password

It also lets you keep the password as blank, wherein you can login to eScan protection
center without entering any password for read-only access.

Add/Change Password E Help

_[ eScan Password Two-Factor Authentication

) ]
! Set Password '® glank Password

Enter new Password

Confirm new Password

Password is case-sensitive

D Usa separate uninstall passward

Enter uninstall passwaord

Confirm uninstall password

Default || Advanced Setting || oK || Cancel

There is also an option to set a uninstall password. An uninstallation password prevents
personnel from uninstalling eScan client from their endpoint. Upon selecting Uninstall
option, eScan asks them for uninstall password. To set an uninstall password, select
check box Use separate uninstall password.
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Two-Factor Authentication

Your default system authentication (login/password) is Single-Factor Authentication
which is considered insecure as it may put your organization's data at high risk of
compromise. The Two-Factor Authentication, also more commonly known as 2FA, adds
an extra layer of protection to your basic system logon. The 2FA feature requires
personnel to enter an additional passcode after entering the system login password. So,
even if an unauthorized person knows your system credentials, the 2FA feature secures
a system against unauthorized logons.

With the 2FA feature enabled, the system will be protected with basic system login and
eScan 2FA. After entering the system credentials, eScan Authentication screen (as
shown below) will appear. The personnel will have to enter the 2FA passcode to access
the system. A maximum of three attempts are allowed to enter the correct passcode. If
the 2FA login fails, the personnel will have to wait for 30 seconds to log in again. Read
about managing 2FA license.

A

s, eScan Authentication

| #1 @ Two-Factor Authentication

WORLD

Enter your passcode:

eSgan

WWW.escanav.com
Copyright MicroWorld

Wed, 04 Aug 2021 01:17:00 PM UTC

= —

To enable the Two-Factor Authentication feature, follow the steps given below:
1. Inthe eScan web console, go to Managed Computers.
2. Click Policy Templates > New Template.

0 You can enable the 2FA feature for existing Policy Templates by selecting a
NOTE | Policy Template and clicking Properties. Then, follow the steps given below.
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3. Select Administrator Password check box and then click Edit.
4. Click Two-Factor Authentication tab.
Following window appears.

Add/Change Password E Help

Two-Factor Authentication ]

[_] Enable Twe-Factor Authentication

ROP SafaMode User Logon Unlack

Use eScan Administrator Password
Use Other Password
Use Online Two-Factor Authentication

Al Users Particular Users

Note : Users can be added via Settings = Two-Factor Authentication > Users for 2FA option

Default || Advanced Setting ” oK || Cancel

5. Select the check box Enable Two-Factor Authentication.
The Two-Factor Authentication feature gets enabled.

Login Scenarios
The 2FA feature can be used for following all login scenarios:

RDP

RDP stands for Remote Desktop Protocol. Whenever someone takes remote connection
of a client's system, the personnel will have to enter system login credentials and 2FA
passcode to access the system.

Safe Mode
After a system is booted in Safe Mode, the personnel will have to enter system login
credentials and 2FA passcode to access the system.

Local Logon
Whenever a system is powered on or restarted, the personnel will have to enter system
login credentials and 2FA passcode to access the system.

Unlock
Whenever a system is unlocked, the personnel will have to enter login credentials and
2FA passcode to access the system.
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Password Types

If the policy is applied to a group, the 2FA passcode will be same for all group members.
The 2FA passcode can also be set for specific computer(s).

You can use following all password types to log in:

Use eScan Administrator Password
You can use the existing eScan Administrator password for 2FA login. This password can
be set in eScan Password tab besides the Two-Factor Authentication tab.

Use Other Password
You can set a new password which can be combination of uppercase, lowercase,
numbers, and special characters.

Use Online Two-Factor Authentication

This option can be enabled for all users or for particular user according to the
requirement.

To learn more about adding user and enabling the 2FA, click here.

(1] Users can be added via Settings > Two-Factor Authentication > Users for
NOTE | 2FA option.

To use this feature, follow the steps given below:
1. Install the Authenticator app from Play Store for Android devices or App Store
for iOS devices.
2. Open the Authenticator app and tap Scan a barcode.
Select the check box Use Online Two-Factor Authentication.
4. Go to Managed Computers and below the top right corner, click QR code for
2FA.
A QR code appears.
5. Scan the onscreen QR code via the Authenticator app.
A Time-based One-Time Password (TOTP) appears on smart device.
6. Forward this TOTP to personnel for login.

w
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Advanced Setting
Clicking Advanced Setting displays Advance setting.

K

Advanced Setting

| Name | Value ‘

Enable Automatic Download

Enable Manual Download

Enable Alternate Download

Sat Alternate Download Interval(In Hours) E

Disable download from Internet for Update Agents

Stop Auto change for download from Internst for Update Agents

Enzble Download of AntiSpam updats first on clients

No password for pause protection

Download Signature Updates fram Internet and Policy from Primary Server

Change ICON to aScan

Stop Patch Motification

Set IPOMNLY

Enable HTTPS Download -

Enable Automatic Download (1 = Enable/0 = Disable)
It lets you Enable/Disable Automatic download of Antivirus signature updates.

Enable Manual Download (1 = Enable/0 = Disable)
It lets you Enable/Disable Manual download of Antivirus signature updates

Enable Alternate Download (1 = Enable/0 = Disable)
It lets you Enable/Disable download of signatures from eScan (Internet) if eScan Server
is not reachable.

Set Alternate Download Interval (In Hours)
It lets you define time interval to check for updates from eScan (Internet) and download
it on managed computers.

Disable download from Internet for Update Agents (1 = Enable/0 = Disable)
Selecting this option lets you disable Update Agents from downloading the virus
signature from internet.
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Stop Auto change for download from Internet for Update Agents (1 = Enable/0 =
Disable)

This option is used when an Update Agent didn't find the primary server to download
virus signature, then it tries to get virus signature from internet, so to stop Update
Agent from downloading from internet this option is to be set to 1(one).

Enable Download of Anti-Spam update first on clients (1 = Enable/0 = Disable)
Normally while updating a system for virus signatures, we first download the anti-virus
signature and then anti-spam signature. This option lets you first download Anti-spam
updates on clients.

No password for pause protection
Selecting this option lets you pause the eScan protection without entering password.
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ODS/Schedule Scan

ODS (On Demand Scanning)/Schedule Scan provides you with various options like -
checking for viruses, and making settings for creating logs and receiving alerts. You can
also create task in the scheduler for automatic virus scanning.

0 Click Default to apply default settings, which are done during installation of
NOTE | eScan. It loads and resets the values to the default settings.

It consists following tabs:
e Options
e Scheduler

0ODS/Schedule Scan E Help
Options
Virus Check
In the case of an infection: | Automatic w |
Prigrity of scanner: | Marmal {nermal runtime) ~ |
File types: | Automatic type recognition b |
(1 use separate exclude list for ODS: Add / Delete
Limit CPU Usage | Enable for ODS only hd |
CPU Percentage Value :
Default || Advanced Setting || Save || Cancel

Options
Options tab lets you make the settings for checking viruses and receiving alerts. There
are two tabs - Virus Check and Alerts. You can do the following activities.

e Virus check

o Alerts
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Virus Check
It lets you configure the settings for checking viruses.
To set virus check,
1. Specify the following field details.
¢ In the case of an infection: Select an appropriate option from the drop-
down list. For example, Log only, Delete infected file,
and [Default] Automatic.
e Priority of scanner: Select an appropriate option from the drop-down
list. For example,
o High (short runtime)
o Normal (normal runtime) [Default]
o Low (long runtime)
e File types: Select an appropriate option from the drop-down list. For
example, \[Default\] Automatic type recognition and only program files.
e Use separate exclude list for ODS: Select this option to add a list of
file/folders that should be excluded from scan.

2. Click Save.
Alerts tab
It lets you configure the settings for virus alert. You can also create a log of the infected
viruses.
0oDS/Schedule Scan EHelp

r— Alert
Warn, if virus signature is more than days old.
|| warn, i the last computer analysis was more than 3 days ago
— Log Settings

Prepare Log
O] Only infection to be logged

If-\l
. Full log

Default || Advanced Setting ” Save || Cancel
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To set alerts,

1. Under Alert section, Select the [Default] Warn, if virus signature is more than x
days old check box, and then enter the number of days in the x days old field, if
you want to receive alerts when virus signature exceeds the specified days. By
default, value 3 appears in the field.

2. Select the Warn, if the last computer analysis was more than x days ago check
box, and then enter the number of days in the x days ago field, if you want to
receive alerts when last computer analysis exceeds the specified days. By
default, 3 appear in the field.

3. Under Log Settings section, select the [Default] Prepare Log check box, if you
want to prepare log of the infected files, and then select an appropriate option.

4. Click Save.

@ | Click Default to apply default settings, which are done during installation of
NOTE | eScan. It loads and resets the values to the default settings.

Scheduler
Scheduler tab lets you create/delete various tasks in the scheduler for automatic virus
scanning.

oDS/Schedule Scan EHelp

Mext start

Add task | Delete task Edit

1
m
w

X

Default || Advanced Sstting || Save || Cancel

@ | Click Default to apply default settings, which are done during installation of
NOTE | eScan. It loads and resets the values to the default settings.
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Clear All - This button will clear all the listed tasks.
Add Task

Automatic virus scan E Help

Job Analysis extent Schedule Virus scan

Name Active

Start Type

=
® Start in foreground allow user to cancel scan

() Startin background

Quit:
| Do not quit if virus detected v |

ZScan only when idle I_J Automatically shutdewn machine after scan

) allows user to delete and to change properties of this job

Automatic Virus Scan lets you do following activities:
a) Creating job
b) Setting analysis extent
c) Scheduling virus execution
d) Scheduling virus scan

a) Job
It lets you create the job details for virus scanning.

1. Click the Job tab.
2. Specify the following field details.

¢ Name: Enter a name for the task.

e Active [Default]: Select this check box, if you want to allow the client to
schedule the task.

e Start in foreground [Default]: Click this option if you want to view
scanning process running in front of you.

When this option is selected, the Scan only when idle option becomes
unavailable.

e Start in background: Click this option if you want scanning process to
run in the background. By default, Do not quit if virus is detected option is
selected. When you select this option, the Quit drop-down list becomes
unavailable.

3. Click Save.
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b) Analysis Extent
It lets you configure analysis extent settings for virus scanning.

Automatic virus scan EHEIP

Job Analysis extent Schedule Virus scan

| scan Startup
| scan memary, registry and servicas
Scan local hard drives

Scan System Drive
Scan Data Drives

[ sczn network drives

Save Cancel |

1. Click the Analysis Extent tab.

2. Select the Scan Startup option, if you want to scan all startup entries.

3. Select the Scan memory, registry and services option, if you want to scan
memory, registry and services.

4. Select the [Default] Scan local hard drives option, if you want to scan local
hard drives.

5. Select Scan network drives option, if you want to scan network drives. Users
should note that scanning a network drive may affect system performance.

6. Click Save.

c) Scheduling
It lets you schedule the date and time of execution for virus scanning.

Automatic virus scan E Help

Job Analysis extent Schedule Virus scan

— Execute

® once o Wesakly
@ Hourhy @] Manthly
@] Daily 0 with system startup

r— Date and time

07/01/2021 i 12:00 pm (Chd

Save Cancel |
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1. Click Schedule tab.

2. Under Execute section, select an appropriate option. For example, [Default]
Once, weekly, hourly, and so on.

3. Under Date and time section, click the calendar icon. The calendar appears.

4. Select an appropriate date from the calendar.

9 Click the left < and right > sign to navigate to the previous or next month and
NOTE | year from the calendar respectively.

5. Click the Time icon. The Timer appears.

6. Click the AM tab to view the before noon time and PM tab to view the afternoon
time, and then select an appropriate time from the list.

7. Click Save.

d) Virus Scan
It lets you schedule virus scanning.

Automatic virus scan E Help

Job Analysis extent Schedule Virus scan

In the case of an infection: | Automatic Vl

Priarity of scanner: | Narmal {normal runtime} Vl

Fil2 types: | Automatic type recognition hd |
Log Settings

Prapare Log

O] Only infection to be logged

O Full log

Save Cancel

1. Click the Virus Scan tab.
2. Specify the following field details.
¢ In the case of an infection: Select an appropriate option from the drop-
down list. For example, Log only, Delete infected file, and [Default]
Automatic.

e Priority of scanner: Select an appropriate priority from the drop-down
list.
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o File types: Select an appropriate option from the drop-down list. For
example, [Default] Automatic type recognition and Only program files.

3. Under Log Settings section, select the [Default] Prepare Log check box, if you

want to prepare log of the infected files, and then click an appropriate option.

4. Click Save.

Delete Task - Clicking Delete Task lets you delete the particular task from the list.

Edit - Clicking Edit lets you edit the properties of the particular task from the list.

Advanced Settings

Autorun System Scanning if System not scanned for days defined

This option let you define days for autorun system scanning if system is not scanned.

Ignore Battery Status
Select this option to Ignore Battery Status.

Scan USB when All Drive option selected
Select this option to scan USB when all drive options are selected.

Remove LNK
This option lets you Enable/Disable Removal of LNK.

Start Background Scan in System Mode
Select this option to start background scan in system mode.

Enable Scan Caching
This option lets you Enable/Disable scanning of cache.

Check for Corrupted Files
Select this option to check for corrupted files.

Scan in low Priority Mode
It lets you Enable/Disable the scan in low priority mode on the computer.

Enable Unhiding of USB Files & Folder
This option let you enable/disable unhiding USB files & folders.

Enable Missed schedule scan JOB's to run
This option let you enable/disable missed schedule scan JOB's to run.
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MWL (MicroWorld WinSock Layer)

eScan's "MicroWorld-WinSock Layer" (MWL) is a revolutionary concept in scanning
Internet traffic on a real-time basis. It has changed the way the world deals with Content
Security threats. Unlike the other products and technologies, MWL tackles a threat
before it reaches your applications. MWL is technically placed above the WinSock layer
and acts as a "Transparent Gatekeeper" on the WinSock layer of the operating system.
All content passing through WinSock has to mandatorily pass through MWL, where it is
checked for any security violating data. If such data occurs, it is removed and the clean
data is passed on to the application.

MWL Inclusion List

Inclusion List contains the name of all executable files which will bind itself to
MWTSP.DLL. All other files are excluded.

0 Click Default to apply default settings, done during eScan installation. It loads
NOTE | and resets the values to the default settings.

You can do the following activities.
* Adding files to Inclusion List
* Deleting files from Inclusion List
* Removing all files from Inclusion List

MWL Inclusion List [ Help

— Add
|_Jtelnet.exe
Delete
D msimn.axe

Ramawvedll
|:| outlook.exe
D eudora.exes

[ Jwinpm-22.2xe
I:‘ phoenix.exe
|:|thebat.exe
Djrew.em

|_lire.exe

[ Jinetinfo.exe v

[ Default 1 ok [l Cancel |
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Add files to Inclusion List

To add executable files to the Inclusion List,
1. Enter the executable file name and then click Add.
The executable file will be added to the Inclusion List.
2. Click OK.

Delete files from Inclusion List

To delete executable files from the Inclusion List, follow the steps given below:
1. Select executable files, and then click Delete.
A confirmation prompt appears.
2. Click OK.
The executable file will be deleted from the Inclusion List.

Remove all files from Inclusion List
To remove all executable files from the Inclusion List,
1. Click Remove All.
A confirmation prompt appears.
2. Click OK.
All executable files will be removed from the Inclusion List.
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MWL Exclusion List

MWL (MicroWorld WinSock Layer) Exclusion List contains the name of all executable
files which will not bind itself to MWTSP.DLL.

@ | Click Default to apply default settings, which are done during installation of
NOTE | eScan. It loads and resets the values to the default settings.

You can do the following activities.
« Adding files to Exclusion List
- Deleting files from Exclusion List
«  Removing all files from Exclusion List

MWL Exclusion List E Help

— Add
|_|INETINFO.EXE

Delete
[CJwnTTRPD32.D1L Removeall

[Ims-aDMIN.EXE
[ Imns-sLAPD.EXE
[(JTcesves.ExE
(] swcHosT.EXE
[Je=sErv.ExE

[ pownNLOAD.EXE
[ re.EXE

[]sPooLER.EXE ~

| Default || ok || Cancel
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Adding files to Exclusion List

To add executable files to the Exclusion List,
1. Enter the executable file name and then click Add.
The executable file gets added to the Exclusion List.
2. Click OK.

Deleting files from Exclusion List

To delete executable files from the Exclusion List,
1. Select the appropriate file check box, and then click Delete.
A confirmation prompt appears.
2. Click OK.
The executable file gets deleted from the Exclusion List.

Removing all files from Exclusion List
To remove all executable files from the Exclusion List,
1. Click Remove All.

A confirmation prompt appears.
2. Click OK.

All executable files get removed from the Exclusion List.
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Notifications and Events

Notifications & Events i Hetp

Notifications

—Warning Notification Setting

 Virus Alert: — Warning Mail

Fram To

Show alert Dizlog-b
v Als 1ElegThax |pr'—-1--l—§+—-»—-+ com ||pn—-vu—g+—-+-+ com

r— Mail Server Settings r— Delete Mails From User

[ | Add

SMTF Mail Server

User Remaveall

Authentication{Cpt.)
Authentication
Password{Opt.)}

| |

SMTP Bort [ | - Delete
| |
| |

Attachment Removed Warning To Sender
Attachment Remaoved Warming To Recipient
Virus Warning To Sendar

Wirus Warning To Recipient

D Content Warning To Sender

Content Warning To Recipient

|attrem.snd

#Lines starting with # are comment lines. s
#This file specifies warning sent to Mail-Sender by

#eScan when it deletes attachments,

The attachment{z) that you sent with the following mail

was deleted by eScan (not delivered to the recipient)

The Mail came from & %f

The Mail recipient  : &t

Subject of the Mail : %s o
Message-ID HE

Received i %br e

Default || Advanced Setting || OK || Cancel

Notifications

Notifications tab lets you configure the notification settings. It lets you send emails to
specific recipients when malicious code is detected in an email or email attachment. It
also lets you send alerts and warning messages to the sender or recipient of an infected
message. You can configure the following settings:

Virus Alerts [Default]
This section contains Show Alert Dialog box option. Select this option if you want Mail
Anti-Virus to alert you when it detects a malicious object in an email.

Warning Mails

Configure this setting if you want Mail Anti-Virus to send warning emails and alerts to a
given sender or recipient. The default sender is postmaster and the default recipient is
postmaster.
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Attachment Removed Warning to Sender [Default]

Select this check box if you want Mail Anti-Virus to send a warning message to the
sender of an infected attachment. Mail Anti-Virus sends this email when it encounters a
virus infected attachment in an email. The email content is displayed in the preview box.

Attachment Removed Warning to Recipient [Default]

Select this check box if you want Mail Anti-Virus to send a warning message to the
recipient when it removes an infected attachment. The email content is displayed in the
preview box.

Virus Warning to Sender [Default]
Select this check box if you want Mail Anti-Virus to send a virus warning message to the
sender. The email content is displayed in the preview box.

Virus Warning to Recipient [Default]
Select this check box if you want Mail Anti-Virus to send a virus warning message to the
recipient. The email content is displayed in the preview box.

Content Warning to Sender
Select this check box if you want Mail scanner to send a content warning message to the
sender. The email content is displayed in the preview box.

Content Warning to Recipient [Default]
Select this check box if you want Mail scanner to send a content warning message to the
recipient. The email content is displayed in the preview box.

Delete Mails from User

You can configure eScan to automatically delete emails that have been sent by specific
users. For this, you need to add the email addresses of such users to the Delete Mails
From User field. The Add, Delete, and Remove All buttons appear as dimmed. After
you enter text in the Delete Mails From User field, the buttons get enabled.
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Events
Events tab lets you define the settings to allow/restrict clients from sending alert for
following events:

* Executable Allowed

*  Website Allowed

* C(Cleaned Mail
By default, all events are selected.

E Help

Motifications & Events

Do not allow client to send event for

Exacutable Allowed
WebSite allowed
Cleanad Mail

Default || Advanced Setting || OK || Cancel

@ | Click Default to apply default settings, which are done during installation of
NOTE | eScan. It loads and resets the values to the default settings.
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Advanced Settings
-

Advanced Setting

Name | Value |

Enable Caching of Unsent Events

]

Show 'Secured by @Scan' on startup

Show eScan Splash window

1)1

Send Only Defined Event Ids

Enable Gaming Maode

ok

Enable Caching of Unseen Events (1 = Enable/0= Disable)
It lets you Enable/Disable automatic caching of unseen events.

Show 'Secured by eScan' on startup (1 = Enable/0= Disable)
It lets you Enable/Disable the display of 'Secured by eScan' at the startup of the
computers.

Show eScan Splash window (1 = Enable/0= Disable)
It lets you Enable/Disable display of eScan Splash Window.

Send Only Defined Event Ids
It lets you send only the defined events such as File Antivirus IDs, Mail Antivirus IDs, and
more.

Enable Gaming Mode (1 = Enable/0 = Disable)
It lets you Enable/Disable the gaming mode on the computer.
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Schedule Update

The Schedule Update lets you schedule eScan database updates.

Schedule Update u Help
#®/ putomatic Download Schedule Download
Daily
Weekly Man Tue Wed Thu
Fni Sat Sun
Monthly 1 v
At 12:00 am
| Default || Advanced Setting || Ok || Cancel |

The updates can be downloaded automatically with Automatic Download option.
-OR-

The updates can be downloaded on a schedule basis with Schedule Download option.
Select intervals and time basis as per your preferences.

Advanced Settings
Set bandwidth limit for download (in kb/sec)

It lets you define bandwidth limit for download on managed computers, if you have
limited internet connection or other network issues.

Retry schedule download (Default retry interval is 15 minutes)
It lets you define time to retry for download updates (Default retry interval is 15
minutes) on managed computers.
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Tools
The Tools lets you configure eBackup and Remote Monitoring Management (RMM)
Settings.

Tools E Help

[=¥PEdit Backup Sa:| _]Ze ete Backup Set
Created On
(=} eBackup policy is not applicable for Policy Criteria Templates.
Ok || Cancel |

eBackup

Taking regular backup of your critical files stored on your computer is very important, as
files may get misplaced or damaged due to issues such as virus outbreak, modification
by a ransomware or another user. This feature of eScan allows you to take backup of
your important files stored on your computer such as documents, Photos, media files,
music files, contacts, and so on. It allows you to schedule the backup process by
creating tasks. The backed up data is stored in an encrypted format in a folder secured
by eScan's real-time protection. You can create Backup jobs by adding files, folders to
take a backup either manually or schedule the backup at a defined time or day.

With eBackup feature you can:

e Create, schedule, edit, and delete backup jobs as per requirement.

e Take a backup of specific folder(s)/file extension(s) on local endpoint, external
drives or network drive.

e Exclude specific folder(s)/file extension(s) from being backed up.

e Add specific file extensions to be backed up along with regular backup as per
requirement.

e Save the backup data in external hard drive or local drive.
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The eBackup option has following tabs to configure:

Job
This tab you can schedule the eBackup option.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Active
MName
— Scheduler
— Execute
@:' Once (@] Waekly
] Hourly 2w onthly
9] Daily 0 with system startup

— Date and time

Day|Thursday  v| Dat= | 07/08/2021 Time [4:57 PM

D Set Restore Password

Mote® : Password can be sat only while 2dding new job.

Save | | Cancel

Active
Select this option to set the configuring eBackup option as active.

Scheduler

This option allows you to schedule the eBackup to repeat the process such as Once,
Hourly, Daily, Weekly, Monthly, or with system startup.

Date and time

This option allows you select the day, time, and date for running the scheduled eBackup
task.

Set Restore Password
Select this option to set a password for restoring backup file on the computer.
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Backup Source and Exclusion
This tab allows to include and exclude the folder and files for backup.

Add Backup Set E Help

_m_[ Backup Source and Exclusion

rFolder Settings

rAdd File Types for Backup r File/Falder Exclusion
Office Documents Customize Add File/Foldar
D ® Folder (O Exclude by mask
All Files
| |
Delete
B |File/Folder Type -

RemoveAl

| Save ” Cancel |

File Type and Folder Exclusion
This subtab allows to exclude the files/folder for backup.
Folder Settings
e Add File Type for Backup: Select the type of files for backup. By default, Office
Documents option is selected.
o File/Folder Exclusion: In this section, you can exclude a specific folder or a file

format from getting backed up. You can add, delete, and remove the files for the
same.
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Backup Location
This tab allows to define the storage location for the backup created.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local/Network Google Drive DropBox OneDrive

Store backup on Local/Metwork drive

 Local Drive Setting

Destination Path for Backed up Files, Userflame Passwaord

Note : Only Drive name or full UNC path is Allawed.
Eg: 1. "\
2. "\1152.168.0.56 \external\backup”

Save | | Cancel |

Local/Network
Administrator can save the backup set in the Local/Network Drive by providing
the path of the drive and Username and password for the network drive.

Network storage of backup set will be available in the trail period. To continue
the use of this feature user need to avail the license for the same.

0 In case of system crash or hardware failure, user can recover the created

data backup, so storing the backup in the network drive, mapped drive, or

NAS drive would be useful in such scenarios.

NOTE
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Google Drive
Administrator can save the backup set in the Google Drive by selecting the
appropriate Gmail account and password for the same.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local/Network Google Drive DropBox OneDrive

D Store backup on Google Drive.

—Google drive sattings

Select gmail account :
Refresh token :

Check Storage Login

Remove gmail account :
Mark for deletion Unmark

*Note: the selected email will be permantly deleted only after saving the pelicy.

Mote: To store backup on the Google Drive, selact tha appropriate Google account. If you have a Google account, click "Lagin”.
additionally, the "Login” button also lets you creatz an account if you want to use account other than your existing accounts.

Save | | Cancel |

To store backup on the Google Drive, select the appropriate Google account. If you
have a Google account, click "Login". Additionally, the "Login" button also lets you

NOTE . L
create an account if you want to use account other than your existing accounts.
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DropBox
Administrator can save the backup set in the DropBox by selecting the
appropriate DropBox account and password for the same.

Add Backup Sat E Help

Job Backup Source and Exclusion Backup location

Local /Network [l Google Drive JEMGTIVEN OneDrive

[0 store backup on Dropsax.

— DropBex sattings

Select DropBox account
Refresh token :

Check Storage Login

Remove dropbex account
Mark for deletion Unmark

*MNote: the selected email will be permantly deleted only after saving the policy.

Nete: To store backup an the DropBex, sslect the approprists DropBex account. IF you have a DropBex account, click "Lagin”. Additionally, tha
Login" button also lets you create an account if you want to use account ather than your existing accounts.

Save J[[ cancal

0 To store backup on the DropBox, select the appropriate DropBox account. If you
have a DropBox account, click "Login". Additionally, the "Login" button also lets you

NOTE | cate an account if you want to use account other than your existing accounts.
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OneDrive
Administrator can save the backup set in the OneDrive by selecting the
appropriate OneDrive account and password for the same.

Add Backup Set 4 Hele

Job Backup Source and Exclusion Backup location

Local/Netwark [l Coogle Drive [l DropBox [ESLTENTRI

|| store backup on Onelrive.

[ OneDrive Setting

Select OneDrive account @

Rafresh token :

Check Storage Login

Remove enedrive account :
Mark for deletion Unmark

*Note: the selected email viill be parmantly deleted only after saving the policy.

Meote: To store backup on the OneDrive, select the zpproprizte OneDrive account. IF yvou have a OnzDrive account, click "Login”, Additionally, the
Login" button also lets you create an account if you want to use account other than your existing accounts.

Save | | Cancel ‘

To store backup on the OneDrive, select the appropriate OneDrive account.

© | Ifyou have a OneDrive account, click "Login". Additionally, the "Login"
NOTE | button also lets you create an account if you want to use account other than
your existing accounts.

Add Backup Set
To create a Backup Set,
1. Go to Managed Computers.
2. Click Policy Templates > New Template.

0 You can add the backup set for existing Policy Templates by selecting a Policy
NOTE Template and then clicking Properties. Then, follow the steps given below:

3. Select Tools check box and then click Edit.
4. Click Add Backup Set.
Add Backup Set window appears.
5. InJob tab, enter a name.
6. Inthe Scheduler section, select a preferred interval for backup execution.
7. Click Backup Source and Exclusion tab and configure the same accordingly.
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8. Click Backup Location tab, select the appropriate option to save the backup file.

9. Click Save.
The Backup Set will be created.

@ | By default, Active option is selected. If Active option is not selected, a
NOTE | Backup Set will be created but eScan won't backup data.

Edit Backup Set

To edit a Backup Set,
1. Select a Backup Set.
2. Click Edit Backup Set.
3. After making the necessary changes, click Save.
The Backup Set will be edited and saved.

Delete Backup Set

To delete a Backup Set,
1. Select a Backup Set.
2. Click Delete Backup Set.
A confirmation prompt appears.
3. Click OK.
The Backup Set will be deleted.
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RMM Settings

The RMM settings let you configure default connection settings for connecting to client
computers. You will get the following configuration options:

Tools E Help

EBackup RMM Settings

® Manual Start

() Auto Start
) uszer Acceptance Required

Show RMM Connection Alert

| ok | | Cancel |

e Manual Start: If this option is selected, client endpoint users have to manually
start the RMM service to establish a RMM connection.

e Auto Start: If this option is selected, RMM service will be started automatically
and all client endpoints will be connected to your main eScan server.

e User Acceptance Required: If this check box is selected, a pop-up appears on
client endpoint for RMM connection acceptance. If left unselected, pop-up
doesn't appear and you get direct access to the client endpoint.

¢ Show RMM Connection Alert: If this check box is selected, a notification
appears on client endpoint informing about active RMM connection. If left
unselected, notification doesn't appear on client endpoint.

After making the necessary changes click OK.
Click Save. The Policy Template gets saved.

An 1SO 27001 Certified Company www.escanav.com



of LJ
NORLD

RMM - Manual Start
To take a remote connection by using Manual Start option
1. Tell the client endpoint user to right-click the eScan Protection Center icon @ and
click Start eScanRMM.

' Open eScan Protection Center

Li Pause Protection

Q, Scan My Computer
& Update Now

& View Current Network Activity
F5 System Information

(& Virtual Keyboard

& eScan Remote Support
Im Start eScanRMM

L_& About eScan

2. After the client endpoint user has clicked Start eScanRMM, select the target
endpoint and then click Client Action List > Connect to Client (RMM).
Following disclaimer appears.

Disclaimer

** The eScan RMM option is available for any number of devices
during trial period.Howewver, this option is not part of default eScan
Corporate License. To use eScan RMM during contract period
customer needs to purchase an Add-on License.

eScan RMM allows administrator to connect to the client system
using web browser It help administrator to see usar(s) screen
and/or control user{s) computar remotely to offer precise assistance.
During trial period Administratorget direct option connect to client by
selecting Connect to Client{RMM) option available under "Client
Action List”. Once Administrator add the eScan RMM Add-on License
to console, Administrator get option to add Client({s) toRMM license
and get option to connect client under "Client Action List".

| Accept | | Cancel |

If you are using eScan product in Trial version, this disclaimer will appear
(1] each time you are connecting to an endpoint via RMM feature.
NOTE

A local server won't be part of RMM and can't be connected via RMM.
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3. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome,
Mozilla Firefox, MS Edge, etc.)

[E eScan Remote Access B - Google Chrome RENEN.  — P—— S

@ Not secure @

Reconnect Disconnect De-Activate Screen Quality  Send Key Combo Hide
View Only Settings

Following notification appears on client endpoint displaying IP address of RMM
connecting endpoint and connection ID (If Show RMM Connection Alert option
is selected).

RMM - Auto Start
If Auto Start option is selected, then client endpoints get automatically connected to
your eScan server.
1. Go to Managed Computers, select the target endpoint and then click Client
Action List > Connect to Client (RMM).
RMM disclaimer appears.
2. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome,
Mozilla Firefox, MS Edge, etc.)

After you are done performing an activity, click the Disconnect icon to end remote
connection.

o

NOTE

To get detailed information about RMM feature, click here.
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Configuring eScan Policies for Linux and Mac
Computers

eScan lets you define settings for File Anti-Virus, Endpoint Security, On Demand
scanning and Schedule Scan module for Linux and Mac computers connected to the
network. Click Edit to configure the eScan module settings for computers with
respective operating systems.

[ File )\nti-\c’irusa E Edit [ endPoint Security a E Edit
Assign From Assign From
[J ops settings 1) K Edit [ schedule sean ) & Edit
Assign From Assign From
[ =chedule Update a Edit 0 Administrator Passward a Edit
Assign From Assign From
D web protection a Edit O network Security a Edit
Assign From Assign From

Icons next to every module displays that the settings are valid for the
respective operating systems only.

N?I‘E It lets you define settings for Scanning; you can also define action to be taken

in case of an infection. It also lets you define the number of days for which
the logs should be kept as well as create list for Masks, Files or Folders to be
excluded from scanning.
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File Anti-Virus (&) #

File Anti-Virus ) & i Help

‘ In the case of an infection: | Disinfect (if not possible, quarantine) W | ‘

—Scan Settings
O Archives #) (O wails

packed ) & U Cross file system )
D fallow symbalic links )

Dizplay attention messages

Number of days log should be kept | 365

D Exclude by mask ‘.
Add

Delete

RemaoveAll

(O Exclude Files / Foldersa KE

Add

Delete

Removesll

Add Directory for rezltime scan a
| | Add

Cl/home Delete

D ftmp RemoveAll

| D=fault | | oK | Cancel |

Actions in case of infection [Drop-down]
It displays a list of actions eScan should take, in case of virus detection.

In the case of an infection: Disinfect (if not possible, quarantine) w

Lag only

Disinfect (if not possible, log)

Disinfect (if not possible, delete file)

[ Archives a ‘_ Disinfect (if not possible, quarantine)
Dzlate

F'ack.eda E Quarantine
I:l Follows symbalic IinEB

—Scan Settings
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By default, Disinfect (if not possible, quarantine file) option is selected. Following are the
types of actions:
e Log Only: This option indicates or alerts the user about the infection detected
(No Action is taken; only logs are maintained).
o Disinfect (if not possible, log): This option tries to disinfect and if disinfection is
not possible it logs the information of only the infected object.
o Disinfect (if not possible, delete file): This option tries to disinfect and if
disinfection is not possible it deletes the infected object.
¢ Disinfect (if not possible, quarantine file): This option tries to disinfect and if
disinfection is not possible it quarantines the infected object.
e Delete: This option deletes the infected object.
¢ Quarantine: This option quarantines the infected object.

Scan Settings

e Mails - It indicates scanning the mail files. By default, it is selected. Select this
check box if you want eScan real-time protection to scan mails.

e Archives - It indicates the archived files, such as zip, rar, and so on. Select this
check box if you want eScan real-time protection to scan archived files.

e Packed - It indicates the compressed executable. Select this check box if you
want eScan real-time protection to scan packed files.

e Cross File System that facilitates scanning of files over cross-file systems.

¢ Follow Symbolic Links: scans the files following the symbolic links.

Exclude by Mask (file types) - Select this option if you want eScan real-time protection
to exclude specific file extensions.

Exclude Folders and files - Select this option if you want eScan real-time protection to
exclude Folders and files from scanning. eScan lets you add; Remove any or all Added
Files or Folders whenever required.

Add Directory for Real-Time Scan: If you want eScan to perform real-time scan on any
of the directories add them in this list.

You can restore default eScan settings by clicking Default.
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Endpoint Security (&)

The Endpoint Security module lets you centrally manage all endpoints on your network
and closely monitor all USB activities in real-time. With eScan USB control, you can
prevent data theft by blocking all except your trusted USB storage devices and Stop
your files from being taken away on thumb drives, iPod, mp3 players and portable USB

hard drives.

Application Control

The Application Control tab allows to block the execution of application or package.

E Help

Endpoint Security

@ start ) stop

- l:l Enable Application Control a

Enter Application/Package to Block
List of Blocked Applications/Packages

o
Delete

Remove Al

Default | | Ok | Cancel

Enable Application Control
Select the check box to enable the application control feature.

Enter Application/Package to block
Enter the application or package name to add them in the list of application/packages

blocked.
To delete the application/package, select the specific app/package and click Delete.
To delete all the application from the list, click Remove All.

www.escanav.com
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Device Control
The Device Control tab helps to allow/block the USB/CD/DVD access.

Endpoint Security E Help

® start ) stop

Application Control Device Control File Integrity Monitor

-AE

r D Enable Device Control

USB Contral

Allowe All Block All Ask Password
Use Escan Administrator Password

Usz Other Password

—Blacklist

Black Blacklisted USE Davices

v
Print
Manitor to USE ) Autoscan to USE
—CD / DVD Settings a
() Black o / DVD () Read Cnly - €D / DVD [ Disable

Default | | oK || Cancel

Enable Device Control: Select this check box to configure the Device Control settings.
e USB Control: This option lets you to allow, block, or ask password for the USB
device connected to the endpoint. It has following options:

o Allow All: Select this option to allow all the connected USB devices.

o Block All: Select this option to block all the connected USB devices.

o Ask Password: Select this option to set password for the connected USB
devices. This will ask password before allowing USB devices to connect to
the system. You can either set a password or use the administrator
password using options Use Other Password and Use Escan
Administrator Password respectively.

e Blacklist: This option lets you to add USB devices to the blacklist. You can add,
delete, modify using the following options:
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o Add: Click Add to add the USB serial number, name, and description of
the USB devices. The USB will be added to the list.
=
USB Whitelist
Zerizl No.
J
Device Nams
|
Description
|
oK Cancal |
o Edit: Click Edit to edit the details of the USB devices.
Delete: Select the USB device and click Delete to remove the device from
the list.
o Remove All: To remove all the USB devices from the list, click Remove
All.
o Print: This will print all the USB devices in the list along with details for
the same.
e Monitor to USB: Select this check box to monitor all the connected USB devices
connected to the endpoints.
e Autoscan to USB: Select this option to auto-scan all the USB devices connected
to the endpoints.
CD/DVD Settings

This option lets administrator to block, allow, and disable the CD/DVD. You have
following options to configure:
e Block CD/DVD: This option block all the CD and DVD.
¢ Read Only CD/DVD: This option allows user to only read the content CD and
DVD.
o Disable: This option disables all the CD and DVD.
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File Integrity Monitor

Endpoint Security E Help
® start O stop
— [ Enabls FIm o |
File Integrity Check Alert Craate New Baszeline :|
Enter Dlirectory Mame

| Default | | Ok | Cancel

Enable FIM
Select this check box to enable the File Integrity Monitor option.
o File Integrity Check Alert: This check box will check the file integrity and alert
the admin accordingly.
e Create baseline: This check box will create a baseline for the selected
directories and the FIM will begin monitoring changes for the selected
directories.

Enter Directory Name
Enter the directory name to add it to the integrity monitoring.

You can also select the directory name from the pre-defined list in the below table to
add them to monitoring.

To delete a specific directory from monitoring, select the directory, and click Delete.
To remove all the directory from monitoring, click Remove All.

Default
This button resets all the setting to default.
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ODS Settings (&
With ODS Settings you can define actions in case of infection, you can also define list of
files by mask, Files or Folders to be excluded from Scanning. It also lets you configure

settings for various other Scan options like Include Sub directories, Mails, Archives
Heuristic Scanning etc. by selecting respective options.

0DS Settings a E d Help
In the case of an infackion: | Disinfect (if not possible, quaranting) %
Priority of scanner: | Mormal (narmal runtime] Vl

D Exclude by mask
Add

Delate

Remaoweh

(O Exclude Files / Folders

Add

Delete

Remowved

—Scan Cptions

Include sub directories D Mails

Heuristic Archives

D Cross filesystem Packed

D Follow symbaolic links Memory Scan
| Default | | oK || Cancel |

Actions in case of infection [Drop-down]
It indicates a type of action which you want eScan real-time protection to take, in case of
virus detection.

In the case of an infaction: Disinfect (if not possible, quarantine] W
o Log only
Priority of scanner: Disinfect (if not possible, log)

Disinfect (if not possible, delete file)
Disinfect (if not possible, Rename File)

[ Excluds by mask Disinfect (if not possible, quarantine)
Dalete Infected File ;
Rename Infacted Filz Add
i
Quarantine Delete
Removes
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By default, Disinfect (if not possible, quarantine file) option is selected. Following actions
can be taken:
e Log Only: It indicates or alerts the user about the infection detected.
o Disinfect (if not possible, log): It tries to disinfect and if disinfection is not
possible it logs the information of only the infected object.
o Disinfect (if not possible, delete file): It tries to disinfect and if disinfection is
not possible it deletes the infected object.
o Disinfect (if not possible, Rename file): It tries to disinfect and if disinfection is
not possible it renames the infected object.
o Disinfect (if not possible, quarantine): It tries to disinfect and if disinfection is
not possible it quarantines the infected object.
¢ Delete Infected File: It directly deletes the infected object.
¢ Rename Infected File: It directly renames the infected object.
¢ Quarantine: It directly quarantines the infected object.

Priority of Scanner - You can select the priority of scanning as High (short runtime),
Normal (normal runtime), or Low (long runtime).

¢ High (short runtime) - Has a short runtime.

¢ Normal (normal runtime) - Has a normal runtime.

¢ Low (long runtime) - Has a long runtime.

Exclude by Mask - Select this check box if you want eScan real-time protection to
exclude specific files, and Remove any or all Added Files whenever required.

Exclude Folders and Files - Select this check box if you want eScan real-time protection
to exclude Folders and files from scanning. eScan lets you add; Remove any or all Added
Files or Folders whenever required during On Demand Scanning.

Scan options

¢ Mails - It indicates scanning the mail files. By default, it is selected. Select this
check box if you want eScan real-time protection to scan mails.

¢ Archives - It indicates the archived files, such as zip, rar, and so on. Select this
check box if you want eScan real-time protection to scan archived files.

e Packed - It indicates the compressed executable.

¢ Memory Scan - This option ensures eScan scans the system's memory for any
infection from malwares.

¢ Include Sub Directories - This option ensures eScan scans all the sub
directories recursively under every directory and not only the first level of
directories.

e Heuristic - Heuristic scanning is almost identical to signature scanning, which
instead of looking for specific signatures looks for certain instructions or
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commands within a program/application. This results in the detection of
potentially malicious function in program/application.
e Cross File System that facilitates scanning of files over cross-file systems.
¢ Follow Symbolic Links: scans the files following the symbolic links.
¢ Memory Scan: This will scan the memory of the system.

You can restore default eScan settings by clicking Default.

Schedule Scan (&)

Schedule Scan a ,‘,. E Help

| Schedule Type Schedule On

Clear Al Delete task Edit

| Save | | Cancel |

It lets you add a task for scheduling a scan.
Adding a task - It lets you schedule and define options for Analysis extent and the files
or folders to be scanned.
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Automatic Virus Scan
Schedule

lAutomatic virus scan E Help|

Name

Schedule Analysis extent Virus scan

— a E
Executs
'@:‘ Once ':::' Weaekly
':::' Hourly ':::' Monthly
'C:' Draily

Date and tims
|7Month:|2-' v | Date : [2_w] [12:00 pm |

Using this tab you can define the task name and schedule it as desired. You can

schedule once, Weekly basis, every hour, monthly or daily. It also lets you schedule virus
scan at desired date and time.

Analysis Extent

IAutomatic virus scan E Help

MName

Scan Options a ‘.

Include sub directories D Mails

Heuristic Archives

D Cross filesystemn Packed

l:l Fallow symbolic links Memory Scan a

Using this tab you can define the scan options for Linux and Mac computers connected
to the network.

¢ Include sub Directories - This option lets you include sub directories while
conducting an automatic scan.
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e Heuristic Scan - Heuristic scanning is almost identical to signature scanning,
which instead of looking for specific signatures looks for certain instructions or
commands within a program/application. This results in the detection of
potentially malicious function in program/application.

e Cross File System that facilitates scanning of files over cross-file systems.

¢ Symbolic Link Scanning scans the files following the symbolic links.

e Mails - It indicates scanning the mail files. By default, it is selected. Select this
check box if you want eScan real-time protection to scan mails.

e Archives - It indicates the archived files, such as zip, rar, and so on. Select this
check box if you want eScan real-time protection to scan archived files.

e Packed - It indicates the compressed executable. Select this check box if you
want eScan real-time protection to scan packed files.

e Memory Scan - This option will only scan the memory of the system.

Virus Scan
lJAutomatic virus scan E Help

MNarme

Schedule Analysis extent Virus scan

In the case of an infection: a ‘,. | Disinfect (if not poessible, quaranting) Vl

Priority of scanner: a ,‘,‘ | MNormal (normal runtime) Vl

I:' Exclude by mask a ,‘..

Delete

Remowvedl

|| Exclude Filas ! Folders a ,‘..

Delete

Remowvedsl

ave Cancel |

Actions in case of Infection [Drop-down]

It displays a list of actions eScan should take, in case of virus detection. By default,
Disinfect (if not possible, quarantine file) option is selected. Following are the types of
actions:
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e Log Only: It indicates or alerts the user about the infection detected.

o Disinfect (if not possible, log): It tries to disinfect and if disinfection is not
possible it logs the information of only the infected object.

o Disinfect (if not possible, delete file): It tries to disinfect and if disinfection is
not possible it deletes the infected object.

¢ Disinfect (if not possible, quarantine file): It tries to disinfect and if
disinfection is not possible it quarantines the infected object.

¢ Delete: Infected objects are deleted with this option.

¢ Quarantine: Infected objects are quarantined with this option.

Exclude file types (Mask) - Select this check box if you want eScan real-time protection
to exclude specific files, and then add the directories and files that you want to exclude
by clicking Add. eScan lets you Remove any or all Added Files whenever required.

Exclude Folders and files - Select this check box if you want eScan real-time protection
to exclude Folders and files from scanning. eScan lets you add; Remove any or all Added
Files or Folders whenever required.

An 1SO 270 ified Company www.escanav.com



Schedule Update @)

This module lets you schedule the updates for Linux computers.

Schedule Update E Help

() Automatic Download

Start at 12:00 pm Every hours{s)

- @:’ Schedule Download

@:’ Once O Weaekly
. Hourly L. Monthly
Q2 Daily

Date and time

Month:[1 w|Date:[1 v |12:00am  |[@¥])

Default | | ok || Cancel

e The updates can be downloaded automatically with Automatic Download
option.

e The updates can be downloaded on a schedule basis with Schedule Download
option. Select intervals and time basis as per your preferences.
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Administrator Password (&)

Administrator Password lets you create and change password for administrative login
of eScan protection center for Linux computers. It also lets you keep the password as
blank, wherein you can login to eScan protection center without entering any password.
It also lets you define uninstallation password which will be required before uninstalling
eScan Client from managed computers manually. The user will not be able to uninstall
eScan Client without entering uninstallation password.

Add/Change Password E Help

_[ eScan Password ]

() Set Password ® Blank password
Enter new Password

Caonfirm new Password

Paszword is case-sansitive

) use separate uninstall password

Enter uninstall password

Confirm uninstall password

D=fault | | oK || Cancel

To Add/Change eScan administrator password

Set Password
Click this option, if you want to set password.

Blank Password

Click this option, if you do not want to set any password for login.

When you click this option, the Enter new Password and Confirm new Password
fields become unavailable.

Enter new Password
Enter the new password.

Confirm new Password
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Re-enter the new password for confirmation.

Use separate uninstall password
Click this option, if you want to set password before uninstallation of eScan Client.

Enter uninstall Password
Enter the uninstallation password.

Confirm uninstall Password
Re-enter the uninstallation password for confirmation.

After filling all fields, click OK. The Password will be saved.

Web Protection (&

Web Protection module lets you block websites containing pornographic or offensive
material for Linux computers. This feature is extremely beneficial to parents because it
prevents kids from accessing websites containing harmful or restricted content.
Administrators can also use this feature to prevent employees from accessing non-
work-related websites during work hours. You can configure the following settings.

Start/Stop
It lets you enable/disable Web-Protection module. Click the appropriate option.

Web Protection E Help

) ztan ® ziop

Filter Categories... Allav Black

Cosmecxtms s |

m
[al
£

m
m
£

m
n
<

[i]
[xl
<

m
[al
<
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You can configure the following settings.
Filtering Options

This tab has predefined categories that help you control access to the Internet.

Status

This section lets you allow or block access to specific websites based on Filter
Categories. You can set the status as Active or Block web access. Select the Block Web
Access option if you want to block all the websites except the ones that have been
listed in the Filter Categories. When you select this option, only Filtering Options and
Pop-up Filter tabs are available.

Filter Categories
This section uses the following color codes for allowed and blocked websites.
e Green: It represents an allowed websites category.
e Red: It represents a blocked websites category.
The filter categories used in this section include categories like Pornography,
Gambling, Chat, Alcohol, Violence, Drugs, Ratings block category, Websites
Allowed, etc. You can also add or delete filter categories depending on your
requirement.

Category Name

This section shows the Words/Phrases list. It lists the words or phrases present in the
selected category. In addition, the section displays the Site Names list, which lists the
websites belonging to the selected category. You can also add or delete filter categories
depending on your requirement.

Filter Options

This section includes the Add sites rejected by the filter to Block category check
box. Select this option if you want eScan to add websites that are denied access to the
Block category database automatically.
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Network Security &)
Network Security module helps to set Firewall configuration monitor all incoming and

outgoing network traffic and protect your computer from all types of network based
attacks. It also prevents the Reverse Shell Exploit and blocks the Port Scan. Enabling this

features will prevents Zero-day attacks and all other cyber threats.

Network Security a E Help
Firewall Reverse Shell Block Port Scan
@ allow Al O Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

Enzble Trojan Rule

Default | | Save | | Cancel

www.escanav.com
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Firewall

This tab is designed to monitor all incoming and outgoing network traffic and protect
your endpoint from all types of network based attacks. eScan includes a set of
predefined access control rules that you can remove or customize as per your
requirements. These rules enforce a boundary between your computer and the
network. These rules include Zone Rules, Expert Rules, Trusted Media Access Control
(MAC) Address, and Local IP list.

Network Security a E Help
FireWall Reverse Shell Block Port Scan
O allow Al ® Limited Filter ) Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

|:I Allow Local Metwork 192, 8% 192, e -192,165 258 5 IP Rangs Trustad

| Add 1P || Add 1P Range Madify Remowve

| enable Trojan Rule

| Default | | Save | | Cancel

You can configure the following settings to be deployed to the eScan client systems.
Allow All - Clicking Allow All disables the eScan Firewall i.e. all the incoming and
outgoing network traffic will not be monitored/filtered.

Limited Filter - Clicking Limited Filter enables eScan Firewall in limited mode which
will monitor all incoming traffic only and will be allowed or blocked as per the conditions
or rules defined in the Firewall.

Interactive - Clicking Interactive enables eScan Firewall to monitor all the incoming
and outgoing network traffic and will be allowed or blocked as per the conditions or
rules defined in the Firewall.
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Following tabs are available:
e Zone Rule
e Expert Rule
e Trusted MAC Address
e Local IP List

Zone Rule

This is a set of network access rules to make the decision of allowing/blocking of the
access to the system. This will contain the source IP address or source Host name or IP
range either to be allowed or blocked. The following buttons are available for
configuring zone rule:

¢ Add Host Name - This option lets you add a "host" in the zone rule. After
clicking Add Host Name, enter the HOST name of the system, select the zone
(Trusted/Blocked) and enter a name for the zone rule. Click OK to create the
zone rule.

e Add IP - This option lets you add an IP address of a system to be added in the
zone rule. After clicking Add IP, enter the IP address of the system, select the
zone (Trusted/Blocked) and enter a name for the zone rule. Click OK to create
the Zone Rule.

e Add IP Range - This option lets you add an IP range to be added in the zone
rule. After clicking Add IP Range, add the IP Range (i.e. a range of IP that the
zone rules should be applied), select the zone (Trusted/Blocked) and enter a
name for the zone rule. Click OK to create the zone rule.

¢ Modify - To modify/change any listed zone rule(s), select the zone rule to be
modified and then click Modify.

¢ Remove - To remove any listed zone rule(s), select the zone rule and then click
Remove.
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Expert Rule

This tab lets you specify advanced rules and settings for the eScan firewall. You can
configure expert rules on the basis of the various rules, protocols, source IP address
and port, destination IP address and port, and ICMP types. You can create new expert
rules.

Network Security a E Help
Firewall Reverse Shell Block Port Scan
O allow & ® Limited Filter O Interactive Filter
Zone Rule Expert Rule Trusted MAC Address Local IP List
Firewall Rule Rule Action Summary
|:| UDP Rule Permits UDP packets on Any Interface between "I
D ARP packet exchange - For mapping IP address to a hardware {MAC) address Permits ARP packets on Any Interface
|:| NetBios (LAM File Sharing]) - Access files and folders on other computers, from your computer | Permits TCP and UDP packets on Any Interface be
D MNetBios (LAN File Sharing) - Access files and folders on my computer, from other computers  |Blocks TCP and UDP packets on Any Interface bet
|:| ICMP messages Permits ICMP packets on Any Interface between '
D ICMPVS messages Permits ICMPVS packets on Any Interface betwes
|:| DHCP/BOOTP packet exchange Permits UDP packets an Any Interface between "/
D FTP Control - For downloading and uploading files Permits TCP packets on Any Interface between "h »
»
Add Modify Remowve Shift up Shift down
Enable Disable
|| Enable Trajan Rule

Default || Save || Cancel

However, configure these rules only if you are familiar with firewalls and networking
protocols.

* Source IP Address/Host Name

* Source Port Number

* Destination IP Address/Host Name

* Destination Port Number
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The following buttons are available to configure an Expert Rule:
1. Add - Click Add to create a new Expert Rule. In the Add Firewall Rule Window:

ladd Firewall Rule

General Source Destination Advanced

—Rule Name

— Rule Actian

® permit packet Q Deny Packst

— Protocol

[ TCP and UDE |

—&pply Rule on Interface

| Any Interface b |

OK | | Cancel

General tab
In this section, specify the Rule settings:

Rule Name - Provide a name to the Rule.
Rule Action - Action to be taken, whether to Permit Packet or Deny Packet.

Protocol - Select the network protocol (e.g. TCP, UDP, ARP) on which the Rule will be
applied.

Apply rule on Interface - Select the Network Interface on which the Rule will be
applied.
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Source tab
In this section, specify/select the location from where the outgoing network traffic
originates.

|Add Firewall Rule

General Source Destination Advanced

Source IP Address
":z' My Computer
O Host Name
O Single IP Addrass
":/' Whole IP Range
O Any IP Address

(O] My Metwork

—Source Port
':é:' Any
'(:z' Single Port
":/' Port Range

) port List

OK | | Cancel |

My Computer - The rule will be applied for the outgoing traffic originating from your
computer.

Host Name - The rule will be applied for the outgoing traffic originating from the
computer as per the host name specified.

Single IP Address - The rule will be applied for the outgoing traffic originating from the
computer as per the IP address specified.

Whole IP Range - To enable the rule on a group of computers in series, you can specify
a range of IP address. The rule will be applied for the outgoing traffic from the
computer(s) which is within the defined IP range.

Any IP Address - When this option is selected, the rule will be applied for the traffic
originating from ANY IP address.

Any - When this option is selected, the rule gets applied for outgoing traffic originating
from any port.
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Single Port - When this option is selected, the rule gets applied for the outgoing traffic
originating from the specified/defined port.

Port Range - To enable the rule on a group of ports in series, you can specify a range of
ports. The rule will be applied for the outgoing traffic originating from the port which is
within the defined range of ports.

Port List - A list of port can be specified. The rule will be applied for the outgoing traffic
originating from the ports as per specified in the list.

@© | The rule will be applied when the selected Source IP Address and Source Port
NOTE | matches together.

Destination tab
In this section, specify/select the location of the computer where the incoming network
traffic is destined.

|add Firewall Rule

General Source Destination Advanced

r— Destination 1P Address
'::—" My Computer
':::' Host Name
O Single I# Address
':::' Whele IP Range
O Any IPF Address

[C] My Metwaork

[~ Destination Port
'@:' Any

':,' Single Port
"::' Port Rangs

() port List

OK | | Cancel

Destination IP Address -
My Computer - The rule will be applied for the incoming traffic to your computer.

Host Name - The rule will be applied for the incoming traffic to the computer as per
the host name specified.
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Single IP Address - The rule will be applied for the incoming traffic to the computer as
per the IP address specified.

Whole IP Range - To apply the rule on a group of computers in series, you can specify a
range of IP address. The rule will be applied for the incoming traffic to the computer(s)
which is within the defined IP range.

Any IP Address - When this option is selected, the rule will be applied for the incoming
traffic to ANY IP Addresses.

Any - After selecting this option, the rule will be applied for the incoming traffic to ANY
port.

Single Port - After selecting this option, the rule will be applied for the incoming traffic
to the specified/defined port.

Port Range - To enable the rule on a group of ports in series, you can specify a range of
ports. The rule will be applied for the incoming traffic to the port which is within the
defined range of ports.

Port List - A list of port can be specified/added. The rule will be applied for incoming
traffic originating from the ports as per specified in the list.

@ | The rule will be applied when the selected Destination IP Address and
NOTE | Destination Port matches together.
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Advanced tab
This tab contains advance setting for Expert Rule.

|Add Firewall Rule

General Source Destination Advanced

Enable Advanced ICMP Processing
rICMP Type

|

Destination Unreachable

Echo Reply {ping)

Echo Request (ping)

Infarmation Reply

Infarmation Request

Parameter Problem

Aedirect

Source Quench

TTL Exceeded

[:] The packst must be from/ta 2 trusted MAC addrass

] Log information when this rule applies

QK | | Cancel |

Enable Advanced ICMP Processing - This is activated when the ICMP protocol is
selected in the General tab.

The packet must be from/to a trusted MAC address - When this option is selected,
the rule will only be applied on the MAC address defined/listed in the Trusted MAC
Address tab.

Log information when this rule applies - This will enable to log information of the
Rule when it is implied.

Modify - Clicking Modify lets you modify any Expert Rule.
Remove - Clicking Remove lets you delete a rule from the Expert Rule.

Shift Up and Shift Down- The UP and DOWN arrow button will enable to move the
rules up or down as required and will take precedence over the rule listed below it.

Enable Rule/Disable Rule - These buttons lets you enable or disable a particular
selected rule from the list.
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Trusted MAC Address

This section contains the information of the MAC address of the system. A MAC address
is @ hardware address that uniquely identifies each node of a network. The Trusted MAC
address list will be checked along with the Expert Rule only when "The packet must be

from/to a trusted MAC address" option is checked and the action will be as per specified

in the rule. (Refer to the Advance Tab of the Expert Rule). The following buttons are
available to configure the Trusted Mac Address:

e Add - To add a MAC address click on this button. Enter the MAC address to be
added in the list for e.g. 00-13-87 = s

e Edit - To modify/change the MAC Address, click Edit.
¢ Remove - To delete the MAC Address, click Remove.
e Clear All - To delete the entire listed MAC Address, click Clear All.

Local IP List

This section contains a list of Local IP addresses.

Network Security a

E Help

Firewall Block Port Scan

O allow & @ Limited Filter O 1nteractive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

FEE0:0000:0000:0000:0000:0000:0000:0000

192, s

127

0000:0000:0000:0000:0000:0000:0000:0001

| Add Remaove Clear All

[ enable Trojan Rule

| Default H Save || Cancel |

Add - To add a local IP address, click Add.
Remove - To remove a local IP address, click Remove.
Clear All - To clear all local IP addresses, click Clear All.

Enable Trojan Rule
Select this check box, to enable the Trojan Rule.
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Reverse Shell

This tab allows you to allow/restrict the reverse shell attack and prevent the zero-day

attack.
Network Security a E Help
FireWall Reverse Shell Block Port Scan
'-'.:'J' Start '@' Stop
[ Enable white List
bazh Delete
python RemoveA
parl -
[ ensbls Black List
apache Delats
apache2 Removed
httpd
Default | | Save || Cancel |
Start/Stop

It lets you enable/disable Network Security module. Click the appropriate option.
After enabling this, you can configure the following settings:

Enable White List
Select this check box to whitelist the scripting languages, such as bash, Python, Perl, and
more. You can add and delete the scripting languages from whitelisting.

e Add: To add a scripting language, select the language and click Add.

e Delete: To delete a scripting language, select a language and click Delete.

¢ Remove All: To remove all the whitelisted scripting language, click Remove All.

Enable Black List
Select this check box to blacklist the scripting languages, such as bash, Python, Perl, and
more. You can add and delete the scripting languages from blacklisting.

e Add: To add a scripting language, select the language and click Add.

o Delete: To delete a scripting language, select a language and click Delete.

¢ Remove All: To remove all the blacklisted scripting language, click Remove All.
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Block Port Scan

This tab allows admin to configure the port scan option.

Network Security a E Help

FireWall | Reverse Shell Block Port Scan

D Enable Block Port Scan
Excluded IP(Port Scan) Add

Delete

RemoveAll

| Default || Save || Cancel |

Enable Block Port Scan
Select this check box to enable the port scan option. You can add and delete the IP
addresses that need to exclude from the port scan.

e Add: To add an IP, enter the IP address and click Add.

e Delete: To delete an IP, select the IP address and click Delete.

¢ Remove All: To remove all the excluded IP addresses, click Remove All.

Tools 2
The RMM settings let you configure default connection settings for connecting to client
computers. You will get the following configuration options:

Tools E Help

RMM Settings

® pMaznual Start

() Auto Start
D User Acceptance Regquired

Show RMM Connaction Alert

| Ok | | Cancel |

e Manual Start: If this option is selected, client endpoint users have to manually
start the RMM service to establish a RMM connection.
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e Auto Start: If this option is selected, RMM service will be started automatically
and all client endpoints will be connected to your main eScan server.

e User Acceptance Required: If this check box is selected, a pop-up appears on
client endpoint for RMM connection acceptance. If left unselected, pop-up
doesn't appear and you get direct access to the client endpoint.

¢ Show RMM Connection Alert: If this check box is selected, a notification
appears on client endpoint informing about active RMM connection. If left
unselected, notification doesn't appear on client endpoint.

After making the necessary changes click OK.
Click Save. The Policy Template gets saved.
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Assigning Policy Template to a group

There are two ways to assign the policy template to group.

Method 1

To assign a Policy to a group,
1. In the Managed Computers screen, click Policy Templates.
Policy Templates window appears.
2. Inthe Policy Templates window, select a policy template.

Policy Templates : Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy Lj eEE Sl B Assign to Group(s) il B Assign to Computer(s) i B Copy Template ExportTa ¥

Assigned to Computer(s)

B | Name of Template Modified On Assigned to Group(s)

. Jun 19 2021 06:07:27 PM Jum 23 2021 01:01:43 PM

[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM Tr,

3. Click Assign to Group(s).
Select Group window appears.

E Help

Assign template to group

—Select Group

- I:I ﬁ Managed Computers

ok | | Cancel

4. Select the group(s) and then click OK.
The policy will be assigned to the selected group(s).
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Method 2

To assign a Policy to the group:

1. Inthe Managed Computers folder tree, select a group.
2. Under the group, click Policy.
Policy pane appears on the right side.

ii' Action List = i'w Client Action List v | B Policy Templates | B Policy Criteria Templates

E‘ﬁ Manzged Computars o

e Poli -
- [ alicy <y * Refresh [ Help

@ Group Tasks

B client computers (4) B Select Template

ﬁ Roaming Users
ﬁ Linux / Mac Assigned Template Date And Time of Assigned Template

Group Default Pelicy Jul 02 2021 11:24:52 AM

gt d e PyEl | =7 Change Criteria | Lj Remove

{ = Criteria to be set in case of conflict

|| |Crileria Assigned Policy Template | Date And Time of Assigned Criteria

3. Intheright pane, click Select Template.
New Policy window appears.

New Policy E Help
Policy Template Selection
Group Default Policy "
Smh, 2
-
| Select | | Cancel |

4. Select a policy template and then click Select.
The default Policy Template for group will be saved and updated.
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Assigning Policy Template to Computer(s)

To assign a policy template to computers,
1. Inthe Policy Templates window, select a policy.

Policy Templates : Refresh E Help

[+ Mew Template B Parent Policy Lj BEESIN B Assign to Group(s) | B Assign to Computer(s) |l B Copy Template

B | Name of Template ifi: Assigned to Group(s) Assigned to Computer(s)
. Jun 19 2021 06:07:27 PM Jun 29 2021 01:01:43 PM
[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM P, -

2. Click Assign to Computer(s).
3. Assign Template to computer window appears.

Assign template to group E Help

—Select Group

- I:I ﬁ Managed Computers

ok | | Cancel

4. Click Managed Computers.
5. Select the computer(s) and then click OK.
The policy template will be assigned to the selected computers.
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Copying a Policy Template

To copy a Policy Template,

1. In the Policy Templates window, select a policy.

Policy Templates : Refresh E Help

[+ Mew Template B Parent Policy Lj GBSl B Assign to Group(s) | B Assign to Computer{s) il B Copy Template

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)
. Jun 19 2021 06:07:27 PM Jun 29 2021 01:01:43 PM ¥
[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM i, e

3. Click Copy Template.

New Template window appears displaying settings from the original template.
4. Enter a name for the template.
5. Make the necessary changes and then click Save.

The template will be copied.

Exporting a Policy Template report

To copy a Policy Template,

1. Inthe Policy Templates window, select a policy.

Policy Templates : Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy RSl B Assign to Group(s) il B Assign to Computer(s) i B Copy Template ExportTa

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)
. Jun 19 2021 06:07:27 PM Jun 29 2021 01:01:43 PM
[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM -, -

2. Click Export To.
3. Select the file format from the drop-down menu (HTML, PDF, and Excel).

4. The Policy template report will be generated.

e Exported Successfully Click here to Open/Download

www.escanav.com

01 Certified Company



JORLD

Parent Policy

The Parent Policy lets you to implement a change in policy setting to multiple policies
at the same time. For example, if you want to make a policy change in a single module
like File Anti-Virus in multiple policies; you can do this all at a time using Parent Policy.
To configure Parent Policy, follow the steps given below:
1. Inthe Managed Computers screen, click Policy Templates.
Policy Templates window appears.
2. Inthe Policy Template window, click Parent Policy.

Policy Templates : Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy Lj RSN B Assign to Group(s) [l B Assign to Computer(s) il B Copy Template ExportTa

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)

. Jum 19 2021 06:07:27 PM Jum 29 2021 01:01:43 PM

O sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM T, .

Properties (Parent Policy) window appears displaying all the policies.

Properties (Parent Policy)
I Policy Details |
Windows
T
-
Fila Anti-Virus D Mail Anti-Virus Edit
Aszign To Select Palicy - Assign Ta
D Anki-Spam Edit D Wab Protection Edit
Assign To Assign To
D FireWsall Edit D EndPaint Security Edit
Assign To Assign To
D Privacy Control Edit
Assign To
__ =l
-
D Administrator Password Edit D 0Ds/Schedule Scan Edit
Assign To Assign To

3. Select and edit the required module according to your preferences.

01 Certified Company www.escanav.com



4. Click Assign To drop-down and select the policies for which the parent policy
changes should be applied.

File Anti-Wirus
Assign To Select Palicy -

Filter
B Anti-Spa |Er:er Kay Word |

+ Check All 3¢ Uncheck All @
Assign To

(. .

) Firewall| L) sewes
Assign To
J Privacy {
Assign To

5. Click OK. The Parent policy will be updated and changes will be applied to all the
policies selected.

0 Before disabling a module in Parent Policy, ensure that policies are
NOTE | unchecked from Assign To drop-down.
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Policy Criteria Templates

This button allows to add criteria template based on the endpoints conditions.

Adding a Policy Criteria Template

To define Policy Criteria Template, follow the steps given below:
1. In the Managed Computers screen, click Policy Criteria Templates.

Policy Criteria screen appears.

: Refrech E Help

Policy Criteria

[+ New Criteria = 3'03erties| Lj Delete Criteria | D Assign To |

|Created On | Maodified On Assigned to Group(s)

B | Name of Criteria

2. Click New Criteria.
Policy Criteria screen displays parameter for creation.

Policy Criteria E Help
Criteriz Name: | |
Description:

e
— Conditions for criteria:
(TSR =7 Edit | | [ Delete

3. Enter Name and Description.
4. Click Add drop-down.
5. Click Add AND Condition.

www.escanav.com
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Specify Criteria screen appears.

Specify criteria E Help
Type : |C:|mputer 1P Address b |
® 1f the client computer has one of the IP addresses listed below
() 1f 5ll of the IP addresses of the clisnt computer are listed below
() 1f the client computer does not have any of the addresses listed balow
— Condition
. |1‘[E |Cnntent | -
-
4 3
Add Edit Delete
| ok || Cancel |

6. Click the Type drop-down. It displays following options:

e Computer IP Address

e Management Server Connection
e Users

e Machine Name

Depending upon the option, the conditions and settings vary.

Computer IP Address

1. Select the appropriate condition.
2. Click Add.

Address window appears.

Address

Type : | 1P Address Vl

IF Address @ | |

| Ok || Cancel |

3. Enter the IP address.
4. Click OK.

The Policy Criteria Template for an IP Address will be saved.

01 Certified Company
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Management Server Connection

Specify criteria E Help

Type : [I‘~1anagement Server Connection V]

=
® If the client computer can connect to the management server

) If the client computer can not connect to the management sarver

| ok || Cancel |

1. Select the appropriate condition.
2. Click OK.
The Policy Criteria Template for Management Server Connection will be saved.

Users

Specify criteria E Help

Type : | Users V|

@ 1f the client computer has one of the Username listed balow

r— Condition

n_l‘

| Add || Add AD users | Edit Delete

[ ok |

Cancel |

Adding Local Users

1. To add local users, click Add.
Username window appears.

Username

Username : || I
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2. Enter a Username.
3. Click OK.
The local user will be added.

Adding Active Directory Users

To add Active Directory users, follow the steps given below:
1. Click Add AD Users.
Add Active Directory Users window appears.

Add Active Directory Users E Help

User Accounts > Add Active Directory Users

Search Criteria

User's name*: | |

For Example: user or user*

Domain™: | |

AD 1P Address™: | |

AD Admin User name™: | |

For Active Directory account: domaintusername

AD Admin Password™: | |

Use SSL Auth.: 0
AdsPort*: |28 |
Usars Selected Users
- -
- -
:13:1: | Administrator hd
| Ol || Cancel | (*) Mandatory Fizlds

2. Enter data in mandatory fields.

Click Search.

4. Search Results section displays a list of discovered users in Users list. Select a
user and then click > | button to add the user to Selected Users list.
Vice versa the added user can be moved from Selected Users to Users by clicking

L=l

w
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5. Click OK.
The Policy Criteria Template for Users will be saved.

Machine Name

Specify criteria E Help
Type : [Machine Name w |
® If the client computer has one of the machine name listed below

— Condition

[ | ‘Had'l'me Name | -

Add Delete

| ok || Cancel |

1. Click Add. Select Computer screen appears displaying all managed computers.

Select Computer E Help
i

— Select Computar

Eﬁ Managsd Computers -
P O——
ﬁ Roaming Usars
ﬁ Linux / Mac

BB o

Add

Remove

Ok || Cancel

2. Select the computer(s) to be added under this criterion and click Add > OK.
The Policy Criteria Template for selected machines will be saved.

01 Certified Company
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Viewing Properties of a Policy Criteria

template

To view the properties of a Policy Criteria Template, follow the steps given below:
1. Select a policy criteria template.
2. Click Properties.

Policy Criteria

;‘ Refresh E Help

dese

E+ New Criteria |i§ BV Properties L‘] Delete Criteria iil Assign To »

Jul 04:21:58 PM Jul 50 D4:21:58 PM Group Default Policy
Managed Computers

Policy Criteria window appears.

Policy Criteria i nelp

Criteria Name: di

Drescription: ‘

~ Conditions for criteria:

O !f the client computer can cannect to the management server

3. Make the necessary changes and click Save.
The Policy Criteria template will be saved and updated.

01 Certified Company
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Deleting a Policy Criteria template

To delete assigned policy criteria template, follow the steps given below:
The Policy Criteria window displays to which group or computer the template is
assigned in Assigned to Group(s) or Assigned to Computer(s) column.
For explanation, we are following the procedure as per the screenshot below
1. Select a policy criteria template.
2. Click Assign To > Groups.

;‘ Refresh E Help

Policy Criteria

i New Criteria [l B Properties L‘] Delete Criteria iil Assign To +

e Jul 04:21:58 PM Jul £¥ BHEL 04521558 PM Group Default Policy
Managed Computers

Assign Criteria to Group window appears.

Assign Criteria to group

Group Default Paolicy

Ok | Cancel |

3. Click Group Policy Template > OK.

www.escanav.com
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Assign Criteria to group window displays Managed Computers folder tree.

Assign Criteria to group E Help

—Select Group

- ﬁ Mznaged Computers

Ok | | Cancel

4. Uncheck the selected group.

5. Click OK.
The Policy Criteria Template will no longer be assigned to any group. This
enables Delete Criteria button.

-
Palicy Criteria % Refresh [ Help

[+ New Criteria | BV Properties [l jii Delete Criteria [l [fj) Assign To v

dess Jul 04:21:58 PM Jul {4 04:21:58 PM Group Default Policy
Managed Computers

6. Select the template.
7. Click Delete Criteria.
A confirmation window appears.

Policy Criteria

Do you want to delete selected policy criteria(s)?

| ok | | Camcel

8. Click Ok.
The Policy Criteria Template will be deleted.
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Unmanaged Computers

To install eScan Client, define policies and tasks on the basis of group, it is necessary to
move computers to the created groups. You can move the computers from
Unmanaged Computers to desired groups created in the Managed Computers using
the following submodules:

¢ Network Computers

e [P Range

e Active Directory

¢ New Computers Found

Network Computers

This submodule displays a list of available networks. You can move the computers from
the list of computers present in the Network Computers using the following steps -
1. In the navigation panel, click Unmanaged Computers > Network Computers.
2. Click Microsoft Windows Network.
3. Select the workgroup from where you want to move computers to the group
created in Managed Computers section. A list of computers appears.

-
Network Computers & Refresh [ Help

n
ared Folders —
O | [« Unknown status
El #f Microsoft Windows Network
: [ | [ Act LA Unknowin status
i #f¢ WORKGROUP (81) =
(] A Unknown status
s Web Client Network 0=
O | (5] abses=-rc Unknowin status
O | [ Unknown status
[ | [ cmesg ez Unknowin status

4. Select the computer(s) you want to move to the desired groups.
5. Click Action List > Move to Group. Select Group window appears.
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6. Click Managed Computers tree to view the groups.

Select Group E Help

—Move Computer{s) to Group

- ﬁ Managed Computers

MNew Group || ok | | Cancel

7. Select the group where you wish to move the selected computer(s) and click OK.
The selected computer(s) will be moved to the group.
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Creating a New Group from the Select Group
window

To create a new group from the Select Group window, follow the steps given below:
1. Inthe Select Group window, click Managed Computers > New Group.

Select Group E Help

—Mowve Computer(s) to Group

- ﬁ Managed Computers

MNew Group ' ok | | Cancel

Creating New Group window appears.

Creating New Group E Help

— Create New Group

Mew Group Name || I

ok | | Cancel |

2. Enter a name for the group.
3. Click OK. A new group will be created.
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IP Range

The IP Range submodule lets you scan the desired IP address or range of IP address
and add the required computers to any of the managed groups. It also lets you add,
search and delete an IP range.

Adding New IP Range

To add an IP range, follow the steps given below:
1. Inthe IP range screen, click New IP Range.
Specify IP Range window appears.

Specify IP Range E Help

Starting IPF Addrass™: || I . | | . | | . | |

Ending IP Address™: . . l:l . l:l

| oK || cancel | {*) Mandatary Fields

2. Enter the Starting and Ending IP address.
3. Click OK. The IP Range will be added.

Please enter the start and end IP address even if you want to search for single
IP address, both the entries will have the same IP address in such a case. The
N?I’E selected IP Range will be added to the IP Range tree.

When you select the IP Range all computers present in that IP Range will be
displayed on the interface in the right.

Other details like IP Address of the computer, its group, Protection status
(Unmanaged/Unknown/Protected/Not installed, Critical/Unknown); the table also

displays Status of all modules of eScan.

www.escanav.com

An 1SO 27001 Certified Company



Moving an IP Range to a Group

To move an entire IP range to a group, follow the steps given below:
1. Selectan IP range.
Select the check box next to Computer Name column.
Click Action List > Move to Group. Select Group window appears.
Select the destination group.
Click OK. The IP range will be moved to the specified group.

ik W

Deleting an IP Range

To delete an IP range, follow the steps given below:
1. Selectan IP Range.
2. Click Delete IP Range.

iﬂl Action List v | [ New IP Range || |ii Delete IP Range :?ii: Search IP Range

* t i T i
_____ e = ol -
..... - o5 v
I:I ﬂ‘! t i T i

A confirmation prompt appears.

10443 says

Do you really want to delete selected IP Range(s)?

3. Click OK. The IP range will be deleted.

An 1SO 2 Certified Company
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Active Directory

The Active Directory submodule lets you add computers from an Active Directory.

Adding an Active Directory

To add an Active Directory, follow the steps given below:
1. Click Unmanaged Computers > Active Directory.
2. Click Properties.

Active Directory

By e oo~

g Active Directory

Properties window appears.

Properties

i+ Add Maodify | i Delete
[B]

|ﬁc|:iwe Directory Domain Controller Address

3. Click Add. Login Settings window appears.

Login Settings E Help

AD IP Address *:

User name *!

Passwaord *:

Confirm Password =

§D

Use S5L Auth.:
AdsPort™: |
[ ok |[ caneal | {*) Mandatory Fialds

4. Fill'in the required Login Credentials and click OK.
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The details including IP Addresses from active directory will be added instantly.

Properties EHEIP

i+ Add Madify Deleta
m

Active Directory Domain Controller Address

[ | 192. e

5. Select the Active Directory and click OK. The selected Active Directory will be
added to the Active directory tree.
6. To view the details, click the Active Directory.

-
Active Directory < Refresh E Help

iﬂl Action List v | B% Properties Refresh Client

El- s Active Directory eScan Status | Version | Last Connection (YYYY/MM/DD)
=N fg DO=—beig 45 mogmimb 5 =i -
#fs - O |Z|t._|. -
A“ L SLE W TP
S PR e e
- ol ST P T—
B R T
g A N .
A“ LTSS ST Sy
B S w——
- gy e T p—
- gty g Seks
A“ e T eagase

Unknown status

Moving Computers from an Active Directory

To move computers from an Active Directory, follow the steps given below:
1. Click an Active Directory.
2. Select the computers you want to move to other group.
3. Click Action List > Move to Group.
Select Group window appears.
4. Select the Group and Click OK.
The selected computers will be moved to the selected group.
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New Computers Found

The New Computers Found submodule displays list of all new computers connected to
the network. With the Action List drop-down you can set Host Configuration, Move
Computers to a Group, view Properties and Refresh Client. You can also export the New
Computers List to .xls file format.

After the computers are moved from Unmanaged Computers to groups under Managed
Computers, you can assign it tasks, Set host configuration, Manage Policies,
Deploy/Upgrade Client or deploy a Hotfix on all or any of the Managed Computer
individually or in group.

New Computers Found $ Refresh [ Help

n Belongs To 3 Anti-Si

O = 192 i 02 Jul 2021 13:54:27 |Server Unknown status

O = 152tk i % 02 Jul 2021 13:54:45 Server Unknown status

O = 192 bt b b4 02 Jul 2021 13:54:26 |Server Unknown status

O = 152 sk i 5 %4 02 Jul 2021 13:54:28  Server Unknown status

O = 192 b 6 i 02 Jul 2021 13:54:27 |Server Unknown status

O = 192 s & 5% 02 Jul 2021 13:54:28 | Server Unknown status

O | 152, ik 02 Jul 2021 13:54:28 |Server Unknown status

O = 192, b i 02 Jul 2021 13:25:43 | Server Unknown status

O = 192 i * 02 Jul 2021 13:54:27 |Server Unknown status

O = 192, b 02 Jul 2021 13:54:27 | Server Unknown status

O = 192 i 02 Jul 2021 13:54:27 |Server Unknown status

O = 152 b & 5 02 Jul 2021 13:54:27 | Server Unknown status

O = 192, b . 2% 02 Jul 2021 13:54:46 |Server Unknown status

O = 192 sk e 02 Jul 2021 13:54:27  Server Unknown status -

»
[M) unmanaged |5 protected [H) riot installed / Critical [ unknown status

Filter Criteria

The Filter Criteria lets you filter new computers found according to date range.

iﬁ! Action List %" § W Filter Criteria

r— Filter Criteria

Date Range

From [MM/DD/YYYY) 07/02/2021
To (MM/DDOYYY) 07/02/2021

| Search | | Resat |

1. Select appropriate date in From and To fields.
2. Click Search.
A list of computers discovered by eScan in the date range will be displayed.
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Action List

This drop-down provides following options:

An ISO 27001 C

Set Host Configuration: To learn more, click here.

Deploy/Upgrade Client: To learn more, click here.

Move to Group: To learn more, click here.

Refresh Client: To learn more, click here.

Export to Excel: This option lets you to export the status of particular system
into Excel reports.

Properties: To learn more, click here.

ertified Company
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Report Templates

The Report Templates module lets you create template and schedule them according to
your preferences. The module also consists of pre-loaded templates according to which
the report can be created and scheduled.

Y
Report Templates Ldl Properties 5 Refresh E Help

[+ New Template | [§y Create Schedule |EEECEREEEE | [1j Delete
Template Name

| | | Wirus Report == a ,‘_.
Update Report S8 a K
Scan Report B a E

Web Protection Report S

OO0 00O

Application Control Report B§

Attachment Control Report R

O

Anti-Spam Report B

Mail Anti-Virus Report B

O

Uss Control Report 25 1) &
Group Summary Report §@ a KL
Hardware Report B a E
Software Report £5 ) &

File Activity Report mm

OO0 00O

Computers with Critical Status Report EE _a E

Asset Changes (Software) Report 5 ﬁ ,‘,

Asset Changes (Hardware) Report S B K

O

Top 10 Summary Report §@ a E

Anti-Ransomware Report ==

O

Application Access Report B

Session Activity Report B

O

eBackup Report R

O

Endpoint Incident Report B
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Creating a Report Template

To create a Report Template, follow the steps given below:
1. Inthe navigation panel, click Report Templates.
2. Click New Template.
New Template screen appears.

New Template EHelp

Beport Templates »New Templats

Mew Templatz Name :* I New Templats I

—Report Typa

@ virus Report 28 AL () Anti-Spam Repert 55

() Update Report 28 ﬂ E () Mail Anti-Virus Report SE

() web Protection Report 55 {) uss Control Report 25 ) &

) Group Summary Report g8 a E I} application Control Report g8

© Hardware Report 52 aAg 2 attachment Contral Report 52

O scan Report B8 a '8 O software Report BR a '8

) Computers with Critical Status Report [ ] a E ) File Activity Report -+

() asset Changas (Hardware) Report ] a E () Asset Changas (Softwars) Rapert ] a E
O sBackup Report BE a ['% O Top 10 Summary Report BR a %

) Endpoint Incident Report [ 1] () Anti-Ransomwiare Report -

@] Application Access Report BE

() Session Activity Report 2

r— Date Options

'\?/' Today ":J This Week
./ This Month ) This Year

! Since Installed ":J Date Range
O Last Month

—Sort By

@ pate ) virus

—~ —~

" Computer "' Action Taken
 Options

! show only On Demand Scan Results

| Save ” Cancel | {*) Mandatory Fialds

3. Enter a name for the template.
4. Select a report enter.
Depending upon the report enter, the additional setting varies.
5. After making the necessary selections/filling data, click Save.
The template will be created according to your preferences.

ertified Company www.escanav.com



WORLD

Creating Schedule for a Report Template

The Report Template module lets you create a new schedule for the report templates.

To learn more, click here.

Viewing Properties of a Report Template

To view the properties of Report Template, follow the steps given below:
1. Select the Report Template whose properties you want to view.
2. Click Properties. Properties screen appears.

Properties

EHelp

Beport Templates = Virus Report Properties

General Report Period & Sort By

— Report Mame
Report Name : Virus Report

r— Details
Selected Template Type: [vIRUS REPORT |
Craated: [e/20/2021 5133118 PM |
Modified: [e/30/2021 si33:118 PM |

| Save | | Cancel

N?I‘E Depending upon the Report Template enter, the Properties varies.

3. After making the necessary changes, click Save.
The Report Template's properties will be updated.

Deleting a Report Template

To delete a Report Template, follow the steps given below:
1. Select the template you want to delete.
2. Click Delete.
A confirmation prompt appears.
3. Click OK.
The Report Template will be deleted.

NOTE Default Report Templates cannot be deleted.

www.escanav.com
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Report Scheduler

The Report Scheduler module lets you create schedule, update and run the task
according to your preferences.

Creating a Schedule

To create a Schedule,
1. In the Report Scheduler screen, click New Schedule.
New Schedule screen appears.

New Schedule E Help

FReport Scheduler > Maw Schedule

New Report Name i [Mew Report |

r— Selact 2 Template for creating a Report
B [ wirus Report 28 a %

- [ web pratection Report 25 )

B [ Ant-Spam Report 58

B (J Mail Anti-Virus Report B8

8- [ applicaticn Control Report 58
B () Attachment Control Report 55

[ UsB Contral Report 25 ) &
) update Report 22 a 4
) Group summary Report 28 a [ 4

! Hardware Report B a ‘-

2. Enter a name for the report.

In the Settings section, select preferred templates.

4. In the Select Condition section, select a condition for groups or specific
computers.

w
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~ Select Condition

':!;' Generate 2 Report for Groups
':_;' Generate 2 Report for a List of Computers

- ﬁ Managed Computers

5. Inthe Send Report by email section, fill the required information to receive
reports via email.

Report Sender®: | prisfaiisBasaie. com |

Report Recipient™: | | Add
P rE R e COIM Delate

Mail Server IP Address: | 192, s

Mail Server Port: |25

Uszer Authentication: |

Password Authentication: |

* For Example: user@yourcompany.com

| HTML page W |

6. Select the preferred report format.
7. In Report Scheduling Settings section, make the necessary changes.

An 1SO 27001 Certified Company www.escanav.com



/O

\ ®

Enable Scheduler ) Manual Start ‘
@ paily
L Weekly Man Tue Wed Thu
Fri Sat Sun

) Monthly

) Last Day of Month

® «

Save Cancel

{*) Mandatory Fialds

8. Click Save.
New schedule will be created.
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Viewing Reports on Demand

To view a report or a set of reports immediately,

1. Click Report Scheduler > View & Create.
New Schedule screen appears.

Eeport Scheduler > New Schedule

r Select 2 Template for creating a Report
- ] wvirus Report == a ‘4

E- ] web protection Report Ha B

B Anti-Spam Report S

Mazil Anti-Virus Report S

8O

Application Control Report S

Attachment Control Report B

USE Control Report == a ‘*
Update Report S ﬁ E
Group Summary Report B8 _a ‘r'

|| pardware Report Em ﬁ ‘~ -

— Select Condition

® Generate 2 Report for Groups

) Generate a Report for a List of Computers

- ﬁ Managed Computers

| Create Schedule || Cancel || Wiewr | (*) Mandatory Fislds

2. Select the Template options, the Condition and the Target Groups.
3. Click View.
4. A new window appears displaying the created report.

Clicking Create Schedule lets you create a new Schedule.
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Managing Existing Schedules

The Report Scheduler module lets you manage the existing schedules.

Report Scheduler : Refresh E Help

By startTask [E] Results | B Properties | jiii Delete il [+ New Schedule | [y View & Create

Schedule Name Report Recipient Scheduler Type

Mese Saggenrt prasias s Bt COM Autornatic Schaduler Wiews

Generating Task Report of a Schedule

To generate a task report, select the preferred report schedule name and then click
Start Task.
A task window appears displaying the name of the report being generated.

Viewing Results of a Schedule

To see the results of a schedule and its time stamp, select the report schedule and then
click Results.
Results screen appears.

Results(EDR) E Help
Report Scheduler >Results

Status Time |
Completad 772021 1:35:05 PM

Completed 77772021 1:21:47 PM

Complated 7772021 1:17:39 PM

Completad 7/7/2021 1:12:01 PM

Completed 7772021 1:08:25 PM

Complated 7772021 1:02:29 PM

Completad 77702021 12:53:48 PM

Completed 7772021 12:37:36 PM
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Viewing Properties of a Schedule

To view the properties of a schedule,

1. Select a schedule.
2. Click Properties.
Properties screen appears.

Properties

E Help

Report Scheduler =Properties

General Schedule Settings Groups

Schadule Mamsz & | N — |

[07/02/21 11:17:32 AM |

Created:

Status: |Task not performed yet |

| Ok | | Cancel |

{*) Mandatory Fialds

The properties screen displays general properties and lets you configure Schedule,
Settings and Groups settings.

Deleting a Schedule

To delete a report schedule
1. Select a schedule.
2. Click Delete.

A confirmation prompt appears.

Report Scheduler

Do you want to Delete the Selected Task(s) 7

| ok | | Camcel

3. Click OK.
The schedule will be deleted.
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Events and Computers

eScan Management Console maintains the record of all the events sent by the client
computer. Through the events & computers module, the administrator can monitor the
Events and Computers; the module lets you sort the computer with specific properties.

-
Events & Computers <+ Refresh EHeIp

[y Settings | [y Edit Selection ~
B- Ewents & Computers Events & Computers

#- [ Events Stat —
e . VEMLE SEwE Events Status

" Computers Selection
-- Software/Hardware C Cumputer Selection

o - ation || o
ﬁ Date / Time Violation: Suﬂ-r.-are,."Hard'z.'are Changes

Violatinns

o Information g Critical

Events Status

The Event Status subfolder is divided into following sections:
e Recent
e Critical
¢ Information

Recent
The Recent section displays both Information and Critical events.

Critical &

The Critical section displays Critical events and immediate attention.

For example, Virus detection, Monitor disabled.

The Critical events can be filtered on the basis of date range and the report can be
exported in .xIs or .html format.

Information @
The Information section displays basic information events.
For example, Virus database update, Status.
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Computer Selection

The Computer Selection subfolder displays computers that fall under different
categories. It lets you select the computer and take the preferred action. You can also
set the criteria for each section and sort the computer accordingly.

-
Events & Computers < Refresh aHelp

[Ep Settings J By Edit Selection +
E| Evants & Computars Computer Selection

" ﬁ Events Status

- T_‘},CDmputers with the "Critical Status"
E| Computers Selection
| Computers with the 1L S=condary Server Status (Mot Updated)

1_ Secondary Server S

T_‘},Cumputers with the "Warning Status"

, Computers with Live

a7 e e e

s € t with th
- emauEErE vl = ‘1 Database ars Cutdated

Datzbase are Qutda

T
.

1L Many Viruses Datact T_‘}.Many Viruses Detected

T; Mo eScan Antivirus 1

'L‘_ Mot Connected for a T_‘!,No eScan Antivirus Installed

T;_ Mot Scanned for a lc

71 Pratection is off T_‘!,Nol Connected for a long time

[

.. L Update Agent Statu:

- ﬁ oftware/Hardware Cl

-- Date / Time Violations T_‘}.PFD'ZECUOH is off

[

T_‘},Not Scanned for a long time

T_‘},Update Agent Status

o Information m Critical

The Computer Selection subfolder consists following sections:
e Computers with "Critical Status"
e Secondary Server Status (Not Updated)
e Computers with Live Status
¢ Computer with "Warning Status”
o Database is outdated
e Many Viruses Detected
¢ No eScan Installed
¢ Not connected for a long time
¢ Not scanned for a long time
e Protection is off
e Update Agent Status
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This section displays computers marked with Critical status.

Computers with critical status
This section displays computers marked with Critical status.

Secondary Server Status (Not Updated)

A secondary server receives downloads from the primary server and further distributes
to the client computers. If the secondary server is not updated, it will be mentioned in
the log.

Computers with Live status
This section displays whether the computers present in the network are online or
offline.

To get the details of the specific computers' status, select Computers with Live Status
option. This will display the computers with default online status along with other
details such as IP Address, Group, Description, and more. To display all the endpoints in
the network, you can use filter options that filters out based on Status Type.

After selecting the computer from the list, you can choose System Action List drop-
down option from the top panel. This option allows you to perform specific set of
actions on the selected endpoints.

o The required action can be performed only if the endpoint system is online.

NOTE The @ symbol indicates that the endpoint is online and L% symbol
indicates that the system is offline.

The following actions can be performed on the online system according to the need of
the user:

* Log off: This option will log off the system from the current user.

* Force Log off: This option will log off the current user forcefully.

* Lock Machine: This option will lock the system automatically.

* Shutdown Machine: This option will shut down the system.

* Force Shutdown Machine: This option will shut down the system forcefully.

* Restart Machine: This option will restart the system.

* Force Restart Machine: This option will restart the system forcefully.

* Hibernate Machine: This option will hibernate the system that will consume less
power than sleep mode and resumes back to the previous states when you start-
up the system.
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* Stand By Machine: This option will put the machine in the standby mode. The
standby mode is similar to as that of Hibernate mode.

Computers with warning status
This section displays computer with a warning status.

Database is outdated
This section displays computers whose virus database is outdated.

Many Viruses Detected
This section displays the computers whose virus count has exceeded.

No eScan installed
This section displays computers on which eScan is not installed.

Not connected for a long time
This section displays the computers which didn't connect to the eScan server for the set
duration.

Not scanned for a long time
This section displays the computers which weren't scanned for the set duration.

Protection is off
This section displays the computers on which File Protection is disabled.

Update Agent Status
This section displays the status of computers assigned as Update Agent.

The additional settings vary depending upon the Computer Status.
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Edit Selection

This drop-down menu allows to configure various option based on selected options.
The following options are present in the menu:

e Protection: This option displays the protection status of the selected computer.

Protection E Help

Computers Status Critica

Monitor Disabled: Mot Scanned for a long time

| Close |

e Events: This option displays the events that were performed in the particular

computer.
Events & Computers : Refresh EHelp
Recent Events (il 5 i) 1-10cfE22 |4 page
User's name | Event Id Module Name | Description
€) 7/3/2021 | 12:52:35 e File Anti-Virus {10154} update - TP ————— i gaie s (upd
o 7/3/2021 12:52:35 waee File Anti-Virus {10740} winclient | A W s i Ty R Y L eScq
o 7/3/2021 [ 12:52:34 | e File Anti-Wirus (10154} update o re gglgeag B B Bl ¢ e upd
o 7/3/2021 | 12:52:34 | e File Anti-Virus {10740} winclient | e e W ek Ly B e SR SRS e &S
o 7/3/2021 | 11:30:18 | e File Anti-Virus {10154) update e o bl s el gererl b $ o S (Upd
o 7/3/2021 | 11:30:18 W File Anti-Virus {10740} winclient [ e ] el & stk b BT SEEs R, B 25¢f
€ 7/3/2021 11:30:18 s File Anti-Virus (10740} winclient st o Vg S e 4 59 — ese
o 7/3/2021 11:30:15 e File Anti-Virus (10154} update Flag iy Pabatlamns aptbant @hl spilesb  Bhgo BS E mgE Cgmie® Upd
o 7/3/2021 10:20:14 | e File Anti-Virus {10740} winclient P obbops g Thaling E T = — aSc
o 7/3/2021 | 10:30:14 e File Anti-Virus (10154) update Flag som Hatatlaess et el st BEoo Pt s fmgs S emie® Upd

e Deploy/Upgrade Client: To learn about this option, click here.
e Check Connection: This option will verify if the client machine is online or
offline.
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Connecting to Computer...AN # L
Connection 1 Successful

¢ Remove from Group: To learn about this option, click here.

e Connect to Client (RMM): To learn about this option, click here.
e Force Download: To learn about this option, click here.

e On Demand Scanning: To learn about this option, click here.

e Send Message: To learn about this option, click here.

e Properties: To learn about this option, click here.

Software/Hardware Changes

This subfolder displays all software/ hardware changes that occurred on computers. It
consists following sections:

e Software Changes

¢ Hardware changes

e Existing System Info

-
Events & Computers < Refresh EHelp

iﬁl Settings iﬁl Edit Selection v

= ﬁ Events & Computers Software fHardware Changes

" Events Status

i T‘},Suﬁwam Changes
" Computars Selection

B- ﬁ Software/Hardware Cl

H 1 o
T‘_ Software Changas

T_(},Hardwar\e Changes

T‘},Existing System Info

T_: Hardware Changes
T‘: Existing System Infc
-- Date / Time Vialations

0 Information g Critical

Software Changes
This section displays software changes i.e. installation, uninstallation or software

upgrades.

www.escanav.com
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Hardware changes
This section displays hardware changes that occurred on computers. For example, IP

address. Hard Disk, RAM etc.

Existing System Info
This section displays a computer's existing hardware information.

www.escanav.com
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Violations

Date/Time Violations
This subfolder consists Date/Time Violations that displays client computers whose users

attempted to modify date and time.

Events & Computers & Refresh  [ggHelp

[y Edit Selection v
E| (B Events & Computers
® e A Filter Criteria A Export Option

Events Status

Date / Time Viclations Events 1-1cf1 page 1 of 1y Rows per page: m

Computers Selection

Software/Hardware Changes Machine Name | IP Address |User's name |Ewvent Id Module Name | Client Adction

N ;
=] Date / Time Violations 0 7/6/2021 | 13:05:53 | WIN-QADO7 SR | 192,088 & 8% Wi mii® g File Anti-Virus (1805) | eScan Monitor | Device/Computer Modif
.7} Date / Time Viclati
£

Settings
You can define the Settings for Events, Computer Selection and Software/Hardware

changes by clicking on the Settings option and defining the desired settings using the
Tabs and options present on the Events and Computer settings window.

Event Status Setting

Basically, events are activities performed on client's computer.

E Help

Events & Computers Settings

Events Status Computer Selection Software fHardware Changes

—Events

cventsrame
Number Of Records 1000

Save Cloze

www.escanav.com
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On the basis of severity, the events are categorized in to the following types:
e Recent: It displays both critical and information events that occurred recently on
managed client computers.

¢ Information: It displays all informative types of events, such as virus database
update, status, and so on.

Steps to define event status settings:
Perform the following steps to save the event status settings:
1. Select the appropriate Events Name.

2. Enter the number of events that you want to view in a list, in the Number of
Records field.
3. Click Save. The settings get saved.

Computer Selection

Events & Computers Settings E Help

m Computer Selection Software/Hardware Changes

—Computars

Computers Status | Computers with the "Critical Status" ~

Check for eScan Mot Installed
Check for Monitor Status

Check for Not Scanned

Check for Database Mot Updated
Check for Mot Connected

(CJJJ 4

Database Mot Updated frem more than
System Mot Scanned from mora than

System Mot Connected from more than

Mumber Of Records

(L]
]
m
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The Computer Selection lets you select and save the computer status settings. This
module lets you do the following activities:

Critical Status: It displays a list of computers that are critical in status, as per the
criteria's selected in computer settings. Specify the following field details.

e Check for eScan Not Installed: Select this check box to view the list of client
systems under managed computers on which eScan has not been installed.

e Check for Monitor Status: Select this check box to view the client systems on
which eScan monitor is not enabled.

e Check for Not Scanned: Select this check box to view the list of client systems
which has not been scanned.

¢ Check for Database Not Updated: Select this check box to view the list of client
systems on which database has not been updated.

e Check for Not Connected: Select this check box to view the list of eScan client
systems that have not been communicated with eScan server.

o Database Not Updated from more than: Enter the number of days from when
the database has not been updated.

e System Not Scanned for more than: Enter the number of days from when the
system has not been scanned.

e System Not Connected for more than: Enter the number of days from when
the client system has not been connected to eScan server.

¢ Number Of Records: Enter the number of client systems that you want to view
in the list.

Warning Status: It displays the list of systems which are warning in status, as per the
criteria's selected in computer settings. Specify the following field details:
¢ Check for Not Scanned: Select this check box to view the list of client systems
which has not been scanned.
e Check for Database Not Updated: Select this check box to view the list of client
systems on which database has not been updated.
e Check for Not Connected: Select this check box to view the list of eScan client
systems that have not been communicated with eScan server.
e Check for Protection off: Select this check box to view the list of client systems
on which protection for any module is inactive.
e Check for Many Viruses: Select this check box to view the list of client systems
on which maximum viruses are detected.
o« Database Not Updated from more than: Enter the number of days from when
the database has not been updated.
¢ System Not Scanned for more than: Enter the number of days from when the
system has not been scanned.
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e System Not Connected for more than: Enter the number of days from when
the client system has not been connected to eScan server.

¢ Number Of Virus: Enter the number of viruses detected on client system.

¢ Number Of Records: Enter the number of client system that you want to view in
the list.

Database are Outdated: It displays a list of systems on which virus database is
outdated. Specify the following field details:
o Database Not Updated from more than: Enter the number of days from when
the database has not been updated.
¢ Number of Records: Enter the number of client system that you want to view in
the list.

Many viruses Detected: It displays a list of systems on which number of viruses
exceeds the specified count in computer settings. Specify the following field details:
¢ Number of Virus: Enter the number of viruses detected on client system.
¢ Number of Records: Enter the number of client system that you want to view in
the list.

No eScan Antivirus Installed: It displays the list of systems on which eScan has not
been installed. Specify the following field detail:
¢ Number of Records: Enter the number of client system that you want to view in
the list.

Not connected to the eScan server for a long time: It displays the list of systems
which have not been connected to the server from a long time. Specify the following

field detail:
¢ Number of Records: Enter the number of client system that you want to view in
the list.

Not scanned for a long time: It displays the list of systems which have not been
scanned from a long time, as specified in computer settings. Specify the following field
details:
¢ System Not Scanned for more than: Enter the number of days from when the
system has not been scanned.
¢ Number of Records: Enter the number of client system that you want to view in
the list.

Protection is off: It displays the list of systems on which protection is inactive for any
module, as per the protection criteria's selected in computer settings. It shows the
status as "Disabled" in the list. Specify the following field details.
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e Check for Monitor Status: Select this check box if you want to view the client
systems on which eScan monitor is not enabled.

e Check for Mail Anti-Phishing: Select this check box if you want to view the list
of client systems on which Mail Anti-Phishing protection is inactive.

¢ Check for Mail Anti-Virus: Select this check box if you want to view the list of
client systems on which Mail Anti-Virus protection is inactive.

e Check for Mail Anti-Spam: Select this check box if you want to view the list of
client systems on which Mail Anti- Spam protection is inactive.

e Check for Endpoint Security: Select this check box if you want to view the list of
client systems on which Endpoint Security protection is inactive.

e Check for Firewall: Select this check box if you want to view the list of client
systems on which Firewall protection is inactive.

e Check for Proactive: Select this check box if you want to view the list of client
systems on which Proactive protection is inactive.

e Check for Web Protection: Select this check box if you want to view the list of
client systems on which protection of

e Web Protection module is inactive.

¢ Number of Records: Enter the number of client system that you want to view in
the list.

Steps to define computer settings

To save the computer settings, follow the steps given below:

1. Click Computers Selection tab.

2. Select a type of status for which you want to set criteria, from the Computer
status drop-down.

3. Select the appropriate check boxes, and then enter field details in the available
fields. For more information, refer [Types and criteria of computer status]
section.

4. Click Save. The settings will be saved.
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Software/ Hardware Changes Setting

You can set these settings, if you want to get updates on any changes made in the
software, hardware, and to existing system.

Events & Computers Settings E Help

—Updates
Software/Hardwars Changesl Software Changes |
Mumber OFf Days days
Mumber Of Records 1000
Save Cloze

The Software/ Hardware Changes enable you to do the following activities:
Type of Software/Hardware Changes

e Software changes

¢ Hardware changes

e Existing system info

To Change software/hardware settings, follow the steps given below:
1. Click the Software/Hardware Changes tab.
2. Specify the following field details.
o Software/Hardware Changes: Click the drop-down and select the
changes made.
¢ Number of Days: Enter the number of days, to view changes made within
the specified days.
¢ Number of Records: Enter the number of client systems that you want to
view in the list.
3. Click Save. The settings get saved.

Performing an action for computer

To perform an action for a computer, follow the steps given below:
1. Select a computer.
2. Click Edit Selection drop-down. To learn more click here.
3. Click the preferred action.
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Tasks for Specific Computers

The Tasks for Specific Computers module lets you create a new task for computer(s)

according to your preferences.

Tasks For Specific Computers

L
-y

Refresh E Help

D Start Task | [=¢" Properties | Results | |_-] De ate|

Task Name ‘ Pending ‘Comleted |S|:hedu|e Type

Creating a task for specific computers

To create a task for specific computer(s), follow the steps given below:
1. In the navigation panel, click Tasks for Specific Computers.
2. Click New Task.
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New Task Template form appears.

New Task Template

E Help

Tasks For Spacific Computars >New Task Template

Tazk Mame:* “‘lew Task

[ File Anti-virus Status 28 AL
Enzbled
Disabled

[ mail Anti-virus Status i ]

Enzbled
Diszbled

O Anti-Spam Status Sg
Enzbled
Disabled

[ web protection status |1 ] a

Enabled
Dizabled
[l Endpoint Security Status S a E

Enabled
Dizabled
[ Firewall Status 0
Dizszble Firawall
Enazble Limited Filter Made of Firewall
Enable Interactive Filker Mode of Firewall
[0 alternate Download Status 1] a 4
Enzbled
Diszbled
[ start/Stop Ancther Server g8
Start Server
Stop Server

[ et Update Server B a E

Add Server Name/IP WIN-E

Remove Server Name/IP

Memory Scan 5@ a
System Folder S@

Scan Local Drives

Scan System Drive B

Scan Dats Drives g@ a E

Registry S@
Scan network drives B

Computer StartUp B

[~ Option
Scan Archives EE a E

Auto Shut Down After Scan Completion 55

[ZJ Forc Client to Dovnlozd Updatz 28 a 'S

D Sync Systemn Time with eScan Server S

3. Enter a name for task.
4. In the Assigned Tasks section, select the modules and scans to be run.




5. Inthe Select Computers/Groups section, select the computers/groups on which
the tasks should be run and then click Add.

slect Computers/Groups

— Select Computers/Groups

E- |:| ﬁ Managed Computers

Add

Remove

6. Inthe Tasks Scheduling Settings section, configure the schedule settings.

‘ask Scheduling Settings

® =nable Scheduler () Manual Start

1l Draily

2 weekl ¥ Mon Tus Wed Thu
Fri Sat Sun

Y

" Monthly

@ a 12:00 pm

| Save || Close | {*] Mandatory Fizlds

7. Click Save. The task will be saved and run for specific computers according to
your preferences.
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Viewing Properties of a task

To view Properties of a task, select the task and click Properties.

Mew Task EHelp

Tasks For Specific Computers > Properties

General Schedule Machines Settings

Task Nams | N S

Task Creation Time: o7/ 04:32:27 BM

Status: Task not performead yet

Last Run:

Save | Close

This section will have following tabs to configure:
e General: This tab provides task name, details about the task creation, status, and
last run.
¢ Schedule: This tab allows to change the scheduler setting for the particular task.
¢ Machines: This tab allows to add or remove the endpoints added to the
particular task.
e Settings: This tab allows to modify or select the modules and scans to be run.

NOTE

To run a scheduled task manually, select the task and then click Start Task.

Viewing Results of a task

To view Results of a task, select the task and click Results.

Task Results (New Task) E Help

Tasks For Spacific Computers = Tazk Results

Client Computers DatefTime
AN 0 Managed Computerss s - Mot Performed Yet
E » e Managed Computers'/ » Mot Performed Yet

This option will provide the summary details about the task like clients computers,
group to which computers belong, status of the task, and more.
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Deleting a task for specific computers

To delete a task, follow the steps given below:

1. Inthe Tasks for Specific Computers screen, select the task you want to delete.

Tasks For Specific Computers

-
-y

Refresh E Help

Task Name

Pending

New St 2 o

Completed

Schedule Type

Automatic Scheduler

Task Status

2. Click Delete.
A confirmation prompt appears.

Tasks For Specific Computers

Do you want to Delete the Selactad Task(s) 7

ok J

Cancel |

3. Click OK. The task will be deleted.
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Asset Management

This module displays list of hardware configuration, software installed, software version
number and a Software report for Microsoft software installed on Managed
Computers. The Asset Management module consists following tabs:

e Hardware Report

e Software Report

e Software License

¢ Software Report (Microsoft)

Hardware Report

The Hardware Report tab displays hardware configuration of all Managed Computers.

-
Asset Management < Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft)

Computer Details 1-5qaf5 4page 1 of 1 } »l Rows per page:
Computer Name Group IP Address User's name Operating System

A 86 a Marmgamt {sngeimic | 192, jasb # | root Ubuntu Linux 16.10 64-Bit

ESEa Az T == Samgium  “mpi 192,586 B2  ESSaN = B stor Windows XP Professional x64 Edition 64-bit
PR S e 28 Manigt Semgunrs | 192,084 PRszs T ——E Windows 7 Home Basic Edition 32-bit

Wik ESanEEtuER ST  Manmged Sengaiers | 192,088 0 08 | W ESlaNEEER aewwestor | Windows 8 Professional 32-bit

Wik gamist* 9 Qe_"Sam 192, b 4 42 W - Windows 8.1 Professional £4-bit

The tab displays following details of managed computers:
e Computer Name
e Group
e |P Address
e User name
e Operating System
e Service Pack
e OS Version
e OSInstalled Date
e Internet Explorer
e Processor
e Motherboard
L RAM
e HDD
e Local MAC Adapter(s)
e Wi-Fi MAC [Adapter]
e USB MAC [Adapter]
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e PCldentifying Number
e Motherboard Serial No
e Network Speed

e Disk Free Space

e PC Manufacturer

e PC Model

e MB Manufacturer

e Graphic Card Details

e Machine Type

e BitLocker Status

e Keyboard Vendor

e Software

To view the list of Software along with the installation dates, click View in Software
column.

Filtering Hardware Report

To filter the Hardware Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria A Export Option

r— Filter Criteria

Salact Al 2Add Asset Information
Computer Name * A Internat Explorer | * || Include |

User's name |* ||I"1C|‘-“:IE Vl 085 Version |‘ ||Inc|ude Vl

Operating System | * | [Include v | Processor | i || Include v |

Motherboard |* ||I'“C|"“:|"-‘L Vl Local Adapter |= ||I"‘:|"'de vl

RAM [* |[1nclude v| Wifi Adapter [+ [[include v ]

Group |‘ ||I"‘CI‘-“:|"-‘L v] USB Adapter |‘ ||Inc|ude v

PC IdentifyingNumbar [+ |[1nclude | Motherboard Serisl No | [[1nclude w]

05 Type [* | [1nclude v | HDD

1P Address |x || Include vl 05 Installed Date

Sarvice Pack |* || Include Vl Disk Free Spacs

PC Manufacturer |* || Include Vl BC Model |‘ ||Inc|ude vl

ME Manufacturer | * | | Include W | Graphic Card Details | ® || Include vl

Machine Typ= * hd BitLocker Status

| Search | | Reset | (=) Wiew All Itams

Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Hardware Report will be filtered according to your preferences.
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Exporting Hardware Report

To export the Hardware Report, click Export Option. Export Option field expands.

A Filter Criteria % Export Option

Export Option
’7 ) Excel ) poF @ L Export

Select the preferred option and then click Export. A success message appears.

Q Exported Successfully Click hera to Open/Download

Click the link to open/download the file.

Software Report

The Software Report tab displays list of Software along with the number of computers
on which they are installed.

-
Assat Management 5 Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft)

A Filter Criteria A Export Option
Software Details 1-100of 10 {page| 1 |of 1 } p Rows per page: m

Software Name Computer Count

Brave

Client Authentication Agent

Dropbox

eScan Corporate - 360

eScan Corporate for Windows

Google Chrome

Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Mative Client

Micrasoft SQL Server 2008 R2 Setup (English)

L L T R L R [ (e U e

Microsoft SQL Server 2008 Setup Support Files

To view the computers on which the specific software is installed, click the numerical in
Computer Count column.

Computer list window appears displaying following details:
e Computer Name
e Group
e |P Address
e Operating System
e Software Version
e |Installed Date
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Filtering Software Report

To filter Software Report, click Filter Criteria field.
Filter Criteria field expands.

v Filter Criteria A Export Option

—Filter Criteriz

Group By
Software Name |* | | Include w | —

® software Name
Computar Nama * - —

‘. Computer Name
QS Type | * | | Include | o~

‘. Group

| Search || Reset | () Wigw all Ttams

The Software Report can be filtered on the basis of Software Name or Computer
Name.

Software Name
Entering the Software name displays suggestions. Select the appropriate software.

Computer Name
Click the drop-down and select the preferred computer(s).

OS Type
Enter the OS type.

Group By
The results can be grouped by Software name, Computer name or Group.
If Group option is selected, the report can be filtered for a specific group.

After entering data in all fields, click Search.
The Software Report will be filtered according to your preferences.
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Exporting Software Report

To export the Software Report, click Export Option.
Export Option field expands.

#A  Filter Criteria v Export Option

Export Option
’7 ) Excel O roF ® L | Export | [ Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed
Report.

A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Software License

The Software License tab displays list of Software Licenses of managed computers.

-
Asset Management < Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft)

# Filter Criteria #  Export Option

1-40of4 {page 1 of 1 } pl Rows per page:

License Key Computer Count
YR Soel Sl is e w o gy Windows 7 Home Basic Edition 32-bit S 1
NGmps aracape “2ow i sgrd s d Windows & Professional 22-bit §§ i
GO ghugam ot o wigis. pog sy Windows 8.1 Professional §4-bit == i
VOEatt ugetad mpoaany @ bl sep geie M Windows XP Professional =64 Edition 64-bit B 1

The log displays License Key, Software Name and Computer Count.
To see more details of the computer's license key installed, click the numerical value in
License Key or Computer Count column.
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Filtering Software License Report

To filter Software Report, click Filter Criteria field.
Filter Criteria field expands.

v Filter Criteria A Export Option

— Filter Criteriz

Software Licenss Key [= |[1nclude ~|

Softare Name [ | [1nclude +| Group By
Computer Name * - ’7 O Group
IP Address [= |[Tnclude v |

OS Type [= | [Include v |

| Search || Reset | (%) Wi All Ttamns

Software License Key
Entering the license key displays suggestions. Select the appropriate key.

Software Name
Entering the Software name displays suggestions. Select the appropriate software.

Computer Name
Click the drop-down and select the preferred computer(s).

IP Address
Entering the IP address displays suggestions. Select the appropriate IP address.

OS Type
Enter the OS type.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After entering data in all fields, click Search.
The Software License Report will be filtered according to your preferences.
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Exporting Software License Report

To export the Software License Report, click Export Option.
Export Option field expands.

#A  Filter Criteria v Export Option

Export Option
|7 '::::' Excel ':::' FDF '@:‘ HTML Export | | Export Detailed Report | '.'u"lndﬂws a5 Microsm"t Office

Select whether you want report for Windows OS and Microsoft Office.

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed
Report.

A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Software Report (Microsoft)

The Software Report (Microsoft) displays details of the Microsoft Software installed on
the computers.

-
Asset Management < Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft) ]

_[ MS Office Software Report m

1-1cfl {page 1 of 1 p ¥ Rows perpage:| 20 W

Software Name Computer Count

Microsoft Office Professional Plus 2010 1

The tab consists following subtabs:
MS Office Software Report - It displays Microsoft software name and computer count.

Microsoft OS - It displays Operating System, Service Pack, OS version and computer
count.

www.escanav.com
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Filtering Software Report (Microsoft)

To filter Software Report (Microsoft), click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria A  Export Option

Filtar Criteriz
5 . R z Group By
Software Name Microsoft Office®
Computer Name * - D Group
| Search || Reset | (*) View All Items

Computer Name
Click the drop-down and select the preferred computer(s).

Group By
If Group option is selected, the report can be filtered for a specific group.

After entering data in all fields, click Search.
The Software Report (Microsoft) will be filtered according to your preferences.

o www.escanav.com
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Exporting Software Report (Microsoft)

To export the Software Report (Microsoft), click Export Option.
Export Option field expands.

#  Filter Criteria v Export Option

Export Option
’7 ":f' Excel ":f' PDF '@:‘ HTML | Export | | Expaort Detziled Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed
Report.

A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Filtering Microsoft OS Report

To filter the Microsoft OS report, click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria A Export Dption

r—Filter Criteria

Operating System | * | | Include |

Computar Name = - Gfup By

Service Pack | * || Include Vl  Group

05 Version |* ||]nc|ude w |

Search || Reset (=) Wiew &l Itemns

Operating System
Entering the operating system name displays list of suggestions. Select the appropriate
OS.

Computer Name
Click the drop-down and select the preferred computer(s).

Service Pack
Entering the service pack name displays list of suggestions. Select the appropriate
Service Pack.
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OS Version
Entering the OS version displays list of suggestions. Select the appropriate OS version.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After filling all the fields, click Search.
The Microsoft OS report will be filtered according to your preferences.

Exporting Microsoft OS Report

To export the Microsoft OS Report, click Export Option.
Export Option field expands.

# Filter Criteria v Export Option

Export Option
’7 ) Excel ) FDF ® prmL

Select the preferred option and then click Export. A success message appears.

6 Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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User Activity

The User Activity module lets you monitor Print, Session, and File activities occurring on
the client computers. It also provides the reports of the running applications. It consists
following submodules:

e Print Activity

e Session Activity

o File Activity

e Application Access Report

Print Activity

The Print Activity submodule monitors and logs print commands sent by all computers.
It also lets you filter the logs on the basis of Computer name, Printer and Username.
Furthermore, the module lets you export a detailed print activity report in XLS, PDF, and
HTML formats. The log report generated consists of Print Date, Machine Name, IP
Address, Username, Printer Name, Document Name along with number of Copies and
Pages.

N -
Print Activity El] Settings 3 Refresh E Help
& Filter Criteria M  Export Option
1-1ef1 page 1 |of 1 Rowis per page: | 10 %

Printer Name

= egtam e " i 5

|tn

Viewing Print Activity Log
To view the Print log of a Printer, click its numerical value under Copies or Pages

column.
Print Activity window appears displaying details.

Print Activity >> NSt S5 il o pmin i S0 Wi

Machine Name : *(Include) Expart To Export
1-5¢cf5 page 1 |of 1 Rowis per page: m

Client Date Machine Name |IP Address Printer Name Document Name

05/08/21 4:23:03 PM Qe = 8 192, i Qe apnuaaior | NitEsbnl 5 ol ssecus mith smise | Untitled - Notepad |1
05/08/21 4:22:40 PM Q& 8 152, it Qe EER elseataior Nt S 0l e w® w0 Wi es Untitled - Notepad 1
05/08/21 4:22:09 PM | Qe =8 152, s 4 Qe == sBasagigor N Untitled - Notepad | 1
05/08/21 4:21:42 PM Qe Ess 152, bt 4 YO SR laeaitgior NFtESReG S 0l seescwE W8 Wi o Untitled - Notepad 1
05/08/21 4:21:31 PM | Qe = 8% 152, a4 Qe = mpoasepior NHSmm o2 b sep me mot wme Untitled - Notepad | 1
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Exporting Print Activity Log
To export this generated log,

1. Click the Export to drop-down.

2. Select a preferred format.

3. Click Export.
A success message appears.

e Exported Successfully Click here to Open/Download

4. Click the link to open/download the file.

Filtering Print Activity Log
To filter the print activity log, click Filter Criteria.
Filter criteria field expands.

— Filter Criteriz
Computar Nama = - GI’_DIJD By
Printer |z ||Include W | I\?'I Printar
User nams |‘ || Include | | '/ User nams
Date Range
From (MM/DDVYrY (070372021 |
To (MM/DD/YYYY)
| Search || Reset | 0#) Wiew all Ttams
Computer Name
Click the drop-down and select the preferred computer.
Printer
Enter the printer's name.
User Name
Enter the User's name.
Include/Exclude
Selecting Include/Exclude for a Machine or Printer lets you include or exclude it from
the log.

An 1SO 27001 Certified Company www.escanav.com



WORLD

Date Range
To search the log between specific dates, select Date Range check box. Afterwards, click
the calendar icon and select From and To dates.

After filling all fields, click Search.
The Print activity log will be filtered and generated according to your preferences.

Group By

To view results by specific printer, select Printer, Date Range and then click Search.
To view results by specific user name, select User name, Date Range and then click
Search.

Exporting Print Activity Report
To export the generated log, click Export Option.
Export Option field expands.

#A  Filter Criteria v Export Option

Export Option
’7 ) Excel O roF ® L | Export | [ Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed
Report.

A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Print Activity Settings

Print Activity Settings lets you keep track of printers by adding them in a group and
assigning it an alias name. The printers can be added or removed from this alias group.

To configure Print Activity Settings:

1. In the Print Activity screen, at the top right corner, click Settings.
Printer Merge Setting window appears.

Printer Merge Setting

Alias Name

Alias List Printer List

Add Remowve Add Remowve

Copomess B8RSR0

2. Enter name in Alias Name field.
Select printer(s) for the alias.
4. Click Add.
The printer(s) will be added to the alias.
5. Click Save. The Print Activity Settings will be saved.

w
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Session Activity Report

This submodule monitors and logs the session activity of the managed computers. It
displays a report of the Operation type, Date, Computer name, Group, IP address and
event description. With this report the administrator can trace the user Logon and
Logoff activity along with remote sessions that took place on all managed computers.

Viewing Session Activity Log
In the navigation panel, click User Activity > Session Activity Report.

The log displays list of session activities and type of operation performed. Options for
Filtering or Exporting the log in desired formats are also present on the same interface.

-
Session Activity Report £ Refresh | Help
4 Filter Criteria A Export Dption
1-10cf11 1 {page 1 |of 2 } M Rows per page:
Operation Type Client Date Computer Name/Ip Description
User LogOn
Session LogOn 03/07/21 12:50:17 PM WIk -irt Qe 192. s i
User's name: WIs " -
User LogOff
Session LogOff 03/07/21 10:55:49 AM W g Qe 192, v b4
User's name: Wt g
Remote Session Disconnect 03/07/21 10:55:48 AM Wk st QA MM 192, ph A48
Remota Session Connect
User's name: WISl e
Remote Session Connect 03/07/21 10:55:47 AM W i Qa_EaM 192, st 4 4
Name of Remots PC: WIS @5 sdss SR
19 of Remate PC: 192, & 188
Remote Session Disconnect 02/07/21 10:55:34 AM WI mirt Qr_"=aM 192, s gt
Remote Session Connect
User's name: WIS i ue
Remote Session Connact 03/07/21 10:55:33 AM W gt Qe 192, wast o4
Name of Remots PC: WIN @5 sisss 8R
19 of Remote PC: 192,88 & 188
Start up 03/07/21 10:43:23 AM WIk =50 anase.eR Managed Computers 192, b
User LogOn
Session LogOn 03/07/21 10:43:09 AM Wk =50 st aER Managed Computers 192, pad & 488
User's name: Wi sl sttt st gier
Start up 03/07/21 10:42:13 AM WIhe st QR FEaM 192, B4
Shut Down 03/07/21 10:37:44 AM WIk 2 mastsR Managed Computers 192. wad & 402

Filtering Session Activity Log

To filter session activities, click Filter Criteria field.
Filter Criteria field expands.

W Filter Criteria # Export Option

[~ Filtar Criteria

Computer Name * - IP Address [= |[nclude ~]
- . = | D=

Description

Date Range

From (MM/DD/YYYY) 07/03/2021
To (MM/DD/YYYY) 07/03/2021

| search | [ Reset | (%) Views All Itams

Filter Criteria lets you filter and generate the log according to your preferences. The
check box selected will be added as a column in the report.
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Computer Name
Click the drop-down and select the preferred computers.

Operation Type
Click the drop-down and select the preferred activities.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the log.

IP Address
Enter the IP address in this field.

Group

Enter the group's name or click B and select a group.

Date Range
To search the log between specific dates, select Date Range check box. Afterwards, click
the calendar icon and select From and To dates.

After filling all fields, click Search.

Exporting Session Activity Report

To export the generated log, click Export Option.
Export Option field expands.

M Filter Criteria v Export Option

Export Option
’7 ) Excel ) pDF @ yrmL Expart

Select the preferred option and then click Export.
A success message appears.

e Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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File Activity Report

The File Activity module displays a report of the files created, copied, modified, and
deleted on managed computers. Additionally in case of a misuse of any official files can
be tracked down to the user through the details captured in the report. Select and filter
the report based on any of the details captured.

Viewing File Activity Log
In the navigation panel, click User Activity > File Activity Report.

The log displays list of files and the type of operation performed on them. Options for
Filtering or Exporting the log in desired formats are also present on the same interface.

1-10cF51 144 page of [6 b M Rows per pags:
Client Date Computer Name [Ip File Action Type |Drive Type |Source File [
6/19/2021 £:11:04 PM PRASHANT-QA Qn_SSai | 1920 i PRA -k i nissssesator | Copy Fixed Drive C:\Wsers\Administrator\ Ssestissis ssilomes el e kgt C
6/19/2021 €:11:13 PM PR Qi SERM 192588 4 WI0  PRASsS 8 alsuneator | Modify Fixed Drive C:
6/19/2021 €:11:18 PM PR v - Qh_SEaM | 19258 PR . i wiater Delete Fixed Drive G
6/21/2021 11:17:106 AM Wil * Qe_SSaM 1952 b 4 a8 WIk it g Modify Fixed Drive Ci
6/22/2021 11:04:110 AM | W/ o Qe_SSaM 19208848 Wl -+ Delete Network Drive \
6/22/2021 11:04:10 AM Wil i * Qe_SEaM 152 0 4 4% WIn it © s Delete Network Drive W
6/22/2021 11:04:10 AM W v Qe_SEah | 152508 +t W .. Delete Network Drive W
6/22/2021 11:05:11 AM Wi i * a_SSaM 152, Witk Gmias © e Delete Network Drive W
6/23/2021 11:29:58 AM W v Qk_SSaM 192 08 bt W - .. Creste Fixed Drive MNewFile C:
6/23/2021 11:33:55 AM Wi i Qa_SSaM 192 es 4 e Wk it © Modify Fixed Drive C:

Filtering File Activity Log

To filter file activities, click Filter Criteria field. Filter Criteria field expands.

w Filter Criteria #  Export Option

[~ Filter Criteria

Computer Name [* |[tnelude v ] 1P Address [= |[Tnclude ]
use'srame E [EEE E e ]
File Action Type ® - Drive Type + -
Source Filz [ |[Include +] Destination File [= |[Tnclude ]
Application [= |[tnelude +]

Date Range

From (MM/DD/YYYY)

To (MM/DD/YYYY)

| search || Reset | (=) Vigw All Itemns

O Enable search by typing keywords on zbove fields [ Mote: By enabling this option page loading can get delayed )

Filter Criteria lets you filter and generate the log according to your preferences. The
check box selected will be added as a column in the report.

Computer Name
Click the drop-down and select the preferred computers.

Username
Enter the username of the computer.
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File Action type

Click the drop-down and select a preferred file action.
Source File

Enter the source file's name.

Application
Enter an application's name.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the log.

IP Address
Enter an IP address.

Group

Enter the group's name or click B and select a group.

Drive Type
Click the drop-down and select the drive type.

Destination File
Enter the file path.

Date Range
To search the log between specific dates, select Date Range check box. Afterwards, click

the calendar icon and select From and To dates.

After filling all fields, click Search.
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Exporting File activity Report
To export the generated report, click Export Option.
Export Option field expands.

v Export Option

#  Filter Criteria

Export Option
( o

) Excel @ prmc

Select the preferred option and then click Export.
A success message appears.

e Exported Successfully Click hers to Open/Download

Click the link to open/download the file.

www.escanav.com
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Application Access Report

The Application Access Report module gives the detailed view of all the applications
accessed by the computers in the Managed Computers.

Viewing Application Access Report

In the navigation panel, click User Activity > Application Access Report.
The log displays list of files and the type of operation performed on them. Options for
Filtering or Exporting the log in desired formats are also present on the same interface.

-
Application Activity Report £ Refresh [ Help

# Filter Criteria #  Export Option

1-9af9 page 1 of 1 Rovis per page:
Application Name Total Duration (DD:HH:MM:S5)
Dropbax 00:00:06:10
‘Google Chrome 00:04:04:12
Internet Explorer 00:04:20:22
Notepad 00:00:00:23
Ot Qtwebengineprocess 00:00:02:47
Remote Dasktop Connection 00:00:00:44
Secunia PSI Tray 00:02:22:45
Windows Command Processor 00:00:21:22
WordWeb 00:02:30:56

By clicking on the duration present under Total Duration (DD:HH:MM:SS) column, you
will get the details of the computer name accessed the app and duration.

Application Name == Dropbox

Expart To: Export
1-1ofl page 1 of 1 Rovis per page:

Total Duration (DD:HH:MM:S55)

Wi+ g2 vz BF 00:13:50:41

Again, if you click on the duration, you will get detailed view of the app accessed by the
computer along with the date, time, and application path.

Computer List >> Wil & S AMiESE R

Export To: Export

1-10f1 Mdipage| 1 |of 1 } bl Rows per page:

Application Name | Start Time Total Duration (DD:HH:MM:SS) | Application Path
Asiusi . cxa 08/07/21 11:51:05 AM | 05/07/21 12:05:14 PM | 00:00:14:08 C:\Program Filas\ e S s e exe
Close

You can export this report in various format such as PDF, CSV, and HTML.
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Filtering Application Access Report

To filter file activities, click Filter Criteria field. Filter Criteria field expands.

' Filter Criteria A Export Option
[ Filter Criteria
Group By
Application Name * || Include Vl @®
'® ppplication Name
Computer Namea * - — PR
"' Computer Name
Date Range
From [MM/DD/YYYY) 07/03/2021

To (MM/DD/YYYY) 07/03/2021

| search || Reset (=) View All Items

Filter Criteria lets you filter and generate the log according to your preferences. The
check box selected will be added as a column in the report.

Application Name
Entering the Application name displays suggestions. Select the appropriate application.

Computer Name
Click the drop-down and select the preferred computer(s).

Group By
The results can be grouped by Application name or Computer name.

Date Range
To search the log between specific dates, select Date Range check box. Afterwards, click
the calendar icon and select From and To dates.

After entering data in all fields, click Search. The Application Access Report will be
filtered according to your preferences.

Exporting Application Access Report

To export the generated report, click Export Option. Export Option field expands.
Select the preferred option and then click Export.
A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Patch Report

The Patch Report module displays the number of windows security patches installed
and not installed on managed computers. This will help an administrator identify the
number of vulnerable systems in the network and install the critical patches quickly.

-
Patch Management ® Refresh E Help

Patch Report All Patch Report

1-200f272 14 {page 1  of 14 } bl Rows per page:
Patch Name Applied Count Not Applied Count Not Applicable Count
KB333644 a o 5
KBS29369 a Q 5
KBS358687 a 0 5
KB321883 a o 5
KBS12913 a Q 3
KB302400 a Q 3
KB305743 a o 5
KBE93588 a Q 5
KBE90047 a 0 5
KBE85250 a 0 5
KBE873333 1] 0 3
KBE85113 il 0 & -

Patch report

The Patch report tab displays the Patch Name, Applied Count, Not Applied Count and
Not Applicable Count. Clicking the numerical displays the patch name, details about the
computer, the group it belongs to, IP address and User's name.

Computer List >> Not Applicable Count For >> KB958644

Export To: Export

1-50f 3 {page 1 of 1 )yl Rows per page:| 20 W
Computer Name Group User's name Dperating System
Aot m Managed Computers 192, st 5 | i Ubuntu Linux 16.10 &4-Bit
E= vt e Managed Computers S Sstm 192068 L B8 EStan LSS aleunanans Windows XP Professional x54 Edition £4-bit
Povziim - Mznaged Computars 192, e PRevzinw T Wb e ‘Windows 7 Home Basic Edition 32-bit
Wil ESlanEERuE®  Managed Computers 192. ek § 05 | Wil EShlaEERuES apesnssaiee | Windows 8 Professional 32-bit
Managed Computers & _“SaM 192, s L 88 Wi n - ‘Windows 8.1 Professional 64-bit
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Filtering Patch Report

To filter the Patch Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

W Filter Criteria A Export Option
— Filter Criteria
Group By
* =
Patch Name [ | [Includs ~] @ patch Name
Computer Namea * - O Computer Name
Search | | Reset (=) View All Itemns

Enter the Patch Name and Computer Name to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Patch Report will be filtered according to your preferences.

Exporting Patch Report

To export the Patch Report, click Export Option. Export Option field expands.

#  Filter Criteria v Export Option

Export Option
’7 ) Excel O roF ® L | Expot | [ Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed
Report.

A success message appears.

e Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Other than security patch - for all patch Microsoft patch based on events
File AV > Advanced Settings
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All Patch Report

The All Patch Report tab displays all Microsoft patches based on following specific
events.

+ 1-KB patches
+ 2-Security Update

* 4-Hotfix

+ 8-Update

* 16-Service Pack
« 31-All

-
Patch Management * Refresh E Help

Patch Report All Patch Report

# Filter Criteria # Export Option

0-0cf0 1{page O of O}

Rows per page:

There are no items to show in this view.

Filtering All Patch Report

To filter the All Patch Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

' Filter Criteria A  Export Option

—Filtar Criteria

Patch Nams

Computer Namea

Search ||

| =

| [Include w |

Reset

» || Include W

Group By
@ patch Name
O Computer Name

dar Fila Antivirus-->Advanced Satting-->Sand

Windows

() Wiew All Items

Security Patch Events.

Mot= : To enable All Patch Report Configure palicy un

Enter the Patch Name and Computer Name to be included in the filtered report.

(1] To enable All Patch Report Configure policy by going to File Antivirus-->
NOTE | Advanced Setting-->Send Windows Security Patch Events.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Patch Report will be filtered according to your preferences.
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Exporting All Patch Report

To export the All Patch Report, click Export Option. Export Option field expands.

# Filter Criteria v Export Option

Export Option
’7 ':::' Excel 'i::' PDF '@' HTML | Export | | Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed
Report.

A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Notifications

This module lets you configure notifications for different actions/incidents that occur on
the server. The Notifications module consists following submodules:

e Outbreak Alert

e EventAlert

¢ Unlicensed Move Alert

¢ New Computer Alert

e Configure SIEM

e SMTP Settings

Outbreak Alert

If the virus count exceeds the limits set by you, an outbreak email notification will be
sent to the recipient.

To set an outbreak alert, follow the steps given below:
1. In the navigation panel, click Notifications > Outbreak Alert.
Outbreak Notification screen appears.

4 nelp

OutBreak Notification

OutBreak Alert Settings

(L) send Notification, If virus count excesds threshold value within the defined tme duration

Count | 25 Time Duration | 1 Configurs SMTP Ssttings

2. Select the check box Send notification.
3. Enter the preferred values in Count and Time Limit field.

Auto Isolation Settings

[ auto Isolation for Cutbreale

Send Outbreak, If virus count exceeds threshold value within the defined time duration

Count | 25 Time Duration | 1 View Auto Isolated Endpoints

Automatically restore sutbreak prevention after hours(s)

Client(s) list excluded from Auto Isolation

Remove

with wildcard

Save |[ cancel
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4. In Auto Isolation Settings section, select check box Auto Isolation for
Outbreak.
5. Enter the preferred values in Count and Time Limit field.
6. Select the value in Automatically restore outbreak prevention after hours(s)
field.
7. You can also add/remove clients list to exclude it from auto isolation in the below
table. To do the same refer the following:
e Enter the host name, IP Address, or IP address range and click Add.
e To delete a particular client, select the client and click Remove.
8. After configuring accordingly, click Save. Outbreak Alert Settings will be saved.

In order to receive notification emails, it is necessary to configure SMTP
settings.

0 Learn more about SMTP Settings by clicking here.
NOTE
To view the Auto-Isolated Endpoints, click View Auto Isolated Endpoints
hyperlink. The list of auto-isolated endpoints will be displayed.
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Event Alert

This submodule lets you enable email notifications about any event that occurs on the
client computers connected to the server.

Event Notification E Help

Events Alert Settings

|| Enzble emazil zlert Notification Configure SMTP Settings

Save Cance

To enable the event alert,

1. In the navigation panel, click Notifications > Event Alert.
2. Select the check box Enable email alert Notification.
3. Select the events from the list for which you prefer an alert.

Ewvents Alert Settings

Enable email zlert Notification Configure SMTP Settings
O send Information only in subject line
—Select Event Ids
Select activities for which email alert is required
B |[Eventid |Description
O 100 ESCAN_DUMMY_EVENT
(e MWAY_FOUND_MALWARE
O 2 MWAY_FOUND_VIRUS_AND_DELETED
[RE: MWAY_FOUND_VIRUS_AND_CLEANED
O s MWAY_FOUND_ADWARE
O s MWAY_FOUND_ERROR
s MWAY_FOUND_VIRUS_AND_RENAMED
(I MWAY_FOUND_ADWARE_AND_DELETED
O e MWAY_LAST COMPUTER_SCAN
O s MWAV_START
10 MWAY_SUMMARY
O so1 SCHED_MWAV_FOUND_MALWARE
O |50z SCHED_MWAV_FOUND_VIRUS_AND_DELETED
] soz SCHED_MWAV_FOUND_VIRUS_AND_CLEANED
O sos SCHED_MWAV_FOUND_ADWARE .
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4. Select the required hosts or group.

® a1l Hosts

() salected Hosts

Select Computers

- ﬁ Managed Computers

| Save | | Cancel |

5. Click Save.
The Event Alert Settings will be saved.

Unlicensed Move Alert

This submodule lets you enable notification alert when a computer automatically moves
to Unlicensed Computers category based on the setting done (under events and
computers) for the computer which is not connected to the server for a long time.

Unlicense Move MNotification E Help

Unlicense Move Alert Settings

|| sand notification for unlicensed computers. Configure SMTP Settings

Save Cancel

To enable the unlicensed move alert,

1. In the navigation panel, click Notifications > Unlicensed Move Alert.
2. Select the check box Send notification for unlicensed computers.
3. Click Save.

The Unlicensed Move Alert Settings will be saved.
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New Computer Alert

This submodule lets eScan send you a notification alert when a new computer is
connected to the server within the IP range mentioned under the Managed Computers.

New Computers Motification E Help

New Computers Alert Settings

|| send new Computers added notification within the shown time

Time Limit | 1 Configure SMTP Settings

Save Cance

To enable the new computer alert, follow the steps given below:
1. In the navigation panel, click Notifications > New Computer Alert.
2. Select the check box Send new Computers added notification within the

shown time.
3. Enter the preferred values in Time limit field.
4. Click Save.

The New Computer Alert Settings will be saved.

Configure SIEM

SIEM technology provides real-time management of security events generated for
hardware changes and applications installed/uninstalled/upgraded where eScan is
installed. eScan is equipped with variety of features that facilitate real-time monitoring,
correlating captured events, notifications and console views and provides long-term
storage, analysis and reporting of data.

Configure SIEM E Help

Enable event forward to SIEM f SYSLOG Server

@ add 1P Address () add Hostname
SIEM [ SYSLOG Server IP Address | 192, s
SIEM f SYSLOG Server UDP port

Save Cancel

To configure SIEM, follow the steps given below:
1. In the navigation panel, click Notification > Configure SIEM.
2. Select the Enable event forward to SIEM/SYSLOG Server check box.
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3. After selecting the check box, it will enable the rest of the options that can be
configured. You can enter the details of the SIEM/SYSLOG Server.
4. Click Save.

The SIEM settings will be saved.

SMTP Settings

This submodule lets you configure the SMTP settings for all the email notifications.

SMTP Settings kd nelp

Sender: |pro—-+--—34— wis com |

Recipient: |prl—--—--— Samm—pias .COM |

SMTP Server: [192. e |
SMTP Port:

[l use sSMTP Authentication

User nama:

Passwiord:

Save Cancel

To configure the SMTP settings, follow the steps given below:
1. In the navigation panel, click Notifications > SMTP Settings.
2. Enter all the details.
3. Click Save.
The SMTP Settings will be saved.

To test the newly saved settings, click Test.
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Settings

The Settings module lets you configure general settings. It contains following
submodules.
e EMC Settings: This submodule lets you define settings for FTP sessions, Log
Settings, Client Grouping and Client connection settings.
¢ Web Console Settings: This submodule lets you define settings for web console
timeout, Dashboard Settings, Login Page settings, SQL Server Connection
settings, SQL Database compression settings.
e Update Settings: This submodule lets you define settings for General
Configuration, Update Notifications, and Scheduling.
e Auto-Grouping: This submodule lets you define settings for Grouping of
computers after installation of eScan client is carried out.
e Two-Factor Authentication: This submodule lets you to add extra layer of
protection to your endpoints.
e Roaming Client: This submodule allows the remote client to download all the
updates via Cloud while Server uploads all the required client updates to Cloud.
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EMC Settings

The EMC (eScan Management Console) Settings lets you configure the eScan
Management Console. You can configure the FTP settings, Bind to IP Settings, Log
Settings, Client Grouping and Client Connection Settings.

You can bind announcement of FTP server to particular IP by selecting the IP address in
the list. However, you can choose to leave it as 0.0.0.0, which mean it will announce on
all available interface/IP.

EMC Settings kd Help
— FTP Settings Settings
Allew log upload from clients Bind IP
Maximum ftp download session allowed by clients
o] RS
0 = Unlimited
—LOG Settings

| Delete the user settings and user log files after uninstalling.
Mo of days Client logs should be kept

— Client Grouping
Group Clients by

® yetBros

':_:' DMS Domain

— Client Connection Settings

Increase Thread count (1-100})
Increase Query Interval [ In seconds } (1-100)

|| sestare default values

FTP Settings

This setting lets you approve the log upload from client computers. It also lets you set
the maximum FTP download sessions allowed for client computers. (Note: 0 means
unlimited)
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Bind IP Settings
This setting lets you bind an IP address. Click the drop-down and select the preferred IP
address for binding. The default IP address is 0.0.0.0.

Log Settings

This setting provides you with the option to delete the User settings and Log files after
uninstallation of eScan from the computer. To enable the above setting, select the check
box. After selecting the check box, you can store client logs for the preferred number of
days.

Client Grouping

This setting lets you manually manage domains and computers grouped under
them after performing fresh installations.

Select NetBIOS, if you want to group clients only by hostname.

Select DNS Domain, if you want to group clients by hostname containing the domain
name.

Client Connection Settings
This setting lets you modify Thread Count and Query Interval (In Seconds). To reset
the values, select Restore default values check box.

After performing the necessary changes, click Save. The EMC Settings will be updated.
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Web Console Settings

Web Console Settings submodule lets you configure web console Timeout, Dashboard,
Login Page, SQL Server Connection, SQL Database compression, and Password Policy
Settings.

Web Console Settings E Help

‘Web Console Timeout Setting

(] Enable Timeout Setting

Automatically log out the Web Consale after minutes

DashBoard Setting

Show Status for Last days (1 - 365)

Login Page Setting

Shawr Client Setup Link
Showr Agent Setup Link

Shovwr eScan AV Report Link

e [25®

The loge
and needs

o have the size 300 x 1000%,
in.png or jpg (REB Colar) format.

ault

| change

Sql Server Connection Setting

O Micresoft Windews Authentication Mods

® =L server Authentication Mode

Server instance: [eScansqLsERVER | [ Erowse

Host Name/1P Address: 127.0.0.1

Passward [T | [ Test connection |

SQL Database Purge Settings

Enable Databass Purge

Database Size thrasheld in (MB) (500 - 2027)
Furge data clder than specified days, if above o
thrashold is mat days (7 - 363)

@ activate view Only

) De-Activate View Only

Screen Quality

Screen Ratio

Password Policy Settings

Passward Ags : days (30-180 days) 0 = Password Never Expires

Passward Histery : (3-10 Passwiords) 0 = No passviord history is maintained

Maximum Failed login attempts : (210 times) 0 = Unlimited failed attempts allowed
| Defaut |

Note: The above restrictions are not applicable to "Root” login.

Save Cancel

Web Console Timeout Settings
To enable web console Timeout, select Enable Timeout Setting option.
After selecting the check box, click the drop-down and select the preferred duration.
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Dashboard Setting
This setting lets you set number of days for which you wish to View the Status, Statistics
and Protection Status Charts in the Dashboard. Enter the preferred number of days.

Login Page Setting

This setting lets you show or hide the download links shared for eScan Client setup,
Agent setup and AV Report. To show the download links on login page, select the check
boxes of respective links.

Logo Settings
This setting allows you to add the organization logo in PNG or JPEG format. So the
console and reports will have the uploaded logo for customization.

To have the default eScan logo, click Default.
To have customized logo, click Change.

SQL Server Connection settings

This setting lets you select an authentication mode between Microsoft Windows
Authentication Mode to SQL Server Authentication Mode. Select the SQL Server
Authentication Mode and define Server instance and Host Name along with the
credentials for connecting to the database.

Server Instance
It displays the current server instance in use. To select another server instance, click
Browse. Select an instance from the list and click OK.

Hostname/IP Address
It displays the Hostname or IP Address of the server instance computer.

Enter the credentials in Username and Password fields.
To check whether correct credentials are entered, click Test Connection.

SQL Database Purge Settings

This setting lets you define the maximum SQL database size in MB and purge data older
than the specified days. To enable SQL Database Purge Settings, select Enable
Database Purge check box.

Enter the preferred value in Database Size threshold in (MB) field.

Enter the preferred number of days in Purge data older than specified days, if above
threshold is met field.
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RMM Settings
This setting lets you configure default RMM setting for connecting to client via RMM
service:

Activate View Only
By default, after taking a remote connection, you can only view the endpoint screen and
are unable to perform any activity.

De-Activate View Only
To perform activity on an endpoint after taking remote connection, click De-Activate

View Only.

Screen Quality Settings
This option lets you configure the screen as per your requirements. It consists following

suboptions:

e Screen Quality can be set to Medium or High.

Screen Quailty Screen Ratio
[Medium v | 80% v
Medium

e Screen Ratio can be set to anywhere from 20% to 100%.

Screen Quailty Screen Ratio

Medium v

To build a safe RMM connection between a Client to Server, Client to Update
Agent, and Update Agent to Server, ensure that ports 2219, 2220 and 8098
are open.

NOTE
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Password Policy Settings
This setting allows the admin to configure the password settings for other users.

o Password Age: Enter the preferred value (between 30-180); this will prompt user
to reset the password after specified number of days. Here, 0 indicates that
password never expires.

e Password History: Enter the preferred value (between 3-10); this maintains the
password history for specified count. Here, 0 indicates, no password history is
maintained.

¢ Maximum Failed login attempts: Enter the preferred value (between 3-10); this
will restrict the user from logging after specified attempts. Here, O indicates
unlimited login attempts.

e This setting will not be applicable for the root login

After making the necessary changes, click Save. The web console Settings will be
updated.
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Update Settings

The Update Settings submodule keeps your virus definitions up-to-date and protects
your computer from emerging species of viruses and other malicious programs. This
submodule lets you configure update settings, update notifications and schedule
updates according to your need.

You can configure eScan to download updates automatically either from eScan update
servers or from the local network by using FTP or HTTP. You can configure following

settings.

General Config

The General Config tab lets you configure update settings. The settings let you select
the mode of update and configure proxy settings.

E Help

Update Settings

General Config Update Notification Scheduling Update Distribution

r— Select Mode
O e @ pre

r— Proxy Settings

Download via Proxy

—HTTP
HTTP Prosxy Server IP @ | 1592, b 4 | Port:
Login Name : | | Password : |
—FTE
Logon Type
FTR Proxy Server IF:
User@siteaddrass
Port: 1021 ;
CPEN siteaddress
Login Name : anonymaous PASY Mode
Password : sssnsnen Socks
| Cancel | | Update

Select Mode
Select the mode for downloading updates. Following options are available:

o FTP
e HTTP
Proxy Settings

Proxy Settings lets you configure proxy for downloading updates.

www.escanav.com
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To enable Proxy Settings, select Download via Proxy check box. You will be able to
configure proxy settings depending on the mode of selection.

If you are using HTTP proxy servers, enter the HTTP proxy server IP address, port
number and HTTP proxy server's authentication credentials.

If you are using FTP proxy servers, along with HTTP settings mentioned above you will
have to enter FTP proxy server IP address, Port number, FTP proxy server's
authentication credentials and Logon enter.

After filling the necessary data, click Save > Update. The General Config tab will be
saved and updated.

Update Notification

The Update Notification tab lets you configure email address and SMTP settings for
email notifications about database update.

Update Settings E Help
General Config Update Notification Scheduling Update Distribution
] Update Motification

Sender: pr com

Recipiant:

SMTP Server: 192 SMTP Port:

Use SMTP Authentication
User nama:
Password
Test
Cancel | | Update

Update Notification
To receive email notifications from eScan about virus signature database update, select
this option.

Sender
Enter an email ID for sender.

Recipient
Enter the notification recipient's email ID.
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SMTP Server and Port
Enter the SMTP server's IP address and Port number in the respective fields.

Use SMTP Authentication
If the SMTP server requires authentication, select this check box and enter the login
credentials in the Username and Password fields.

After filling the necessary data, click Save > Update. The Update Notification will be
saved and updated.

Scheduling

The Scheduling tab lets you schedule updates with Automatic or Schedule Download

mode.
Update Settings E Help
General Config Update Notification Scheduling Update Distribution
~ ® automatic Download
Query Interval minutes
I~ 'f:z' Schedule Download
Draily
Waskly Mon Tue Wed Thu
Fri Sat Sun
Maonthly of the month
A 12:00 pm {Bl'l
Save | Cancel | | Update

Automatic Download

The eScan Scheduler sends a query to the update server at set intervals and downloads
the latest updates if available. To set an interval, click the Query Interval drop-down
and select a preferred duration.

Schedule Download

The eScan Scheduler lets you set a schedule the download for daily, weekly, or monthly
basis at a specified time. The scheduled query will be sent to the update server as per
your preferences.

After filling the necessary data, click Save > Update. The Scheduling tab will be saved
and updated.
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Update Distribution

The Update Distribution tab allows the admin to enable and disable the sharing of
eScan Virus signature to be distributed to air-gapped/isolated network.

& Hele

Update Settings

General Config Update Notification Scheduling Update Distribution

) Enable Share ® Dissble Share ‘

‘ etting

Anti-spam/product Update:
’7 Anti-spam/product Updates : | C\PUB\Update | ‘

AntiVirus Update:
22 bit shara path : [eeuBiavx |

Enable 64 bit update { Reguired only if 64 bit Linux and MAC system are in network)

&4 bit shara path : [erpuBmaciavx |

ote: Sharing to be enabled enly incase of eScan Virus Signature to be distributed to air-gapped network.
It iz necessary to set the update mode to Network in zir-gapped eScan server through eScan Protection Center,
(Source UNC Path for Network mode to be set Serveriametesupd or W\ServerlPlesupd )

Save Cancel

Select Enable Share in Setting section, this will allow the distribution of eScan Virus
Signatures to the isolated/air-gapped network. After enabling this, it is mandatory to set
the update mode to the network in network that is isolated/air-gapped through eScan

Protection Center.
To update it, follow the below steps:

1. Open the eScan Protection Center in air-gapped network; click Update option
present in the Quick Link section.

E.: Update

Configuration

Last Database Updated 13 08:53
Run Mode Automatic

Update Now | Settings

Reports

View Log

www.escanav.com
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2. Click Settings. Update Settings window appears.

Update Settings

General Config |N‘ter Update | Scheduling |
Select Mode
©FP ) HTTP [onetwonc] |
—Proxy ?etting:
_HT}F- : —-_..:--:‘. -., Server IP P
[1o2. ' 2
! [
[P FTP Proxy Server IP: Port I]_—
I Logon Type
I-a-n: :Jnyr.n-.-:n u_s @ OPE Bss
Ix.xxxx.x;x-- Socks I vI
—Metwark:
Source UNC Path |
D GCID

3. Select Network option and set the Source UNC Path as \\ServerName\esupd
or \\ServerlIP\esupd.
E.g.: \\192.0.2.0\esupd
After setting UNC path for the air-gapped network, the update will be available
automatically to the Isolated/Air-gapped network.
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Auto-Grouping

The Auto grouping submodule consists following subsections:
e Auto Add Client setting
e Client(s) list excluded from Auto adding under Managed Group(s)

¢ Group and Client selection criteria for Auto adding under Managed
Group(s)

-
Auto Grouping <+ Refresh E Help

Auto Add Client setting

Auto adding client(s) under Managed Group(s)

Client{s) list excdluded from Auto adding under Managed Group(s)

Add

SUE

Remove |
sz PC

Group and Client selection criteria for Auto adding under Managed Group(s)

Group Name Cliznt Criteria
| Add | | Add Run Mo

Remove Remove

Browise |

e.g.: groupl e.g.
grouplisubgroup...

Save Cancel

Auto Add Client setting
Selecting the check box Auto adding client(s) under Managed Group(s) enables

automatic adding computers under Managed group(s) after manual installation of
eScan client.

Client(s) list excluded from Auto adding under Managed Group(s)
Adding a client in this list ensures that it does not auto add itself again after you remove
it from the Managed computer(s).
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Group and Client selection criteria for Auto adding under Managed Group(s)

This section lets you define/create groups with client criteria for auto adding under
managed group(s). You can add a list of clients under a particular group name here and
then add it under the exclusion list if required.

Excluding clients from auto adding under
Managed Group(s)

To exclude clients from auto adding under managed group(s), follow the steps given
below:
1. Enter either the host name, host name with wildcard, IP address or IP address
range.
2. Click Add. The computer will be displayed in the list below.

Removing clients from the excluded list

1. Select the computer you want to remove.
2. Click Remove. The computer will be removed from the list.

Group and Client selection criteria for Auto adding under Managed Group(s)
This feature can be used to automate the process of adding computers/clients under a
particular group. This process is manually done under unmanaged computers.
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Defining a group and client selection criteria
for auto adding under managed computer(s)

To define group and client selection criteria for auto adding under managed groups(s),
follow the steps given below:

Group and Client selection criteria for Auto adding under Managed Group(s)

Group Mame Client Criteria
| | Add | | Add Run Mowr

- Remove - Remove

Brovise

Up

e.g.: groupl e.g.: Hos
grouplisubgroup... Host

1. Under the Group Name, enter the group's name and click Add.
OR
Click Browse and select the group from the existing list.

0 To browse through the list of groups, click Up or Down.
NOTE

2. Select the group for which you want to define the criteria.

3. Under the Client Criteria, enter either Hostname, Hostname with wildcard, IP
address or IP address range and click Add. The clients displayed in the list will be
added under the selected group.

4. Click Save. The client will be saved under that group.

5. To apply the settings for the newly added client, click Run Now.
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Two-Factor Authentication (2FA)

The system login password is Single-Factor Authentication which is considered unsecure
as it may put your organization's data at high risk of compromise. The Two-Factor
Authentication, also more commonly known as 2FA, adds an extra layer of protection to
your eScan web console login.

The 2FA feature mandates you to enter a Time-based One-Time Password (TOTP) after
entering eScan credentials. So, even if somebody knows your eScan credentials, the 2FA
feature secures data against unauthorized logins. Only administrator can
enable/disable the 2FA feature. It can also be enabled for added users as well.

To use 2FA login feature, you need to install the Authenticator app for Android devices
from Play Store or for iOS devices from App Store on your smart device. The
Authenticator app needs camera access for scanning a QR code, so ensure you get an
appropriate approval to use device camera in your organization. If a COD or BYOD
policy restricts you from using device camera in your organization, enter the Account
Key in the Authenticator app.

Two-Factor Authentication [ Help

2FA Settings Manage Other User's Settings Users For 2FA

.

D load eScan Authenticator from : ' ‘
Or Use below key

7688 * Add JTRON @]

Enable Two-Factor Authentication

MNote: Ensure that the smart device's date-time matches with the system’s date-time else T-OTPs generated by the app
won't get validated.

0 Ensure that the smart device's date and time matches with the system's
NOTE | date and time or else TOTPs generated by app won't get validated.
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https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://apps.apple.com/in/app/escan-authenticator/id1503185587

0 We recommend that you save/store the Account Key in offline
IMPORTANT | storage or a paperback copy, in case you lose the account access.

Enabling 2FA login

To enable 2FA login,
1. Go to Settings > Two-Factor Authentication.
2. Open the Authenticator app.
After basic configuration following screen appears on smart device.

é

Add an account

You can add an account selecting one of the following options:

m Scan a barcode

EZ  Enteraprovided key

3. Select a preferred option. If you tapped Scan a barcode, scan the onscreen QR
code via your smart device. If you tapped Enter a provided key, enter the
Account Key and then tap ADD.

After scanning the Account QR code or entering Account Key the eScan server
account gets added to the Authenticator app. The app then starts displaying a
Time-based One-Time Password (TOTP) that is valid for 30 seconds.

Authenticator H

Account Added

536151 @

4. Click Enable Two-Factor Authentication.
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Verify TOTP window appears.

Two-Factor Authentication

Verify T-OTP

11:43:18 Am

Tue, 13 July 2021

Enter T-OTP |

Verify T-OTP

5. Enter the TOTP displayed on smart device and then click Verify TOTP.

The 2FA login feature gets enabled.
6. To apply the login feature for specific users, click Manage Other User Settings

tab. The tab displays list of added users and whether 2FA status is enabled or
disabled.

& ] 2FA Disabled

- 2FA Enabled

E Help

Two-Factor Authentication

2FA Settings Manage Other User's Settings

2FA Status

7. To enable 2FA login for an added user, click the button to check icon.
The 2FA login for added users gets enabled. After enabling the 2FA login for
users, whenever they log in to eScan web console Verify TOTP window appears.

o www.escanav.com
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Disabling 2FA login
To disable 2FA login,

1. Go to Settings > Two Factor Authentication.
2. Click Disable Two-Factor Authentication.

Two-Factor Authentication E Help

. "'
.
D load eScan Authenticator from : ' i
Or Use below key

760E0 NCF Add 2 AR @

Disable Two-Factor Authentication

Mote: Ensure that the smart device's date-time matches with the system's date-time else
T-OTPs generated by the app won't get validated.

Verify TOTP window appears.

Two-Factor Authentication

Verify T-OTP

11:45:34 Av

Tue, 13 July 2021

Enter T-OTP |

Verify T-OTP

3. Enter the TOTP and then click Verify TOTP.
The 2FA feature gets disabled.

o After disabling the 2FA feature and enabling it again, the 2FA login status
NOTE | will be reinstated for added users.
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Users For 2FA

This tab helps to add the users and apply 2FA to the endpoints via policy template. The
users can be added directly or from Active directory.

Two-Factor Authentication E Help

2FA Settings Manage Other User's Settings Users For 2FA

% Add from Active Directory [IRIREEEE

Created Date Assigned Policy Template

D PR admin 7/2/2021 6:24:41 PM - View

Method 1: Adding user

To add users for the same, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Add User.
Add User window appears.

Add User

Username I I

Description | |

| ok | | Cancel |

3. Enter the Username and Description.
4. Click OK.
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Method 2: Adding User from Active Directory

To add users from Active Directory, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Add from Active Directory.
Add Active Directory Users window appears.

Add Active Directory Users E Help

= Add Active Directory Users

Search Criteria

User's name™: | |

For Example: user or user®

Domain®: | |

AD IR Address™: | |

AD Admin User namea™: | |

For Active Directory account: domain\username

AD Admin Password®: | |

Use SSL Auth.: ]

AdsPort*: |83 |

Search Results

Usars Selected Users

II

{*) Mandatory Fields

(=]
=
W
=
Il
m

3. Enter the required information.
4. Click Ok.
The Active Directory Users will be added.
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Roaming Clients

Roaming Clients submodule provides protection for the remote endpoints when not
connected to the organization network, adding another layer of security. According to
the needs of the business, admins might want to continue the protection of roaming
client on the organization network. Using this feature admin can provide protection for
such clients connected to both organization network and also to internet via cloud.

This feature is quite helpful for the remote clients. Apart from it, it does not require any
additional machine set up apart from the (on-premise) EPS Server in the network. All the
communication is handled by the EPS Server via Cloud to the client having stable
internet connection.

Here, the remote clients will update their status, download the latest configuration from
the EPS Server via Cloud.

Roaming Clients E Help

Roaming Clients

In this section, You can set EPS clients as roaming. This feature will let the clients update their status, download latest
configuration from the EPS Server via Cloud based Rozming Service even when the clisnts are outside your organization netweork

and connected through internet.

Roaming Service Status

A Mot Connected. You must connect to the EPS cloud platform in order to use Roaming Service.

Company Namea:™® | |

Email Address: * | | Generate Secret Code

Secrat Code:™ Code is valid for 10 Minutes only.

Connect to cloud platform

Mote: For enabling Roaming Service kindly allow "cl.escanav.com"” in firewall.

This service allows admin to apply policies to the client from EPS Server. All events from
the clients such as Application Control Scan, Vulnerability Scan, Virus Scan, etc. are
collected and managed on EPS server via Cloud Platform.
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Adding Roaming Client

To add roaming client, it is mandatory to connect to the Cloud Platform. Follow the
below steps, to do the same:

1. Go to Settings > Roaming Clients.
2. Enter the company name and email address.
3. Click Generate Secret Code.

Roaming Clients E Help

Roaming Clients

In this section, You can set EPS clients az rozming. This feature will lzt the clients update their status, download lakest
configuration from the EPS Server wia Cloud based Roaming Service even when the clients are outside your organization network
and connected through internet.

Roaming Service Status

A Mot Connected. You must connect to the EPS cloud platform in order to uze Roaming Service.

Company Mame:™ |SI‘ |

Email Address:* sh B e =111 Generate Secret Cods

Secrst Coder® |:| |:| |:| |:| |:| |:| Code is valid for 10 Minutes only.

Connect to cloud platform

Mote: For enabling Roaming Service kindly allow "cl.escanav.com" in firewall.

A secret security code will be generated and sent to given email address.

Enterprise Security

e3can cloud Service

Security code

Please use the following security code for the eScan Cloud Service
account sh

Security code - 59000
Date : Wednesday, August 11, 2021

Thanks
eScan Cloud Team

Www.escanav.com
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4. Enter the secret code received via email, click Connect to cloud platform.

E Help

Roaming Clients

Roaming Clients

In this section, You can set EPS clients as reaming. This feature will let the clients update their status, download latest
configuration fram the EPS Server via Cloud based Roaming Service even when the clients are outside your organization network

and connected through internet.

Roaming Service Status

A Mot Connectad, You must connect te the EPS cloud platform in order to use Roaming Service.

Company Mame:™ |SI—.--: L na |

Email Address:* bl S pes . COM Generate Secret Code

| sh | |
Secret Code:™ |:| D |I| -_ E| E| |:| Code is valid for 10 Minutes only.

Connect to cloud platform |

Note: For enabling Roaming Service kindly allow "cl.escanav.com” in firewall.

5. A confirmation window appears. Click OK, this will authenticate and allows to
connect to Cloud Platform.

192.168.. © 10443 says

Do you want to register?

An information window appears.

Q Roaming Service Successfully connected

| ok

www.escanav.com
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6. After connecting to the cloud platform successfully, you can manually enable and
disable the roaming service.

Roaming Clients Help

Roaming Clients
In this section, You can set EPS clients as roaming. This feature will let the clients update their status, download latest

configuration from the ERS Server via Cloud based Roaming Service even when the clisnts are outside your organization netwoark
and connectad through internet.

Roaming Service Status
@ Your local EPS is successfully connected to the Cloud based Roaming Service, you may now use this service.

- B = =h

Company Name 5
Email Address: ¥ sh COm
Connect to cloud platform

Note: For enabling Roaming Service kindly allow "cl.escanav.com” in firewall.

Roaming Mode

Enzble Roaming Service Download Roaming Client Setup

Apply

7. Click Download Roaming Client Setup to download the setup file. Install the set
up file in the client system to make it as roaming client and it should be
connected to the internet.

eScan Server should be able to communicate to eScan Cloud Server. To allow
communication, make sure the following URL and port is allowed under Gateway
Security device.

NOTE URL: cl.escanav.com
Port: 10443, 2221

The client system should be connected to the internet.

Installing Roaming Clients

To install Roaming Clients setup, follow the below steps:
1. Go to Settings > Roaming Clients > Download Roaming Client Setup.
2. Transfer the file to the client system.
3. Double-click and install the setup file.
It will connect to eScan Cloud Server and automatically gets added and managed
by eScan EPS Server.
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Administration

The Administration module lets you create User Accounts and allocate them Admin
rights for using eScan Management Console. In a large organization, installing eScan
client on all computers may consume lot of time and efforts. With this option, you can
allocate rights to the other employees and allow them to install eScan Client, implement
Policies and Tasks.
The Administration module consists following submodules:

e User Accounts

e User Roles

e Export & Import

e Customize Setup

e Audit Trail

User Accounts

For a large organization, installing eScan Client and monitoring activities may become a
difficult task. With User Accounts submodule, you can create new user accounts and
assign Administrator role to added users and reduce the workload. This submodule
displays a list of users and their details like Domain, Role, Session Log and Status.

User Accounts : Refresh E Help
[+ Create New Account | F58 Add from Active Directory a Delete 1-10of1 page of 1 Rows per page: | 10 W

Full Name

root Administrator account created during installation Administrator | Administrator | View w

[+ Create New Account | F58 Add from Active Directory a Delete 1-10of1 page of 1 Rows per page: | 10 W

An I1SO ertified Company www.escanav.com



Create New Account

To create a User Account,

1. Inthe User Accounts screen, click Create New Account.
Create User form appears.

Create User E Help

User Accounts > Create User

Account Type and Information

User's name®:

Passwaord*:

Canfirm Passward™:

|
Full Name™®: |
|
|
|

Email Address:*

For Example: user@yourcompany.com

Account Role

Raola™: | Administratar w |
:13:1,: | Administrator o |
| Save || Cancel | (¥ Mandatory Fislds

2. After filling all the details, click Save.
The user will be added to the User Accounts list.

Delete a User Account

To delete a user account

1. Inthe User Accounts screen, select the user you want to delete.

User Accounts : Refresh E Help

[+ Create New Account | P53 Add from Active Directory a Delete 1-20f2 page of 1 Rows par page: | 10 W

J User's name |Full Name i Session Log |Status
= [ Administrator v | | Administrator w View
Administrator account created during installation Administrator Administrator View ¥

[+ Create New Account | 53 Add from Active Directory ﬁ Delete 1-2cf2 page of 1 Rows per page: | 10 W

Certified Company WwWw.escanav.com
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2. Click Delete.
A confirmation prompt appears.

Usar Accounts

Do you want to delete the selected user account{s) ?

| Ok | | Cancel

3. Click OK.
The User Account will be deleted.
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User Roles

The User Roles submodule lets you create a role and assign it to the User Accounts
with variable permissions and rights as defined in the role being assigned to them. It
can be an Administrator role with set of permissions and rights Group Admin Role or a
Read only Role.

-
User Roles < Refrash E Help

& Properties | |_j Delete |

Description

Administrator

You can re-define the Properties of the created role for configuring access to various
section of eScan Management Console and the networked Computers. It also lets you
delete any existing role after the task is completed by them. It allows the administrator
to give permission to sub administrators to access defined modules of eScan and
perform installation/uninstallation of eScan Client on network computers or define
Policies and tasks for the computers allocated to them.

New Role
To add a user role,

1. Inthe User Roles screen, click New Role.
New Role form appears.

New Role |4 Help

User Roles >New Rola

Role Details

Mew Role Name 1* [ |

Descrigtion [ |

Select Group :

& ] & managed computers

| cancel |
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2. Enter name and description for the role.

3. Click Managed Computers and select the specific group to assign the role.
The added role will be able to manage and monitor only the selected group's
activities.

4. Click OK.
Permissions section appears displaying Main Tree Menu and Client Tree Menu
tabs. The Main Tree Menu consists of Navigation Panel Access permissions while
the Client Tree Menu consists of selected groups on which permissions the user
is allowed to take further.

DashBoard O
Managed Computers
Unmanaged Computers
Network Computers O [l
IP Range D D
Active Directory O [l
Report Templates O [l
Report Scheduler (] J
Events & Computers O [l
System Action List O
Tasks For Specific Computers [l [}
Asset Management [l
User Activity
Print Activity O
Session Activity Report D
File Activity Report ]
Application Access Report D
Patch Report (] (]
Notifications
Outbreak Alert ] )]
Euant flack 1 (|

5. Select the check boxes that will allow the role to view/configure the module.
6. After selecting the necessary check boxes, click Save.
The role will be added to the User Roles list.
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View Role Properties

To view the properties of a role

1. Inthe User Roles screen, select a role.
2. This enables Properties and Delete buttons.

-
User Roles < Refresh E Help

f+ New Rale Wi Delete
Role Name Description

Administrator

[ttty

3. Click Properties.
Properties screen appears. It lets you modify role description, permissions for
accessing and configuring modules and assign the role to other groups by
clicking Select Group Tree.

Configure
n

DashBoard (]
Managed Computers
Unmanaged Computars

Metwork Computars O (]

1P Range [l (|

Active Diractory ] ]
Report Templatas
Report Scheduler
Events & Computers O [}

System Action List O
Tasks For Spacific Computars O (]
Asset Management ]
Usar Activity

Print Activity

Session Activity Report

File Activity Report

Application Access Report
Fatch Repart
Notifications

4. To modify client configuration permissions, click Client Tree Menu.
Client Tree Menu
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Define the Actions that the created role can configure for the allocated group.
The menu has Action List, Client Action List, Select Policy Template, Policy
Criteria, and Group Tasks.

Permissions

a anaged Comauters [ Managed Computers/Samples_Team ] Configure

a Roaming Users e -

H- a Linux { Mac

a Mg - Action List
Mew Sub Group O
Set Group Configuration O
Deploy / Upgrade Client ]
Uninstzll eScan Client ]
Remove Group D
Synchronize with Active Directory O
Qutbreak Prevention O
Create Client Setup ]
Properties

Client Action List

Set Host Configuration O
Deploy / Upgrade Client O
Uninstall eScan Client
Move to Group ]
Remove from Group O
Refresh Client )]
Show Critical Events D
Expart
Show Installed Softwares O

5. To let the role configure these actions, under the Configure column select the
check boxes of corresponding actions.

6. Click Save.
The Role Properties will be updated accordingly.
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Delete a User Role

To delete a user role

1. Inthe User Roles screen, select the user role you want to delete.

User Roles : Refresh E Help

f+ New Role | B Properties || i Delete
Role Name Description

Administrator

Kottty

2. Click Delete.
A delete confirmation prompt appears.

Delete Role

Do you want to delete the sslected Rolels)?

| ok | | Cancel

3. Click OK.
The User Role will be deleted.
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Export & Import

The Export & Import submodule lets you to take a backup of your eScan server settings,
in case you want to replace the existing eScan server. You can export the Settings,
Policies and the Database from existing server to a local drive and import it to the new
server.

Export Settings

This tab lets you export the eScan Server Settings, Policies, and Database. To export the
eScan Server settings, follow the steps given below:

1. Inthe Export Import Settings screen, click Export Settings tab.

Export Import Settings E Help

Export Settings Import Settings Scheduling

WMC Seitings and Palicies
|_| patabaze

| Export |

Wiew Exparted Files

Export files path: | C:'\PRDGR.A'\-'J‘.\COMI\1DN~1‘\micr{:|\-.rur|d‘\apache2\Er~1CWebAdn|| Change Path |

1. Select required settings
2. Click on "Export” to export eScan Management Console settings

2. To backup WMC Settings and Policies and Database, select both the check
boxes.
The backup file will be exported to the path shown in Export files path field. To
change the file path, click Change Path. Enter the file path and click Add.

3. Click Export.
The backup file will be exported to the destination path. A success message
appears at the top displaying date, time, and a download link for the exported
file.

Settings Exported Successfully Download Exported Fila {7/13/2021 12:25:40 PM)
Mote : Exportad file can not be use on lower versions
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Import Settings

This tab lets you import the eScan Server Settings, Policies, and Database. To import the

eScan Server settings, follow the steps given below:

1. In the Export Import Settings screen, click Import Settings tab.

E Help

Export Import Settings

Filz Mame Choose Filz | Mo file chosan

WMC Seitings and Paolicies
|_| patabaze

Impaort

Wiew Exparted Files

1. Select file to import (EservConf_[YYYYMMDDhhmm][_SCHD].zip)

2. Select required settings
3. Click on "Import" button to import the saved settings

2. Click Choose File.
The Import Settings tab lets you import only Settings and Policies or Database.

3. To import WMC Settings and Policies and Database, select both the check

boxes.

4. Click Import.
The backup file will be imported. A success message is displayed after complete

import.

N?rE After successfully taking a backup, eScan asks you to restart the server.

www.escanav.com
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Scheduling

This tab lets you schedule auto-backing up of Settings, Policies, and Database.

Export Import Settings E Help

Export Settings Import Settings Scheduling

Enable Export Schedulsr

WMC Settings and Paolicies D Database

@:‘ Daily

I’_\I i

L wWeekly Man Tue Wed Thu
Fri Sat Sun

P
‘' Monthly

Sender:
Recipient:
SEMTP Server:

SMTP Port:

Use SMTP Authentication

User name:

Passwaord:

Test

Enable Optional Settings

Select how many backup files to store
Create the backup only if drive space is greater than or equal to : |50l’.] || MB V|
Default
Save

Wiew Exported Files

Last schedule status : Settings Exported Successfully On { MM/DOD/YYYY | 07/13/2021 12:01 PM

To create a Schedule for export, follow the steps given below:

1. Select Enable Export Scheduler check box.

2. Select the check boxes whether to back up both Settings and Policies and
Database.

3. Schedule the backup for a Daily, Weekly (Select a day) or Monthly (Select a
date) basis.

4. For the At field, click the drop-down and select a time for backing up data.

An I1SO 27001 Certified Company WwWw.escanav.com



If you want to receive email notifications about the procedure, select Enable
Notifications Settings check box and fill in the necessary details. If the SMTP
server requires authentication, select the Use SMTP Authentication check box
and enter the credentials. To check if the SMTP settings are correct, click Test. A
test email will be sent to recipient email ID.
To configure additional settings for backup file, select the Enable Optional
Settings, and make the necessary changes. To restore the changes made, click
Default.

5. After performing all the necessary steps, click Save.
The export schedule will be saved.

www.escanav.com
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Customize Setup

This submodule lets you create a customized setup for a Client or an Agent with fewer
modules and deploy it to various locations. This can be very useful, if there are locations
to which a server is unable to push the setup or locations that are unable to connect to
the server directly. The custom setup can be downloaded as a file and sent to different

locations.

Create Customized Satup & Refresh [ Help

Client \ Agent for Windows Client \ Agent for Linux i [ERSSEREREE L] Delete

D D De ptic eated D Do

Creating a customized setup for Windows

To create a customized setup for Windows, follow the steps given below:

1. In Create Customized Setup screen, click Client/Agent for Windows.
Customize New Setup screen appears.

E Help

Customize New Setup ==

Customize Setup = Client %, Agent for Windows

Setup File Settings

Setup for*: ® Client ') Agent

Description™: | |

Group: | I Brovise |

Server IP*; |192. ik . =5 aveisEnr. g |

D Enable Advance Settings

| Save || Cancel | (*) Mandatory Fizlds

2. Select whether the setup file is being created for Client or Agent.

www.escanav.com
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Enter description for the setup file.

Click Browse and select a group for which this setup is being created.
Enter eScan Server IP address.

If you want to provide advanced settings with the setup, select the Enable
Advance Settings check box. Doing so enables the bottom field. Select the
setting check boxes you want to provide.

7. Click Save.

The customized setup for Windows will be created.

S

Creating a customized setup for Linux

To create a customized setup for Linux, follow the steps given below:

1. In Create Customized Setup screen, click Client\Agent for Linux.
Customize New Setup screen appears.

Customize New Setup B E Help

Customize Setup = Linux

Setup File Settings

Description™: | |
Distribution™:
Source Setup file path™: | C:\Program Files\eScan\SetuplAgent_Setup.rpm |
Group™®: | Browise |
Sarver IR |192. 2t v |
| Save | | Cancel | [*) Mandatory Fizlds

2. Enter a description for the setup.

3. Click the drop-down select whether the setup is being created for Red Hat or
Debian.

4. Source Setup file path field displays the setup file's location. If you want to
change path, enter the new path in this field.

5. Click Browse and select a group for which this setup is being created.

6. Enter eScan Server IP address.

7. Click Save.
The customized setup for Linux will be created.
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Editing Setup Properties (only Windows)

The properties can be edited for only customized Windows setup. To edit the
customized Windows setup's properties, follow the steps given below:

-
Create Customized Setup - Refresh E Help
Client  Agent for Windows Client \ Agent for Linux Lo W Delete
0 s
D D 0 D

08/05/2021
Satup_ i w0t axe 1§ Wi Windows | - Sample Download

13:01

1. In the Create Customized Setup screen, select the Windows setup you want to
edit.

2. Click Properties.
Edit Customized Setup screen appears.

E Help

Edit Customized Setup 25

Customize Satup > Client % Agent for Windows

Setup File Settings

Setup for*: Client Agent

Description™: Sample

Group: | I Browse |

Server IP*: | 1 |

Enable Advance Settings

Adwvance Settings for Customized Setup
B @) Fle antivirus

B [0 &3 Remove Mail Antivirus

[ D ’ Eemove AntiSpam

H- ! YRemove Firewsll

28 :%,Remove End Point Security
- D i?i Remave Privacy Control

B [ st password

B [ Enable schedule Sean

- D g_."Enable Cloud Scan

- Client Installation Settings

- additional Settings

B D Schedule Downlozad

| Save | | Cancel | (*) Mandatary Fizlds

3. Make the necessary changes and then click Save. The setup will be updated.
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Deleting a Setup

To delete a setup, follow the steps given below:
1. Inthe Create Customized Setup screen, select the setup you want to delete.

Create Customized Setup

-

* Refresh E Help

Setup_ 3 % v T exe 15

O

Windows |--

Client \ Agent for Windows Client \ Agent for Linux o Wi Delete

Sample

08/05/2021

13:01

Download

2. Click Delete.
A confirmation window appears.

Create Customized Setup

Do yvou really want to Delete?

| Ok | | Camcel

3. Click Ok.
The setup will be deleted.
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Audit Trail

The Audit Trail submodule let you record the security relevant data, operation, event,
Action, policy updates. Audit logs are used to track the date, time and activity of each
user, including the policy/criteria that have been changed. A record of the changes that
have been made to a database. You can get audit trail of user activity across all these

systems.
Audit Trail Report £ Refresh Help

1-40f4 10 ipase| © of 1 1 b Rows per page: [ 30 ]

Client Date Client Time Audit Type Policy/Criteria Name Module Name

T ) 192.168 4 4% % 21 12088 Log Of Conscle LogOut
f |
- [DOBE S dass 28] 192.168 4 1% o 1 12, Login Console LogIn
6CER et 35 192,168 % 21 12 &3 im Login Console LogIn
!

- [6CES it datteas] 152.168. 4 44 ot 21 12 i Log OFF Conscla LogOut

Filter all Audit Trail report
To filter the Audit Trail Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

W Filter Criteria A Export Options

[—Filter Criteria

User Name B | [nclud= ] 1P Address [ | [nclude ]
Audit Type = - Policy/Criteria Name [ |[Tnclude +]
Module Name [ | (znclude +]

Date Range

From (MM/DD/YYYY) &

To (MM/DD/YYYY) losfos/zonr  |E9
| search | [ Reset | [=) View All Items

Select the parameters you want to be included in the filtered report.

Include/Exclude

Selecting Include/Exclude for a parameter lets you include or exclude it from the report.
After making the necessary selections, click Search.

The Hardware Report will be filtered according to your preferences.

Exporting Hardware Report
To export the Hardware Report, click Export Option. Export Option field expands.

# Filter Criteria v Export Option

Export Option
’7 ) Excel ) poF ® Export

Select the preferred option and then click Export. A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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License

The License module lets you manage user licenses. You can add, activate, and view the
total number of licenses available for deployment, previously deployed, and licenses
remaining with their corresponding values. The module also lets you move the licensed
computers to non-licensed computers and vice versa. Here you can also view the
number of add-on license along with the name of it. For example, as you can see here
there are 15 add-on licenses for eBackup feature. The add-on license is available for
eBackup, 2FA, and DLP features.

-
License % Refrech EH Elp

Register Information

License Key(30 char) Activation Code(60 char)

EBackup+ RMM+ DLP+

Activated 05-Sep-2021

2FA&+ Anti-Theft

To Add License Click Here

License HAL )

70.0%

® License InUse -3 @ Remaining License - 7

[Manage License]

Adding and Activating a License

To add and activate a license

1. Inthe License screen, click the Click Here link.

To Add License Click Hers

Add License Key dialog box appears.

Add 20 Character License Key.

OK Cancal |

2. Enter the license key and then click OK.
The license key will be added and displayed in the Register Information table.
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Moving Licensed Computers to Non-
Licensed Computers

To move licensed computers to non-licensed computers,

1. In the License statistics box, click Manage License.

( License =N "-\
~ 30.0%
70.0% _
® License InUse -3 @ Remaining License - 7
[Manage License]
o, A

Manage License window appears.

E Help

Manage License

Licensed Computers [ Devices (3) Filter Licens= 1 Move to Non-License

‘ -

| ‘M ‘Gmug
O R a Managed Computers's "o
O | e gee=e 23 Mznaged Computers|Em

H wis LR ] e == Mznaged Computars

-

Mon-Licensed Computers [/ Devices (D) Filter License L Move to License

No Record Found | -

Close

www.escanav.com
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2. Under the Licensed Computers section, select the computer(s) that you want to
move to Non-Licensed Computers section.

3. Click Move to Non-License.

4. The selected computer(s) will be moved to Non-Licensed computers section.

Manage License E Help
Licensed Computers [ Devices (2) Filter License Wi Move to Non-License
|| | Machine Name | Group | -
D ﬁ - a Managed Computars'. s "
ﬁ WIn gl St B9 Managed Computers
-
Mon-Licensed Computers / Devices (1) Filter Licanse Wi Move to License
e Date < De o
D ﬁ e i O Managed Computersis & 05/08/2021 16:43:00
-

Moving Non-Licensed Computers to
Licensed Computers

To move licensed computers to non-licensed computers, follow the steps given below:
1. In the License statistics box, click Manage License.

License =A ‘;.\

70.0% .

@ Llicense InUse -3 @ Remaining License - 7

[Manage License]
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Manage License window appears.

E Help

Manage License

Licensed Computers / Devices (2) Filter Licens= Wi Move to Non-License

] | Machine Name |Gmu|§ | -
D i n ﬂ Managed Computars'. it
B win e f S et IR Managed Computers
-

Non-Licensed Computers | Devices (1) Filter Licenze Wi Move to License

-
s Date - D

D i » =in 59 Managed Computers\sis 05/08/2021 16:43:00

Close

2. Under the Non-Licensed Computers section, select the computer(s) that you
want to move to Licensed Computers section.

3. Click Move to License.
4. The selected computer(s) will be moved to Licensed Computers section.

E Help

Manage License

Licensed Computers [ Devices (3) Filter License Wi Move to Non-License

| | Machine Name |ﬂ|§ | -
D i " a Managed Computers's "
O | ge& 22 Managed Computers\Eis

oW el S [ ] Managed Computers

-

Non-Licensed Computers | Devices (0) Filter Licensze W Move to License

| -

No Record Found

Close
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eScan Mobility Management

eScan Mobility Management (EMM) introduces a comprehensive mobile security
solution that helps organizations maintain compliance while reducing IT intervention
and effort. It provides a centralized system for device management and data security
for complex and diverse mobile device. It allows you to enforce security policies for
mobile devices from the same management platform.

Using granular, policy-based controls and deploying sophisticated threat protection, it
allows to proactively enabling mobile productivity without compromising security.
Following are the benefits of MDM:

e Deploy, protect, and manage Company-Owned Devices (COD) and Bring Your
Own Devices (BYOD).

¢ Implement a various device control without having to physically handle the
user's device.

e Secure data and resources, enhance user productivity, reduce costs, and
maintain communications.

e Remotely locate, lock and wipe data on lost or stolen devices.

e Manage device app via App Store and monitor network data usage, call, SMS, etc.

e Keep an eye on the device by applying fencing parameters such as time, location,

and Wi-Fi.
e Generates in-depth reports of mobile devices as per the requirement.

ified Company
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Getting Started

Click eScan Mobility Management in the Navigation Panel. Select Platform prompt
appears.

. %
\/ eScan EMM is ready for Android Devices N

Start with Android (without i0S)

To manage 10S devices you need to add a Trusted CA Certificate -

Start with i0S

Clicking Start with iOS takes you to the Settings module > Certificate Management
tab. To learn more about it, click here.

Clicking Start with Android (without iOS) displays the eScan Mobility Management
Console.

If you clicked Start with Android (without iOS), go to Settings module > Email
Notification Settings tab. These settings should be configured at start as they help
administrator receive notifications. Learn more about Email Notification Settings by
clicking here.
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Dashboard

The Dashboard displays eScan MDM application’s real-time Deployment Status,
Protection Status and Protection Statistics for managed devices.

DashBoard Date of virus signatures (EMM): Not Updated n a

Deployment Status |JEISRERESEEEE  Protection Statistics

Since Last 7 Days

Update Status

W Updatad 4] W Scanned o
B ot Updated 1] B nNot Scanned o
M unknown 1 B unknown 1

Total 1 Total 1

Protection Status

Anti-Virus

W Started 1 M started o
W stopped o W stopped 1
B unknown o M unknovin o

Total 1 Total 1
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Deployment Status

This tab displays detailed pie chart view and statistics of the following -

e Enrollment Status

e eScan Status

e eScan Version (Android - MDM App)

e eScan Version (Android - Container App)
e eScan Version (iOS - MDM App)

e Android Version

e jOS Version

e Device Sync Status (Successful)

e Device Compliance

e Kiosk Status

DashBoard Date of virus signatures (EMM): Not Updatad n n

LI TR IESSUIE  Protection Status | Protection Statistics

Enrollment Status

M Enrolled 2 B installed 2
M Not Enrolled o M Not Installed o
I Container Mot Enrolled 0 B unknown ]

Total 2 Total 2

eScan Version (Android - MDM App) eScan Version {(Android - Container App)

M unknown
Total

M 7.2.0.48

M 7.2.0.70

B unknown
Total

I ra

[ERE=I S
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Enroliment Status

Enrollment Status

2 Enrolled
B Mot Enrolled

2 Container Mot Enrolled

5 I e B e Y [ (8

Total

Enrolled - It displays the number of devices that are enrolled.

Not Enrolled - It displays the number of devices that are not enrolled.
Container Not Enrolled - It displays the number of devices on which Container
application is not enrolled.

Total - It displays the total number of devices.

eScan Status

eScan Status

B installed
B Mot Installed

B uUnknown

S T = B e TR [ 8

Total

Installed - It displays the number of devices on which eScan MDM application is

installed.
Not Installed - It displays the number of devices on which eScan MDM application is
not installed.

Unknown - It displays the number of devices on which the eScan MDM application
installation status is unknown.
Total - It displays the total number of devices.
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eScan Version (Android - MDM App)

| ALY

. 7.2.85 %

B unknown

[] Total

Ira o = =

Version Numbers - It displays the Android MDM application’s version number installed
on devices.

Unknown - It displays the number of devices on which the Android MDM application’s
version number is unknown.

Total - It displays the total number of devices.

eScan Version (Android - Container App)

eScan Version (Android - Container App)

B uUnknown
[] Total

Ira ra

Version Numbers - It displays the eScan Container application’s version number
installed on devices.

Unknown - It displays the number of devices on which the eScan Container
application’s version number is unknown.

Total - It displays the total number of devices.
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eScan Version (iOS - MDM App)

B unknown
[] Total

Ik k2

Version Numbers - It displays the iOS MDM application’s version number installed on
devices.

Unknown - It displays the number of devices on which the iOS MDM application’s
version number is unknown.

Total - It displays the total number of devices.

Android Version

B s.0.1
N 7i:
B unknown

[] Total

5 I = N o [T

Version Numbers - It displays the Android OS version numbers and the number of
devices which are running it.

Unknown - It displays the number of devices on which the Android OS version is
unknown.

Total - It displays the total number of devices.
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iOS Version

Mico

Wi

B Unknown
Total

{1 =R [ [

Version Numbers - It displays the iOS version numbers and the number of devices
which are running it.

Unknown - It displays the number of devices on which the iOS version is unknown.
Total - It displays the total number of devices.

Device Sync Status (Successful)

Device Sync Status (Successful)

B Today
B within Last 1-2 Dn...
[ |

Within Last 3-7 D...
Within Last 8-30 ...
Befora 20 Days

B not Yet Synced
Total

Ia o o o @ o [k

It displays the last sync status of the managed device with the server. You can view the
statistics of the devices that are synced with the eScan server for Today, Within Last 1-2
Days, Within Last 3-7 Days, Within Last 8-30 Days, Before 30 Days.

Not Yet Synced - It displays the number of devices that are not yet synced with the
eScan server.
Total - It displays the total number of devices.
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Device Compliance

Device Compliance

B Healthy

B Mon-compliant
B Unknown
Total

L TR == R == I (8

Healthy - It displays the number of devices that meet the compliances.
Non-compliant - It displays the number of devices that do not meet the compliances.
Unknown - It displays the number of devices whose compliance status is unknown.
Total - It displays the total number of devices.

Kiosk Status

B Enabled
W Disabled
B Unknowin

{5 I [ 5 IR = T = |

Total

Enabled - It displays the number of devices on which the Kiosk mode is enabled.
Disabled - It displays the number of devices on which the Kiosk mode is disabled.
Unknown - It displays the number of devices on which the Kiosk mode status is
unknown.

Total - It displays the number of devices.
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Protection Status

This tab displays detailed pie chart view and statistics of the following -

e Update Status

e Scan Status

¢ Anti-Virus

e Web Control

e Application Control
e (Call & SMS Filter

e Firewall Status

DashBoard Date of virus signatures (EMM): Not Updated n a

Deployment Status Protection Status Protection Statistics

Since Last 7 Days

Update Status

W Updatad 4] W Scanned o
B ot Updated 1] B nNot Scanned o
M unknown 1 B unknovmn 1

Total 1 Total 1

Protection Status

Anti-Virus

W Started 1 M started o
W stopped o W stopped 1
B unknown o M unknovin o

Total 1 Total 1
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Update Status

Update Status

B updated
B ot Updated
B unknown

[ Total

[ I [ = T (2

Updated - It displays the number of devices on which the Anti-Virus signatures are
updated.

Not Updated - It displays the number of devices on which the Anti-Virus signatures are
not updated.

Unknown - It displays the number of devices on which the Anti-Virus signatures update
status is unknown.

Total - It displays the number of devices.

Scan Status

Scan Status

B scanned
B ot Scanned
B unknown

[] Total

I I o o

Scanned - It displays the number of devices which are scanned.

Not Scanned - It displays the number of devices which are not scanned.

Unknown - It displays the number of devices on which the scan status is unknown.
Total - It displays the total number of devices.
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Anti-Virus
B Started 2
B sStopped o
B Unknown 0
Total 2

Started - It displays the number of devices on which the Anti-Virus module is started.
Stopped - It displays the number of devices on which the Anti-Virus module is stopped.
Unknown - It displays the number of devices on which the Anti-Virus module status is
unknown.

Total - It displays the total number of devices.

Web Control

B started
N Stopped
0 Unknown

Ira & ra &

Total

Started - It displays the number of devices on which the Web Control module is
started.

Stopped - It displays the number of devices on which the Web Control module is
stopped.

Unknown - It displays the number of devices on which the Web Control module status
is unknown.

Total - It displays the total number of devices.
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Application Control

Application Control

Started

Stopped
0 Unknown
Total

Ira @ fra @

Started - It displays the number of devices on which the Application Control module is

started.

Stopped - It displays the number of devices on which the Application Control module is
stopped.

Unknown - It displays the number of devices on which the Application Control module
status is unknown.

Total - It displays the total number of devices.

Call and SMS Filter

B started

.| Stopped
B Unknown

Ira & &k

Total

Started - It displays the number of devices on which the Call and SMS filter is started.
Stopped - It displays the number of devices on which the Call and SMS filter is stopped.
Unknown - It displays the number of devices on which the Call and SMS filter status is
unknown.

Total - It displays the total number of devices.
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Firewall Status
B Enabled
W Disablad

N Unkngown
Total

| LGS T [ 5 R = IR =

Enabled - It displays the number of devices on which the firewall is enabled.

Disabled - It displays the number of devices on which the firewall is disabled.
Unknown - It displays the number of devices on which the firewall status is unknown.
Total - It displays the number of devices.

An I1SO 27001 Certified Company www.escanav.com



Protection Statistics

This tab displays pie chart view of detailed eScan module activity on devices. You can
view details of each device by clicking the numerical.

o Anti-Virus

e Web Control

e Application Control
e (all Statistics

e SMS Statistics

Deployment Status Protection Status Protection Statistics

Since Last 7 Days

“ wieb Centrol

B skipped 1 B Allowed 1
M Delsted 1 B elocked 1
Total z Total 2

Application Control Call Statistics

B cutgoing (Blocked)

B Allowed 10 B Incoming (Allowsd) 1]
B celocked o B Incoming (Blocked) a
Total 10 Outgoing {Allowed) a

1]

Q

™ Total

W Received o
W sent o
Total o
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Anti-Virus

B skipped
B Deleted

[] Total

[ o ]

Skipped - It displays the number of files skipped during a scan on a device.
Deleted - It displays the number of files deleted during a scan on a device.
Total - It displays the total number of files.

Web Control

Web Control

B zllowed
B Blocked
[] Total

| R 5]

Allowed - It displays the number of websites allowed on a device.
Blocked - It displays the number of websites blocked on a device.
Total - It displays the total number of websites.

www.escanav.com
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Application Control

Application Control

B Allowed
" EBElocked
Total

= O e

Allowed - It displays the number of applications allowed on a device.
Blocked - It displays the number of applications blocked on a device.
Total - It displays the total number of applications.

Call Statistics

Call Statistics

B Incoming (Allowed)
B Incoming {Blocked)

Outgoing {Allowed)
B Outgoing {Blocked)

e o @ o o

Total

Incoming (Allowed) - It displays the number of incoming calls allowed on a device.
Incoming (Blocked) - It displays the number of incoming calls blocked on a device.
Outgoing (Allowed) - It displays the number of outgoing calls allowed from a device.
Outgoing (Blocked) - It displays the number of outgoing calls blocked from a device.
Total - It displays the total number of calls.
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SMS Statistics

5MS Statistics

B FReceived ]
B sent o
Takal 0

Received - It displays the number of messages received on a device.
Sent - It displays the number of messages sent from a device.
Total - It displays the total number of messages.
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Settings

The Settings let you configure the modules to be displayed see in all tabs.

1. Click settings icon .
Configure Dashboard Display window appears.

— Deployment Status

eScan Status

eScan Version (Android - Container
App)

Android Version
Deavice Sync Status {Successful)
Kiosk Status

eScan Version (Android - MDM App)
eScan Version (i0S - MDM App)

i085 Version

Sea0

Device Compliance

— Protection Status

Update Status Scan Status
Anti-Virus Web Control
Application Control Call & SMS Filter

Firewall Status

— Protection Statistics
Anti-Virus
Application Control
SMS Statistics

Web Control

(<B4

Call Statistics

2. Select the module(s) to be displayed in the tabs and then click OK.
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Managed Mobile Devices

The Managed Mobile Devices module lets you take action related to a group and
specific device(s). There are following buttons in this module:

e Action List

e Client Action List

e Select/Add Columns
e Policy Templates

Managed Mobile Devices n n
Action List » @ Policy Templates
Elﬁ Managed Devices Group Information
Ej Palicy LDAP[Active Directory Sync Mot Configured
@Gruup Tasks Total Subgroups ]
Total Devices o
B Client Devices
Group Type MDM

ﬁ Assigned Policy Template: Managed Devices Policy F View Policy Template
@8] croup Tasks

El Client Devices

Action List

This drop-down lets you take an action for a group.

| Mew Group

Add New Device

Add Multiple Devices
Remowve Group
Change Server Ip

Synchronize with LDAPR/ Active

Directory
Properties
Options Description
This option lets you create a new group for categorizing/adding

New Group devices

Add New Device | This option lets you add new devices to the selected groups.

ertified Company
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This option lets you import (*.txt, *.csv) file with device and user
details in the following format for adding multiple devices at

once.
Add Multiple Mobile no.1,Username1,Email ID1 for example:
Devices 9012345678,ABCD,abcd@xyz.com

Note: Do not put space before or after comma in the above
format.

Remove Group | This option lets you remove a group from the Managed Devices.

This option lets you change the server IP address on the managed

Change Server i )
device. The new server IP can be allotted to a particular group or

IP
list of devices.
Synchronize This option lets you synchronize the managed devices with the
with source active Directory Organization unit, the minimum sync
LDAP/Active interval is five minutes and you can also exclude ADS source
Directory paths that are not required.
This option lets you view properties of the group such as Name,
Properties P Y Prop group
Parent Group, Group Type.
Group Type
MDM

In case the containerization benefits are not required, select the group type as MDM.
The policies are applied to the Personal profile of the devices in the MDM group type.
Web-blocking, Application Control etc. policies can be applied to the devices without
creating a work profile (Container).

coD

In case the device belongs to a company and is given to an employee for company
work/task purposes, select the group type as COD (Company Owned Device). In this
group type, the User installed apps in the Personal profile will always be blocked as
company is the device owner. Containerization and its benefits are available for COD

group type.

BYOD

In case the users are allowed to bring their own devices to company for work/task
purposes, select the group type as BYOD (Bring Your Own Device). In this group type,

An 1SO 27001 Certified Company www.escanav.c



user installed apps in the Personal profile will be restricted within the set Geo/Wi-Fi
location. This restrictions will be removed once the device out of the Geo/Wi-Fi location.

For differentiation between applications required to be installed, enrollment procedures
and policies for the respective group type, click here.

Creating a New Group

1. Select a group to which the group is to be added.
2. Click Action List > New Group.
Create New Group window appears.

Create New Group x

Mew Group Mame :¥

]

Group Type: ® mpom ) cop ) syop

Select Template

[ Default_Palicy MDM w :I

* Mandatory Field

3. Enter a name.
4. Select a preferred group type.
5. Click Save. A new group will be created.

An I1SO 27001 Certified Company
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Adding a New Device

After a group is created, you will be required to add devices to the respective groups for
managing and securing them efficiently. To add a device, follow the steps given below:

1. Select a group.
2. Click Action List > Add New Device.
Add New Device window appears.

Add New Device [Group Name: test MDM] [Group Type: MDM] xX

Maobile Number®

User's name™®

Email 1d*

[ ]

0S Type ® pndroid ios

* Mandatory Field

3. Enter the mandatory details.
4. Select the appropriate OS type.
5. Click Add.

An enrollment email with a link to download and install eScan Device Management
(client) will be sent to the specified email address.

@ | The mobile number required here is only for indicative purposes and it need
NOTE | not be an actual mobile number.
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Adding Multiple Devices

By using Add Multiple Devices option, you can add multiple devices to a group by
importing details from a .csv or .txt file in the following format - Mobile no.1,
Username1, Email-id1

To add multiple devices, follow the steps given below:
1. Select a group.
2. Click Action list > Add Multiple Devices.
Add Multiple Devices window appears.

Add Multiple Devices 4

Select File source

Select file for import (*.bxt, *.cav):

Choose File | Mo file chosen

Eg:
5821000000, xy= xyz@domainnamsa.com
55821000001,abc,abc@domainname.com

Note:Davice(s) added through this option will be seen as Android devices {when in not enrclled
state) and will change to i0S, if an i0S device is enrclled against the number.

3. Click Browse and select the .txt and .csv file consisting required details.
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4. Click OK. Add Multiple Devices window appears.

Add Multiple Devices x

Select File source

Select file for import (*.tet, *.csv):
Mo file chosen

’
¥ File "MDM.txt" uploaded successfully

5. All devices from the .txt and .csv file will be added to the group. After the
successful addition, the following window will be displayed.

Ensure there is no space before or after comma in the above format.
Use a line break to separate each device's information.

NOTE | Device(s) added through this option will be seen as Android devices (when in

not enrolled state) and will change to iOS, if an iOS device is enrolled against
the number.

Add Multiple Devices x

04 Aug 2021 04:24 PM: Adding new device 78 g
04 Aug 2021 04:24 PM: New Device 78 8 added successfully

Total devices 11
Device added 11
Mot added :

1 Certified Company
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Removing a group

To remove a group, follow the steps given below:
Group Removal is allowed only for empty groups. (Group(s) that contains no devices)

1. Select a group.
2. Click Action List > Remove Group.
A confirmation prompt appears.

emm.escanav.com:10443 says

Do you really want to remove the Device(s) from the group?

3. Click OK.
The group will be removed.

Changing Server IP address

1. Select a group.

2. Click Action List > Change Server IP.
Change Server IP Address window appears. The IP Address field displays the
current IP address of a group.

Change Server IP Address on device(s) x ]
1P Address: O changeTo
—Apply Te

. o~
@' Groups L.} List of Devices

—Select Group(s)

- O ﬁ Manzged Devices
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Enterprise Security

3. Select the Change To check box and enter the new server IP address.

4. Inthe Apply To section, select whether IP address change is for Groups or List
of Devices.

5. Select the group or devices in below section. After you are done making changes,
click Apply.

Change Server IP Address on device{s) x

SIS SIS SIS SIS SIS SSS

6. The group’s or device’s IP address will be changed.
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Synchronizing with Active Directory

To synchronize a group with Active Directory, follow the steps given below:

1. Select a group and then click Action List > Synchronize with LDAP/Active
Directory.
Synchronize with LDAP/Active Directory window appears.

Synchronize with LDAP/Active Directory x

Synchronize with LDAPSActive Directory

— Target Groups :

[Managed Devices! e _# ]

— Source LDAPfActive Directory Organisation Unit :

| =

 Synchronization interval :

Minutes {Minimum 5 Minutes)

— Exclude From LDAP/Active Directory Sync

B Excluded LDAP/ Active Directory Sources

2. If you want to change the target group for synchronization, click Browse and
select a group or subgroup. (Skip this step if you don’t want to change the

group).
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Enterprise Security

3. Select the Source LDAP/Active Directory Organization Unit by clicking Browse. It
takes you to LDAP/Active Directory; selection will depend upon which OU you
want to synchronize. After selecting OU, click OK.

Synchronize with LDAP/Active Directory -
Select Source LDAP f Active Directory x

Select Source LDAP/Active Diractory n

Configure

E| @iy Active Directory
= #fs DC=sls, DC=local(192. 588 & 88)

]
- oty
- oty
- oty
]
- oty
- oty
- oty
]
- oty
- oty
]
]
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4. Set the Synchronization Interval as per your requirement.

)

Synchronize with LDAP/ Active Directory

r~ Target Groups :

Managed Devices\Test_ AD Browse
(anag 3 | 5o |

 Source LDAP/Active Directory Organisation Unit :

|DC=s4s.DC=local(192. ) | orow=e |

— Synchronization interval :

Minutes (Minimum 5 Minutes)

~ Exclude From LDAP/Active Directory Sync

B Excluded LDAP/Active Directory Sources

5. Click OK.

To exclude group(s) from AD sync
1. Check Excluded LDAP/Active Directory Sources. Click Exclude.
Select OU to Exclude pop-up appears.

Select OU to Exclude x |

=] gly Active Directory
B () DC=#ss.DC=local(192.58& & %)

Oo000oo00oooolcooo
§
!

2. Select the group you want to exclude and then click OK.
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Client Action List

This drop-down lets you take action for the devices added in the console.

i

Properties

Remaove from Group
Resend Enrollment Email
Change Username/Email-id

Disenroll

Select a device or devices and take the action of your preference.
Moving Devices from one group to the other
group

After adding devices in a group, you can move a device or devices from one group to
other as per your requirement.
To move device(s) from one group to other, follow the steps given below:
1. Select the group in which the device(s) is already added and then click Client
Devices.

ﬁ Group Tasks

""" [EI Client Devices

Y= p—

Group Tasks

..... Eﬂ Client Devices {zj
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2. Select the device you want to move to another group and then click Client

Action List > Move to Group.

Properties
B : Mobile Number | User's name §
E H : Remove from Group
o
W' Foplmeagas Device Wess View Resend Enrollment Email
— . ; o
] .ﬁ. P—— 5 View Change Username/Email-id
Disanraoll
3. Select Group window appears.
Select Group x

EI ﬁ Managed Devices

- e "

4. Select the group to which you wish to move the device(s) and then click OK.

@ | You can create a New Group by clicking New Group and move the device(s)
NOTE | to that group.
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Checking a Device's Properties

The Properties option lets you check a device's general properties, anti-virus settings,
protection status and miscellaneous properties.

1. Select a device.
2. Click Client Action List > Properties.
The Properties window for the selected device appears.

Properties- User's name: Device_®s - Mobile No.: 75+ wees o5

Mobile Mumber 75 w25
User's name Davice_ e
Columnl -

Column2 -

Column3 -

Mac Number o8
Email 1d ne § com
Enrollment Date 30 Jul 2021 12:25 PM

aScan Install Installed
eScan Version 7.2.0.70
Last Connection 30 Jul 2021 04:22 PM

Last Update -

Last Scanned -

Anti-Virus Enablad

Web Control Disabled

Application Control Disabled

Call & SMS Filter Enabled

Battery Status 14%
WiFi Strength 99%
SIM Signal Strength Mo Metwork
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Removing a device from group
The Remove from Group option lets you remove any device from a group.
1. Select a device.

2. Click Client Action List > Remove from Group.
A confirmation prompt appears.

10443 says

Do you really want to remove the Device(s) from the group?

3. Click OK.
The device will be removed from the group.

@ | Ifadevice is removed, all details related to that device are also deleted from
NOTE | the database.

Resending Enroliment Email

The Resend Enrollment Email option lets you resend the enroliment email to the user
who didn't receive it at the time of adding the device.

1. Select the specific device.
2. Click Client Action List > Resend Enroliment Email.
A new enrollment email will be sent to the user.
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Changing a User's Name/Email ID

The Change User's name/Email ID option lets you change the name/email ID of a user.

1. Select the specific device.
2. Click Client Action List > Change Username/Email ID.
Change Details window appears.

Mobile Number

73 B ]

User's mame™

[ Diavica_e ]
Email I1d*

[re § com ]
0S Typ= Android i0s

* Mandatory Field

3. Make the required changes and then click Save Details.
The User details will be updated.

Disenrolling a device

The Disenroll option lets you disenroll a device.

1. Select a device.
2. Click Client Action List > Disenroll.
A confirmation prompt appears.

Do you really want to disenroll selected device(s)?

3. Click OK.
The selected device will be disenrolled.
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Select/Add Columns

You can customize the view regarding the details of devices, according to the
requirement.

Select/Add Customized Columns x

r D Select All
Mobile Humber Anti-Virus
User's name Web Control
[ ] Metwork Block Status
[ ] Application Control
[ ] Call & SMS Filter
[ ] Last Connection
QR Code Last Update

Device Added Date Last Scannad

Enrollment Status Update Server
Enrollment Date Client OS
Mac Number Policy Applied Date
Email 1d GPS Status
Kiosk Status aScan Status

Battery Status eScan Version

oo OO RO

WiFi Strength Container Version

SRR OO0OO0O

SIM Signal Strength

To configure this, select the device and click Select/Add Columns option. You can select
and configure the required columns accordingly.
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Policy Templates

Steps for Defining Policies for the Group

To define policies for a group, select a group and under the group, click Policy. Group
Policy pane appears on the right side.

Managed Mobile Devices a a

B Policy Templates
E‘ﬁ Manzged Devices Group Policy n

(gl Group Task
@ roup tasks B Select Template

El Cliznt Devices

ﬁ SE e ®

Assigned Template Date And Time of Assigned Template

Managed Devices_Palicy 19 Jul 2021 03:12 PM

Clicking Select Template displays a list of available templates.

Select Policy Template x

Group Mame: Manzged Devices
Group Type: MDM
[Default_Folicy BYCD ~

Default_Pelicy COD

Default_Policy MDM

Managed Devices_Policy

e

Clicking Policy Templates displays Policy Template screen and lets you create, copy, and
assign template to specific group or devices.

Pulicy Template H
@ New Template (2]

Applicable for . . Assigned to
B Name of Template Graup type Created On Modified On Assigned to Group(s) Devieets)
D Default_Policy BYOD BYOD 19 Jul 2021 03:12 PM 19 Jul 2021 03:12 PM
D Default_Policy COD coD 19 Jul 2021 02:12 PM 19 Jul 2021 03:12 PM
D Default_Policy MDM MDM 19 Jul 2021 02:12 PM 19 Jul 2021 03:12 PM Managed Devices'seius
D Managed Devices_Paolicy MDM 19 Jul 2021 03:12 PM 19 Jul 2021 03:12 PM Managed Devices
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Creating New Template

To create a new template, follow the steps given below:
1. Click New Template.
Create Policy Template window appears.

Create Policy Template x
Policy Template Name: [ ] n -

Select Group Type: (Mom v

Android Template iDS Template

| » Anti-Virus Policy

| '+ call & sms Filter Policy

| » Web and Application Control

| » App specific network blocking

| » Anti-Theft palicy

| » Additional Settings Policy

| » Device Oriented Policy

| » Required Applications Policy

| » WiFi Settings Policy

| » Scheduled Backup (Contacts & SMS)

| » Content Library Policy

| » Kiosk Mode Policy

| » Password policy |

| » Location Fence

2. Enter a name for template.
3. Select appropriate group type.

The Create Policy Template lets you create template for both Android and iOS devices
discussed below.
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Android Template

Policy Template Name: [ ] n -

Select Group Type: [ MDM w ]

Android Template ||t PEurs B

| » Anti-Virus Policy

[ » call & sms Filter policy

| » Web and Application Control

| » App specific network blocking

[ » Anti-Thett Palicy

| » Additional Settings Palicy

| » Password Policy

| » Device Oriented Policy

| » Required Applications Policy

| » WiFi Settings Policy

| » Scheduled Backup (Contacts & SMS)

| » Content Library Policy

| » Kiosk Mode Policy

| » Location Fence

The Android Template consists following policies:

e Anti-Virus Policy

e (Call & SMS Filter Policy

e Web and Application Control
e App specific network blocking
e Anti-Theft Policy

e Additional Settings Policy

e Password Policy

¢ Device Oriented Policy

e Required Applications Policy
e Wi-Fi Settings Policy

e Scheduled Backup (Contacts & SMS)
e Content Library Policy

e Kiosk Mode Policy

e Location Fence
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Anti-Virus Policy

Anti-Virus Policy lets you scan the device, schedule a scan and update the virus
signature database as per your requirement.

| + Anti-Virus Policy

rScan Settings
Protection | Enabled L |
Scanning for files on installation is enabled
Scan Type | All Files L |
rAutomatic Scan
Startup Scan (Disabled ]

Schedule Scan |
Scan Day Sunday b

Salect Scan Tima

Schedulzs Update Settings

Schedule Updata | Daily w |
Update Day Sunday w
Update Time | 12:00 B

Update from Internet server

I Update only if Wi-Fi iz available
MNote: These option are not applicable for MDM apk version 7.0.2.24 and above. Container apk version 7.0.2.2 and above.

Options Description

Using the options present under the Anti-Virus Policy, the
administrator can define settings for enabling or disabling virus
protection on devices along with settings for file types to be
scanned on managed devices.

Scan Settings

Protection
Scanning for files | Select Enabled or Disabled to enable or disable protection on
on installation is | managed devices in the group.

enabled

. Use options present under the Anti-Virus Policy to scan devices
Automatic Scan )
on startup or schedule the scan as per requirement.

Select from drop-down to enable or disable scanning on device

Startup Scan ]
startup, as per your requirement.

Select a schedule to scan managed devices. You can conduct a

Schedule Scan weekly or daily scan as required or even disable the scan

schedules.

Select a particular day of the week to scan the managed devices

Scan Day present in the group. This check box will be activated only if you
select weekly scan.
Select Scan Time | Set time for scanning the managed devices in the group.
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Schedule Update
Settings

Define settings for updating eScan on managed devices.

Schedule Update

Define a schedule to update virus signature database on a daily
or weekly basis or disable the update schedule.

Select a particular day of the week to update the managed

Internet server

Update Day devices present in the group. This check box will be activated
only if you select weekly update.
Set time for the devices to take virus signature database update
Update Time from the server. It will be helpful in saving network congestion
where large numbers of devices are added in the MDM Server.
Update from Select this check box to update the virus signature database

from the Internet server.

Update only if
Wi-Fi is available

Select this check box to update virus signature database only if
the Wi-Fi connection is available.
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Call & SMS Filter Policy

The Call & SMS Filter Policy lets you set filter for incoming calls, text messages and
outgoing calls on managed devices.

[ w Call & SMS Filter Policy

rCall & SMS Filter (Incoming)
Call & SMS Filter Mode | Both List V|

Allow Contacts
Allow incoming calls and SMS from numbers in Contacts

[ Slock Non Numsric SMS and Calls
SMS and Calls from Mon Mumeric numbers are blocked

rCall Filter (Qutgaing)

Call Filter Mode ((Off 2

Call and SMS filter Mode set to Off

—Call & SMS Filter (Incoming)

Call & SMS Filter Mode [ OFf |

If the Call and SMS filter mode is set to Off, all calls and text messages will be allowed.
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Call and SMS filter mode set to Blacklist

—Call & SMS Filter (Incoming)

Call & SMS Filter Mode [ Blacklist |

D Block Mon Mumeric SMS and Calls
SMS and Calls from Non Numeric numbers are blocked

Select Block Non-Numeric SMS and Calls check box to block SMS and calls from non-
numeric numbers.

To block incoming calls from known numbers and SMS consisting specific keywords,
click Blacklist.

Call and SMS Blacklist window appears.

Call & SMS Blacklist x
[aa |

B Elocked Phone Number Filter Forbidden Text -
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Click Add.
Block Incoming window appears.

® sms calls ) calls & SMS

Blocked Phone Mumber

Forbidden Text

Mote: Wildcard 9 will be acceptad in "Blocked Phone Number" fisld.

Select whether to block SMS, Calls or both Calls & SMS. Enter the Blocked Phone
Number and Forbidden Text in the fields and then click Add.

Call & SMS Blackdist x

(0]
B Elocked Phone Number Filter Forbidden Text -

[ gas Calls & SMS -
(] as*s calls -
(] 74 : SMS

www.escanav.com
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To delete a specific number from the Blacklist, select the number and click Delete.

Ccall & SMS Blacklist x

(0]
B Blocked Phone Number Filter Forbidden Text -

58 Calls & SMS -
(] =& Calls -
O 74 SMsS

The selected number will be deleted.

To remove all the added numbers in a single-click, click Remove All.

Call and SMS filter mode set to Whitelist

~Call & SMS Filter {Incoming)
Call & SMS Filter Mode [ Whitelist + |

Allow Contacts
Allow incoming calls and SMS from numbers in Contacts

Check Allow Contacts check box and then click Whitelist.

www.escanav.com
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Call and SMS Whitelist window appears.

call & SMS Whitelist x

(0
B Allowed Phone Number Filter Allowed Text -

Click Add.
Allow Incoming window appears.

P

@ sms O calls () calls & gmMs

Allovred Phome Number

Allowred Text

[ ]

Mote: Wildcard % will be accepted in "Allowed Phone Number" fiald.
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Select whether to allow SMS, Calls or both Calls & SMS. Enter the Allowed Phone
Number and Forbidden Text in the fields and then click Add.

Call & SMS Whitelist x

()
B Allowed Phone Number Filter Allowed Text -

(] o7s EMS hel
(] 780 calls -
(] a7s : Calls B SMS -

To delete a specific number from whitelist, select the number and click Delete.

call & SMS Whitelist x

o
B Allowed Phone Number Filter Allowed Text -

974 SMS hel
J

7ape calls -
(] a7e : calls & SMS -

The number will be deleted.
To remove all numbers in a single-click, click Remove All.

www.escanav.com
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Call and SMS filter mode set to Both List

—Call & SMS Filter (Incoming)
Call & SMS Filter Mode | Bath List w |

Allow Contacts
Allows incoming calls and SMS from numbers in Contacts

[ Block Mon Mumeric SMS and Calls
SMS and Calls from Non Numeric numbers are blocked

Cotcie | i

Check Allow Contacts and Block Non-Numeric SMS and Calls and you will be able to
access both Blacklist's and Whitelist's features.

Call Filter (Outgoing) Mode set to Off

If Call Filter Mode is set to Off, all outgoing calls will be allowed.

Call Filter [Outgoing)

Call Filter Mode [ Off w |

Call Filter (Outgoing) Mode set to Whitelist
If Call Filter Mode is set to Whitelist, a user can make outgoing calls only to whitelisted
numbers.

Call Filter [Cutgoing)

Call Filter Mode [ Whitelist w
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Click Whitelist. Outgoing calls window appears.

=
| Allowed Phone Number -

Click Add.
Allow outgoing window appears.

Allow Outgoing ®

Allovred Phone Number

Mote: Wildcard 9 will be accepted in "Allowed Phone Number" fiald.

Enter the phone number and then click Add.
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The number will be added to the Whitelist.

(0]
n Allowed Phone Number -

] 38

To delete a specific number, select a number and then click Delete.

=
N Allowed Phone Number -

98

The number will be deleted.
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Web and Application Control

Web and Application Control policy lets you allow and block applications and websites
on managed devices.

[ + Web and Application Control

Control Mode | Eoth V|
Allow [ Block Application List
~ Allow / Block Website categories
r Filter Categories
Category Name Allow Block -
Select All || B
(Adwvertisements and Popups '@)
Alcohol and Tobacco [ ()
[Anonymizers (:} (i:'
Arts @ -
Botnats L - -
ot i ] o e

Control Mode

Allow or Block Applications/Website or Both or Off based on your requirement and
Policies.

Control mode set to Off

If the Control Mode is set to Off, you cannot allow/block websites or applications.

[ + Web and Application Control

Control Mode [ Off W |
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Control mode set to Website
Setting the Control Mode to Website lets you allow and block website categories.

[ + Web and Application Control

Control Mode | Website W |

~Allav / Block Website categories

r Filter Categories

Category Name Allow Blodk -
Select All [ | ]

Advertisements and Popups (O] O

Alcohaol and Tobacco @)

[Anonymizers

arts @ O
Botnets @}

Allow List: Websites added to this list can be accessed in browser. You can modify,
delete and also remove the list of websites.

Websites added to the Allow List will be Allowed ragardless of the settings
done under "Allow / Block Website categories"
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Click Add.
Add in allow list window appears.

Add in allow list x

Add the URL of a specific website to allow from filtering or being blocked by
e5can

Mote: The allow list websita will not be filkered in future

Example: www.companyname.com

[ |

Enter the URL in the field and then click Save.

To edit the existing allowed website, select the particular website and click Modify.
To delete a particular website, select the website and click Delete.

To remove all the website from the list in a single-click, click Remove All.

Block List: Websites added to this list will be blocked in browser. You can modify, delete
and remove the list of websites from the Block List.

Websites added to the Block List will be blocked regardless of the settings
done under "Allow: / Block Website categories”
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Click Add.
Add in block list window appears.

Add in blodk list x

Add the URL of a specific website to be blocked

Example: wwiw.companyname.com

[ ]

Enter the URL and then click Save.
To edit the existing blocked website, select the particular website and click Modify.
To delete a particular website, select the website and click Delete.

To remove all the website from the list in a single-click, click Remove All.

Control mode set to Application
Setting the Control Mode to Application lets you allow or block an application.

[ + Web and Application Control

Control Mode |m|

Allow § Block Application List
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Click Allow/Block Application List.
Allow/Block Application List window appears.

Allow [ Block Application List x
Mote :

1. Apps added to the below list will be Allovwed/Blocked as per action spacified.

2. System apps will be Allowed by default unless explicitly added to "Block” action.
3

4

. User Installed apps will be Blocked by default unlass explicitly addad to "Allow" action.
. If action is set to "Ask Uninstzall" the device will prompt the User to uninstall the App and will remain "Mon-Compliant” until the
App is uninstallad,
5. If "Ask Uninstall” action is set for System App, the app will be Blocked and will have no effect an Device Compliance.
N [ selectan |
Count: O

Ask
Uninstall
Selact All [} [} 0

Application Name Allow Block

Note: If Application is NOT in the "Available Applications" list, you can add the package name with the "Enter Package Name" aption.

Enter Package Mame:

( | B Add

Select the applications from the drop-down menu and click Add.
To delete a particular application, select the application and click Delete.

Application List

1. Applications added to this list will be allowed/blocked as per the specified action.

2. System applications will be allowed by default unless explicitly added to "Block"
section.

3. User installed applications will be blocked by default unless explicitly added to
"Allow" section.

4. If the action is set to "Ask Uninstall" the device will prompt the user to uninstall
the application and will remain "Non-Compliant" until the application is
uninstalled.

5. If “Ask Uninstall” action is set for the system applications, the applications will
be blocked and will have no effect on the device compliance.

@ | IfApplication is NOT in the "Available Applications" list you can add the
NOTE | package name with the "Enter Package Name" option.
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Enter the application’s package name in the field and click Add. After adding the
package name that is not available in Available Application List, select the action Allow,
Block, or Ask Uninstall option.

Control mode set to Both

Setting the Control Mode to Both lets you allow/block website categories and
applications.

[ + Wab and Application Control

Control Meda [ Both v

Allow [ Block Application List

r &llow [ Block Website categories

r Filter Catzgaories

Category Name Allow Block -
Select All || ||

(Advertisements and Popups '@} &)
Alcohol and Tobacco O @
Anonymizers 'i::' '@:'
Arts @®
Botnets ':::' '@:‘ -

s
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App Specific Network Blocking

The App Specific Network Blocking Policy lets you block a particular application from
accessing the Internet.

| - App specific network blocking

Enter Package Mame:

l )

e

In the Enter Package Name field, type the application’s package name and then click
Add.

The package will be added and displayed in Package Name section below.

After a package is added, the respective application will be unable to access the
Internet.

NOTE

VPN permission is needed for this functionality to work.

To delete a package from the list, select the specific package and then click Delete.

Sose

B rackage Name

<)

com.#

com.#

com.#

To remove all packages, click Remove All.
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Anti-Theft Policy

Anti-Theft Policy lets you keep track of a device’s location history, block a device and
send alert about SIM card change.

| + Anti-Theft Policy

Enable Anti-Theft

r Location History
] Enable Location History

Capture location details - Time basad
Note : Location cordinates will be captured by the device(s) only during the selected time slots.
Show GPS alert block screen

Note : "Screen Overlay” permission is required for displaying the GPS alert screen on the device.

r Uninstall Protection
Block Devica

] Ask "Admin Access Password” (De not block device)

rAnti-Theft WIPE Settings
Delete all configured email accounts

|:| Delete specific domain account

Note: Add domain name in comma seperated format
eg. yourcompany.com, gmail.com, yahoo.com

r Sim watch settings

|:| Send SMS notification on SIM card change

[l send Email netification on SIM card change

Options Description
Enable Anti-Theft By default, this check box is selected.
Select this check box to track the location history.
NOTE: Location coordinates will be captured by the device
only during the selected time slots.

Enable Location
History

. . Track the location history at a defined interval.
Interval in Mins i ] ]
You can set the interval using Interval field.

Select this checkbox to show the GPS alert and lock the
Show GPS alert block | screen.

screen NOTE: Screen Overlay permission should be enabled on the
device in order to work.

Select this option if you want the device to be blocked if a

user tries to uninstall the MDM application.

Block Device
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. Select this option if you don't want the device to be blocked
Ask "Admin Access

Password" (Do not
block device)

if a user tries to uninstall the MDM application. The
application will ask the user to enter the Admin Access
Password.

Delete all configured | Select this check box to delete all email accounts configured
email accounts on the managed device.

e Select this check box to delete email accounts of specific
Delete specific

. domain. After selecting this check box, enter the domain
domain account

name in Enter domain names field.
Select this check box to receive a text message informing
Send SMS notification | about SIM card change. The text message will be sent to the

on SIM card change number added by you.
Add the desired number in To Mobile No. text box
Select this check box to receive an email informing about

Send Email
notification on SIM
card change

SIM card change. The notification email will be sent to the
administrator's email ID or the custom email ID that the

administrator has specified.
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Additional Settings Policy

| w Additionzal Settings Policy

Show Notification Notifications will be shown

Sound Sound netifications for application events

O write Logs Write user actions to the eScan Log File
Sync Settings
Sync at Device Reboot Sync Everytime When Device Reboots
Sync Frequency |m| Policy Data Collection Frequency

Use this option to enable or disable the above options on selected managed devices.

Options Description
Show . . I e ,

ee L. Selecting this check box will display all notifications on devices.
Notification
sound Selecting this check box will play notification sound for eScan

MDM application events.
. Selecting this check box will enable MDM application to write

Write Logs

extensive logs to the eScan log file.

Sync at Device Selecting this check box will sync the device with the eScan server
Reboot after it reboots.

You can set the Sync Frequency in minutes and let the device sync

Sync Frequenc
y 9 y with the eScan server.
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Password Policy

Password Policy lets you define Administrator Access Password that allows an
authorized user to configure settings of eScan Module on respective Managed devices.

| + Password Policy |

Admin Access Password ["" ]

[ show Pazsward

Note: Fassword has to be numeric and minimum 4 digits are required.

Enter the password in Admin Access Password field.

NOTE

The password should be numeric and minimum of four digits are required.

Device Oriented Policy

Device Oriented Policy lets you enable GPS and disable Camera, Bluetooth, and USB
Connectivity on a device.

| ~ Device Oriented Policy

|_| Enable Gps (For devices with Android version below 4.0)
[ Dicable Device Settings** Bilock Access to Android Settings
**Web And Application Control Mede should be set to Both/Application

 Block Device Features
|_| pisable cCamara {For devica with Android version 4.0 and Above)

|_| Disable Blustooth & Blustooth Dis covery

|_| pisable use Connectivity (For devices with Android version below 4.0)

|l 52nd call Details to Server, including Call/SMS filter events

Options Description
Enable GPS (For devices with
Android version below 4.0)

Select this check box to enable GPS.

Select this checkbox to block the access to
Android Settings.

Disable Device Settings NOTE: This option to work, Web And
Application Control Mode should be set to
Both/Application.

Disable Camera (For device with
Android version 4.0 and Above)

Select this check box to disable the camera.
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Disable Bluetooth & Bluetooth
Discovery

Select this check box to disable the Bluetooth
and Bluetooth discoveries.

Disable USB Connectivity (For
devices with Android version
below 4.0)

Select this check box to disable USB
Connectivity.

Send Call Details to server,
including Call/SMS filter events

Select this check box if you want device(s) to
send their Call/SMS details to the server.
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Required Applications Policy

The Required Applications Policy lets you import applications from the App Store
module for installation on devices in the group through policy deployment.

[ + Required Applications Policy

B Application Name

Importing an application

1. Click Import.
Import Application window appears.

Available applications Total: 1

|:| eScan Mobile Security com.eScan.main Play Store - 04 Aug 2021 04:30 PM

2. Select the application(s).
3. Click Save.
The selected application will be imported.
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A pop-up message appears displaying Applications added to the "Required Applications
Policy" will be automatically added to the "Allow List" under "Parental Policy >>
Allow/Block Application List".

Applications added to the "Required Applications Paolicy” will
be Automatically added to the "Allow List" under "Parental
Policy == Allow / Block Application List".

(o)

If the device is not connected to Internet, the policy changes will be applied

on the next sync with the server. By default, the device(s) sync with the server

every 60 minutes.

If an application is deployed via the Required Application Policy, the device(s)
@ | inthe group receive a notification to install the application. The user will be

NOTE | provided with the option to start the installation process and install the

application. If the device user cancels the installation, it will alert the user

about application installation on the next sync with the server.

If the deployed application with the same version number already exists on

device, the device user won't receive notification.
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Deleting an application from “Required
Applications Policy”

To delete an application, select the application and then click Delete.

[ + Required Applications Policy

+ Application Name Application Id Version
eScan Mobile Security com.eScan.main Play Store - 04 Aug 2021 04:20 PM

-
A »

The selected application will be deleted.
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Wi-Fi Settings Policy

The Wi-Fi Settings policy lets you define the settings for your Wi-Fi connections. You can
disable WLAN/Wi-Fi or restrict the usage of Wi-Fi by allowing the device to connect only
to the listed Wi-Fi networks. The device can be automatically locked or raise a sound
alarm if it is not connected to any of the listed Wi-Fi connections.

Enable Wi-Fi Restrictions (For devices with
Android version below 6.0)

Select this check box to allow device to connect ONLY to the listed WiFi network name
(SSIDs). This option is available only for devices with Android version below 6.0.

[ + WiFi Settings Policy

D Disable WLAN [ WiFi

WiFi Restrictions

D Enabla WiFi Rastrictions (For devices with Android version below 6.0}

Note: Device(s) will be allowed te connect ONLY te listed WiFi netwark name (5510s)

B WiFi Network Name (S5IDs) &

4 ]

Lock Device / Sound Alarm

D Lock Device D Sound Alarm

Note: Device(s) will lock / sound alarm when NOT connected to either of the listed WiFi netwaork name (SSIDs)

B WiFi Network Name (SSIDs) "
1 3
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Adding a Wi-Fi SSID
1. Select the check box Enable Wi-Fi Restrictions and then click Add.
Add window appears.

Enter WiFi network name (SSIDs): [ ]

Mote: WiFi network name (S5ID) are case sensitive

2. Enter the Wi-Fi network name (SSID) in the field and then click Add.
The Wi-Fi network will be added to the console.
The devices will be allowed to connect only to the added Wi-Fi network SSID.

Locking/Sounding alarm on a device

1. Select the check boxes Lock Device or Sound Alarm as per your requirement
and then click Add.
Add Networks window appears.

Add Networks ®

Available Networks

B WiFi Network Name (SSIDs) =

) aubmmns

2. Select the Wi-Fi networks you want the device to always be connected to and
then click Save.
If the devices are not connected/disconnected from the added Wi-Fi network SSID, they
will be locked or raise a loud alarm as per the policy configuration.
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Deleting a Wi-Fi network SSID

1. Select a Wi-Fi network SSID and then click Delete.

~ WiFi Network Name (SS5IDs)
EYT ver———

A confirmation prompt appears.

Delete x

Do you really want to Delete?

2. Click OK.
The Wi-Fi network SSID will be deleted.
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Scheduled Backup (Contacts & SMS)

The Schedule Backup policy lets you take a backup of all the contacts and text messages
on a device as per your requirements. The backup can be scheduled for daily/weekly
basis.

[ ~ Scheduled Backup (Contacts & SMS) |

B 310b Name Schedule Type Schedule Time -

Creating a schedule

1. Click Add.
Add new job window appears.

Add new job x

F Y

Job Name:

[ ]

[ + Job Settings ]

Szlect Backup
D EME

D Contacts

| ¢ Job Scheduler Settings

2. Enter ajob name.
3. InJob Settings, select the preferred backup(s).
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4. In Job Scheduler Settings, select whether you want to take a backup daily or
weekly.

5. Set the specific time at which you want to take the backup and then click Save.

Add new job X

F

Job Mame:

[ ]

l ¥ Job Settings |

[ w Job Scheduler Settings ]
)] Daily
O Weekly Mon Tue Wead Thu
Fri Sat Sumn

@z‘ Disable Scheduls

At 05:20 -
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Modifying a schedule

1. To modify a schedule, select the specific schedule and then click Modify.

Schedule Type Schedule Time

Modify backup job window appears.

Modify backup job (desss) X

Fs

| ¢ Job Settings |

[ » Job Scheduler Settings ]
@:' Draily
@] Weekly Mon Tue Wed Thu
Fri Sat Sun

\._}) Disable Schedule

At 05:30 s

2. Make the required changes and then click Save.
The schedule will be modified.

As an Administrator, you can even disable a scheduled backup by selecting the option
Disable schedule > Save.
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Deleting a schedule

To delete a schedule, follow the steps given below:

1. Select a schedule and then click Delete.

+ Job Name Schedule Type Schedule Time o
F T— Daily 05:30

-
4 ]

A confirmation prompt appears.

Do you really want to delete Job(s)?

2. Click OK.
The schedule will be deleted.
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Content Library Policy

Content Library policy lets you deploy documents to the users’ devices. The documents
can be imported from the Content Library module and deployed to the users. To learn
more about Content Library, click here.

[ + Content Library Policy

B File Name Added On

Import a file

To import a file from Content Library, click Import. Select the file and then click Save.

Import Files 4

Available Files Total: 1

B File Name Added On

] =L T .doc 20 Jul 2021 12:58 PM

To delete a file, select the specific file and then click Delete.

EDF - sstobeg .doc 20 Jul 2021 12:58 PM

The selected file will be deleted.
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Kiosk Mode Policy

| - Kiosk Mode Policy

[ enable Kinsk Mode

To configure Kiosk Mode Policy, select Enable Kiosk Mode check box.

Application(s) to be added to Kiosk
This section allows an application to be accessed in Kiosk mode.

Use Single App Mode

Select this check box to use kiosk in single app mode. The Kiosk Mode Policy lets you
run a device in Single App Mode wherein the device will run only one app even if
multiple apps are installed. The device user will be unable exit the application or
perform other device activities.

It also provides another option wherein the dropdown menu displays a list of installed
applications. Select an application and then click Add. The application will be added.
To delete the added application(s) from Kiosk mode, select the application(s) and then
click Delete. The application will be deleted.

Force user to install all apps as required by Kiosk policy
If this option is checked, the user will not be allowed to enter the Kiosk mode unless all
the listed apps are installed on the device.

Unchecking Force user to install all apps as required by Kiosk policy
option will allow user to enter Kiosk mode even if any of the app is not
installed.

o
NOTE
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Whitelist for apps

This section lets you to whitelist the apps.

Whitelist for apps

r Enter Package Name:

l |

Note:
1. Package names added to the list will be allowed if launched from within any other apps added to kiosk mode.
2. These apps will not be visible in Kiosk mode.

O Allow all non-launchable system apps

— {All non-launchable system apps will be allowed if launched from within any other app added to Kiosk mode)

Add
Enter the name of the package and click Add to whitelist the particular app.

Allow all non-launchable system apps
Select this check box if you want to allow the non-launchable system apps to launch
from within any other app added to Kiosk mode.

0O All non-launchable system apps will be allowed if launched from within any
NOTE | other app added to Kiosk mode.

Hardwars Key Contral

[] Disable Power button

[J pisable Wolume buttons

Allow User to Turn ON/OFF

WiFi Check "WiFi Settings Policy” if this option is inactive.
Bluetooth Check "Device Oriented Pelicy” if this option is inactiva.
Wolume

Brightnass

NOTE: Unchecking will not display Control to the user.

[ Allow wi-Fi setting [[J Allew device s=tting

Hardware Key Control

Kiosk mode also lets you disable a device's hardware keys.

Disable Power button - Selecting this check box disables a device's Power button.
Disable Volume buttons - Selecting this check box disables a device's Volume buttons.
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Allow User to Turn ON/OFF

Wi-Fi - Selecting this check box allows a user to turn device’'s Wi-Fi ON/OFF through
Kiosk application.

Bluetooth - Selecting this check box allows a user to turn device’s Bluetooth ON/OFF
through Kiosk application.

Volume - Selecting this check box allows a user to increase/decrease the device's
volume through Kiosk application.

Brightness - Selecting this check box allows a user to increase/decrease the device's
brightness through Kiosk application.

© | Unchecking options won't display Control to the user on the Kiosk
NOTE | application.

Allow Wi-Fi setting
Selecting this check box allows user to access and configure the Wi-Fi settings in the
Kiosk mode.

Allow device setting

Selecting this check box allows user to access and configure the device settings in the
Kiosk mode.

| Certified Company
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Install eScan Kiosk Lockdown Application

To run the eScan Kiosk Lockdown application in your device, it is necessary that you
have installed eScan Device Management application and your device is enrolled in
eScan Mobility Management console. Also, ensure that the Kiosk Mode Policy is
deployed to the device via the console.

The below screenshots are taken from Android 10 on dark theme. The
app permissions, screens and text may vary depending upon the android
version, applied theme and device manufacturer.

After the app has been downloaded on device, follow the below given installation
procedure -

NOTE

Installation prompt appears.

‘@ eScan Kiosk Lockdown

Do you want to install this application?

CANCEL  INSTALL

1. Tap INSTALL.

‘@, eScan Kiosk Lockdown

App installed.

DONE OPEN
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2. After the application gets installed, tap OPEN.
After opening the app, Welcome screen appears with End User License
Agreement (EULA).

eScan Kiosk Lockdown

Welcome

END-USER LICENSE AGREEMENT FOR eScan SOFTWARE
PRODUCT

By Clicking on accept, you agree to the terms and conditions

OPEN AGREEMENT

3. Tap OPEN AGREEMENT. Read the EULA carefully and then tap ACCEPT.
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4. You will have to grant permissions to the app manually. Tap Permit Drawing

Over Other Apps.
eScan Kiosk Lockdown

Permit Drawing Over Other Apps >
App Usage Access >
Write Setting Permission >
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED

Tapping the displayed options will take you to the respective options in Settings,
wherein you will have to tap the toggle button to grant all requested permissions.

u = Toggle disabled

- =Toggle enabled
9 The app permissions may vary depending upon the android version and
NOTE device manufacturer.
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5. Tap the Allow display over other apps toggle and then go back.

< Display over other apps

eScan Kiosk Lockdown

Allow display over other apps

6. Tap App Usage Access.

eScan K Lockdown

Permit Drawing Over Other Apps v
App Usage Access >
Write Setting Permission >
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED

www.escanav.com
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7. Tap eScan Kiosk Lockdown.

17:55 @ o D O d42%a

< Usage access &

AccuBattery
Not allowed

Device Health Services
Allowed

Device Personalization Services
Allowed

Digital Wellbeing
Allowed

eScan Device Management
Allowed

eScan Kiosk Lockdown
Not allowed

File Manager
Allowed

Files
Not allowed

8. Tap Permit usage access toggle and then go back.

& Usage access

e

eScan Kiosk Lockdown

Permit usage access

The option Permission usage access maybe Allow usage tracking in your
device. This option may vary depending upon the device

NOTE . .
manufacturer/android version.
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9. Tap Write Setting Permission.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission >
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience

PROCEED

Modify system settings screen appears.

Certified Company

Modify system settings

eScan Kiosk Lockdown

Allow modifying system settings

www.escanav.com



10. Tap Allow modifying system settings toggle and then go back.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission v
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED
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11. Tap Allow to write DND setting.
Do Not Disturb access screen appears.

< Do Not Disturb access

+ Android Accessibility Suite

Not allowed

Camera
Not allowed

Digital Wellbeing

Allowed

eScan Kiosk Lockdown
Not allowed

Gmail
Not allowed

Google

Not allowed

Google Play services
Not allowed

12. Tap eScan Kiosk Lockdown.

< Do Not Disturb access

e

eScan Kiosk Lockdown

Allow Do Not Disturb
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13.Tap Allow Do Not Disturb toggle.
A prompt appears.

Allow access to Do Not Disturb for
eScan Kiosk Lockdown?

The app will be able to turn on/off

Do Not Disturb and make changes
to related settings.

14. Tap ALLOW and then go back.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission v
Allow to write DND setting v
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED

www.escanav.com
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15. Tap Device Admin Permission.
Activate device admin app screen appears.

Activate device admin app?

After activating admin, you will be able to block
application uninstalling.
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16. Tap Activate this device admin app option and then go back.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission v
Allow to write DND setting v/
Device Admin Permission v
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED

www.escanav.com
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17.Tap Allow app installation permission.
Install unknown apps screen appears.

< Install unknown apps

=

eScan Kiosk Lockdown

Allow from this source

18. Tap Allow from this source toggle and then go back.
After all permissions are granted, an instructional image appears.

0 3

Kiosk Lockdown

Select eScan Kiosk Lockdown as your Home app

Select a Home app

é’g eScan Kiosk Lockdown @

A\
% Default Launcher

JUST ONCE ALWAYS o
o Select eScan Kiosk Lockdown
o Tap on ALWAYS

Note: You may not be able to make an emergency call

OK, GOT IT!
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19. Read the instructions in the image and then tap OK, GOT IT!
20. The application asks you to use eScan Kiosk Lockdown as Home App. Tap
ALWAYS.

.,e Use eScan Kiosk Lockdown as
Home

JUSTONCE  ALWAYS

Use a different app

£ Moto App Launcher

The device now runs in Kiosk mode and only the apps deployed via Kiosk Mode Policy
are visible.

= eScan Kiosk Lockdown a
=@ €

HaikuJAM  Authenticator ~ Chrome

Copyright ® MicroWorld Technologies
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The above image is for representational purposes only.
NOTE g p purp y

Tapping the bell icon [] displays notifications related to Kiosk application. For example,
application updates if any available. If an update for application is available, the user will
be redirected to Google Play and install updates manually.

Tapping the menu icon B displays general info and configuration menu.

e

B Admin Setting

e Kiosk Policy Compliance
Y

W

Q Control Panel

C  Sync With Server

@ Mdm Info

a2  About eScan Kiosk

@ Exit Kiosk

Version:

The menu options are explained below:

Kiosk Policy Compliance
It displays
e Policy applied date, day and time
e Applications deployed via Kiosk Mode Policy and their package name
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App Store
It displays the applications deployed via Kiosk Mode Policy but not yet installed on
device. Tap the application to download and install it on your device.

Control Panel

It displays the Brightness, Volume, Bluetooth and Wi-Fi controls. Brightness control lets
user set the display brightness to Low, Medium or High. Volume control lets the user set
the device volume to Mute, Normal or Vibrate. Bluetooth and Wi-Fi control allows user
to switch them ON and OFF.

Sync with Server
It lets user sync the device with server and comply device with the latest updated policy.

MDM Info
It displays the eScan MDM details such as Mobile Number, Server Name, Install and
Expiry date, Last sync date and time details and MDM version number in use.

About eScan Kiosk
It displays general information about the Kiosk application, developer information and
copyrights notice.

Exit Kiosk
This option allows device user to exit Kiosk mode by entering the Admin Password.
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Location Fencing

The Location Fencing feature allows to define an address on the map and set the radius
around that address. If the device is in that region, then the policy set by the
administrator will be active on the device. To learn more about location fencing, click

here.

| * Location Fence

Import Gao Fencing location(s)

|_| Geo Fencing

P Custom Address Latitude Longitude Radius{m)

To configure Location Fencing policy, enable Geo Fencing option. After enabling this
option, you can import the fencing locations. Click Import option to select and import
the custom location.

Block device when outside of the set fence
Select this check box to block the device when it is outside the set fencing location.

@ | IfBlock device when outside of the set fence is unchecked then device will
NOTE | not be blocked but only events will be sent to the server.
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I0S Template

Create Policy Template x
Policy Template Name: [ ] a -

Select Group Type: (MDMm v

Android Template i0S Template

| » Device Passcode Policy

| » Restrictions Policy

[ » web ciip Policy

| » WiFi Settings Policy

| » Content Library Policy

|
|
|
|. » Email Policy |
|
|
|

| » Required Applications

The iOS Template consists following policies:
e Device Passcode Policy
e Restrictions Policy
e Web Clip Policy
e Email Policy
e Wi-Fi Settings Policy
e Content Library Policy
e Required Applications
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Device Passcode Policy

The Device Passcode Policy lets you configure the passcode, auto-lock duration, device
lock grace period and data wipe in case of maximum passcode fail attempts.

| « Device Passcode Policy

r |:| Enzble
Allows Simple Value Yas Mo
Require Alphanumeric Value Yas Mo
Minimum Passcode Length -- Select - ~
Minimum Number of Special characters -- Select -- w
Maximum Passcode Age (days 1-7320, or blank) |0

Alloved idle time, before Auto-Lock -- Select -- v  Mins

MNumber of Passcodes to be maintained in the
- .. ]
history (1-50, or blank)
Grace Period for Device Lock -- Select - “w

Maximum Number of Failed Attempts (Beforeall
datz is erased)

Select the Enable check box to enable all the fields in this section.
You can set the Device passcode policy for the device using this policy.

Allow Simple Value: Set this option to Yes if the passcode should be simple value.
For example, 1234 or 0000

Require Alphanumeric Value: Set this option to Yes if the passcode should be
alphanumeric. For example, abc123 or 123abc

Minimum Passcode Length: This option lets you set the minimum passcode length.
The numeric value can be set between 1 and 16.

Minimum Number of Special characters: This option lets you set the count of special
characters required to construct a passcode. The count for special characters in
passcode can be set between 1 and 4.

Maximum Passcode Age (days 1-730, or blank): This option lets you set the maximum
number of days from 1 to 730 before the password expires and asks the user to set a
new one.

Allowed idle time, before Auto-Lock: This option lets you set time for a device (in
minutes), before it gets auto-locked.
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Number of Passcodes to be maintained in the history (1-50, or blank): This option
lets you set the number of passcodes to be maintained in the history.

Grace Period for Device Lock: Grace period is a time duration that ensures the device
stays locked until the next passcode entry. This option lets you set the grace period for
a device from 1 Minute to 4 Hours.

Maximum Number of Failed Attempts (Before all data is erased): This option lets
you set the maximum number of failed attempts allowed for unlocking a device before
all data on the device is erased.
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Restrictions Policy

The Restrictions Policy lets you apply restrictions on a device.

e Device Functionality
e Application

e Safari Settings

e iCloud

e Security and Privacy
e Content Ratings

¢ Ratings by Region

Device Functionality

 Davice Functionality

Allow Installing Apps @:‘ Yes ':::' Mo
Allow Use of Camera @:‘ Yes ':::' No
Allow FaceTime @:‘ Yes ':::' No
Allow Screen Captur @:‘ Yes ':::' No
Allow Automatic Sync While Roaming @:‘ Yes ':::' No
Allaw Siri ®ve: Oino
Allow Siri while device locked @:' Yes ':::' Mo
Allow usage of Touch ID to unlock device @ oy

(i05 7 and above) ‘Byes ‘L No
Allow Passbook while device locked @ I

(i0S 6 and above) Byes '/ Neo
Shaowe Control Center in lock screen @ Yy

(i0S 7 and above) ‘Byes ' No
Show Notification Center in lock screen ) ™y

(i0S 7 and above) ‘Byes ‘L No
Show Today view in lock screen @ y

(i0s 7 and above) ‘Byes L No
Allow Voice Dialing @:‘ Yes ':::' Mo
Allow In App Purchase @:‘ Yes ':::' Mo
Force User to enter iTunes Store password ':::' ez @;‘ Mo
Allow Multiplayer Gaming @:‘ Yes ':::' No
Allow Adding Game Center Friends @:‘ Yes ':::' Mo

Allow Installing Apps: Set this option to Yes to allow users to install applications.
Allow Use of Camera: Set this option to Yes to allow users to access device’'s camera.

Allow FaceTime: Set this option to Yes to allow users to access FaceTime.
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Allow Screen Capture: Set this option to Yes to allow users to take a screenshot or
record their screen.

Allow Siri: Set this option to Yes to allow users to use Siri.
Allow Siri while the device is locked: Set this option to Yes to allow users to use Siri
while the device is locked.

Allow usage of Touch ID to unlock device (iOS 7 and above): Set this option to Yes to
allow users to unlock their devices with Touch ID.

Allow Apple Wallet while the device is locked (i0S 6 and above): Set this option to
Yes to allow use of Apple Wallet while the device is locked. Learn more about Apple
Wallet by clicking here.

Show Control Center in lock screen (iOS 7 and above): Set this option to Yes to allow
users to access Control Center in the lock screen. Learn more about Control Center by
clicking here.

Show Notification Center in lock screen (iOS 7 and above): Notification Center is a
feature in iOS that provides an overview of application notifications. Set this option to

Yes to allow users to view Notification Center in lock screen.

Show Today view in lock screen (iOS 7 and above): Set this option to Yes to allow
users to view Today View in lock screen.

Allow Voice Dialing: Set this option to Yes to allow users to call their contacts via voice.
Allow In-App Purchase: Set this option to Yes to allow users to make in-app purchases.

Force User to enter iTunes Store password: Set this option to Yes to force a user to
enter their iTunes Store password.

Allow Multiplayer Gaming: Set this option to Yes to allow a user to play a multiplayer
game on their device.

Allow Adding Game Center Friends: Set this option to Yes to allow a user to add
Game Center friends.
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Application
pplicat
— Application
Allow Use of iTune Music Store ®ves ne
Allew Use of Safari @yes no
Safari Settings
Enable Autafill @ ve: O ns
Farce Fraud Warning Oyes @ s
Enable JavaScript @ ve: O no
Allow Pop-ups I@}VES .’:). Mo
Accept Cookies Always v

Allow Use of YouTube: Set this option to Yes to allow users to access YouTube.

Allow Use of iTunes Music Store: Set this option to Yes allow users to access iTunes
Music Store.

Allow Use of Safari: Set this option to Yes to allow users to access Safari.

Safari Settings

Enable Autofill: Set this option to Yes if you want Safari to remember the information
users entered in the web forms.

Force Fraud Warning: Set this option to Yes if you want Safari to prevent the user from
visiting websites identified as being fraudulent or compromised.

Enable JavaScript: Set this option to Yes if you want Safari to accept all JavaScript on
websites.

Allow Pop-ups: Set this option to Yes if you want Safari to allow all pop-ups on a
website.

Accept Cookies: Select the appropriate option for Safari to accept cookies.

e Always
e From Visited Sites
e Never
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iCloud

iCloud

Allow Backup '@:‘ Yes '(:,' No
Allew Document Sync '@:‘ Yes ":f' No
Allow Photo Stream '@:'Yes ":f' No
Allow Shared Stream(i0S & and above) '@:'Yes '(:,' No

Allow Backup: Set this option to Yes to allow backup of device data to iCloud.
Allow Document Sync: Set this option to Yes to allow Document Sync on a device.
Allow Photo Stream: Set this option to Yes to allow Photo Stream on a device.

Allow Shared Stream (iOS 6 and above): Set this option to Yes to allow Shared Stream
on a device.

Security and Privacy

~Security and Privacy

Allow Diagnostic Data to be sent to Apple ® ~
(i0S & and above) ‘Fres L/ No

Allowe User to accept untrusted TLS Certificates '@:‘ Yes 'J:.—' No

Allow automatic updates to certificate trust settings @ ~
(i0S 7 and abova) ‘B ves L No

Farce Encrypted Backups Cives @ no

Force limited ad tracking ~ @®
(i0S 7 and abave) “Aves ‘W No

Allow documents from managed apps in unmanaged apps @ I
(i0S 7 and above) Byes L No

Allows decuments from unmanaged apps in managed apps ® ~
) \ z L
(i0S 7 and above) Bres L/ No

Allow Diagnostic Data to be sent to Apple (iOS 6 and above): Set this option to Yes
to allow a device's diagnostic data to be sent to Apple servers.

Allow User to accept untrusted TLS Certificates: Set this option to Yes to allow user
to accept untrusted TLS Certificates.

Allow automatic updates to certificate trust settings (iOS 7 and above): Set this
option to Yes to allow automatic updates to certificate trust settings.

Force Encrypted Backups: Set this option to Yes to force a device to take encrypted
backups.
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Force limited ad tracking (iOS 7 and above): Set this option to Yes to stop receiving
targeted advertisements on a device. This feature does not block ads. The device user
may still receive random ads.

Allow documents from managed apps in unmanaged apps (iOS 7 and above): Set
this option to Yes to allow documents from managed applications to open in
unmanaged applications.

Allow documents from unmanaged apps in managed apps (iOS 7 and above): Set

this option to Yes to allow documents from unmanaged applications to open in
managed applications.

Content Ratings

Content Ratings
’7 Allow Explicit Music Podcasts @ vee O No

Allow Explicit Music Podcasts: Set this option to Yes to allow explicit music podcasts
to be played on a device.

Ratings by Region

Ratings by Region
’7 Enable Ratings by Region Oves @ po

Enable Ratings by Region: Set this option to Yes to enable content ratings by region.
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WebClip Policy

The WebClip policy lets you get important websites on a device's home screen to let
users access it quickly.

[ w Web Clip Policy

r [ znable

B webdip Policy Name -

Select Enable check box to enable the configuration of Web Clip Policy.

Adding a WebClip

Check Enable and then click Add.
WebClip Policy window appears.

Web Clip Policy x

Web Clip Label * [ ]
URL to be Linked * [ ]
Removal of Web Clip ® Enable ) Disable

Allowe Full Screen 'i::' Yes ':::' Mo

WebClip Label: Enter a name for the WebClip.

URL to be Linked: Enter the website URL.
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Removal of WebClip: Set the WebClip status as either Enable or Disable. If enabled,
the user can remove the WebClip from the device.

Allow Full Screen: Select Yes to allow full screen and No to disable full screen.

After entering all the details, click Save. The new web clip policy will be added.

Olees

Deleting a WebClip

Select a WebClip and then click Delete.

r Enable

+ Webdip Policy Name

The WebClip will be deleted.
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Email Policy

The Email Policy lets you set up an email account for the managed devices and define
the settings for incoming and outgoing emails.

[ + Email Policy

r D Enable

B Email Policy Names <

Check Enable to configure the Email Policy.

Adding Email policy
To add email policy, follow below steps:

1. Check Enable and then click Add.
Email Policy window appears.

e
Account Mame * [| ]
Account Typs | IMAP v|
Path Prefix [ ]
User Display Name [ ]
Note : "%usermame®:” or
"Shemail®” will fetch the
approprizte Username/Email
mapped te the device
Email Address [ ]
Note : "%email2s" will fetch the
appreprizte Email Address
mapped to the device
Allow Mave ®vas O no
Disable recent mail address sync —, o
(i0S & and above) \JYes @ No
-

An I1SO 27001 Certified Company

www.escanav.com



of LJ
NORLD

2. Fill the following appropriate details:
Account Name: Enter an account name.

Account Type: Set the Account Type as IMAP or POP.

Choose POP if...
¢ You need constant access to your email, regardless of the Internet
availability.
e You have limited server storage.

Choose IMAP if...
¢ You have a reliable and active Internet connection.
e You want to receive a quick overview of new emails on the server.
e Your local storage space is limited.

Path Prefix: In some cases, it is possible that you will not see the Sent, Trash,
Drafts, and Junk folders. Typically, these folders are in your INBOX and you'll
have to set a prefix path for it to work correctly.

User Display Name: Type in the prefix "%username%"or "%email%". It will fetch
the appropriate Username/Email mapped to the device.

Email Address: Typing in the prefix " %email%" will fetch the appropriate email
ID mapped to the device.

Allow Move: Select the Yes option to Allow Move. Selecting No will prevent email
data from being opened in other applications.

Disable recent mail address sync (iOS 6 and above): Selecting Yes will remove
the mailbox from Recent addresses syncing.

3. Enter the Incoming Mail and Outgoing Mail details.
To learn more about Incoming Mail, click here.
To learn more about Outgoing Mail, click here.

4. After filling the details, click Save.
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Incoming Mail

- Imcoming Mai

Mail Server * [ ]
Port = [ 143 ]
Usernams [ ]

Mote : “Yusermame®s” or
"Shemailth"” will fetch the
appropriate Username/Email
mapped to the device

Authentication Type | Password " |
Password [ ]
Use S5L Oves ® o

Mail Server: Enter the hostname for Incoming Mail Server in this field.

Port: Designates the incoming mail server port number. If no port number is specified,
the default port for a given protocol is used.

Username: Add the prefixes “%username%" or "%email%". It will fetch the appropriate
Username/Email mapped to the device.

Authentication Type: Select the appropriate authentication type from the following
options:

e None

e Password

e MD5 Challenge Service-Response

e NTLM

e HTTP MD5 Digest

Password: Set a password for incoming emails.

Use SSL: Designates whether or not the incoming mail server uses SSL certificate. Select
Yes to allow the mail server to use SSL.
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Outgoing Mail

r Outgoing Mai

Mzil Server * [ ]
Port * [25 ]
Username [ ]

Mote : "Yussrmame®:” or
"Saemail¥e” will fetch the
appropriate Username/Email
mapped to the device

Authentication Type | Password * |
Password [ ]
Use Qukgoing Password Same Yy )

as Incoming ' Yas W5 No

Use Only in Mail Cvas @ o

Us= S5L Oves @ o

Mail Server: Enter the hostname for outgoing mail server.

Port: Enter the outgoing mail server port number.

Username: Add the prefixes “%username%" or " %email%". 1t will fetch the appropriate
Username/Email mapped to the device.

Authentication Type: Select the appropriate authentication type from the drop-down.
Following authentication types are available:

e None

e Password

e MD5 Challenge Service-Response

e NTLM

e HTTP MD5 Digest

Password: Set a password for outgoing emails.

Use Outgoing Password Same as Incoming: If you want to use the same password set
for the incoming email server, select Yes.
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Use Only in Mail: Prohibits sending messages from other applications, such as Safari or
Photos. If yes, configured account cannot be selected as default mail account on the

device.

Use SSL: Determines whether or not the outgoing mail server uses SSL certificate.

Deleting an Email Policy

To delete an email policy follow below steps:

1. Select the particular Email Policy from the list.

+ Email Policy Names

2. Click Delete.
The email policy will be deleted.

www.escanav.com
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Wi-Fi Settings Policy

The Wi-Fi Settings Policy lets you manage how a user connects their devices to a Wi-Fi
network.

[ + WiFi Settings Policy ]

r O enable

B wifi Policy Name o

Check Enable to configure the WiFi Setting Policy.

Adding a WiFi Settings Policy
To add a WiFi Settings Policy, follow below steps:

1. Click Enable and then click Add.
Wi-Fi Settings Policy window appears.

WiFi Settings Policy x

Wireless Network Identification * [ ]

Automatically Join Metwork @} Yes ':::' Mo

Hidden Metwork () ves @ no

Sacurity Type | Any (Personal) V|

Password [ ]
Configure Proxy

|7'|'|'irE|EEE Metwork Identification | MNone V|
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2. Enter the following details:
Wireless Network Identification: Enter a name for the Wireless Network
|dentification.

Automatically Join Network: Set this option to Yes to automatically join a Wi-Fi
network.

Hidden Network: Select this option to Yes to add a hidden network.

Security Type: Select a Security type for Wi-Fi network from the following

options:
e None
e WEP
o  WPA/WPA2

¢ Any(Personal)

e WEP Enterprise

o WPA/WPA2 Enterprise
e Any (Enterprise)

Password: Enter the password to connect to the Wi-Fi network.

Configure Proxy: Configure a proxy for Wi-Fi settings by selecting a Wireless
Network Identification.
e None
e Manual
e Automatic
3. After entering the appropriate details, click Save.
The WiFi Settings Policy will be saved.

Deleting a WiFi Settings Policy

To delete a WiFi Settings Policy, follow below steps:
1. Select the particular WiFi Settings Policy from the list.

+ Wifi Policy Name

/| T

2. Click Delete.
The WiFi Settings Policy will be deleted.
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Content Library Policy

The Content Library policy lets you share documents with the users. The documents can
be imported from the Content Library module and deployed to multiple users at the
same time. To learn more about Content Library, click here.

[ - Content Library Policy

r D Enzble

B File Name Updated On =

Select Enable check box to configure the Content Library Policy.

Importing a file
1. Check Enable and then click Import.
Import Files window appears.

Available Files Total: 1

+ File Name
EDR — e 4 .doc 20 Jul 2021 12:58 PM

2. Select a file and then click Save.

Deleting a file

Select a file and then click Delete.

+ File Name Updated On

ED* - sgstilecsgd .doc 20 Jul 2021 12:58 PM

The selected file will be deleted.
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Required Applications Policy

The Required Applications policy lets you import applications from the App Store
module for installation on managed devices in the group through policy deployment.

Importing an application
To import applications from the App Store, follow the steps given below:
1. Select Enable check box and then click Import.

[ ~ Required Applications

r D Enable

B File Name Updated On -

Import Application window appears.

Available applications Total: 1

Play Store - 04 Aug 2021 04:30 PM

I:‘ eScan Mobile Security com.eScan.main

2. Select the application(s) to be installed on users' devices and then click Save.
3. The application(s) will be imported.

www.escanav.com
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Deleting an application

Select an application and then click Delete.

[ + Required Applications ]

r Enable

o

+ File Name

eScan Mobile Security 04 Aug 2021 04:32 PM

The selected application will be deleted.
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Group Tasks

The Group Tasks option lets you create and schedule tasks for the devices in a group.

Managed Mobile Devices ﬂ n
[ Policy Templates

Eﬁ Managed Devicas n
; Group Tasks

i

----- E| Client Devicas

B 1ask Name Task Performed Schedule Type

Creating a New Group Task

1. Select a group and then click Group Tasks > New Task.
The New Task window appears.

s

Task Name:

I ]

[ + Task Settings 1

rScan
l:l Full Scan

D Memaory Scan

D Update

| ¢ Task Scheduling Settings

2. Enter a task name.
3. InTask Settings, select the scan type to be run on a device. By checking Update,
you can also let the application update its virus signature database.
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4. In Task Scheduling Settings, schedule the created task by selecting the
appropriate options.

| w Task Scheduling Settings |

@ Enable Scheduler {2 Manual Start

- Draily

Q Weekly Mon Tus Wed Thu
Fri Sat Sun

@] Manthly 1 W

SCH - [E3 - &R

5. Click Save.
The task will be created instantly.

Selecting a task enables following options:

Group Tasks n

+ Task Name Task Performed
tas Task not performed yet Automatic Schedular
Options Description

Start Task | Click Start Task to run the selected task for the specific group.

Click Properties to view properties and change settings of the selected

Properties
P task.
Results Click Results to view detailed results of the selected task.
Delete ) )
Task Click Delete Task to delete the selected task from the list of tasks.
as
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Installation and Enrollment of
Android Device for MDM Group

The enrollment procedure for an Android device consists of two main steps:
e Adding a device to the console
e Enrolling the added device

Adding a device to the console

To add a device to the console, perform the following steps:
1. Click Managed Mobile Devices > Action List > New Group.

=

MNew Group

Add New Davice
Add Multiple Devices
Change Server Ip

Properties

2. Enter a name for the group; select the group type as MDM and then click Save.

Create New Group x

Mew Group Mame :¥

[ ]

Group Type: @ mom ) cop _) syoD

Select Template

|: Default_Policy MDM V]

* Mandatory Field

3. Select the group.
4. Click Action List > Add New Device.

An 1SO 27001 Certified Company
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Add New Device window appears.

Add New Device [Group Name: Managed Devices] [Group Type: MDM]

Mobile Number®

User's name™

Email Id*

0S Type ® android  ios

* Mandatory Field

5. Enter the mandatory details, select the appropriate OS Type and then click Add.
6. The device will be added to the MDM group as shown in the following screen.

Hanaged Molile Devices (-]
Select/Add Columns | [ Policy Templates Total Devices: 1

E- (g Managed Devicss 1-10f1 page [ 1 |of 1 Rows per page: 10 v
Policy H i H H H i E E E E
;j M : Mobile Number | User's name : QR Code : Device Added Date  : Enrollment Status : Enrollment Date : IMEI/Android ID | Mac Number Email Id ~ ieS
i@ sroup Tasks b i H H : H H H 5 q
i i : - - .

C B clint Davicss (1) O i 78588 psesg adams View 04 Aug 2021 04:24 PM Not Enralled adams@g.com Nl
{test_MOM

-
After adding a device to the group, you will see "W' icon next to the check box. This icon
indicates that the added device is not enrolled.
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Enrolling the added device

After a device is added to the console, an enrollment email is sent to the specified email
ID. This email contains enrollment details and steps to download the MDM application.

It also contains the QR code which directly fetches the enrollment details by scanning it
from the device.

In case a user did not receive the enrollment email at the time of adding the device, you
can resend it. Select the specific device and then click Client Action List > Resend

Enrollment Email.

Mowve to Group
Properties

Remove from Group
Change Username/Email-id

Disenroll

After receiving the enrollment email, the user should perform the following steps:
1. Tap the shared URL in the email. A prompt appears asking you to download the
eScan MDM application. Tap DOWNLOAD.

4+ Do youwant to download emss.apk X

again?
CANCEL DOWNLOAD

An I1SO 27001 Certified Company www.escanav.com



2. Tap the downloaded file and read thoroughly about the permissions asked by
the application. To proceed, tap NEXT.

'@ eScan Device Managem...

Do you want to install this application? It
will get access to:

E draw over other apps
modify system settings

m add or modify calendar events and
send email to guests without owners'
knowledge

read calendar events plus confidential
information

take pictures and videos

find accounts on the device

modify your contacts
read your contacts

9 approximate location (network-based)
precise location (GPS and network-based)

CANCEL NEXT

3. After reading the application’s access permissions, tap INSTALL.

’e eScan Device Managem...

Do you want to install this application? It
will get access to:

precise location (GPS and network-based)

R, directly call phone numbers
© this may cost you money
read call log
read phone status and identity
reroute outgoing calls
write call log

ﬂ read your text messages (SMS or MMS)
receive text messages (SMS)
send and view SMS messages
© this may cost you money

BB modify or delete the contents of your USB

storage
read the contents of your USB storage

CANCEL INSTALL

www.escanav.com
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Welcome screen appears.

eScan Device Management

Welcome

END-USER LICENSE AGREEMENT FOR
eScan SOFTWARE PRODUCT

By Clicking on accept, you agree to the
terms and conditions

Open Agreement

4. Tap Open Agreement and read the agreement completely.

5. After reading the agreement, tap Accept. Enroliment Details form appears.

rtified Company

eScan Device Management

Enrollment Details

Fill entries through QR code

Mobile Number *

Server*

2221

Country

~l

o 0o U N
O
®

www.escanav.com



of D
NORLD

6. Enter the enrollment details mentioned in the email. To fetch the details
automatically by scanning QR code, tap Fill entries through QR Code. Doing so
allows application to access device’'s camera. Match up the on-screen square
with the QR code and hold device steady till the application scans it. After the
device is scanned, the enroliment process starts automatically.

eScan Device Management

Enrollment Details

Fill entries through QR code
9000000000

ST atal gptepe ooty T U0 Rk T 8

2221

Country

Version : 6.0.5.25
* Field is mandatory
Default Port is 2221

Enroll Device

7. Device Enrollment begins. Wait till the device gets enrolled.

*¢& Device Enroliment

Enrolling now, please wait....
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Device Administrator prompt appears.

_”" Device Administrator

It is mandatory to activate device administrator
permission to enable Anti-Theft, Web and App Control
& Uninstall Protection Features

Next Skip

8. Itis recommended that you tap Next.
Activate Device Administrator prompt appears.

Activate device administrator?

% eScan Device Management

Activating this administrator will allow the app
eScan Device Management to perform the
following operations:

Erase all data
Erase the phone's data without warning by
performing a factory data reset.

Change the screen lock
Change the screen lock.

Set password rules

Control the length and the characters
allowed in screen lock passwords and
PINs.

Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed

Lock the screen
Control how and when the screen locks.

CANCEL ACTIVATE

9. Read about the permissions completely and then tap ACTIVATE.
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VPN Service Permission dialog box appears.

‘e Scan

*g Vpn service permission

Tap 'Next' and allow eScan to enable Vpn Service. Do
you want to continue?

" Do not ask again

Next Skip

10. It is recommended that you tap Next as VPN won't work if you tap SKip. This
permission is required for the proper functioning of the “App Specific Network

Blocking” feature.
App Lock Activity prompt appears.

‘@ AppLockActivity

By going further the Application Blocking will be
disabled ,click on Next and Allow escan to read app
usage. Do you want to continue?

Next Skip

An 1SO 27001 Certified Company
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11. 1t is recommended that you tap Next.

The application enroliment is completed after this step.

eScan Device Management

Administrator Mode

Device Compliance
Status: Healthy

Anti-Virus

Call And SMS Filter
Mode : Enabled

Anti-Theft
Mode :

Privacy Advisor
Permissions Used By Applications

Certified Company
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Installation and Enroliment of
Android Device for COD and BYOD

Group

The enrollment procedure for Android devices for COD and BYOD Group
The enrollment procedure for an Android device consists of two main steps:

1. Adding a device to the console
2. Enrolling the added device

Adding a device to the console

To add a device in the eScan Mobility Management (EMM) console, perform the

following steps:

1. Click Managed Mobile Devices > Action List > New Group.
2. Enter a name for the group and select the group Type as COD to create COD
group or BYOD to create BYOD Group.

COD Group Creation

BYOD Group Creation

Create New Group x

Mew Group Name : ¥

[ ]

Group Type:

() pom @ cop ) evop

Szlect Template

| Default_Policy COD " |

* Mandatory Field

Create New Group x

Mew Group Name :¥

I ]

@ BYOD

Group Type: O mom O eop

Select Template

| Default_Palicy BYOD - |

* Mandatory Field

3. Select a group.

4. Select the policy template from the dropdown menu.

5. Click Action List > Add New Device.

Add New Device screen appears.

6. Enter the required details, select the appropriate OS Type and then click Add.

The device will be added to the console in the COD or BYOD group.

ified Company
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o
You can see the device being added in the console. Notice the icon "W' in the Mobile

Number column; this indicates that the device is not enrolled.

Enrolling the added device

After a device is added to the console, an email containing the enrollment procedure
will be sent to the specified email ID. This email contains enroliment details and steps to
download MDM application. In addition to this, it also contains the QR code which will
directly fetch the enroliment details by scanning it from the device.

In case a user didn't receive the enrollment email at the time of adding the device, you
can resend the email by using Resend Enrollment Email option.

Resend Enrollment email for Device in COD/BYOD Group
Select the specific device and then click Client Action List > Resend Enroliment Email.

Mowve to Group
Properties

Remove from Group
Change Username/Email-id

Disenroll

After receiving the enrollment email, the user should perform the following steps:
1. Tap the shared URL in the email. A prompt appears asking you to download the
eScan MDM application. Tap DOWNLOAD.
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2 Do you want to download emss.apk X

again?
CANCEL DOWNLOAD

2. Tap the downloaded file and read thoroughly about the permissions asked by
the application. Tap NEXT to proceed.

’g eScan Device Managem...

Do you want to install this application? It
will get access to:

E draw over other apps
modify system settings

m add or modify calendar events and
send email to gquests without owners'
knowledge
read calendar events plus confidential
information

take pictures and videos

find accounts on the device
modify your contacts
read your contacts

9 approximate location (network-based)
precise location (GPS and network-based)

CANCEL NEXT

3. The application will get access to your call logs, text messages and USB storage.
Tap INSTALL.
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G@ eScan Device Managem...

Do you want to install this application? It
will get access to:

precise location (GPS and network-based)

R. directly call phone numbers
® this may cost you money
read call log
read phone status and identity
reroute outgoing calls
write call log

ﬂ read your text messages (SMS or MMS)
receive text messages (SMS)
send and view SMS messages
® this may cost you money

BB modify or delete the contents of your USB
storage
read the contents of your USB storage

CANCEL INSTALL

Welcome screen appears.

eScan Device Management

Welcome

END-USER LICENSE AGREEMENT FOR
eScan SOFTWARE PRODUCT

By Clicking on accept, you agree to the
terms and conditions

Open Agreement

4. Tap Open Agreement and read the agreement completely.
5. After reading the agreement completely, tap Accept.
Enroliment Details form appears.
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eScan Device Management

Enrollment Details

Fill entries through QR code
Mobile Number *
Server*
2221

Country

Version : 7.2.0.49
* Field is mandatory
Default Port is 2221

Enroll Device

6. Enter the details mentioned in the enroliment email or scan the QR code to fetch
the details automatically by tapping Fill entries through QR Code. Doing so will
turn on your device's camera. Match up the on-screen square with the QR code
and hold your device steady till the application scans it. The details will be
automatically filled and the enrolment process starts.

ertified Company WwWw.escanav.com



of LJ
NORLD

‘e Scan
f-'o eScan Device Management
Y

Enrollment Details

Fill entries through QR code

QO tninininiaining

ST el pitupe deteby, S WO C

2221

Country

Version : 7.2.0.49
* Field is mandatory
Default Port is 2221

Enroll Device

Device Enrollment begins. Wait till the device gets enrolled.

*¢& Device Enroliment

Enrolling now, please walt.....

C—

Device Administrator prompt appears.

ertified Company
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Device Administrator

It is mandatory to activate device administrator
permission to enable Anti-Theft, Web and App Control
& Uninstall Protection Features

Next Skip

7. Itis recommended that you tap Next.
Activate Device Administrator prompt appears.

Activate device administrator?

% eScan Device Management

Activating this administrator will allow the app
eScan Device Management to perform the
following operations:

Erase all data
Erase the phone's data without warning by
performing a factory data reset.

Change the screen lock
Change the screen lock.

Set password rules

Control the length and the characters
allowed in screen lock passwords and
PIMs.

Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed

Lock the screen
Control how and when the screen locks.

CANCEL ACTIVATE

8. Read about the permissions asked by the application completely and then tap
ACTIVATE.
VPN Service Permission dialog box appears.
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£” Vpn service permission

Tap 'Next' and allow eScan to enable Vpn Service. Do
you want to continue?

v Do not ask again

Next Skip

9. Itis recommended that you tap Next as VPN won't work if you tap Skip. This
permission is required for the proper functioning of the “App Specific Network

Blocking” feature.
App Lock Activity prompt appears.

‘& AppLockActivity

By going further the Application Blocking will be
disabled ,click on Next and Allow escan to read app
usage. Do you want to continue?

Next Skip

10. It is recommended that you tap Next.
The application enroliment is completed after this step.

www.escanav.com
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eScan Device Management

Administrator Mode

Device Compliance
Status: Healthy

Anti-Virus

Call And SMS Filter
Mode : Enabled

Anti-Theft
Mode :

Privacy Advisor
Permissions Used By Applications

After the MDM application is installed, install the Container Application.
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Differences between COD and BYOD
group

Enterprises empower their employees by allowing the use of mobile devices under
Company Owned Devices (COD) policy or by implementing Bring Your Own Device
(BYOD) policy for work operations. This enhances employee productivity and allows
seamless business operations. It allows organizations to have a comprehensive
approach in safeguarding critical applications and enterprise data accessed or residing
in mobile devices. It ensures that corporate data is secured from data loss, malware or
unauthorized access.

After the MDM application is successfully installed on a device, the administrator can
see the device details in the management console. Policy deployment on the managed
devices will be carried out under the MDM Category.

Container deployment will provide you with a medium to allow users to use their device
for office work within the defined perimeter under BYOD through geo-fencing policy
deployment.

In case the device is provided by the enterprise, you can enroll the device as COD
(Company Owned Device) where the security policies for the container will be applicable
irrespective of the device location.

0 The Container application can be accessed only after the eScan MDM
NOTE | application is installed and enrolled on the managed device.
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Installing eScan Container app

To install eScan Container app, follow the steps given below:

1. Instruct the user to tap the installation notification. Tapping this notification will
initiate the download of eScan container application. Tap the downloaded .apk

file. Following screen appears.

Open with

4 Direct Link Creator (Share,
";" UnShare)

Open in web browser

CANCEL

2. Tap Package Installer.

@ | 'tis recommended that a user tap Install and initiate the installation of the
NOTE | Container application.

www.escanav.com
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After tapping INSTALL, an installation prompt appears.

'e eScan Container

Do you want to install this application? It
does not require any special access.

CANCEL INSTALL

3. Tap INSTALL. The Container application will be successfully installed on the
user's device.
4. Following screen appears after successful installation. Tap OPEN.

'e eScan Container

v/ App installed.

DONE OPEN
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5. Launch the Container application. The application asks you to set up your profile.
Tap SET UP >.

Set up your profile

Your organization controls this profile
and keeps it secure. You control
everything else on your device.

The following app will need to access
this profile:

k eScan Container

< SETUP >

6. A message informing about device information access to administrator is
displayed. Tap OK to proceed.

Your administrator has the ability to
monitor and manage settings, corporate
access, apps, permissions, and data
associated with the profile, including
network activity and your device's
location information.

Contact your administrator for
more information, including your
organization's privacy policies.

Learn more

CANCEL
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7. To create a work profile, select one of the following three options.
¢ Add Account: Enter your Gmail account details and tap ACCEPT.
e Add account with name: Enter your Gmail account details and name.
e Skip: Select this option to skip entering your login details.

8. After selecting an option, tap NEXT >.

Setup finished

To add an account, select the
corresponding option below. Select
skip if you want to add it later:

@ Add account

(O Add account with name

O skip

< NEXT >

9. Finish setup screen appears, tap FINISH >.

Finish setup

To manage the new managed profile,
visit the badged version of this
application.

B eScan Container

< FINISH >
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10. Launch eScan Container and then tap ACCEPT.
11. After the Container app is successfully installed, there will be two eScan
containers displayed on the device as follows. Uninstall the eScan Container

without the @ icon.

\f

-_— r—
AppRestricti Calculator Calendar Camera
Cec»woO
Chrome Chrome Clock Contacts |

2>

HR®B?
Contacts Dainik Bhask Docs Downloads

-

9 L % i:fi
Downloads Drive Drive ES File Explo
; : v
eScan Contai.. eScan Contai. | eScan Devic. Fit
MMG

12. Launch eScan Container. Following screen will be displayed.

eScan Container

Welcome

END-USER LICENSE AGREEMENT FOR
eScan SOFTWARE PRODUCT

By Clicking on accept, you agree to the
terms and conditions

Open Agreement
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Enrollment Process for container

Tap Accept to proceed with the enrollment process, the following screen will be
displayed.

eScan Container

Enrollment Details

Fill entries through QR code
Mobile Number *
Server *
Port *

Country

Version : 7.2.0.3
* Field is mandatory
Default Port is 2221

Enroll Device

A user can fill up the enrollment details using any of the following procedures:
¢ Filling enroliment details manually
¢ Filling enrollment details by scanning QR code

Filling enroliment details manually

1. Open eScan Container app. Enrollment Details form appears.

2. Fill'in the required details from the enrollment email.

3. After filling all the details, tap Enroll container. The device will be enrolled
instantly and a Device Administrator pop-up message appears.

4. Tap Next to activate device administrator permission to enable Anti-theft,
Parental Control and Uninstall Protection features on the device. You will be
forwarded to the information window for activating Device Administrator.

5. Tap Activate for activating Device Administrator.
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Filling enroliment details by scanning QR Code

Open the enrollment email containing QR code on your tablet/computer.

Open the eScan Container app. Enrollment Details form appears.

Tap Fill entries through QR Code. Doing so will turn on your device's camera.
Match up the on-screen square with the QR code and hold your device steady till
the application scans it. After the successful scan, the enrollment details will be
automatically filled.

5. Tap Enroll Device.

A=

All the container applications will display a briefcase icon G

(4] The application(s) added to the container by default will vary from device to
NOTE | device.

The administrator can deploy applications and content through App Store and Content
Library modules. The user will be able to access only selected applications and content
that the administrator has deployed based on the geo-fencing. The administrator can
add applications under the App Store and then deploy the application to the managed
device via the Required Applications policy.

The user will receive the following notification:

“Install following app- your administrator requested you to install the following
application - (Application name)

Tap OK to install the application. Go to the App Store under application option on the
device, the deployed application will be displayed, click download and install. Tap
Download to install the app.
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Installation and Enrolilment of iOS
Device

The enrollment procedure for an iOS device consists of two main steps:
1. Adding a device to the console
2. Enrolling the added device

Adding a device to the console

1. Click Managed Mobile Devices > Action List > Add New Device.

ey

New Group

Add New Device
Add Multiple Devices

Change Server Ip

Properties

Add New Device window appears.

Add New Device [Group Name: Managed Devices] [Group Type: MDM]

Mobile Mumber®
User's name®

Email 1d*

I ]

OS Type () Android  ®ios

* Mandatory Field

2. Enter the details, select the OS Type as i0S and then click Add.
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3. After clicking Add, the device will be added to the console as shown in the
following screen.
Managed Mobile Devices a n
I
E‘ﬁ Managed Devices 1-20f2 page i of 1 Rows per page: | 10 V|
g = QR Cnde Device Added Date Enrollment Status Enrollment Date
Group Tasks H H H H
El c“en: B ] lﬁl FRAean g Bdmes View 04 Aug 2021 04:24 PM Enrolled 04 Aug 2021 05:26 PM
__ﬁ_n-_ - O @ sapsssspss  Te= View 20 Jul 2021 02:10 PM Mgk Enrolled
"ﬁTI——
g
o
4. Notice the icon ' in the Mobile Number column; it denotes that the device is
not enrolled.

Enrolling the added device

After a device is added to the console, an email containing the enrollment procedure
will be sent to the specified email ID. This email will contain steps to download MDM
application and details such as Mobile No, Server, and Port. In addition to this, it will
also contain the QR code that will fetch the above mentioned details by scanning it from
the device. In case a user didn't receive the enrollment email at the time of adding the
device, you can resend the enrollment email.

Select the specific device and then click Client Action List > Resend Enroliment Email.

Mowve to Group
Properties

Remove from Group
Change Username/Email-id

Disenroll
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After you've received the enrollment email, perform the following steps:
1. Download and install the eScan MDM application from the App Store.

{ Search
eScan MDM
MicroWorld Technologies Inc
GET Q

4+

D Contact B¢

Backup Contacts

Last Backup: 1807 11 0c

"W Restore Contacts

Last Restore: Not yet restol

g 2

Search

2. Read the eScan Agreement completely and then tap Accept.

eScan Agreement

Software End User License Agreement

eScan Device Management for iPhones & iPads

Read the following terms and conditions carefully
before downloading, mstalling or using this Software
(defined above). By using this software or by clicking
the "1 agree” button or attempting to load the software
in any way, (such action will constitute a symbol of
vour signature), you acknowledge and admit that you
have read, understood and agreed to all the terms and
conditions of this agreement. If you do not agree with
such terms and conditions, please do not proceed with
the installation of the software and delete the sofiware
from your device. This software is available only 1o
individuals aged 13 years or older. If you are 13 or older
but under the age of 18, you should review these terms
and conditions with your parent or guardian to make
sure that you and your parent or guardian understand
these terms and conditions.

LICENSE

This End User License Agreement (“License™ or
“License Agreement”) is a legal agreement between
MicroWorld Software Services Pvt. Lud. (“MicroWorld
"y and you and applies to your use of this eScan
software  and  all  related  documentation  that
accompanies this application (“Software™).
MicroWorld’s licensors refers o any thind parties
licensing all or any pomion of such Software 1w
MicroWorld. This License is specifically intended for
the bencfit of MicroWorld and any MicroWorld
licensors.

DEFINITIONS




3. Launch the eScan MDM application and enter the details mentioned in the
enrollment email, or fill in the details automatically via QR code by tapping Read
QR Code. Doing so will turn on your device's camera. Match up the on-screen
square with the QR code and hold your device steady till the application scans it.
After the successful scan, the details will be automatically filled.

Device Enroliment

D09 198 xxxxxx

Read QR Code

4. After the enrollment details are filled, tap Enroll Device.
iOS Config screen appears.

L3
v

10S Config

w'ﬂ-’:]:nmc to eScan EMM

Tap the “Install Prodike” button 10 inatal] EMM

Peodile
Inztall Profile
Aller ghe profils insiallation is compliic,

tap “Ohpen e5can App” buttan 0 proceod with

device Eaeollesenl

~
|
J
|

@ www.escanav.com
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Enterprise Security

5. Tap Install Profile.
The application attempts to access your device's Settings. The following dialog
box appears asking confirmation.

@, Search or enter website name

This website is trying to open Settings
to show you a cenfiguration prefile. Do
you want to allow this?

6. Tap Allow.
Install Profile settings appear.

Cancel Install Profile

@ eScan Enterprise Mobility Mana...

Signed by Mot Signed

Description  Enterprise Mobility Management Solutien for
0% by Microworld Technologies Inc.

Contains Mobile Device Managemant
Certificate

Mare Details
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7. Tap Install.
Enter Passcode screen appears.

Enter Passoode Cancel

b
]

-
E
k-

I
on

g
.
]
E
g
E
L

5 o

Ll
-
a3

R

o
@

8. Enter the device's passcode to proceed with the installation.
After entering the passcode, Warning message appears stating that the
administrator will be able to remotely manage your device.

Cancel Warning Install

LOCEILE DEVICE MAKALEMEMN

installing this profile will allow the
BAMAMELIATor BT “beter S s e

— o F g il s |

remctely manage your iPhond,

Thie administrator may collect personal data,

add/remdwe acoounts and resticlons, install,
managa and list apps, and remately erase
data on your iPhone.

=

UBESRGHED PROFILE

Thué profile is not Sighed,

01 Certified Company www.escanav.com



Enterprise Security

9. To proceed with the installation, tap Install.
A pop-up message appears asking confirmation for remote management of your
device.

Remote Management

Do you trust this profie's source %o
enrol your Phone nto remote
management?

10. Tap Trust. The MDM profile will be installed on your device. To exit the
installation process, tap Done.

Profile Installed

@ eScan Enterprise Mobility Mana...

Signed by Mot Signed

Description  Enterprise Mebility pManagement Salution for
0% by Microworld Technolegies Ine.

Contains  Mobile Device Managemant
Certificate

Maore Details

7001 Certified Company www.escanav.com
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The iOS Config screen appears.

Y &

105 Config

Ewelmm to eScan EMM

Tap the “Install Profile” button 5o install EMM
Profile

Adlar the profile imstallation & complic,
tap “Open cScan App® baston 1o procecd with
ey ice oo Bt

Open eScan App

11.Tap Open eScan App.
A pop-up appears.

@, Search or enter website name ¢

Openin "eScan MDM"™?

Cancel

7001 Certified Company WwWw.escanav.com
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12. Tap Open.
Configure screen appears stating that the Device Enrollment is in progress.

Device Enrollment in progress ...

N

Please Wait
Processing reguest...

After the device enrollment is complete, following screen appears.

eScan Mobility Management

DEVICE IS HEALTHY

ertified Company WwWw.escanav.com
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In the eScan Mobility Management (EMM) console, you can see the icon change to

green
Enrolled.

from red ' and the enrollment status change to Enrolled from Not

Managed Mobile Devices

an

""" @Gr:u: Tasks

B Client Devices
g T O
B e
ﬁ L

1-20of 2

g ol View

gas5: Te + View

04 Aug 2021 04:24 PM Enrclled

30 Jul 2021 03:10 PM : Enrolled

Total Devices: 2

Rows par page: | 10 W |

pags 1 of 1

04 Aug 2021 05:26 PM

Policy comparison of MDM, COD and BYOD Group Types

Policies for MDM

Policies for COD

Policies for BYOD

Anti-Virus Policy

Anti-Virus Policy @

Anti-Virus Policy @

Call & SMS Filter Policy

Call & SMS Filter Policy

Call & SMS Filter Policy

Web and Application

Web and Application

Web and Application

Control Control©® Control®
App Specific Network App Specific Network App Specific Network
Blocking Blocking © Blocking ©

Anti-Theft Policy

Anti-Theft Policy

Anti-Theft Policy

Additional Settings Policy

Additional Settings Policy
=)

Additional Settings Policy
2]

Password Policy

Password Policy "7 ©

Password Policy "' ©

Device Oriented Policy

Device Oriented Policy

Device Oriented Policy

Required Applications
Policy

Required Applications

Policy®

Required Applications

Policy®

Wi-Fi Settings Policy

Wi-Fi Settings Policy

Wi-Fi Settings Policy

Scheduled Backup
(Contacts & SMS)

Scheduled Backup
(Contacts & SMS)

Scheduled Backup
(Contacts & SMS)

Content Library Policy

Content Library Policy ©

Content Library Policy ©

Kiosk Mode Policy

Restriction Policy @

Restriction Policy @

Location Fence @

Certified Company

www.escanav.com
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Policies sporting G‘ icon are applicable for container version of the
application for BYOD and COD groups.

NOTE | Policies sporting " icon are also applicable for MDM group.
Policies not representing any icons are applicable for the container version
as well as MDM version for BYOD and COD group types.

For detailed policy description for following policies, refer Policies section under
Managed Mobile Device.

e Anti-Virus Policy

e (Call & SMS Filter Policy

e Web and Application Control

e App specific network blocking

e Anti-Theft Policy

o Additional Settings Policy

e Password Policy

¢ Device Oriented Policy

e Required Applications Policy

e Wi-Fi Settings Policy

e Scheduled Backup (Contacts & SMS)
e Content Library Policy

e Kiosk Mode Policy

For more on Additional Features Policy for COD and Location Fence Policy for BYOD
group refer below.

Certified Company WwWw.escanav.com
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Restriction Policy =

The Restriction Policy lets you apply certain restrictions on a device that prevents the
device user from getting access to few device features.

| ¥ Restriction Policy &

Additional Settings

|:| Disable Screenshot

I:' Disable uninstalling applications

|:| Disable Cross Profile Copy-Paste

|:| Disabla Install App {From all sources)

|| pisable Incognito Mode

) Disable Install From Unknown Sources

Disable Screenshot - Select this check box to disable a device from taking a screenshot.

Allow uninstalling applications - Select this check box to allow a user to uninstall
applications.

Disable Cross Profile Copy-Paste - Select this check box to disable cross profile copy-
paste on a device.

Disable Install App (From all sources) - Select this check box to disable application
installations from all sources on a device.

Disable Incognito Mode - Select this check box to disable web browsing in incognito
mode on a device.

Disable Install From Unknown Sources - Select this check box to disable application
installation from unknown sources on a device.

An 1SO 27001 Certified Company www.escanav.com



Location Fence ©

Under Location Fence policy, restrictions as per the policy will be applied only if the
device is in the Geo/Wi-Fi location. If the device is out of the Geo/Wi-Fi location, there
will be no restrictions on the device.

[ ¥ Location Fence &

D Enabla Fencing

B Custom Address Latitude Longitude Radius{m)

-

B wiFi Network Name (SSIDs) "

To use Location Fence feature, check Enable Fencing check box.

Select the appropriate type of fencing you want to use for devices.

To use Geo Fencing, it is necessary that a default location must be set first. To learn
more about fencing location, click here.

An 1SO 27001 Certified Company www.escanav.com
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Geo fencing: To enable Geo Fencing, check this check box.
1. Click Import.
Fencing Location(s) window appears.

Select Geo Fencing Locations(s)

B custom Address  Latitude Longitude Radius{m) Address -
B0, e W 55 Basns BIESE S
[ |Ho 19.11397 72.87334 100 T ol b Mo Sale i
400084, India
WING-G, timb St -
(= 19.07428 72.83895 100 e by e ey
" Wi, Wl
40009, India
b withg gt e stmmts i T
[ [resT1 19.07598 72.87766 200 rogiells LMty Sl hasis Bl M
Mumbai, Maharashtra 400 . India
2 Tapeigip Gl by T s a2 aghll i
(] [resTz 19.08016 72.91079 200 MU ety Tl Vimgew Thoailioppan Tk
Mumbai, Maharashtra 400¢ *%, India

2. Select location to import location details and then click Save.

Wi-Fi Fencing: To enable Wi-Fi Fencing, check Wi-Fi Fencing check box.

1. Click Add.
Add Networks window appears.

Add Networks x

Enter WiFi network name (SSID}): [l ]

Note: WiFi network name (SSID) are case sensitive

2. Enter Wi-Fi network name (SSID) and then click Add.

Select AND/OR option as per requirement.

In case you want to Import Geo Fencing location(s) and add Wi-Fi Fencing at the same
time.
Select the AND option otherwise select the OR option.

An I1SO 27001 Certified Company WwWw.escanav.com



Manage Backup

Manage Backup module lets you take a backup of SMS and Contacts saved on the
managed devices to the server and restore it on the device whenever required.

Clicking a group displays all the devices it contains and their details such as Mobile
Number, User's Name, Last Backup, Backup Now and Manage Backup.

Clicking on a device shows information about its last SMS Backup, Contacts Backup

and Device Status.

5
n

Manage Backup

Backup Now Manage Backup

Taking a backup from devices to the

server

1. Click Manage Backup and select the specific group or devices of you wish to
take a backup to the MDM server. Selecting a device will enable Backup Now

option.

oo
Backup Now

Manage Backup

Elﬁ Manzged Devices Eﬂanage Backup

- Tem ...
W 7aEe g ads Backup Now Manage Backup
e B
g = Tasgh Tl Backup Now Manage Backup
B W 34 5

B FEEw b mag

El e

www.escanav.com
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2. Select the desired backup and then click Backup Now.

Select Backup x

EMS

Contacts ‘

o

Backup window appears displaying the progress.

(o ]

Backup in progess....

Backup for 75 B35

The report displays following fields.
Mobile Number, User's name, Last backup, Backup Now, Manage Backup.

Manage Backup

g
a

ﬁ Managed Devicas

Test_ted Backup Now Manage Backup

O 'ﬁ' a4 5

[ | : Mobile Number User's name Last backup Backup Now Manage Backup

An I1SO 27001 Certified Company
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Manage Backup: Clicking Manage Backup link displays following screen.

Mobile No.: 750 e i85 User's name: Devica_ S

Refresh backup list

Device Status

SMS Backup Contact Backup

|

There is no information for this device.

It displays the SMS Backup, Contact Backup, Device Status and Refresh backup list.

SMS Backup: It displays the SMS backup status for the selected device.
Contact Backup: It displays the contact backup status for the selected device.

Device Status: It displays the following fields.

Date-Time and Description

Date-Time displays the date and time when the Contacts and SMS backup was
requested by the server.

Description displays whether the Contacts or SMS backup was requested from the
server.

Clicking Refresh backup list refreshes the backup list.

An SO 270 ertified Company WwWw.escanav.com
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The Anti-Theft module lets you remotely locate and lock a device. This module also lets
you wipe data available on a device.
Anti-Theft n

-fg Managed Devices [ I— H e —_—
- lock
O W 7spaimagss Device_Wesss

—
) s 5 Test_Wes

Selecting an added device enables following tabs:
e Wipe Data
e Block Device
¢ Unblock Device (Android)
e Scream
¢ Send Message
e Locate Device
e Remove Work Profile (Android)

=
(g Managed Devices M ; Mobile Number ; User's name ; Last Location { Wipe Status { Scream Status { Block Status

- R

=1 -
W rspens Device_Ses

O ga 5 Test e
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Wipe Data

With this option you can delete data from the device if it gets lost or stolen. To wipe the
data, select the specific device and then click Wipe Data.
A confirmation message appears.

Do you want to WIPE selected device(s)?

Note:
1. Contact, SMS, Calender & email accounts will be deleted from the compatible devices. {Android)

2. Device will be Factory Resst. (i0S)

Wipe Data option will delete Contacts, SMS, Calendar & email accounts from an
Android device whereas, an iOS device will be factory reset.

Click Yes to confirm data wipe on a device.
A window appears displaying the request in progress.

Anti-Theft n

Request in process.....

Request WIPE for mobile number 75 e 5 was schadulad

An I1SO 27001 Certified Company WwWw.escanav.com



Block Device

This option lets you block a device. To block a device that has been lost or stolen, select
the device from the list of managed devices and then click Block Device.
Warning window appears.

Lock device irmespective of policy set in "Wifi Settings Policy (Lock
Device)"

MNote :

If unchecked,

1.The device(s) will not be locked if connected to Wifi SSID as per "Wifi
Settings Policy (Lock Device)”

2.The device(s) will be locked if "Wifi Settings Policy {Lock Device)" is
not set.

This option can be used for both iOS and Android devices.
Click OK.

Anti-Theft window appears displaying the request in process.

Anti-Theaft n

Request in process.....

Request LOCK for mobile number 75 B8 M5 was scheduled

After the device is blocked, the device user will need the Admin Access Password to
unlock the device.

01 Certified Company
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Unblock Device ™

This option lets you unblock a device. To unblock a device, select the device from the list
of managed devices and then click Unblock Device. Following window appears after

clicking Unblock Device.
This feature works only for Android devices.

Anti-Theaft n

Request in process.....

Reguest for mobile number 75 t 5 was schedulad

Scream

The Scream lets you raise a loud alarm on a device helping the user locate their device if
itis in the vicinity. To raise a loud alarm on a device, select the specific device and then
click Scream. Following window will be displayed on screen. This option can be used for
both iOS and Android devices.

Anti-Theft n

Request in process.....

Request SCREAM for mebile number 75 8% 45 was schedulad

www.escanav.com
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Send Message

The Send Message lets you send a message to the device. This option can be used for
both iOS and Android devices.

To send a message (notification message) select the specific device and then click Send
Message.

Message window appears.

Message x
Please call on 5% 2 to return the phone

S
Max, 180 characters.

Type the message in the field and then click Send.

Anti-Theft n

Request in process.....

Requast SEMD MESSAGE for maobile number 75 B85 was schadulad

An I1SO 27001 Certified Company WwWw.escanav.com



Locate Device

The Locate Device option lets you locate a device by using the wireless network or a
device's GPS. eScan server displays the device's location on Google Maps. This option

can be used for both iOS and Android devices.

To locate a device, select the specific device and click Locate Device.
Anti-Theft window appears displaying process.

Anti-Theaft n

Request in process.....

Request LOCATE for mobile number 75 #1985 was scheduled

Remove work Profile ™

The Remove Work Profile lets you remove the container work profile from a device.

To remove container work profile from a device, select the specific device and then click
Remove Work Profile. Following window appears after removing the work profile from
a device. This feature is available for only Android devices.

Anti-Theft a

Request in process.....

Requast for mobile number # was schedulad

Close

www.escanav.com
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Asset Management

The Asset Management module displays detailed description of all the hardware
configuration and applications installed on the managed devices.

Asset Management - Hardware
Information

Asset Management & n

J Hardware Information Application Information
Filter Criteria Export Dption

Davice Details 1-2cf2 page| 1 of 1 Rows per page: | 10 Vl
Mobile Number User's name éGmup Group Type IP Address IMEI Number Phone Model éﬂperah’ng System 05 Versio
75 RN Device_ % s test_MDM MDM 192. sk & 4 35 Sr it S0 Sepegs B Android [
g4 5 Test_#e test_MDM - MDM 192, =1=0 5 Andraid r

Viewing Hardware information

1. Click Asset Management and then click Hardware Information to view all the
hardware related information and all the information captured by the eScan
Server can be filtered.

2. To filter the hardware information, click Filter Criteria drop-down.

J Hardware Information Application Information

r—Filter Criteria

Mobile Numb [H ]l Include Vl Phone Memory {System Usable) (MB) [ ]l Include vl
1P Address = ) (include +] External SD (MB) 6 ) (include v]
User's name [H ]l Include v:l Internal Memory (User Usable) (MB) [x ][I"CI“de v:l
IMEI I ["‘ ][Iﬂclu:le V| Network Type [--zelact-- V][I'\clude V|
Phone Model [H ][I”CI'-':'E Vl Roaming Enabled | --Select-- V][I”Cl”de vl
Operating System [H ][I“CI“dE v] Rootad [ ~—Select—- v] [I“CI”dE v]
05 Version [H ][I"CI‘-'de v:l Bluetooth [ —-Select-- v:l [I"CI‘-'de v:l
RAM (MB) ["‘ ][Iﬂclu:le V| WI-FI | --Select-- V][I'\clude V|
Group ["‘ ][Iﬂclu:le V| GPS | --Select-- V][I'\clude V|
=

3. Select the check box next to each criterion and select include/exclude to
include/exclude that particular criterion in the filtered report.

ertified Company WwWw.escanav.com
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Following Hardware information is captured from Managed Devices -

Options

Description

Phone Number

Displays the mobile number that is assigned to the device
during adding device/enrollment.

IP Address

Displays the IP address of the device.

User’'s name

Displays the username with which the device is registered on
the MDM Server.

IMEI Number Displays the device’s IMEI number.

Phone Model Displays the device's model details.

Operating System Displays the device's operating system details.
OS Version Displays the device's operating system’s version.
RAM (MB) Displays the device’s RAM in MB.

Group Displays the group to which the device belongs.

Phone Memory
(System Usable)
(MB)

Displays the phone memory of the device.

External SD (MB)

Displays the external SD card'’s storage capacity (MB) of the
device.

Internal Memory
(User Usable) (MB)

Displays the internal memory of the device.

Network Type

Displays the network type used by the device.

Roaming Enabled

Displays the roaming status of the device.

Rooted

Displays if the device is rooted or not.

Bluetooth Displays if Bluetooth is available on the device or not.
Wi-Fi Displays if Wi-Fi is available on the device or not.
GPS Displays if GPS is available on the device or not.

Select the check box next to each criterion and select include/exclude to include or

exclude that particular criterion in the filtered report.

An 1SO 27001 Certified Company
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Asset Management - Application
Information

Asset Management n
Hardware Information Application Information
Filter Criteria Export Option

Application Details 1-10of 72 page | 1 of 8 b M Rows per page: | 10 w |

Application Name Device Count
Adobe Acrobat
Authenticator
Bitdefender Security
Calculator

Calendar

Camera

Chrome

Clack

Compass

Contacts

[ R R S I [ SR L (S U [

Filtering the Application information

1. Click Asset Management and then click Application Information to view
application related information. All the information captured by the eScan Server
can be filtered.

2. To filter the software information, click Filter Criteria.

Hardware Information Application Information
¥ Filter Criteria Export Option
Filter Criteria
- . Group By
Application Name [*‘ ]|_ Include v | =
— ® Application Name
Mobile Number ["‘ ]| Include | —
../ Mobile Number
=30

3. Select Include/Exclude to include otherwise exclude that particular criterion in
the filtered report. All the information captured from the devices can be filtered
on the basis of the application name or the mobile number associated with the
device.

Select the desired criteria drop-down and then click Search.

5. Details will be filtered in the table instantly and will be displayed in the list of
software installed on managed devices as well as the device count for every
installed software.
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Asset Management - Export Options for
the Generated Reports

Hardware Information Application Information ]

Filter Criteria ¥  Export Option
— Export Option
O Excel O poF ® wrmL

You can export reports generated for the hardware as well as software inventory to
Excel, PDF or HTML formats, as per requirement.

Exporting a Report

1. Select the export option of your preference and then click Export.
A message appears informing about successful export.

[ ) Exported Successfully Click hare to Open/Download ]

2. Click the link in the prompt to open/download the report.
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Report Templates

The Report Templates module lets you generate/edit (Customize) any pre-defined
report template for any eScan module. You can also create your own customized report
template as per your requirements.

Report Templates § a
o=

B Template Name Report Type Date Filter Sort By Created On Modified On

)] Application Control Report |ﬁ| Application Control Report Last 7 days Date 31 Jul 2021 31 Jul 2021

O Device last connection report 'ﬁ' [ Device last connection report Last 7 days Devices 31 Jul 2021 31 Jul 2021

O Enrollment Report 'ﬁ' [ Enrollment Report Last 7 days Date 31 Jul 2021 31 Jul 2021

O Inventory Report 'ﬁ' [ Inventory Report Last 7 days Devices 31 Jul 2021 31 Jul 2021

D Update Report |ﬁ| Update Report Last 7 days Date 31 Jul 2021 31 Jul 2021

)] virus Report |ﬁ| Virus Report Last 7 days Date 31 Jul 2021 31 Jul 2021

)] Web Control Repart |ﬁ| Web Control Report Last 7 days Date 31 Jul 2021 31 Jul 2021

Creating a Report Template

1. Inthe Report Templates screen, click New.
New Report Template window appears.

Template Name : ™ [I'\.e'.-.' t s D ]
[ + Selected Template Type ]
@:‘ Virus Report ':_:' Update Report
() web Control Repart Q Inventory Report
@] Application Control Report ) Enrelimant Report
':_:' Device |ast connection report

» Select Filter Options |

2. Type a name for the new report template and select the required report type
from the given options.
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3. InSelect Filter Options section, select the appropriate Date Options and Sort
By, then click Save.

. )

Template Name :* [I'He-.-.- t e

| ¥ Selected Template Type |

[ + Select Filter Options ]

— Date Options

@:’ Today ':::' Last 7 days

':::' Last 30 days ':::' Last 365 days

':::' Since Installad ':::' Date Rangs
—Sort By

@:‘ Date ':::' Dievices

':::' Virus ':::' Action Taken

—Sort column in report

Date D Device Type
D File Infacted D Action Taken
D Description D Wirus count

Custom columns
O columnt O columnz
D column3 D column4

www.escan




Editing a Report Template

1. Select a Report Template and then click Edit.
Edit Report Template window appears.

Template Name :* [he-.-.' Tt S ]
|. b Selected Template Type |
{ v Select Filter Options }
— Date Options .
'@:‘ Today ':::' Last 7 days
':::' Last 20 days ':::' Last 265 days
':::' Since Installed ':::' Date Range
—Sort By
@:’ Date ':::' Devices
':::' Virus ':::' Action Taken
— Sort column in report
Date I:I Device Type
D File Infected I:I Action Taken
D Description I:I Wirus count
Custom columns
D column1 D column2
D column3 D column4
-
=3

2. Make the required changes and then click Save.
The Report Template will be updated.
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Deleting a Report Template

Select a Report Template and then click Delete.

-
Application Control Report "W"

|| Template Mame Report Type

Application Control Report

i
: . .
Davice last connection report L

Device last connection report

-
Enrollment Report 'W' &

Enrollment Report

o
Inventory Report N E

Inventory Report

-
Mew Report Template_1 "M

Virus Report

2
Update Report "W’

Update Report

™
Wirus Report W

irus Report

OO0|0|@Oo|0]|0|0

o,
Web Control Report "W

Web Control Report

The Report Template will be deleted.

Viewing a Report

To view report details, select the specific template and then click View.

A window appears displaying specific details.

[obionmrsties ]

Application Control Report

G

o

Alloved count
Blacked count

[ 1 Allowed count
[ 0 Blocked count

Date Allowed count

Blocked count

Application
30 Jul 2021 24 5 MDM Test_ st Settings

Action Taken Package Name
Allowied lcom.android.settings
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Report Scheduler

The Report Scheduler module lets you schedule a report based on the type of
templates, specific group or device, file format and type of schedule.

Report Scheduler n
B sSchedule Name Report Redpient Format Type Next Scheduled Created On Modified On

Under Report Scheduler, following options are available. Except New, all other options
are enabled only after selecting a template.

Report Scheduler n
(o new [ cin [ souee [+ rn v ] 6 remi |

¥ Schedule Name Report Recipient Format Type Next Scheduled Created On  Modified On

+ JIFEOE e i exE EEe-stge com HTML Scheduled 31 Jul 2021 08:30 PM 31 Jul 2021 21 Jul 2021
Options Description

New This option lets you create a report schedule.

Edit This option lets you edit a report schedule.

Delete | This option lets you delete a report schedule.

Run This option lets you run a report schedule.

View This option lets you view a report schedule.

This option lets you view the results of previously deployed report
schedule.

Adding a Scheduler

After clicking New, New Report Scheduler window appears.

Results

Enter a name in the New Report Scheduler field.
Below there are following sections:

e Template Selection

e Selection For Applied Groups/Clients

e Report Send Options

e Report Scheduling Settings
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Template Selection

Select the appropriate template for generating a report according to your preferences
of Date, Devices, and Action taken.

[ + Template Selection ]

Select @ Template for creating a Report

B-

Application Control Report

Device last connection report

Enrollment Report

Inwventory Report
Update Report
Wirus Report

B
0000000

Web Control Report

Under the Template Selection we have following templates:
e Application Control Report
e Device last connection report
e Enrollment Report
e Inventory Report
e Update Report
e Virus Report
e Web Control Report

01 Certified Company www.escanav.com



Selection For Applied Groups/Clients

Select the groups for which you want to schedule the report:
e Report for Groups
e Report for a List of Devices

Select Report for Groups/Report for a List of Devices tab to schedule a report for the
specific groups.

+ Selection For Applied Groups/Clients

"Report for a List of Devices"” will not be applicable for "Enrollment Report”

- Report for Groups Qo Report for a2 List of Devices

|:| Selact subgroups on selecting Parent group

" |:| ﬁ Manzaged Devicas

Configure the options for sending the report on email using Report Send Options.
Select the appropriate format for sending the report on email. .xlIs, .html and .pdf
formats are supported.
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Report Send Options

[ + Report Send Options

Send Report by Email

Feport Sender®: tediaseBgnal.com

Report Recipient®: [Exarﬁ:leﬁexa'r:n 2.00m ]

Mzil Server IP Address: smtp.gmail.com

Mail Server Port: 465
Auth, Username: te s gial.com
Auth. Password: Ty

Select the Report Format

[ HTML page w

Add the following details under the Report Send Options section.
Send Report by Email

e Report Sender - The email address set for Email Notification Settings will be
displayed here.

¢ Report Recipient - Enter an email address for the report recipient and then click
Add.

Select the Report Format:
Click the drop-down to select the preferred format. Following report format options are

available:
e HTML Page
e Adobe PDF
e Microsoft Excel file
e (CSVfile

An 1SO 27001 Certified Company
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Report Scheduling Settings

[ + Report Scheduling Settings

@:‘ Scheadulad () Manual

'@:' Daily

L Weakly Man Tue Wed Thu
Fri Sat Sun

) Monthly L hd

® u (P v]

There are two options to schedule a report. The options are Scheduled and Manual.
Scheduled: Select this option to schedule a report for daily, weekly, or monthly basis.
At: This option lets you set the specific time at which you want the report.

Manual - Select this option to generate a report manually at an instant.

An I1SO 27001 Certified Company
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Running a schedule

To run a schedule, select a schedule and then click Run.

Report Scheduler n
O T 8 | [

+ Schedule Name Report Recipient Format Type Next Scheduled Created On Modified On

New S b b exiiipiis S tgie com HTML Scheduled 31 Jul 2021 08:30 PM 31 Jul 2021 31 Jul 2021

After clicking Run, the console runs the schedule, generates a report and sends it to the
recipient mail address.

Sending Report New Report Scheduler_1 x

EFkkFEFFERF Rk Rk kR R kR Rk kR sk Rtk kR Rk

[Mews Report Scheduler_1] Generating report

[Mew Report Scheduler_1] Completed generating HTML report
[Mews Report Scheduler_1] Sending Mail...

[Mew Report Scheduler_1] Report mail send

R T T e O LT T T
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Editing a Schedule

Select a schedule and then click Edit.
Edit Report Scheduler window appears.

Edit Report Scheduler x

New Report Scheduler : | Maw &

[ + Template Selection ]

Salact 2 Templata for creating a Report

- Application Control Report
.. D Device last connection report
B Enrollment Repart

b (@) Date
.. D -Inl.'er'tor,-' Report

[] Update Repart
- (] wirus Report
.. D Web Control Report

| ¢ Selection For Applied Groups/Clients |

| » Report Send Options |

| » Report Scheduling Settings |

[omee o]

Make the required changes and then click Save.

Deleting a Schedule

Select a schedule and then click Delete.

Report Scheduler n
O T 8 | [

+ Schedule Name Report Recipient Format Type Next Scheduled

Rl N e b b exmigisSesigis com HTML Scheduled 31 Jul 2021 08:30 PM 31 Jul 2021 31 Jul 2021

The selected schedule will be deleted.
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Viewing the report

Select a schedule and then click View. A Report window appears and displays specific
details.

[ty ]

Application Control Report

B 1 Allowed count
B 0 EBlocked count I

Application Control Repart
o =
i L

€ £

2 =

8 a

2 a

T b=

S o

i

=

z @
Date Allowed count Blocked count
30 Jul 2021 1 0
Details

Mobile No Device Type User's name Application Action Taken Package Name

Viewing results of a report

Select a schedule and then click Results. A Results window appears and displays Report

results.
Mew St Sulialisies & - Results »®
Start Finish Type Status
02 Aug 2021 10:59 AM 02 Aug 2021 11:01 AM Scheduled Report mail sent successfully
|02 Aug 2021 11:09 aM [o2 Aug 2021 11:09 am [Mznual [Repart mail send |
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Events and Devices

Events and Devices module shows all events performed on the devices.

Viewing Events

Events captured from the devices are categorized and displayed in this module. This will
display a real-time status of security and eScan update on all the devices.

Events And Devices n n
Brvom  Econtainer m
EH@] Events Ang Devicss Recent 1-10cof 141 page| 1 | of 15 b M Rows perpage: [ 10 v
E"EWE"E"“ Status i Phone Number : Device Type :User's name : Event Id | Module Name
}1 ::::I © 20 3ul 2021 05:06 PM 75K RIS MDM Device_Mews 7085 Anti-Theft (Android) Anti-Theft Unleck
7:1 . © 203ul 2021 05:05 PM 75 5 MDM Davice_ e 7085 Anti-Theft (Android) Anti-Theft Unlock
[#-[i] Device Selection © 203l 2021 05:05 PM 75K EERIES MOM Device W 7085 Anti-Theft (Android) Anti-Theft Unlock
@] Aplicstion/Hardware Changas © 2032021 04:32 P 75 s MOM Device_ e 7032 Config(Android) Auto sync status[07/30/2021 16:32:28]
© 200ul2021 04:32 PM 75K BEERIES MDM Device_ s 7047 Android Compliznce
© zo0lulz0210z:38PM 7S s MDM Device_ 7047 Android Compliance
20 Jul 2021 02:38 PM 75, Sebaiis MDM Device_Wews 7033 Config(Android) Auto sync status[07/20/2021 15:38:19]
© z03ulz0210m:23PM 84 5 MM Test_| 7047 Android Compliance
© 3203ul2021 03:23 PM  S4ESEENNS MDM Test fuiwi # 6152 Config{Android) Protection Status
O z03ul202102:23PM 84 ] MOM Test_ st 7008 Call & SMS Filter {Android) ~Call/SMS Filter Status

Event Status

Events are categorized into three types based on their severity.

Recent: It displays both critical and information events that occurred recently on
devices.

Critical: It displays all critical events that occurred on devices, such as virus detection,
protection disabled status etc.

Information: It displays all informative type of events, such as virus signature database
update and status of the device.

Device Selection

The Device Selection tab enables you to select and save the device status settings.
This module enables you to do the following activities:

Define Criteria for Filtering of Device Status on the basis of following-
¢ Device with the “Critical Status”
¢ Device with the “Warning Status”

ertified Company WwWw.escanav.com



e Database are Outdated

e Many Viruses Detected

¢ Not Connected for a long time
e Not Scanned for a long time

e Protection off

Application/Hardware Changes

Capture events on the basis of Application Changes, Hardware Changes or Existing
Device Info.

It has following sections:

¢ Application Changes: It displays the list of managed devices on which
application related changes are made. For example, installation/uninstallation of
applications.

e Hardware Changes: It displays the list of managed devices on which hardware
related changes are made.

o Existing Device Info: It displays the existing device's information.

Events and Devices settings

Click the Settings icon E present below the top right corner to define settings for
Events and Devices. There are following tabs in Events and Devices Settings:

e Event Status

e Device Selection

e Application/Hardware Changes

Event Status

Events And Devices Settings x

Events Status Device Selection ApplicationfHardware Changes

— Events

Events Name [Recent ]

Mumber Of Records

Select an event from the drop-down and enter the number of records you want to see.
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Device Selection

The following actions can be performed by selecting this tab.

Events And Devices Settings x

Events Status Device Selection Application/Hardware Changes

— Devices

Device Status | Devicas with the "Critical Status" W |

Check for Monitor Status

Check far Mot Scanned

Check for Database Mot Updated
Check far Mot Connected

(< J< Q< Q4]

Database Mot Updated from mare than
Davice Mot Scanned for more than

Davice Mot Connectad for maore than

MNumber Of Records

Device Status
The Device Status drop-down consists following options:

|. Devices with the "Critical Status" "H*|

Devices with the "Critical Status"
Davices with the "Warning Status”
Database are Cutdated

Many Viruses Detected

Mot Connectad for a long time

Mot Scanned for a long time
Protection off

e Devices with the "Critical Status"
e Devices with the "Warning Status"
e Database are Outdated

e Many Viruses Detected

¢ Not Connected for a long time

¢ Not Scanned for a long time

e Protection off
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Option

Description

Check for Monitor
Status

Select this check box to generate events related to eScan
Monitor Protection.

Check for Not
Scanned

Select this check box to view the list of devices which are
not scanned.

Check for Database
Not Updated

Select this check box to view the list of devices on which
virus signature database is not updated.

Check for Not
Connected

Select this check box to view the list of devices that are not
connected with the eScan server.

Database Not
Updated from more
than

All the devices that are not updated from more than the
specified days will be added to the report.

Device Not Scanned
for more than

All the devices that are not scanned for more than specified
days will be added to the report.

Device Not
Connected for more
than

All the devices that are not connected to the eScan server
for more than the specified days will be added to the report.

Number of Records

Enter the count and the number of records will be
displayed.

Application/Hardware changes

The following actions can be performed using this option.

Application/Hardware Changes

—Updates

Application/Hardware Changes | Application Changes % |

1000

Number OFf Days

Mumber OFf Records

An ISO 270
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Field

Description

Application/Hardware
Changes

Select from the drop-down to generate events related to
Application changes, Hardware changes, and Existing
Device Info.

Number of Days

Enter the number of days, to view changes made within
the specified days.

For example, if you have typed 2 days, then you can view
the list of devices on which any software/hardware
changes have been made in the last 2 days.

Number of Records

Enter the number of records to be displayed in the list.
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Settings

The Settings module lets you save server details for sending email notifications to the
device users. You can also add the latest certificates required to manage iOS devices in
the console via this module.

Certificate Management Email Notification Settings Connection Sequence

Credential Name Certificate Detail

Issuer R - e
Expiry Date : Ock 26 23:59:5% 2021 GMT

Certificate Management

The eScan EMM requires a SSL certificate to manage your iOS devices from the EMM
console. This section gives you information on all the pre-requisites for managing iOS
devices and how you can import the SSL certificate. It also briefs you on what the
certificate is about and where you can purchase the same.

Important Note:

1. The SSL certificate is not an iOS certificate or some other certificate provided by
Apple.

2. Thisis a normal SSL certificate that organizations use on their server for SSL
communication (https). For example, when you visit our website, you are on a
secured connection, as an SSL certificate installed on our domain escanav.com.

3. If you own the website as 'emm.mycompany.com’, you need to get an SSL
certificate for the domain emm.mycompany.com. You can buy it from a
Certificate Authority or generate it for free.

4. The SSL certificate thus bought from a Certificate Authority has to be renewed
every year. If you have generated the SSL certificate for free it has to be renewed
every 3 months.

5. Inorder to have a secure communication between your server and Apple’s
server you will have to import the SSL certificate in the console.

An 1SO 270 ified Company www.escanav.com
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Importing an SSL certificate

Click eScan Mobility Management (EMM). Select Platform prompt appears.
2. Under To manage iOS devices you need to add a Trusted CA Certificate. Click
Start with iOS. It opens a new window where you can import your certificate
files.
3. Search for the files in your local drive.
4. Save the files.
After saving files, a confirmation message appears.

Make sure you add an authentic CA certificate and key in .crt and .key file

format.

NOTE
A self-signed file will not be accepted.

To add the CA certificate if

You had selected to proceed with "Start with Android (without iOS)" earlier
OR
You have deleted the previous certificate, follow the steps given below:
1. On the navigation panel, click Settings.
2. Select Certificate Management tab.
3. Click Add.
Add Certificate window appears.

Add Certificate x

Select Certificate File n
Certificate File (.crt): Mo file chosen
Certificate Key File (.key): Mo file chosen

Certificate Key File Password: [Ewter passwoard...

*Enter password in case your key file iz password protected, else leave blank.
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4. Click Choose File and select the .crt and .key files. Enter the password in
Certificate Key File Password if your key file is password protected.

5. After selecting the files (and entering password) click Save. A confirmation
message appears “Certificate added successfully”.

Email Notification Settings

Set up an email account to receive notifications.

Certificate Management Email Notification Settings Data Purge Connection Sequence

Email Notification Settings

From (Administrater Email Id)*: [topmss

SMTP Server®: [com grmah com

SMTP Port™: |283

Auth. Username: [:e 4+ #! com

Auth. Password: [ssonsusae

* Mandatery Field

From (Administrator Email ID): Enter the administrator email ID.
SMTP Server: Enter the SMTP server IP address.

SMTP Port: Enter the SMTP Port number.

Auth. Username: Enter the authorized username.

Auth. Password: Enter the password.

After you are done filling the details, click Save.
To run a test for the configured settings, click Test. A test email will be sent to the
entered email ID.
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Data Purge

al
p s n

Certificate Management Email Notification Settings Data Purge Connection Sequence

Days (0-365) O=Unlimited

ﬂ
]
LN

Keep Location History for
Days (O- O=Unlimited
Days (0-
Days (0-
Days (0-
Days (0-

i)
=

Keep Data Usage data for

n
4k

0=Unlimited

)
=

ﬂ
4k

Keep Czll logs data for

0=Unlimited

ﬂ
LN

Keep Battery Status/Signal Strength History data for|
0=Unlimited

)
)

Keep Geo Fence History data for

=i}

Lo W L L
)

{%2} 4] 4] 4] Ln
)

0=Unlimited

ﬂ
&
LN

—

¥eep App Usage History data for

This setting lets you define the number of days for storing data in tables. The old data
will be purged automatically after it reaches number of specified days. The data purge
can be set for following data tables:

e Location History

e Data Usage data

e C(Call Logs data

e Battery Status

e Geo Fence History Data

e App Usage History data
After you are done making changes, click Save. The Data Purge changes will be saved.

Connection Sequence

Certificate Management Email Notification Settings Data Purge Connection Sequence

Arrange the sequence for the server list ["Server" entry) to be seen in the Motification email/QR code.
Server list sequence will decide which server is connacted first by the device.

F -
] -

The enrollment email and QR code consists the server list. As devices are getting
enrolled, they will use these server details and connect to the servers in the same
sequence. After you are done making changes, click Save. The Server sequence changes
will be saved.
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App Store

The App Store module lets you push applications on a device by policy deployment. The
user will receive a notification to download and install the application. This module
helps you push application(s) on multiple devices at the same time.

Ao store B

Applications listed below can be impeorted through "Palicy = > Required Application Policy”, for deployment to devices.

In-House Apps (Android) Play Store Apps [(Android) iStore Apps (iDS)

| Ehpplicat'mn MName

Package Name E'a'ersiun Size E]nEtalled Ehdded On

Adding an Android application with In-House
Apps (Android) option

1. Click Add > In-House Apps (Android).

In-House Apps (Android)

Flay Store Apps (Android)

iStore Apps (I0S)

Add App (In-House) window appears.

Add App (In-House) x

Select Application source

Select a file with .apk extension

Choose File | Mo filz chosen

2. Click Choose File and browse your computer for the .apk file. After selecting the
file, click Continue.
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Add Application window appears.

Add App (In-House) x

Application Name: [AF‘-(TmE ]

Application Icon: 6 Ne file chosen

Application Id: [c{:-m.- i - . ]

Dascription:

o Lo

3. Write a brief description about the application and then click Save.
The application will be added to the App Store.

Click the numerical in the Installed column to view the list of devices on which the
application is installed. Before the policy deployment the count will be 0. If the
application with the same version number already exists on the devices, the installation
count will be shown accordingly.
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Adding an Android application with Play Store
Apps (Android) option
1. Click Add > Play Store Apps (Android).

In-House Apps [Android)
Play Store Apps (Android)

iStore Apps (I0S)

Add App (Play Store) window appears.

App Details
Selact Ragion | India V|
App Name = [|E'1ter app name... ]
Application Name: []
Package Name: (1

Application Icon: '

= Mandatory Field

2. Select aregion.

3. Inthe App Name field, enter an application name and select the appropriate
application from the suggestions.

4. Click Save.
The application will be added to the App Store.
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Adding an iOS application

1. Click Add > iStore Apps (iOS).

In-House Apps (Android)

Play Store Apps (Android)
iStore Apps (i0S)

Add Apps (iOS) window appears.

Add Apps (i0S) x
App Details
Select Region | India V|
App Name = [Enter app name... ]

Application Icon @

= Mandatory Field

2. Select aregion.

3. Inthe App Name field, enter an application name and select the appropriate
application from the suggestions.

4. Click Save.
The application will be added to the App Store.

NOTE The description can be edited only for In-House Apps (Android) applications.
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Deleting an application from the App Store

Select an application and then click Delete.

App store (o] 2

Applications listed below can be imported through "Policy = > Required Application Policy”, for deployment to devices.

oo
In-House Apps (Android) Play Store Apps [Android) iStore Apps (i0S)

v Application Name

Package Name é\.‘ersion Size Installed Eldded On

3 Ads Dane
COM. A 4 i 2.2 4868 Kb o 20 Jul 2021 04:34 PM

The selected application will be deleted.
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Content Library

The Content Library module lets you deploy documents through the web console. The
document types that can be deployed are .pdf, .doc, .docx, .xIs, .xIsx, .ppt, .pptX, .txt,
.jpg, jpeg, .png, and .bmp. You can use this feature to share work related documents

across multiple devices at the same time.

Content Library n

[ | File Name Size Updated On e

Adding a file

1. Click Content Library > Add.
Add File window appears.

Select File source

Allawed file formats PDF, DOC, DOCK, ¥LS, XKLSX, PPT, PPTX, TAT.
IPG, JPEG, PNG, BMP

Choose File | Mo file chosen

2. Click Choose File and search your computer for the file.
3. After selecting the file, click Continue.

www.escanav.com
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Add File window appears.

Add File x

File Mame: Escalis - gy docx

important

Description:

4. Write a description for the document and then click Save.
The document will be added to the Content Library.

Editing a file description
To edit a file description, follow the steps given below:
1. Select a file and then click Edit.

Content Library n

v File Name Size Updated On Description

EDE Ssshgess 24 doc 2184 Kb 20 Jul 2021 12:58 PM important

Edit window appears.

File Name: ED# oot o4 doc

important

Diascription:

2. Edit the description and then click Save. The file description will be updated.
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Deleting a file

To delete a file, follow the steps given below:
1. Select a file and then click Delete.

Content Library

o
5
L‘" n

EDS SSmifsesst 2% doc 2184 Kb 20 Jul 2021 12:58 PM important

Size Updated On Description

A confirmation prompt appears.

) Selected items will be permanently deleted. Are you sure?

Note: If these Files/Documents are added to Policy Details>>Content Library Policy, maks sure
that you re-deploy the pelicy for that specific groups fo update the Content Library on the device.

o | (D

2. Click Delete. The file will be deleted.
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Call Logs

The Call Logs module lets you maintain call logs of incoming and outgoing calls of all
managed devices along with the call duration.

cell Logs ane

© check configuration under "Policy = Device Oriented Policy”, if Call logs are not displayed.

B Dpata Purge set to "60 days", to configure click hers

E'ﬁ Managed Devicas All calls 1-10 of 20 page| 1 | of 2 p M Rows per page: [ 10 v:\
ﬁ Tesk o i Mobile No  ; Name (As in Contact List) | i Type of Call ; Call/Receive time | Call Duration (HH:MM:SS)
ﬁ Tel A 78BELEEESS  UNKNOWN GEmitt Outgoing 08 Mar 2018 10:48 PM  00:45:00
e o » 78 8 UNKNOWN 3 Outgaing 08 Mar 2018 10:21 PM  00:30:00

v 788Rai8ESs  UNKNOWN +91 BEENEIEE  Missed 08 Mar 2018 10:16 PM  00:00:00
# 78 8 - UNKNOWN L Outgaing 08 Mar 2018 09:48 PM - 00:28:00
¢ 78BELEEESE  UNKNOWN +51 S Missed 08 Mar 2018 05:16 PM  00:00:00
v 78 2 UNKNOWN +31 Missed 08 Mar 2018 08:16 PM  00:00:00
v 78BEAEESE  UNKNOWN +31 Missed 08 Mar 2018 07:16 PM  00:00:00
2 78 8  UNKNOWN 3 Outgoing 08 Mar 2018 08:48 PM  00:13:00
7 T78BEAiEESE  UNKNOWN Tt m Qutgaing 08 Mar 2018 06:48 PM  00:26:00
¢ 78 8 - UNKNOWN +91 Missed 08 Mar 2018 06:16 PM - 00:00:00

This module displays the list of all the incoming and outgoing calls. It will display the
following details:

Column Description
Mobile no. This column displays the mobile number.
Name

This column displays the contact name as saved in the contact

(As in Contact )
list.

List)

This column displays the contact number with whom the user

Contact No. )
had a conversation.

Type of Call This column displays whether the call was incoming or outgoing.

This column displays the specific time when the call was made or
received.

Call/Receive time

Call Duration This column displays the time duration of each call.
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Data Usage

The Data Usage module lets you keep a track of cellular data usage of a device.

pata Ussge (~]o] )

© Data Purge set to "60 days", to configure click hers

G - .

User's name: adams Mobile Number: 78541235528 1-80of8 Mipage| 1 |of 1 FH Rows per page: | 20 Vl
Sr. No. Date Mobile No User's name
1 27 Jul 2021 785w ;ptg adams [t _wis. 540.48 MB
2 28 Jul 2021 78 a8 adams [bet 735.58 MB
£l 29 Jul 2021 788m0 § ety adams = W 530.68 MBE
g 20 Jul 2021 7E a8 adams [te 525.77 MB
&= 31 Jul 2021 785w sy adams [tegh st 420.87 MB
& 01 Aug 2021 78 a8 adams [te 106.15 MB
7 02 Aug 2021 785+ i tg adams T s 211.06 MBE
&= 02 Aug 2021 78 a8 adams [te 215.56 MB
Column Description

Date This column displays the date for which the details are recorded.

Mobile . , . .

N This column displays the mobile number of the device.

o.
User's . ) )
This column displays the username of the managed device.
name
G This column displays the group to which the particular managed device
rou
P belongs.
Data This column displays the amount of mobile data consumed by the
Usage managed device.
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History

The History module consists following tabs:
e Location History
e Battery Status/Signal Strength
e Geo Fence History
e App Usage History

Location History

This tab displays the location details of all enrolled devices. It also displays the location
where the device was last active and helps you track total number of locations where
the device was active.

(RIS SVl Eattery Status/Signal Strength | Geo Fence History | App Usage History

0 pata Purge set to "60 days”, to configure click hers | HTML ‘ a n

(- (g Managed Devicas

Mobile Number User’s name | Groups  : Last Location { Last Location Date and Time { Total Locations

03 Aug 2021 11:5% PM-04 Aug 2021

705 -] ada™s test MDM 15.2301,72.8411 05120 AM

17

Column Description
User’s . : -
This column displays the user’'s name of the managed device.
Name
Mobile , . . .
This column displays the mobile number of the managed device.
Number
Groups This column displays the group name to which the device belongs to.
Last . : . , .
. This column displays the location where the device was last active.
Location
This column displays the total number of the locations where the
Total managed device was active. By clicking the numbers, you can view a
Locations detailed device location history recorded on the map along with the
Date, Time, Latitude and Longitude. You can also export these details in
PDF, XLS, and HTML formats.
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Battery Status/Signal Strength

This tab displays the available battery, Wi-Fi, and SIM signal strength of a device.

Location History [JEECTEST I LE NN Ceo Fence History | App Usage History

© pata Purge set to "60 days"”, to configure click here

E"ﬁ Managed Devices User's name: Test #wsss # Mobile No: 845880 5005 | HTML v.| a n
) Test_AC

ﬁ 1-10of1 pags 1 of 1 Rowis per page: |20 v ]
Tem —

Eﬁ Lopl Date Battery Status WiFi Strength SIM Signal Strength
E| 54 5 30 Jul 2021 03:23 PM | 45% ] 1 99% ] Mo Network
E| 7a3Smasens
Column Description
Date This column displays the date.

Battery Status | This column displays the available battery on a device,

Wi-Fi Strength | This column displays the available Wi-Fi strength of a device.

SIM Signal This column displays the available SIM signal strength of a device.
Strength

Filter

You can also view the details related to the Battery Status/Signal Strength as per the
date range.

Geo Fence History

The Geo Fencing History displays the geo fencing history of the devices along with the
details of date/time and location of the fence (inside or outside).

Location History | Battery Status/Signal Strength [IRECIE L @ App Usage History
© pata Purge set to "60 days"”, to configure dlick hers
Eﬁ Managed Devices User's name: afsss Mobile No: 78580 s seis | HTML v.| a a
ﬁ Tl & Note: More accurate results can be achieved for Geo-fence, if the device is in-use factive.
ﬁ Tes &8 1-30f3 page | 1 | of 1 Rowis par page: [ 0w ]
ﬁ toalh, MG Date Lat/Long From Device Fence Name Inside/Outside Fence
04 Aug 2021 06:57 PM 19.12004,72.87364 SU B Qutside Geo Fence
04 Aug 2021 06:51 PM 15.12003,72.87364 H Inside Geo Fance
04 Aug 2021 06:50 PM 15.12003,72.87365 H Entered Geo Fence
. .
Column Description
Date This column displays the date.

Mobile Number | This column displays the mobile number of the device.

User's name This column displays the user name of the device
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Last Visited
Fence

Status

Last Lat/Long

This column displays the name of the last visited fence.

This column displays the fencing status of a device.

This column displays the coordinates of latitude and longitude of
the location visited lastly.

App Usage History

The App Usage History module displays the details of the apps along with its package
name and total time usage of it.

Location History | Battery Status/Signal Strength | Geo Fence History [T LT Gl

O Data Purge set to "60 days", to configure dlick hers

ﬁ Managed Devicas

User's name: adiss Mobile No: 78561 3448 Total Usage: [ Today v|

i 00 0

Date Application Name Package Name Total Usage (HH:MM:55)
07 Aug 2021 04:54 PM a5can Device Management com.eScan.mdm 01:05:23
07 Aug 2021 04:54 PM Google com.google.android.googlequicksearchbox 00:05:08
07 Aug 2021 04:54 PM Chrome com.android.chrome 00:02:28
07 Aug 2021 04:54 PM File Manzager com.itel.filemanager 00:00:43
07 Aug 2021 04:54 PM | Drive com.google.android.zpps.docs 00:00:47
07 Aug 2021 04:54 PM Google Play Store com.android.vending 00:00:28
07 Aug 2021 04:54 PM | Docs com.google.android.zpps.docs.editors.docs 00:00:27
07 Aug 2021 04:54 PM Settings com.android.settings 00:00:24
07 Aug 2021 04:54 PM | Gmail com.google.android.am 00:00:18

Column

Description

Date

This column displays the date.

Application
Name

This column displays the name of the application.

Package Name

This column displays the package name of the application.

Total Usage
Time

This column display the total time the application was used

ertified Company

www.escanav.com



.1[.

Fencing Location(s)

Geo-Fencing refers to drawing a virtual barrier around a location using a device's Global
Positioning System (GPS) or Internet Protocol (IP) address. Technically, geo-fencing can
be any size radius from a particular location, anywhere from 25m to 5000m in stretch.
You can define an address on the map and set the radius around that address. If the
device is in that region, the policy set by the administrator will be active on the device.

B
@ Edit Default Location + Import Locations via file

of 1

Fencing Location(s)

1-1of1 page 1 Rows per page: | 20 v|

Longitude Radius{m})

%I.alil:ude

;Address

15.07598 72.87766 200

Creating a Fencing Location

To create a Fencing Location, it is necessary that a default location must be set first.
1. Click Fencing Location(s) and then click Set Default Location.
Default Location window appears.
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2. Enter the location and then click Save.
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3. After setting the default location, click Add.
Fencing Location(s) window appears.
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Location Details

Latitude: 15.12000 Longitude: |72.87357
Radius(m): 200 W | Maters m

Address: [Flo: No 80, Rd Mumber 15, Marol MIDC Industry Estate, Andheri East. Mur]

Custom Addrass: [Hezd Office ]

4. Enter the location and select the appropriate one from suggestions.

5. Click the Radius drop-down to select the appropriate radius and then click Set.
6. Inthe Custom Address field, enter a name for your fencing location.

7. After entering all the details, click Save.

Editing a Fencing Location

1. Select a location and then click Edit.

Fencing Location(s) & n
+ Add B Edit T Delete F View On Map B Edit Default Location + Import Locations via file
1-10of1 page i of 1 Rows per page: | 2d Vl

gl_alihlde Longitude Radius({m})

affice 19.075%8 72.87766 200 -

2. After making the necessary changes, click Save.
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Deleting a Fencing Location

Select a location and then click Delete.

1.
a8

1-1cf1 page

Fencing Location(s)
+ Add M Edit P View On Map B Edit Default Location * Import Locations via file
1 of 1 Rows per page: | 20 V]

: Radius{m)

¥ :Custom Address Latitude
72.87766 200

office 15.07598

A confirmation prompt appears.

Delete Location x

Are you sure you want to delete selected Geo

Location(s)?

] )

2. Click Delete.
The location will be deleted.

View On Map

Clicking View On Map lets you view the selected location on the Google Maps.

o ) Holy Cross Churll]:_I‘}Ku_rlu_o
Map Satellite B
SHIV' NAGAR City Hospital & Kt
B R Research Cenlre@ 9
ol o L %
o State Bank of India v Ao gy
& HRdla #e 45 = T LT
Our Lady of g
7 Egvnt F.hur:‘.hn MM Lichih Haonital § SOCIETY Vi
‘l‘,ﬂyﬂkﬁ! Cbd Belapur - Near Bridge Ending, Lawer Parel, Kismat Nagar, Kurla, Mumbai, Maharashtra 400070, India X! arema K
_ Kohinoor Hospital
& o Mariy qﬂ‘q-'lé‘f, tal Fﬁm;@
& T , Loy 5
SCLR Bridge RUPA NAKAR om
J e o uraj Hosnital Kurla EMU Carshed
TR el Bres E g},w{‘!
) Axis Bank Trade Centre BKC z i W o
iy 9 ar, = ol KURLA hily
1a Mumbai B N 2 ol
ersity Qf:f_mrym Capital Limited = 3 aw
ety A g1 KURLA WEST
{ <l . / i + ¢
e = aw Vithal Rukmini Maujd”Tilak _?;;3”‘]‘32 ¥
entre-  BANDRA KURLA E & el :
Headquarters COMPLEX o= afl ey AL AR J—
S s : z Fregas et 15
| Google EoE=r 5 3 H
g ‘_n:;' [ z Keyboerd shortcuts  Map data ©2021 Termszof Use Repart a map eror
Location Details
’7L.atitude= 12.0759%8  Longitude: 72.87766  Radius(m): 200 ‘

Www.esc




JORLD

Administration

The Administration module lets you create User Accounts and User Roles to allocate
them Administrative rights for using eScan Management Console as required. With this
option, you can allocate roles to the other employees and allow them to carry out
required responsibility.

The Administration module consists following submodules:
e User Accounts
e User Roles

User Accounts

With User Accounts submodule, you can assign Administrator role to added users and
reduce the workload. This submodule displays a list of users and their details like
Domain, Role, Session Log and Status. You can create new user accounts and also add
them from Active Directory.

User Accounts “

Full Name

root Administrator account created during instzllation Administrator Administrator View ¥

An I1SO 27001 Certified Company WwWw.escanav.com



Creating a User Account

To create a User Account, follow the steps given below:
1. Inthe User Accounts screen, click Create New Account.
Create User form appears.

Create User .

User Accounts > Create User

Account Type and Information

Username™:

Full Name®:

Confirm Password®:

Passvword*: [ ]

Email Address:*

For Example: user@yourcompany.com

Account Role

Raole®: | Administrator “ |
MDhL | Administrator A" |
Raola®: \ J

2. After filling all the details, click Save.
The user will be added to the User Accounts list.
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Adding a User from Active Directory

1. Inthe User Accounts screen, click Add from Active Directory.
Add Active Directory Users form appears.

Add Active Directory Users

User Accounts = Add Active Directory Users

Search Criteria

User's name™: | |

For Example: user or user®

Domain®: | |

AD 1P Address™: | |

AD Admin User name™: | |

For Active Directory account: domaintusername

AD Admin Password™: | |

Use SSL Auth.: O

AdsPort*: EE |

Search Results

Users Selected Users

Account Role

Role™: | Administrator ~ |
MDHL | Administrator ~ |
Role*:

Save | - {*) Mandatory Fizlds

2. After filling Search Criteria section details, click Search.
3. Alist of users will be displayed in the Users section.

4. Select a user and then click - button to add the user to Selected Users
section.

5. Vice versa the added user can be moved from Selected Users to Users by
clicking -

6. Click Save.
The user will be added to the User Accounts list.
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Deleting a User Account

To delete a user account, follow the steps given below:
1. Inthe User Accounts screen, select a user and then click Delete.
A confirmation prompt appears.

User Accounts

Do you want to delete the selected user account(s) 7

2. Click OK.
The User Account will be deleted.
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User Roles

The User Roles submodule lets you create a role and assign it to the User Accounts with
variable permissions and rights as defined in the role being assigned to them. It can be
an Administrator role with set of permissions and rights Group Admin Role or a Read
only Role.

You can re-define the Properties of the created role for configuring access to various
section of eScan Mobility Management Console and the networked Devices. It also lets
you delete any existing role after the task is completed by them. It allows the
administrator to give permission to subadministrators to access defined modules of
eScan and perform installation/uninstallation of eScan on network devices or define
Policies and tasks for the devices.

User Roles n
New Role

Administrator
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Adding a User Role

To add a user role, follow the steps given below:
1. Inthe User Roles screen, click New Role.
New Role form appears.

New Role &) n
Mew Role Name :* |1 sy |
Description : | —_— |

Select Group :

D Select subgroups an selecting Parant group

-- D ﬁ Manzaged Devices

2. Enter name and description for the role.

3. Click Managed Devices and select the specific group to assign the role.

4. The added role will be able to manage and monitor only the selected group's
activities.

5. Click OK.
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Permissions section appears displaying Main Tree Menu and Client Tree Menu
tabs. The Main Tree Menu consists of all the modules and configuration
permissions.

New Role ol n

HNew Raole Mame = |1 adissn |

Description : | - |

Select Group

Main Tree Menu Client Tree Menu

Dash Board ]
Manzged Mobile Devices

Manage Backup -
Anti Theft O O
Asset Management -
Report Templates I
Report Schaduler [
Events And Devices [
App Store -
Contant Library I

Call Logs
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The Client Tree Menu consists of selected groups on which permissions the user is
allowed to take further.

New Role (3] n
Mew Role Name :* |IT_Adrnin |
Description : | wiewer |
Select Group

Main Tree Menu Client Tree Menu

ﬁ Managed Devices|

Please Select 3 Group to set Permission

6. Select the check boxes that will allow the role to view/configure the settings.
7. After selecting the necessary check boxes, click Save.
The role will be added to the User Roles list.
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Role Properties

To view the properties of a role, follow the steps given below:
1. Inthe User Roles screen, select a role.
This enables Properties and Delete buttons.

User Roles (=] n

| Role Mame Description

Administrator

|_| Viewer

2. Click Properties.
Properties screen appears. Main Tree Menu lets you modify role description,
permissions for accessing and configuring all the modules.
3. To set permissions for groups or subgroups, click Client Tree Menu.
Select the group or subgroup to set permission.
4. Click Save.
The Role Properties will be updated accordingly.

Deleting a User Role

To delete a user role, in the User Roles screen, select a user role and then click Delete.
The User Role will be deleted.

An 1SO 27001 Certified Company www.escanav.com



of LJ
NORLD

Contact Us

We offer 24/7 free online technical support to our customers through email and live
chat. We also provide free telephonic support to customers during our business hours.

Before you contact technical support team, ensure that your system meets all the
requirements and you have Administrator access to it. Also, ensure that a qualified
person is available at the system in case it becomes necessary to replicate the
error/situation.

Ensure that you have the following information when you contact technical support:
e Endpoint hardware specifications
e Product version in use and patch level
e Network topology and NIC information
e Gateway, IP address and router details
e List of hardware, software and network changes if any carried out
e Step-by-step description of error/situation
e Step-by-step description of troubleshooting if any attempted
e Screenshots, error messages and log/debug files

In case you want the Technical Support team to take a remote connection:
e |P address and login credentials of the system

Forums

Join the Forum to discuss eScan related problems with experts.

Chat Support

The eScan Technical Support team is available round the clock to assist you with your
queries via Live Chat.

Email Support

If you have any queries, suggestions and comments regarding our products or this User
Guide, write to us at support@escanav.com
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