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Introduction

eScan Enterprise Mobility Management (EMM) introduces a comprehensive mobile security solution
helps organizations to maintain compliance while minimizing IT intervention and efforts. EMM
introduces a single centralized platform to secure data from diverse range of mobile devices. From the
same platform, it allows you to enforce the security policies for mobile devices connected to
organizations network.With policy-based controls and sophisticated threat protection; it allows you to
proactively enable mobile productivity without compromising security.

EMM’s Backup module keeps the backup of all data from the enrolled devices to mitigate the risk of
data loss in case of device has been formatted, upgraded or reset. It also allows restoring the backed
up data through the management console as per requirement. User can keep track on all hardware as
well as software resources available on devices connected within network using an Asset
Management module of eScan EMM, additionally it allows to filter and export the captured
information of hardware and software as per need.

It will allow an administrator to disable WLAN/Wi-Fi or restrict the usage of Wi-Fi by allowing the
device to connect only to the listed Wi-Fi networks. The device can be locked automatically or raised
an alarm, if it is not connected to any of the listed Wi-Fi network connections. An administrator can
restrict web and application access on the device within the office perimeter by restricting personal
browser and personal apps through ADP deployment and geo fencing policy.

Through Anti-Theft module of it has chances of recovering device or data in case of lost that prevents
the misuse of it. To recover the data or device admin can remotely execute commands such as Data
Wipe, Block, Scream, Locate and Send Message to the stolen device.

Following are the benefits of MDM (Mobile Device Management):

e Deploy, manage, and protect Company-Owned Devices (COD) and Bring Your Own Devices
(BYOD).

e Implement various device controls on user’s device without handling it physically.

e Secure data and resources, enhance user productivity, reduce costs, and maintain
communications.

e Manage device app via App Store and monitor network data usage, call, SMS, etc.

o Keep an eye on the device by applying fencing parameters such as time, location, and Wi-Fi.

e Generates in-depth reports of mobile devices as per the requirement.

o User will be able to access only the whitelisted applications, while all other third-party
applications will be blocked.

o Facilitate call and SMS filtering for enrolled devices.
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System Requirements

For Android
(Android Endpoints) Platforms Supported:

Android version: 7.0 and above
Storage: 50-60 MB

For iOS
(i0S Endpoints) Platforms Supported:

iOS version: 12.0 and above
Storage: 50-60 MB

NOTE

Rooted and Jailbroken devices are not supported.

Getting Started

Click eScan Mobility Management in the Navigation Panel.
Select Platform prompt appears.

o

\/ eScan EMM is ready for Android Devices ‘N

Start with Android (without i0S)

To manage i0S devices you need to add a Trusted CA Certificate -

Start with iOS

Clicking Start with iOS takes you to the Settings module, click Certificate Management
tab. To learn more about it, click here.

Clicking Start with Android (without iOS) displays the eScan Mobility Management
Console.

If you clicked Start with Android (without iOS),

Go to Settings module, click Email Notification Settings tab. These settings should be
configured at start as they help administrator receive notifications.

Learn more about Email Notification Settings, click here.

An I1SO 2 Certified Company
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Dashboard

The Dashboard displays eScan EMM application’s real-time Deployment Status, Protection Status
and Protection Statistics for managed devices.

DashBoard Date of virus signatures (EMM): 01 Jul 2022 10:36 a ﬁ

Deployment Status Protection Status Protection Statistics

Enroliment Status N eScan Status

— 100.000% — 100.000%
@ Enrclled-7 @ HotEnrolled -0 @ Container - 0 ® Installed -7 @ HotInstalled -0 @ Unknown - 0
J
eScan Version (Android - MDM App) 1 ( eScan Version (Android - eScan EMM App) )
_14.286% 14.286%
42.B57% - 14.286%
14.286%
14.286% — 85.714%
® Unknown -0 @ 7.0.6.50 -1 ® 7.0.651-1 @ 7.0.653-1
@ 7.0654-1 ® 7.0656-3 @ Unknown - ® 7.0651-1

Deployment Status

This tab displays detailed pie chart view and statistics of the following:
e Enrollment Status
e eScan Status
e eScan Version (Android - MDM App)
e eScan Version (Android — eScan EMM App)
e eScan Version (i0S - MDM App)
e Android Version
e iOS Version
e Device Sync Status (Successful)
e Device Compliance
o Kiosk Status
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Enrollment Status

Enrollment Status

33.333%

@ Enrolled-1 @ NotEnrolled-2 @ Container -0

Enrolled — It displays the number of devices that are enrolled.
Not Enrolled - It displays the number of devices that are not enrolled.
Container — It displays the number of devices on which Container application is not enrolled.

eScan Status

eScan Status

_33.333%

® Installed-1 @ Notlnstalled-2 @ Unknown -0

Installed — It displays the number of devices on which eScan MDM application is installed.
Not Installed — It displays the number of devices on which eScan MDM application is not installed.
Unknown — It displays the number of devices on which the eScan MDM application installation

status is Unknown.

www.escanav.com
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eScan Version (Android - MDM App)

eScan Version (Android - MDM App)
J— 14.28B6%

42.B57T% -~ 14.286%

14.286%
_ 14.286%

® Unknown -0 @ 7.0.6.50 -1 ® 7.0.651-1 ® 7.0.653 1
® 7.0.654-1 7.0.6.56 - 3

A

Version Numbers — It displays the Android MDM application’s version number installed on devices.

Unknown — It displays the number of devices on which the Android MDM application’s version
number is unknown.

eScan Version (Android - eScan EMM App)

eScan Version (Android - eScan EMM App)

14.286%

@ Unknown - 6 ® 7.0.651-1

-

Version Numbers — It displays the eScan EMM application’s version number installed on devices.

Unknown — It displays the number of devices on which the eScan EMM application’s version number
is unknown.

001 Certified Company
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eScan Version (i10S - MDM App)

eScan Version (i0OS - MDM App)

 8.333%

- 25.000%
50.000%

- 16.667%

@ Unknovn-1 @ 7.0.656-3 @ 7.06.64-2 @ 7.0.6.65-6

Version Numbers — It displays the iOS MDM application’s version number installed on devices.
Unknown — It displays the number of devices on which the iOS MDM application’s version number
is unknown.

Total — It displays the total number of devices.

Android Version

Android Version

- 42.857T%

57.143% -

@ Unknown -0 @ 10-3 ©12-4

"y

Version Numbers — It displays the Android OS version numbers and the number of devices which
are running it.
Unknown — It displays the number of devices on which the Android OS version is unknown.

D 27001 Certified Company www.escanav.com



I0S Version

iOS Version

— 100.000%

® Unknown-0 @ --2

Version Numbers — It displays the iOS version numbers and the number of devices which are
running on it.

Unknown — It displays the number of devices on which the iOS version is unknown.
Total — It displays the total number of devices.

Device Sync Status (Successful)

Device Sync Status (Successful)
14.286% i 14.286%
14.286%
~ 57.143%
® Today -0 @ Within Last 1-2 Days - 1
@ Within Last 3-7 Days - 4 Within Last 8-30 Days - 1
0 Before 30 Days - 0 Mot Yet Synced - 1

o

It displays the last sync status of the managed device with the server. You can view the statistics of
the devices that are synced with the eScan server for Today, Within Last 1-2 Days, Within Last 3-7
Days, Within Last 8-30 Days, Before 30 Days.

Not Yet Synced — It displays the number of devices that are not yet synced with the eScan server.
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Kiosk Status

Kiosk Status

= 100.000%

® Enabled-0 @ Disabled -0 @ Unknown -7

Enabled — It displays the number of devices on which the Kiosk mode is enabled.
Disabled — It displays the number of devices on which the Kiosk mode is disabled.
Unknown — It displays the number of devices on which the Kiosk mode status is Unknown.
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Protection Status

This tab displays detailed pie chart view and statistics of the following:
e Update Status
e Scan Status
e Anti-Virus
e Web Control
e Application Control
e Call & SMS Filter

DashBoard Date of virus signatures (EMM): 01 Jul 2022 10:36 n n

Protection Statistics

Deployment Status [T NE- S

Since Last 30 Days

Update Status Scan Status

50.000% 50.000%

75.000%

® Updated-2 @ Not Updated -0 @ Unknown - 2 @ Started-1 @ Stopped-0 @ Unknown - 3

Protection Status

Web Control

Anti-Virus

50.000% 50.000%

— 100.000%

® Started-2 @ Stopped-2 @ Unknown -0 ® Started-0 @ Stopped-4 @ Unknown - 0

Update Status

Update Status

33.333%

66.667%

@ Updated-1 @ NotUpdated -0 @ Unknown -2

Updated — It displays the number of devices on which the Anti-Virus signatures are updated.

Not Updated — It displays the number of devices on which the Anti-Virus signatures are not updated.
Unknown — It displays the number of devices on which the Anti-Virus signature update status is
Unknown.

www.escanav.com
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Scan Status

Scan Status

75.000% -

® Started-1 @ Stopped-0 @ Unknown - 3

Scanned — It displays the number of devices which are scanned.
Not Scanned — It displays the number of devices which are not scanned.
Unknown — It displays the number of devices on which the scan status is Unknown.

Anti-Virus

Anti-Virus

33.333%

® Started-1 @ Stopped-2 @ Unknown -0

Started — It displays the number of devices on which the Anti-Virus module is started.
Stopped — It displays the number of devices on which the Anti-Virus module is stopped.
Unknown — It displays the number of devices on which the Anti-Virus module status is Unknown.
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Web Control

Web Control

— 100.000%

® Started-0 @ Stopped-12 @ Unknown - 0

Started — It displays the number of devices on which the Web Control module is started.
Stopped — It displays the number of devices on which the Web Control module is stopped.
Unknown — It displays the number of devices on which the Web Control module status is Unknown.

Application Control

Application Control

— 100.000%

® Started-0 @ Stopped-12 @ Unknown -0

Started — It displays the number of devices on which the Application Control module is started.
Stopped - It displays the number of devices on which the Application Control module is stopped.
Unknown — It displays the number of devices on which the Application Control module status is
Unknown.
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Call and SMS Filter

Call & SMS Filter

33.333%

® Started-1 @ Stopped-2 @ Unknown -0

Started — It displays the number of devices on which the Call and SMS filter is started.
Stopped — It displays the number of devices on which the Call and SMS filter is stopped.
Unknown — It displays the number of devices on which the Call and SMS filter status is Unknown.
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Protection Statistics

This tab displays pie chart view of detailed eScan module activity on devices. You can view details of
each device by clicking the numerical.

e Anti-Virus

e Web Control

e Application Control

e Call Statistics

e SMS Statistics

Deployment Status Protection Status Protection Statistics

Since Last 7 Days

“ Web Cantrol

M Skipped 1 M Allowed 1
B Deleted 1 M slocked 1
Total a Total 2!

Call Statistics

Application Control

W Alloved 10 M Incoming (Allowed) 0
I Blocked o I Incoming (Blocked) 0
Total ia Cutgoing {Allowed) a

B outgoing (Blocked) a

N Total 0

W Received o
B sent o
Total o
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Anti-Virus

B skipped
B Deleted

[] Total

[ I e [

Skipped — It displays the number of files skipped during a scan on a device.
Deleted — It displays the number of files deleted during a scan on a device.

Web Control

Web Control

B :lowed
B elocked
[ Total

[ S S

Allowed — It displays the number of websites allowed on a device.
Blocked — It displays the number of websites blocked on a device.

www.escanav.com
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Application Control

Application Control

B allowed 1
B Blocked 0
[] Total i

Allowed — It displays the number of applications allowed on a device.
Blocked — It displays the number of applications blocked on a device.

Call Statistics

B 1ncoming {Allowed)
B 1ncoming (Blacked)
[7] Dutgoing [Allowed)
B outgoing (Blocked)
[] Total

o o o o o

Incoming (Allowed) — It displays the number of incoming calls allowed on a device.
Incoming (Blocked) — It displays the number of incoming calls blocked on a device.
Outgoing (Allowed) — It displays the number of outgoing calls allowed from a device.
Outgoing (Blocked) — It displays the number of outgoing calls blocked from a device.
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SMS Statistics

5MS Statistics

B Received i)
o Sent ]
Tokal 0

Received — It displays the number of messages received on a device.
Sent - It displays the number of messages sent from a device.

Settings
The Settings let you configure the modules to be displayed in all tabs.

1. Click Settings icon E
Configure Dashboard Display window appears.

Configure Dashboard Display x

— Deployment Status

eScan Status eScan Version {(Android - MDM App)
id - EMM >
Apl:’)e_Scan Version (Android - eScan EMM eScan Version (i0S - MDM App)
Android Version 10S Version
Device Sync Status (Successful) O Device Compliance

Kiosk Status

—~ Protection Status

Update Status Scan Status
Anti-Virus Web Control
Application Control Call & SMS Filter

r— Protection Statistics
Anti-Virus Neb Control
Application Control Call Statistics
SMS Statistics

CocY e

2. Select the module(s) to be displayed in the tabs and then click OK.
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Managed Mobile Devices

The Managed Mobile Devices module lets you take action related to a group and specific device(s).
There are following options available in this module:

e Action List

o Client Action List

e Select/Add Columns

e Policy Templates

e Common QR Code Scan

o Refresh Scan Devices

Managed Mobile Devices ﬂ n
m B Policy Templates Common QR Code Scan
Eﬁ Manzged Devices Group Information
E:j Policy LDAP/Active Directory Sync Mot Configurad
@ Group Tasks Total Subgroups o

Total Devices o

[il Client Devices
Group Type MDM

ﬁ Assigned Policy Template: Manzged Devices_Policy P View Policy Template
@ Group Tasks

[il Client Devices

Action List

This drop-down lets you take following actions for a group.

Action List ~

New Group

Add New Device
Add Multiple Devices
Remove Group
Change Server Ip

Synchronize with LDAP/Active

Directory
Properties
Options Description
New Group This option lets you create a new group for categorizing/adding devices.

Add New Device This option lets you add new devices to the selected groups.

This option lets you import (*.txt, *.csv) file with device and user
details in the following format for adding multiple devices at once.
Mobile no.1,Usernamel,Email ID1

For example: 9012345678,ABCD,abcd@xyz.com

Note: Do not put space before or after comma in the above format.

Add Multiple
Devices
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WORLD

Remove Group This option lets you remove a group from the Managed Devices.

This option lets you change the server IP address on the managed
Change Server IP | device. The new server IP can be allotted to a particular group or list of
devices.

This option lets you synchronize the managed devices with the source
active Directory Organization unit, the minimum sync interval is five

Synchronize with

LI_DAP/Actwe minutes and you can also exclude ADS source paths that are not
Directory .
required.
. This option lets you view properties of the group such as Name, Parent
Properties P y prop group

Group, Group Type.

Group Type
MDM

In case the containerization benefits are not required, select the group type as MDM. The policies are
applied to the Personal profile of the devices in the MDM group type. The Web-blocking, Application
Control and many more policies can be applied to the devices without creating a work profile
(Container).

COD

In case the device belongs to a company and is given to an employee for company work/task
purposes, select the group type as COD (Company Owned Device). In this group type, the user
installed apps in the Personal profile will always be blocked as company is the device owner.
Containerization and its benefits are available for COD group type.

BYOD

In case the users are allowed to bring their own devices to company for work/task purposes, select the
group type as BYOD (Bring Your Own Device). In this group type, user installed apps in the Personal
profile will be restricted within the set Geo/Wi-Fi location. This restrictions will be removed once the
device moves out of the Geo/Wi-Fi location.

For differentiation between applications required to be installed, enrollment procedures and policies
for the respective group type, click here.
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Creating a New Group

To create a new group, follow the below steps:

1. Select a group to which the group is to be added.
2. Click Action List > New Group.
Create New Group window appears.

Create New Group X

EY

Mew Group Mame :

Group Type: @ mom ) cop ) eyop

Select Template

[ Default_Palicy MDM A4 :I

* Mandatory Field

Enter a name for group.

Select a preferred group type.

Select Policy Template from drop down list.
Click Save.

A new group will be created.

o ok w

Adding a New Device

After a group is created, you will be required to add devices to the respective groups for managing
and securing them efficiently.
To add a device, follow the steps given below:

1. Select a group.
2. Click Action List > Add New Device.
Add New Device window appears.
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Add New Device [Group Name: Managed Devices] [Group Type: MDM]

Maobile Number®

Iﬁ )
User's nams®

If ﬁl
Email 1d*

05 Type ® android ios

* Mandatory Field

Scan above QR code for MDM/I0S enrollment

3. Enter the mandatory details.
4. Select the appropriate OS type.
5. Click Add.

An enrollment email with a link to download and install eScan Device Management (client) will be
sent to the specified email address.

The Add More option will enabled after you add a device. Click Add More to add another device in
the same group.

9 The mobile number required here, only for indicative purpose and it need not be an
NOTE | actual mobile number.

Adding Multiple Devices

By using Add Multiple Devices option, you can add multiple devices simultaneously to a group by
importing details from a .csv or .txt file in the given format — Mobile no.1, Usernamel, Email-id1
To add multiple devices, follow the steps given below:

1. Select a group.
2. Click Action list > Add Multiple Devices.
Add Multiple Devices window appears.
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Add Multiple Devices x

Select File source

Select file for import {*.txt, *.cav):

Choose File | Mo file chosen

Eg:
5821000000, xyx, xyzi@domainname.com
2821000001,2bc,2bc@domainname.com

Mote:Davice(s) added through this option will be s22n as Android devices (when in not anrcllad
state) and will change to 105, if 2n 105 device is enrolled zgzinst the number

3. Click Choose File and select the .txt and .csv file consisting required details.
4. Click Upload and then OK.
Add Multiple Devices window appears.

Add Multiple Devices x

Select File source

Select file for import (*.txt, *.csv):
Mo file chosen

v File "MDM.txt" uploaded successfully

5. Click OK.

e Ensure there is no space before or after comma in the above format.
0 e Use a line break to separate each device’s information.
NOTE | ° Device(s) added through this option will be seen as Android devices (when in not

enrolled state) and will change to iOS, if an iOS device is enrolled against the
number.

After the successful addition, the following window will be displayed.

Add Multiple Devices x

e s

04 Aug 2021 04:24 PM: Adding new device 78 ]
04 Aug 2021 04:24 PM: Mew Device 78% 8 added successfully

e e Y e S e Y

Total devices 1 1
Device added 1 1
Mot added 1 0

All devices from the .txt and .csv file will be added to the group.
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Change Server IP

The Change Server IP option allows you to change server IP address of the managed device. The new
server IP can be allotted to a particular group or list of devices as configured.
To change the Server IP address, follow the below steps:

1. Select a group.
2. Click Action List > Change Server IP.
Change Server IP Address on device window appears.
The IP Address field displays the current IP address of a group.

IP Address: [192.1 ] O change To

—Apply To

.’i‘. iy oL :
= Groups ../ List of Davices

—Select Group(s)

" |:| ﬁ Managed Devicas

Select the Change To checkbox and enter the new server IP address.

In the Apply To section, select whether IP address change is for Groups or List of Devices.
Select the group or devices in below section.

After you are done making changes, click Apply.

o ks
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Enterprise Security

Change Server IP Address on device(s) ®x

Sending GCM Request to change Server IP

TSI/

The group’s or device’s IP address will be changed.

Properties

The Properties option displays the general information of selected group. It shows the count of groups
and devices are present in the particular group.

Lo ]

Properties (Managed Devices)

MName : [r—'lanaged Devices ]
Parent Group [ ]
Contains : Groups . - % Devices

Group Type: MDM

o
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Client Action List

This drop-down lets you take action for the devices added in the console.

Client Action List *

Mowe to Group

Froperties

FRemove from Group

Fesend Enrcllment Email
Change User's name/Email-id

Disenrcll

Select a device or devices and take the action of your preference.

Moving Device from one group to the other group

After adding devices in a group, you can move a device or devices from one group to other as per
your requirement.
To move device(s) from one group to other, follow the steps given below:

1. Select the group in which the device(s) is already added and then click Client Devices.

@ Group Tasks

""" EJ Client Devices

Eﬁ b M

@ Group Tasks

..... E| Client Devices (2)

2. Select the device you want to move to another group and then click Client Action List >
Move to Group.

Properties
B : Mobile Number :User's name :
: : : Remove frem Group
|ﬁ| 75hesasas Device_Wews View Resend Enroliment Email
- . Change Username/Email-id
) W sapssampis Test_Swin o View

Disenroll
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Select Group window appears.

E| ﬁ Managed Devices

- "

3. Select the group to which you wish to move the device(s) and then click OK.

NOTE

You can create a new group by clicking New Group and move the device(s) to that
group.
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Checking a Device Properties

The Properties option lets you check a device's general properties, anti-virus settings, protection status
and miscellaneous properties and also policies.

1. Select a device.
2. Click Client Action List > Properties.
The Properties window for the selected device appears.

Properties— User's name: moto Mobile No.: 658t

Mobile Mumber

&

User's name

i
Columni -

Column2 -

Colurmn3 -

Colurmng -

Mac Number g4 |
Email 1d Sipengs b B - COM
Enrollment Date 2 : 19 PM

eScan Install

Installad

eScan Version

7.

Last Connection

20 Aug 2021 06:22 PM

Last Update

20 Aug 2021 04:49 PM

Last Scanned

22 Aug 2021 02:35 PM

Anti-Wirus Enzbled
Web Control Disabled
Application Control Diszbled
Call & SMS Filter Enzbled

Miscellaneous

Battery Status

[ 81%

WiFi Strength

[ 73%

SIM Signal Strength

Mo Metwork
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Removing a device from group

The Remove from Group option lets you remove selected device from a group.
To remove the device from a group, follow the steps below:

1. Select a device.
2. Click Client Action List > Remove from Group.
A confirmation prompt appears.

10443 says

Do you really want to remove the Device(s) from the group?

3. Click OK.
The device will be removed from the group.

0 If a device is removed, all details related to that device are also deleted from the
NOTE | database.

Resending Enrollment Email

The Resend Enrollment Email option lets you resend an enrollment email to the user who didn’t
receive it at the time of adding the device.
To send the enrollment email again,

1. Select the specific device.
2. Click Client Action List > Resend Enrollment Email.
A new enrollment email will be sent to the user.

Changing a User’s Name/Email ID

The Change User's Name/Email ID option lets you change the name/email 1D of a user as per need.
To make changes in user’s name or email ID,

1. Select the specific device.
2. Click Client Action List > Change User’s name/Email ID.

www.escanav.com
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Change Details window appears.

Mobile Number

73 w25
User's name®
[ Device_ s ]
Email Id*
[r‘e g COM ]
0= Type Android i0S

* Mandatory Field

3. Make the required changes and then click Save Details.
The User details will be updated.

NOTE The Mobile Number and OS Type cannot be changed.

Disenrolling a device

The Disenroll option lets you allow to disenroll a selected device.
To disenroll the specific device,

1. Select a device.
2. Click Client Action List > Disenroll.
A confirmation prompt appears.

T

Do vou really want to disenroll selected device(s)?

o

3. Click OK.
The selected device will be disenrolled.

www.escanav.com
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Select/Add Columns

You can customize the view regarding the details of devices, according to the requirement.

r [ salect Al
Mobile Number

Users name

R

®

QR Code

Device Added Date
Enroliment Status
Enrollment Date
Mac Number

Email 1d

Kiosk Status
Battery Status
WiFi Strength

SIM Signal Strength
Last Policy Applied

IMEI Number

< I < < I I I B I < <

_| Carrier

s E OB OB

Anti-Virus

Web Control
Network Block Status
Application Control
Call & SMS Fiiter
Last Connection
Last Update

Last Scanned
Update Server
Client OS

Policy Applied Date
GPS Status

eScan Status
eScan Version

Emm Version

Select/Add Customized Columns X

-

Cancel

To configure this, select the device and click Select/Add Columns option. You can select and
configure the required columns accordingly.

After selecting options as per requirement, click Save.
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Policy Templates

This button allows you to add different security baseline policies for specific computer or group.

Steps for defining Policies for the Group

To define policies for a group, select a group and under selected group, click Policy.
Group Policy pane appears on the right side.

Managed Mobile Devices

B Policy Templates Common QR Code Scan

Group Policy

@ Group Tasks B Select Template

""" IE' Client Devices

ﬁ T Rl

Assigned Template Date And Time of Assigned Template

Managed Devices_Palicy 19 Jul 2021 03:12 PM

o Click Select Template, it displays a list of available templates.

Select Policy Template 4

Sroup Mame: Managed Devices
Group Type: MDM
[Default_Policy BYCD ~

Default_Policy COD

Default_Policy MDM

Managed Devices_ Policy

o Click Policy Templates, it displays Policy Template screen and lets you create, copy, and
assign template to specific group or devices.

Policy Template x

]
B nName of Template Er:llli;atl;:aehr Created On Modified On Assigned to Group(s) Sr;iiig‘]::::}tn

D Default_Palicy BYOD BYOD 19 Jul 2021 03:12 PM 19 Jul 2021 03:12 PM

D Default_Policy COD coo 19 Jul 2021 03:12 PM 19 Jul 2021 03:12 FM

D Default_Palicy MDM MDM 19 Jul 2021 03:12 PM 19 Jul 2021 03:12 PM Managed Devices\ss iy s

D Managed Devices_Paolicy MDM 19 Jul 2021 03:12 PM 19 Jul 2021 03:12 PM Managed Devices
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Creating New Template

To create a new policy template, follow the steps given below:

1. Click Policy Templates.
Policy Template window appears.
2. Click New Template.
Create Policy Template window appears.

Create Policy Template x
Policy Template Name: [ ] n -
Select Group Type: (MDM v

Android Template iDS Template

| » Anti-Virus Policy

[ + call & sms Filter Palicy

| » Web and Application Control

| ¢ App specific network blocking

[ + Anti-Theft Policy

| » Additional Settings Policy

| } Password Policy

| » Required Applications Policy

| » WiFi Ssttings Policy

| » Scheduled Backup (Contacts & SMS)

| } Content Library Policy

| » Kiosk Mode Policy

| » Device Oriented Policy |

| » Location Fence

Enter a name for policy template.

Select appropriate group type.

Configure the policy template module-wise.
Click Save.

The new policy template will be created.

o gk w

Common QR Code Scan

This option displays the QR code to enroll the device on the management console. To learn more
about it, click here.
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Refresh Scan Devices

This option allows you to add COD/BYOD device(s) on EMM web console whenever a new user
attempts to add and enroll the device using Common QR Code.

9 The added devices will be displayed under the AutoAdded groups with their respective
NOTE | group types.

Window Buttons

The Managed Mobile Devices window has following buttons:

e Filter
e Refresh
e Help

Filter B: This button allows you to search the managed device(s). Additionally you can export the
list of filtered device(s). It also allows you to take necessary actions on the filtered device(s) using
Anti Theft Action List and Client Action List.

oo

Filter Criteria

B Mobile Nurnber User's name QR Code Device Added Date Enrollment Statnngnrollment Date; Groupg IMEI/Android ID Mac Numbe

There are no itams to show in this view.

You can use this option in three methods as below:

Method 1: Using User’s name/Mobile Number:
1. Inthe Search Devices window, click on Filter Criteria drop-down. The Search Devices
window expands with Filter Criteria options.
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— Filter Criteria

User's name/Mobile Number: [ ] m

Note:

1. Blank search will display result for all devices.

[7] Search Groupwise

| Select subgroups on selecting Parent group

(]

Custom Column Check

@ an O Enrolled O Not Enrolled

2. Enter User’s name/Mobile Number in the provided field.
3. Click on Find Now button. The device will be displayed in the list in same window.

Method 2: Using the checkbox Search Groupwise to search the device(s):
1. Inthe Filter Criteria options, select the checkbox Search Groupwise to search the
device(s) from particular group(s) or subgroup(s). The group tree appears.
2. Select the group(s)/subgroup(s).

3. Click on Find Now button. The device(s) will be displayed in the list in same window.

Method 3: Using the checkbox Search subgroups on selecting Parent group to search the
device(s):
1. Inthe Filter Criteria options, select the checkbox Search subgroups on selecting Parent
group to search the device(s) from parent group(s).

2. Select the Parent group(s). All the subgroup(s) will be selected automatically wherein you
can deselect particular subgroup.

3. Click on Find Now button. The device(s) will be displayed in the list in same window.

Method 4: Using the checkbox Custom Column Check to search the device(s):
1. Inthe Filter Criteria options, select the checkbox Custom Column Check to search the

device(s) based on their enrolment status.
2. Select the group(s)/subgroup(s).
3. Click on Find Now button. The device(s) will be displayed in the list in same window.

This option allows you to export the list of filtered device(s). Follow the steps mentioned below to

export the list of device(s):
1. After filtering the device(s), click on Export Options drop-down. The Search Devices
window expands with Export Options and the list of filtered device(s).

www.escanav.com
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Search Device(s) =
‘

¥ Filter Criteria ¥ Export Options
— Export Opti
) Excel _) PDF ® HrML Export
1-100f13 page E] of 2 » M Rows per page:
QR ode: De o dded Date 0 el = 0 2 Date
‘i Ganten s ma View 16 Feb 2021 05:00 PM  Enrolled 16 Feb 2021 05:15 PM Mg Al i3
-ﬁ' 1 - - View 18 Jan 2021 08:44 AM - Not Enrolled - P -
B L Ehwt g e View 21 Aug 2021 05:03 PM Enrolled 26 Aug 2021 05:14 PM Mt s UMWY
1 1 5 fowe teb it - View 05 Apr 2022 12:32 PM _ Enrolled 05 Apr 2022 12:42PM - Sy . 8¢ 3
W aennsseng = v View 30 Jan 2023 10:36 AM Not Enrolled - Xy
[T e——— View 05 Apr 2022 02:01 PM  Enrolled 05 Apr 2022 02:19 PM _ comss 3 4
v

Close

2. Select the preferred export format from Excel, PDF, or HTML.
3. Select the device(s).
4. Click on Export. The list will be exported in the selected format.

Refresh IB: This button refreshes the entire window.

Help B This button redirects you to the eScan Help page in a browser.
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Android Templates

Create Policy Template *®
Policy Template Name: I' J n e
Select Group Type: (mom v

Android Template iOS Template

| » Anti-Virus Policy

| » Call & SMS Filter Policy

| » Web and Application Control

| » App specific network blocking

| » Anti-Theft Policy

| » Additional Settings Policy

| » Device Oriented Policy

| » Required Applications Policy

| » WiFi Settings Policy

[ » Scheduled Backup (Contacts & SMS)

[ » Content Library Policy

| » Kiosk Mode Policy

|
|
|
|
|
|
[ » Password Policy J
|
|
|
|
|
|
|

| » Location Fence

The Android Template consists following policies:
e Anti-Virus Policy
e Call & SMS Filter Policy
o Web and Application Control
e App specific network blocking
e Anti-Theft Policy
o Additional Settings Policy
e Password Policy
e Device Oriented Policy
e Required Applications Policy
e Wi-Fi Settings Policy
e Scheduled Backup (Contacts & SMS)
e Content Library Policy
¢ Kiosk Mode Policy
e Location Fence

NOOTE The features/options in each policy may vary depending upon the group type selected.
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Anti-Virus Policy

Anti-Virus Policy lets you scan the device, schedule a scan and update the virus signature database as
per your requirement.

~ Anti-Virus Policy

—Scan Settings

Protection Enablad W

Scanning for files on installation is enablad

Scan Type All Files hd
— Automatic Scan

Startup Scan Dizablad et

Schedule Scan Disabled hd

Scan Day | Sunda bl |

Szlact Scan Tima

— Schedule Update Settings

Schedule Update
Update Day |: Sunday hl :|
Update Time 13:00 -

Update from Internat server

L Update only if Wi-Fi is available

MNote: Thesze option ars not applicable for MOM zpk varsion 7.0.2.24 and above. Container zpk wersion 7.0.2.2 and abova.

Configuration options of Anti-Virus policy are as follows:

Options Description

Using this option, administrator can define settings for
Scan Settings enabling or disabling virus protection on devices along with
settings of file types to be scanned on managed devices.

Protection
Scanning for files on
installation is enabled

Select Enabled or Disabled to enable or disable protection
on managed devices in the group.

Select the appropriate scanning option either All Files or

Scan Type Executable Only.

Use this option to scan devices on startup or schedule the

Automatic Scan .
scan as per requirement.

Select from drop-down to enable or disable scanning on

Startup Scan . .
device startup, as per your requirement.

Select a schedule to scan managed devices. You can conduct
Schedule Scan a weekly or daily scan as required or even disable the scan
schedules.
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Scan Day

Select a particular day of the week to scan the managed
devices present in the group. This checkbox will be activated
only if you select weekly scan option.

Select Scan Time

Set time for scanning the managed devices in the group.

Schedule Update Settings

Define settings for updating eScan on managed devices.

Schedule Update

Define a schedule to update virus signature database on a
daily or weekly basis or disable the update schedule.

Select a particular day of the week to update the managed

Update Day devices present in the group. This checkbox will be activated
only if you select weekly update.
Set time for the devices to take virus signature database
. update from the server. It will be helpful in saving network
Update Time P P g

congestion where large numbers of devices are added in the
MDM Server.

Update from Internet server

Select this checkbox to update the virus signature database
from the Internet server.

Update only if Wi-Fi is
available

Select this checkbox to update virus signature database only
if the Wi-Fi connection is available.

ified Company
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Call & SMS Filter Policy

The Call & SMS Filter Policy lets you to set filter incoming calls, text messages and outgoing calls on
managed devices.

+ Call & SMS Filter Policy

—Call & SMS Filter (Incoming)

Call & SMS Filter Mode | Bath List %

Allow Contacts
Allovy incoming calls and SMS from numbers in Contacks

I:I Block Mon Numeric SMS and Calls
SMS and Calls from Mon Mumeric numbers are blocked

oo | i |

—Call Filter (Outgoing)

call Filter Mod=

I:I Send Call Details to Server, including Call/SMS filter events

Call and SMS Filter Mode set to Off

—Call & SMS Filter (Incoming)

Call & SMS Filter Mode [ Off v |

If the Call and SMS Filter Mode is set to Off, all calls and text messages will be allowed.
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Call and SMS Filter Mode set to Blacklist

—Call & SMS Filter {Incoming]

Call & SMS Filter Mode | Blacklist + |

D Block Mon Mumeric SMS and Calls
SMS and Calls fram Mon NMumeric numbers are blocked

o Select Block Non-Numeric SMS and Calls checkbox to block SMS and calls from non-
numeric numbers.
e To block incoming calls from known numbers and SMS consisting specific keywords, click

Blacklist.
Call and SMS Blacklist window appears.

Call & SMS Blacklist x

[ naa ]
B Blocked Phone Number Filter Forbidden Text -

e Click Add.

O 27001 Certified Company WWw.escanav.com



Block Incoming window appears.

-

@ cms (D calls () calls & sms

Blocked Phone Number

Forbidden Text

[ ]

Mote: Wildcard % will be accepted in "Blocked Phane Number" figid.

e Select whether to block SMS, Calls or both Calls & SMS.
e Enter the blocked phone number and forbidden text in the respective fields and then click

Add.

(e
Blocked Phone Number Filter Forbidden Text -

(] =8 Calls & SMS -
(] =& calls -
(] 74 SMS

o To delete a specific number from the Blacklist, select the number and click Delete.

www.escanav.com
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call & sMS Blacklist x

o
B EBlocked Phone Number Filter Forbidden Text -

98s e Calls & SMS -
(] s&% Calls -
] 74 : SMS

The selected number will be deleted.
e Toremove all the added numbers in a single-click, click Remove All.

Call and SMS Filter Mode set to Whitelist

—Call & SMS Filter (Incoming)
Call & SMS Filter Mode [ Whitelist + |

Allows Contacts
Allow incoming calls and SMS from numbers in Contacts

e Select Allow Contacts checkbox and then click Whitelist.

www.escanav.com

An I1SO 27001 Certified Company



Call and SMS Whitelist window appears.

Call & sMS Whitelist x

(i
B Allowed Phone Number Filter Allowed Text -
-

e Click Add.
Allow Incoming window appears.

@ sms ) calls () calls & sMs

Allowed Phone Number

Alloved Text

[ ]

Mote: Wildcard 26 will be accepted in "Allowed Phone Number” fiald.

e Select whether to allow SMS, Calls or both Calls & SMS.
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Enter the allowed phone number and forbidden text in the respective fields and then click

Add.

()
B Allowed Phone Number Filter Allowed Text -

974 SMS hel
J

(] 730 calls -
(] =7s - Calls & 5MS -

To delete a specific number from whitelist, select the number and click Delete.

call & 5MS Whitelist x

=
B Allowed Phone Number Filter Allowed Text -

974 SMS hel
J

785 calls -
(] a7 ; Calls 8.SMS -

The number will be deleted.
e To remove all numbers in a single-click, click Remove All.

www.escanav.com
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Call and SMS Filter Mode set to Both List

— Call B SMS Filter {(Incoming)
Call B SMS Filter Mode [ Both List W |

&llows Contacts
Allove incoming calls and SMS from numbers in Contacts

Block Mon Mumeric SMS and Calls
SMS and Calls from Mon Mumeric numbers are blocked

oot | i

Select Allow Contacts and Block Non-Numeric SMS and Calls checkboxes, you will be able to
access both Blacklist’s and Whitelist’s features simultaneously.

Call Filter (Outgoing) Mode set to Off

—Call Filkter [Outgaing)

Call Filter Mode [ Off w |

If Call Filter Mode is set to Off, all outgoing calls will be allowed.

Call Filter (Outgoing) Mode set to Whitelist

—Call Filter (Outgoing)

Call Filter Mode [ Whitelist w |

If Call Filter Mode is set to Whitelist, a user can make outgoing calls only to whitelisted numbers.
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e Click Whitelist.
Outgoing calls window appears.

(i)
| Allowed Phone Number -

e Click Add.
Allow Outgoing window appears.

Allow Dutgoing x

Allovied Phone Number

[ ]

MNote: Wildcard % will be accepted in "Allowed Phone Number" fiald.

e Enter the allowed phone number and then click Add.

Outgoing calls

()
[ | Allowed Phone Number -

0 98

The number will be added to the Whitelist.
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e To delete a specific number, select a number and then click Delete.

Caia ] e | e
4 Allowed Phone Number -

98

The number will be deleted.
e To delete all the numbers at a time, click Remove All.

I:l Send Call Details to Server, including Call/SMS filkter avents

Send Call Details to Server, including Call/SMS filter events: Select this checkbox to send
information of the call details to the server with both filter events.
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Web and Application Control

Web and Application Control policy lets you allow and block applications and websites on managed
devices as per requirement.

[ +* Web and Application Control ]

Control Mode | Website W |

—Allow [/ Block Website categories

r Filter Categories

Category Name Allow Block “
Select All B B

Advertisements and Popups ] )

Alcohol and Tobaceo )] )

Anonymizers )] ()

s ® O

Botnets )] ] -

o

Control Mode

Allow or Block Applications/Website or Both or disable based on your requirement and Policies.

Control Mode set to Off

[ + Web and Application Control

Control Mode [ OFf W |

If the Control Mode is set to Off, you cannot allow/block websites and applications.
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Control Mode set to Website

Setting the control mode as a Website, lets you allow and block website categories.

[ * Web and Application Control ]

Control Mode | Website W |

~ Allow / Block Website categories

r Filter Categories

Category Name

Advertisements and Popups @:‘ ':::'
Alcohol and Tabacco ':::' '@:‘
Anonymizers ':::' @:‘
Arts O] O
Botnets ':::' '@:‘ -

Allow List: Websites added to this list can be accessed in browser. You can modify and delete
websites from the list as per need.

Websites added to the Allow List will be Allowed regardless of the settings
done under "Allow / Block Website categories”

e Click Add.
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Add in allow list window appears.

Add in allow list x

Add the URL of a specific website to allow from filtering or being blocked by
e5can

Mote: The allow list website will not be filkerad in future

Example: www.companyname.com

[ |

e Enter the URL in the field and then click Save.
To edit the existing allowed website, select the particular website and click Modify.
To delete a particular website, select the website and click Delete.
To remove all the website from the list in a single-click, click Remove All.

Block List: Websites added to this list can be blocked in browser. You can modify and delete
websites from the list as per need.

Block List x

Websites added to the Block List will be blocked regardless of the settings
done under "Allow / Block Website categories”

e Click Add.
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Add in block list window appears.

Add in blodk list x

Add the URL of a specific wabsite to be blocked

Example: www.companyname.com

[ ]

e Enter the URL and then click Save.
To edit the existing blocked website, select the particular website and click Modify.
To delete a particular website, select the website and click Delete.

To remove all the website from the list in a single-click, click Remove All.

Control Mode set to Application

Setting the control mode to Application, lets you allow or block an application.

[ + Web and Application Control

Control Mode [ Application |

Allow J Block Application List

e Click Allow/Block Application List.
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Allow/Block Application List window appears.

Allow [ Block Application List x

Mote :
1. Apps added to the below list will be Allowed/Blocked as per action specified.
2. System apps will be Allowed by default unless explicitly added to "Block” action.
3. User Installed apps will be Blacked by default unless explicithy added to "Allow" action.
4, If action is set to "Ask Uninstzll" the device will prompt the User to uninstall the App and will remain "Mon-Compliant” until the
App is uninstalled.
5. If "Ask Uninstall” action is set for System App, the app will be Blocked and will have no effect on Device Compliance.
v Select All

Count: O

Application Name

selact All O O O

Mote: If Application is NOT in the "Available Applications" list, you can add the package name with the "Enter Package Name" aption.

Enter Packags Mames:

[ ] + Add

e Select an applications from the drop-down menu and click Add.
e Click on Select All, to select an available application in one click.
e To delete a particular application, select an application and click Delete.

Appllcatlon List

Applications added to this list will be allowed/blocked as per the specified action.

2. System applications will be allowed by default unless explicitly added to "Block™ section.

3. User installed applications will be blocked by default unless explicitly added to "Allow"
section.

4. If the action is set to "Ask Uninstall" the device will prompt the user to uninstall an
application and will remain "Non-Compliant" until an application is uninstalled.

5. If “Ask Uninstall” action is set for the system applications, applications will be blocked and
will have no effect on the device compliance.

0 If Application is NOT in the "Available Applications” list you can add the package
NOTE | name with the "Enter Package Name" option.

e Enter an application’s package name in the field and click Add.
e After adding the package name that is not available in Available Application List, select the
action Allow, Block, or Ask Uninstall option.
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Control Mode set to Both

[ + Web and Application Control ]

Control Mode [ Bath ]

Allow [ Blodk Application List

rAllow / Block Website categories

r Filter Categories

Category Name Allow Blodk &
Select All | |

Adwvertiserments and Popups @:‘ ':::'

Alcohol and Tobacco 'J:\' @:‘

Anonymizers ':::' @:‘

Arts ® O

Botnets ] ) .

oot ] o

Setting the control mode to Both, lets you allow/block website categories and applications.
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App Specific Network Blocking
The App Specific Network Blocking Policy lets you block a particular application from accessing the
Internet.

‘ « App specific network blocking

Enter Package Name:

l |

e H

[ ]
e The package will be added and displayed in Package Name section below.

After a package is added, the respective application will be unable to access the Internet.

In the Enter Package Name field, enter the application’s package name and then click Add.

NOTE VPN permission is necessary to work this functionality.

To delete a package from the list, select the specific package and then click Delete.

T

COML.&

| |lcom.

| leom.&

To remove all packages at a time, click Remove All.

www.escanav.com
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Anti-Theft Policy

Anti-Theft Policy lets you keep track of a device’s location history, block a device and sends alert
about SIM card change in case of lost or stolen.

[ w Anti-Theft Palicy |

Enablz Anti-Theft

r Location History

[] Enable Location Histary

Capture location details - Time basad
Mote : Location cordinates will be captured by the device(s) only during the selected time slots.
Shew GPS alert block screan

Mote : "Screen Overlay" permission is required for displaying the GPS alert screen on the device.

r Uninstall Protection
Block Device

D Ask "Admin Access Password” (Do not block device)

 Anti-Theft WIPE Settings

Delete all configured email accounts

[[] pelete specific domain account

MNote: Add domain name in comma seperated format
eg. yourcompany.com, gmail.com, yahoo.com

 Sim watch settings

[C] 5end SMS notification on SIM card change

[C] send Email notification on SIM card change

Options Description

Select this checkbox to enable Anti-Theft feature. By default, this

Enable Anti-Theft checkbox is selected.

Select this checkbox to track the location history.
NOTE: Location coordinates will be captured by the device only
during the selected time slots.

Enable Location
History

Track the location history in a defined interval. You can set the

Interval in Minut . . : i
€ utes interval using Interval field between 15 minutes to 24 hours.

Select the time slot to capture the location coordinates as per

Configure .
requirement.
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Select this checkbox to show the GPS alert and lock the screen.

Show GPS alert block NOTE: “Screen Overlay” permission should be enabled on the
screen _ . .

device in order to work this option.
Block Device Select this option if you want the device to be blocked, if a user tries

to uninstall the MDM application.

Ask ""Admin Access
Password" (Do not
block device)

Select this option if you don’t want the device to be blocked, if a
user tries to uninstall the MDM application. The application will ask
user to enter an Admin Access Password to uninstall the application.

Delete all configured
email accounts

Select this checkbox to delete all email accounts configured on the
managed device.

Delete specific domain
account

Select this checkbox to delete email accounts of specific domain.
After selecting this checkbox, enter the domain name in Enter
domain names field.

NOTE: Domain Names are separated by comma.

Send SMS notification
on SIM card change

Select this checkbox to receive a text message informing about SIM
card change. The text message will be sent to the number added by
you. Add the desired number in To Mobile No. text box.

Send Email
notification on SIM
card change

Select this checkbox to receive an email informing about SIM card
change. The notification email will be sent to the administrator's
email ID or custom email ID that the administrator has specified in
Custom Email Id field.

ified Company
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Additional Settings Policy

Additional Settings policy lets you configure the notification and sync settings.

|. + Additional Settings Policy
Show Notification Notifications will be shown
Sound Sound notifications for application events
O wrie Logs Write user actions to the eScan Log File
Sync Settings
Sync at Device Reboot Sync Everytime When Device Reboots
Sync Frequency | 60 Mins W | Pelicy Data Collection Freguency

Use below options to configure Additional Settings policy.

Options Description

Show Notification Selecting this checkbox will display all notifications on devices.

Selecting this checkbox will play notification sound for eScan MDM

Sound o
application events.
. Selecting this checkbox will enable MDM application to write
Write Logs . .
extensive logs to the eScan log file.
Sync at Device Selecting this checkbox will sync the device with the eScan server
Reboot after it reboots.

You can set the Sync Frequency in minutes and let the device sync
Sync Frequency with the eScan server. Allow to set the sync frequency between 15
minutes to 24 hours.
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Password Policy

The Password Policy lets you define Administrator Access Password that allows an authorized user to
configure settings of eScan modules on respective managed devices. It also has the option to set
password on a device as well as on the Work profile created on a device.

v Password Policy

: 2 see
Admin Access Password [ ]

[_) show Password

Note: Password has to be numeric and minimum 4 digits are required.

—Device Password Policy

Select Password type: (Nona V]

— Work Profile Password Policy

Select Password type: [ None V]

Admin Access Password
Enter the password in Admin Access Password field.

e Show Password: Select this checkbox to see the entered Admin Access Password in plain
text format for confirmation purpose.

Device Password Policy

Select and define the device password based on below available password types:
1. Any

Numeric

Numeric Strong

Alphabetic

Alphanumeric

Complex

S A

Work Profile Password Policy

Select and define the device password based on below available password types:
1. Any

Numeric

Numeric Strong

Alphabetic

Alphanumeric

Complex

o gk wn

NgI'E The password should be numeric and minimum of four digits in length.
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Device Oriented Policy

Device Oriented Policy lets you enable GPS and disable Camera, Bluetooth, and USB Connectivity
on a device.

w Device Oriented Policy

| Enablz Gps (For devices with Android version below 4.0)
[ pisable Device Settings** Black Access to Andraid Settings

**\eb And Application Contral Mode should be s=t to Both/Application

r Block Device Features

[l pizable camera (For device with Android version 4.0 and Above)

|| pizable use Connectivity {For devices with Andreid version below 4.0}

Set Device Block : Days : EB Hours : :

Options Description
Enable GPS (For devices
with Android version Select this checkbox to enable GPS service.
below 4.0)

Select this checkbox to block the access to Android Settings.
Disable Device Settings NOTE: This option to work, Web and Application Control
Mode should be set to Both/Application.

Disable Camera (For
device with Android Select this checkbox to disable the use of camera.
version 4.0 and Above)

Disable USB Connectivity
(For devices with Android | Select this checkbox to disable USB Connectivity.
version below 4.0)

Select the days and time to block the device between specified

Set Device Block . .
time period.
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Required Applications Policy

The Required Applications Policy lets you import applications from the App Store module to install it
on devices in the group through policy deployment.

[ ~ Required Applications Policy

B Application Name Application Id App Type Version

Added On o

Importing an application

To import the application, follow the below steps:

1. Click Import.
Import Application window appears.

Added On

B Application Name Package Name App Type Version
7 had I3 25 s 2022 01:55 PM

|:| 2Scan Device Management om.eScan In-Houss

2. Select an application(s) from the Available applications list.

3. Click Save.
The selected application will be imported.

A pop-up message appears.

) Applications added to the "Required Applications Palicy” will
be Automatically added to the "allow List" under "Parental
Policy == Allow f Block Application List".

www.escanav.com
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4. Click OK to exit.

If the device is not connected to Internet, the policy changes will be applied on the next
sync with the server. By default, the device(s) sync with the server every 60 minutes.

If an application is deployed via the Required Application Policy, the device(s) in the
group receive a notification to install the application. The user will be provided with the
option to start an installation process and install the application. If the device user
cancels the installation, it will alert the user about application installation on the next
sync with the server.

NOTE

If the deployed application with the same version number already exists on device, the
device user won't receive notification.

Deleting an application from Required Applications
Policy

To delete an application:

1. Select an application and then click Delete.

| + Required Applications Policy

+ Application Name Application Id App Type Version Added On

=Scan Mobile Security com.eScan e Play Store - 04 | 2021 04:30 PM

The selected application will be deleted.
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Wi-Fi Settings Policy
The Wi-Fi Settings policy lets you define the settings for your Wi-Fi connections. You can disable
WLAN/Wi-Fi or restrict the usage of Wi-Fi by allowing the device to connect only to the listed Wi-Fi

networks. The device can be automatically locked or raise a sound alarm if it is not connected to any
of the listed Wi-Fi connections.

Enable Wi-Fi Restrictions (For devices with Android
version below 6.0)

Select this checkbox to allow device to connect only to the listed WiFi network name (SSIDs). This
option is available only for devices with Android version below 6.0.

[ + WiFi Settings Policy ]

D Disable WLAN / WiFi
WiFi Restrictions

(] Enable WiFi Restrictions (For devices with Android version below 5.0}

Note: Device(s) will be allowed te connect ONLY to listed WiFi network name (S5IDs)

B wiFi Network Name (SSIDs) -
1 2

Lock Device / Sound Alarm

Dank Davice DSnur'd Alarm

Note: Device(s) will lock / seund alarm when NOT connected bo either of the listed WiFi netwaork name (551Ds)

-

B WiFi Network Name (S51IDs) -
4 3
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Adding a Wi-Fi SSID
To add Wi-Fi SSID:

1. Select the checkbox Enable Wi-Fi Restrictions and then click Add.
Add window appears.

Enter WiFi network name (SS1Ds): [ ]

Note: WiFi network name (S5ID) are case sensitive

2. Enter the Wi-Fi network name (SSID) in the field and then click Add.
The Wi-Fi network will be added to the console.

0 Wi-Fi network name are case sensitive.
NOTE | The devices will be allowed to connect only to the added Wi-Fi network SSID.

Deleting a Wi-Fi network SSID

To delete the added Wi-Fi network SSID:

1. Select a particular Wi-Fi network SSID and then click Delete.

| ¥ WiFi Network Name [(SSIDs)
PR e—

A confirmation prompt appears.

Delete x

Do you really want to Delete?

2. Click OK.
The Wi-Fi network SSID will be deleted.
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Lock/Sound alarm

Select the appropriate option to give alert of device is not connected to the listed Wi-Fi networks.

1. Select the checkboxes Lock Device or Sound Alarm as per your requirement and then click
Add.
Add Networks window appears.

Add Networks x

Available Networks

B wiFi Network Name (S5IDs) -
D E 1| e

-
i 3

2. Select the Wi-Fi networks you want the device to always be connected to and then click Save.

If the devices are not connected/disconnected from the added Wi-Fi network SSID, they will be
locked or raise a loud alarm as per the policy configuration.
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Scheduled Backup (Contacts & SMS)

The Schedule Backup (Contacts & SMS) policy lets you take a backup of all the contacts from a
device as per your requirements. The backup can be scheduled on daily/weekly basis.

[ + Scheduled Backup (Contacts & SMS)

Schedule Time

Creating a schedule

To create a new schedule:

1. Click Add.
Add new job window appears.

Add new job

Job Name:

[

[ v Job Settings

Select Backup
O sms

G Contacts

» Job Scheduler Settings

2. Enter a job name.

3. In Job Settings section, select the preferred backup(s) option.

Certified Company
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Add new job »

s

Job Mamea:

[ |

| p Job Settings |

[ + Job Scheduler Settings ]
P
L Daily
@] Weekly Man Tue Wed Thu
Fri Sat Sun

® pisable Schedule

-
At 05:30 s

4. In Job Scheduler Settings section, select whether you want to take a backup Daily, Weekly
or want to disable schedule.

5. Set the specific time at which you want to take the backup and then click Save.
The schedule will be created as per the configuration.

Modifying a schedule

To modify a schedule:

1. Select the specific schedule and then click Modify.

Schedule Type Schedule Time

i — Daily 05:30

www.escanav.com
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Modify backup job window appears.

Modify backup job (dessss) x

-

| » Job Settings |

[ » Job Scheduler Settings ]
@:‘ Daily
o Weekly Man Tue Wed Thu
Fri Sat Sun

'/ Disable Schedule

At 05:30 -

2. Make the required changes and then click Save.
The schedule will be modified.

As an Administrator, you can even disable a scheduled backup by selecting the option Disable
schedule > Save.

Deleting a schedule

To delete a schedule, follow the steps given below:

1. Select a schedule and then click Delete.

Schedule Type Schedule Time
i — Daily 05:20
-
4 3

A confirmation prompt appears.

Do you really want to delete Job(s)?

2. Click OK.
The schedule will be deleted.
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Content Library Policy

The Content Library policy lets you deploy documents to the users’ devices. The documents can be
imported from the Content Library module and deployed to the users. To learn more about Content
Library, click here.

[ + Content Library Policy |

B File Name Added On

Import a file

To import a file from Content Library:

1. Click Import.
2. Select the file and then click Save.

Available Files Total: 1

B File Name

[ED®_ Samittteim .doc 20 Jul 2021 12:58 PM

The file will be imported.
3. To delete a file, select the specific file and then click Delete.

+ File Name

EI:I' g et g4 .doc 20 Jul 2021 12:58 PM

The selected file will be deleted.
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Kiosk Mode Policy

The Kiosk Mode policy, allows admin to control the usage of devices within organizations by limiting
the device functionalities that keep employees focused on work. It lets you run a device in Single App
Mode even if multiple apps are installed. Furthermore, admin can restrict the hardware key controls
such as volume and power buttons on the enrolled devices to the kiosk mode.

| - Kiosk Mode Policy |

|_l Enable Kiosk Mode

To configure Kiosk Mode Policy, select Enable Kiosk Mode checkbox.

Application(s) to be added to Kiosk

This section allows an application to be accessed in Kiosk mode.

Use Single App Mode

Select this checkbox to use kiosk in single app mode. The Kiosk Mode Policy lets you run a device in
Single App Mode wherein the only one app will run even if multiple apps are installed on device. The
device user will be unable to exit the application or perform other device activities.

It also provides another option wherein the dropdown menu displays a list of installed applications.

1. Select an application and then click Add. The application will be added.
2. To delete the added application(s) from Kiosk mode, select the application(s) and then click
Delete. The application will be deleted.

(] User can only add a single application, if Use Single App Mode checkbox is selected.
NOTE | This option is not enabled if Geo fence checkbox is selected in Location Fence policy.

Force user to install all apps as required by Kiosk policy
If this option is checked, the user will not be allowed to enter the Kiosk mode unless all the listed apps
are installed on the device.

9 Unchecking Force user to install all apps as required by Kiosk policy option will
NOTE | allow user to enter Kiosk mode even if any of the app is not installed.
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Whitelist for apps

This section lets you to whitelist the required apps.

Whitelist for apps

r Enter Package Name:

l |

Note:
1. Package names added to the list will be allowed if launched from within any other apps added to kiosk mode.
2. These apps will not be visible in Kiosk mode.

O Alleve all non-launchable system apps

—' {All non-launchable system apps will be allowed if launched from within any other app added to Kiosk mode)

Enter Package Name
Enter the name of the package and click Add to whitelist the particular app.
To delete the added application, select application and click Delete button.

Allow all non-launchable system apps
Select this checkbox if you want to allow the non-launchable system apps to launch from within any
other app added to Kiosk mode.

0 All non-launchable system apps will be allowed if launched from within any other app
NOTE | added to Kiosk mode.

Hardware Key Control

Kiosk mode also lets you disable a device’s hardware keys.

Hardware Key Contro
|:| Disable Povear button

[] Disable Volume buttons

Disable Power button — Selecting this checkbox disables a device’s Power button.
Disable Volume buttons — Selecting this checkbox disables a device’s Volume buttons.
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Allow User to Turn ON/OFF

Allove User to Turn ON/OFF

WiFi Check "WiFi Settings Policy” if this option is inactive.
Bluetooth Check "Device Oriented Policy” if this option is inactive.
Volume

Brightness

NOTE: Unchecking will not display Control to the user.

WIiFi — Selecting this checkbox allows user to turn device’s Wi-Fi ON/OFF through Kiosk
application.

Bluetooth — Selecting this checkbox allows user to turn device’s Bluetooth ON/OFF through Kiosk
application.

Volume — Selecting this checkbox allows user to increase/decrease the device’s volume through
Kiosk application.

Brightness — Selecting this checkbox allows user to adjust the device’s brightness through Kiosk
application.

NOTE Unchecking options won’t display Control to the user on the Kiosk application.

[] Allows wi-Fi setting [] allow device setting

Allow Wi-Fi setting
Selecting this checkbox allows user to access and configure the Wi-Fi settings in the Kiosk mode.
Allow device setting
Selecting this checkbox allows user to access and configure the device settings in the Kiosk mode.
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Installation of eScan Kiosk Lockdown Application

To run the eScan Kiosk Lockdown application in your device, it is necessary that you have installed
eScan Device Management application and your device is enrolled in eScan Mobility Management
console. Also, ensure that the Kiosk Mode policy is deployed to the device via the console.

o The below screenshots are taken from Android 10 on dark theme. The app permissions,

NOTE screens and text may vary depending upon the android version, applied theme and
device manufacturer.

After the app has been downloaded on device, follow the below given installation procedure.
Installation prompt appears.

‘@ eScan Kiosk Lockdown

Do you want to install this application?

CANCEL  INSTALL

1. Tap INSTALL.

‘@, eScan Kiosk Lockdown

App installed.

DONE OPEN

2. After an application gets installed, tap OPEN.
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After opening the app, Welcome screen appears with End User License Agreement.

eScan Kiosk Lockdown

Welcome

END-USER LICENSE AGREEMENT FOR eScan SOFTWARE
PRODUCT

By Clicking on accept, you agree to the terms and conditions

OPEN AGREEMENT

ACCEPT REJECT

3. Tap OPEN AGREEMENT. Read it carefully and then tap ACCEPT.
You will have to grant permissions to the app manually.

NOTE

To run this application, you need to install the eScan Device Management application
on the device.

01 Certified Company

www.escanav.com



4. Tap Permit Drawing Over Other Apps.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps >
App Usage Access >
Write Setting Permission >
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED

Tapping the displayed options will take you to the respective options in Settings, wherein you will
have to tap the toggle button to grant all requested permissions.

u = Toggle disabled
- = Toggle enabled

0 The app permissions may vary depending upon the android version and device
NOTE manufacturer.
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5. Tap Allow display over other apps toggle and then go back.

< Display over other apps

eScan Kiosk Lockdown

Allow display over other apps

6. Tap App Usage Access.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access >
Write Setting Permission >
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience

www.escanav.com
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7. Tap eScan Kiosk Lockdown.

17:55 @ O 0 o4 42%a

< Usage access &

AccuBattery
Not allowed

Device Health Services
Allowed

Device Personalization Services
Allowed

Digital Wellbeing
Allowed

eScan Device Management
Allowed

eScan Kiosk Lockdown
Not allowed

File Manager
Allowed

Files
Not allowed

8. Tap Permit usage access toggle and then go back.

<& Usage access

‘e

eScan Kiosk Lockdown

Permit usage access

0 The option Permit usage access maybe Allow usage tracking in your device. This
NOTE option may vary depending upon the device manufacturer and android version.
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9. Tap Write Setting Permission.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission >
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience

PROCEED

10. Tap Allow modifying system settings toggle and then go back.

< Modify system settings

[ 0

2

eScan Kiosk Lockdown

Allow modifying system settings

www.escanav.com



11. Tap Allow to write DND setting.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission v
Allow to write DND setting >
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED
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12. Tap eScan Kiosk Lockdown.

< Do Not Disturb access

¥ Android Accessibility Suite
Not allowed

Camera
Not allowed

Digital Wellbeing

Allowed

eScan Kiosk Lockdown
Not allowed

Gmail
Not allowed

Google

Not allowed

Google Play services
Not allowed

13. Tap Allow Do Not Disturb toggle.

< Do Not Disturb access

‘e

eScan Kiosk Lockdown

Allow Do Not Disturb
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A prompt appears.

14. Tap ALLOW and then go back.

Allow access to Do Not Disturb for
eScan Kiosk Lockdown?

The app will be able to turn on/off

Do Not Disturb and make changes
to related settings.

15. Tap Device Admin Permission.

1 Certified Compe

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission v
Allow to write DND setting v
Device Admin Permission >
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience.

PROCEED

www.escanav.com
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16. Tap Activate this device admin app option and then go back.

Activate device admin app?

After activating admin, you will be able to block
application uninstalling.
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17. Tap Allow app installation permission.

eScan Kiosk Lockdown

Permit Drawing Over Other Apps v
App Usage Access v
Write Setting Permission v
Allow to write DND setting v
Device Admin Permission v
Allow app installation permission >

Please allow all above permissions for this application to
function properly and a better experience

PROCEED

18. Tap Allow from this source toggle and then go back.

< Install unknown apps

eScan Kiosk Lockdown

Allow from this source
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After all permissions are granted, an instructional image appears.

a

Kiosk Lockdown

Select eScan Kiosk Lockdown as your Home app

Select a Home app

eScan Kiosk Lockdown @

A\
% Default Launcher

JUST ONCE ALWAYS Q

o Select eScan Kiosk Lockdown
° Tap on ALWAYS

Note: You may not be able to make an emergency call

OK, GOT IT!

19. Read the instructions in the image and then tap OK, GOT IT!
The application asks you to use eScan Kiosk Lockdown as a Home App.
20. Tap ALWAYS.

._« Use eScan Kiosk Lockdown as
Home

JUSTONCE  ALWAYS

Use a different app

£} Moto App Launcher
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The device now runs in Kiosk mode and only the apps deployed via Kiosk Mode Policy are visible.

= eScan Kiosk Lockdown a
= H ©
e |

HaikuJAM  Authenticator Chrome

Copyright ® MicroWorld Technologies

NOTE The above image is for representational purposes only.

Tapping the bell icon D displays notifications related to Kiosk application. For example, application

updates if any available. If an update for application is available, the user will be redirected to Google
Play Store and install updates manually.

Tapping the menu icon = displays general info and configuration menu.
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B Admin Setting

@

Kiosk Policy Compliance

Control Panel

Sync With Server

© Q &

Mdm Info

About eScan Kiosk

>

Exit Kiosk

Version:

The menu options are explained below:
Kiosk Policy Compliance
It displays
e Policy applied date, day and time
e Applications deployed via Kiosk Mode Policy and their package name

App Store
It displays the applications deployed via Kiosk Mode Policy but not yet installed on device. Tap the
application to download and install it on your device.

Control Panel

It displays the Brightness, Volume, Bluetooth and Wi-Fi controls. Brightness control lets user set the
display brightness to Low, Medium or High. VVolume control lets the user set the device volume to
Mute, Normal or Vibrate. Bluetooth and Wi-Fi control allows user to switch them ON or OFF.

Sync with Server
It lets user sync the device with server and comply device with the latest updated policy.

MDM Info
It displays the eScan MDM details such as Mobile Number, Server Name, Install and Expiry date,
Last sync date and time details and MDM version number in use.

About eScan Kiosk
It displays general information about the Kiosk application, developer information and copyrights
notice.

Exit Kiosk
This option allows device user to exit Kiosk mode by entering an Admin Password.
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Location Fence

The Location Fencing policy allows to define an address on the map and to set the radius around that
address. If the device is in that region, then the policy set by the administrator will be active on the
device. To learn more about location fencing, click here.

| w Location Fence |

Import Geo Fencing location(s)

[lGeo Fencing

B Custom Address Latitude Longitude Radius{m])

1. To configure Location Fencing policy, select Geo Fencing checkbox.
After enabling this option, you can import and delete the fencing locations.

2. Click Import option to select the address and click Save.
3. To delete the added address, select the address and click Delete.

Block device when outside of the set fence
1. Select this checkbox to block the device when it is outside the defined fencing location.

0 If Block device when outside of the set fence is unchecked then device will not be
NOTE | blocked, but only events will be sent to the server.

www.escanav.com
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I0S Templates

Create Policy Template x
Policy Template Name: [ ] n -

Select Group Type: (MDMm v

Android Template i0S Template

| } Device Passcode Policy

| » Restrictions Policy

[+ web clip Policy

| » WiFi Settings Policy

| » Content Library Policy

|
|
|
| » Email Policy |
|
|
|

| » Required Applications

The i0OS Template consists following policies:
e Device Passcode Policy
e Restrictions Policy
e Web Clip Policy
e Email Policy
o  WiFi Settings Policy
e Content Library Policy
e Required Applications
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Device Passcode Policy

The Device Passcode Policy lets you configure the passcode, auto-lock duration, device lock grace
period and data wipe in case of maximum passcode fail attempts.

Select the Enable checkbox to enable all the fields in this section.

| + Device Passcode Policy

r ) enable
Allow Simple Value Yas Mo
Require Alphanumeric Value Yas Mo
Minimum Passcode Length -- Select -- w
Minimum Number of Special characters -- Select -- b
Maximum Passcode Age (days 1-730, or blank) |0

Allowed idle time, before Auto-Lock -- Select -- %  Mins

Number of Passcodes to be maintained in the
history (1-50, or blank)

Grace Period for Device Lock -- Select -- '

Maximum Number of Failed Attempts (Before all | _ .
data is erased) Select

Allow Simple Value: Set this option to Yes, if the passcode should be simple value. For example,
1234 or 0000

Require Alphanumeric Value: Set this option to Yes, if the passcode should be alphanumeric. For
example, abc123 or 123abc

Minimum Passcode Length: This option lets you set the minimum passcode length. The passcode
length can be set between 1 and 16.

Minimum Number of Special characters: This option lets you set the count of special characters
required to construct a passcode. The count for special characters in passcode can be set between 1
and 4.

Maximum Passcode Age (days 1-730, or blank): This option lets you set the maximum number of
days from 1 to 730 before the password expires and asks the user to set a new one.

Allowed idle time, before Auto-Lock: This option lets you set time for a device (in minutes), before
it gets auto-locked.

Number of Passcodes to be maintained in the history (1-50, or blank): This option lets you set the
number of passcodes to be maintained in the history. It can be set between 1 to 50 or can be blank.

Grace Period for Device Lock: Grace period is a time duration that ensures the device stays locked
until the next passcode entry. This option lets you set the grace period for a device from 1 Minute to 4
Hours.

Maximum Number of Failed Attempts (Before all data is erased): This option lets you set the
maximum number of failed attempts allowed for unlocking a device before all data on the device is
erased.
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Restrictions Policy

The Restrictions Policy lets you apply restrictions on a device.
e Device Functionality
e Application
e Safari Settings
e iCloud
e  Security and Privacy
e Content Ratings
e Ratings by Region

Device Functionality

r— Device Functionality

Allow Installing Apps @ ves ’::1' No
Allow Use of Camera (\:) Yes ‘: No
Allow FaceTime 'r_> Yes ’:-’.::’ No
Allow Screen Capture '@\»’ Yes ’:A:T’ No
Allow Automatic Sync While Roaming @ ves O No
Aliow Siri (@) Yes ‘: No
Allow Siri while device locked ®ve: Ono
Allow usage of Touch ID to unlock device P ~

(i0S 7 and above) @ves Ono

Allow Passbook while davice locked @® ~
(i0S 6 and above) ®Yes \/No
Show Control Center in lock screen ) )
(i0S 7 and above) ¥ Yes \./No
Show Notification Center in lock screen ®

(i0S 7 and above)  Ye

s /' No

Show Today view in lock screen @ i

(i0S 7 and above) = Yes \/ No
Allow Voice Dialing ®ves Ono
Allow In App Purchase ®ve: Ono
Force User to enter iTunes Store password : Yes l@:) No
Allow Multiplayer Gaming ‘@' Yes ‘:’:‘ No
Allow Adding Game Center Friends ®ve: Ono

Allow Installing Apps: Set this option to Yes, to allow users to install applications.
Allow Use of Camera: Set this option to Yes, to allow users to access device’s camera.
Allow FaceTime: Set this option to Yes, to allow users to access FaceTime function.

Allow Screen Capture: Set this option to Yes, to allow users to take a screenshot or record their
screen.
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Allow Automatic Sync While Roaming: Set this option to Yes, to allow users to sync automatically
while roaming.

Allow Siri: Set this option to Yes, to allow users to use Siri.

Allow Siri while the device locked: Set this option to Yes, to allow users to use Siri while the device
is locked.

Allow usage of Touch ID to unlock device (iOS 7 and above): Set this option to Yes, to allow users
to unlock their devices with Touch ID.

Allow Passbook while the device is locked (iOS 6 and above): Set this option to Yes, to allow the
use of Passbook while the device is locked. Learn more about Passbook by clicking here.

Show Control Center in lock screen (iOS 7 and above): Set this option to Yes, to allow users to
access Control Center in the lock screen. Learn more about Control Center by clicking here.

Show Notification Center in lock screen (iOS 7 and above): Notification Center is a feature in iOS
that provides an overview of application notifications. Set this option to Yes to allow users to view
Notification Center in lock screen.

Show Today view in lock screen (iOS 7 and above): Set this option to Yes, to allow users to view
Today View in lock screen.

Allow Voice Dialing: Set this option to Yes, to allow users to call their contacts via voice.
Allow In App Purchase: Set this option to Yes, to allow users to make in-app purchases.

Force User to enter iTunes Store password: Set this option to Yes, to force a user to enter their
iTunes Store password.

Allow Multiplayer Gaming: Set this option to Yes, to allow a user to play a multiplayer game on
their device.

Allow Adding Game Center Friends: Set this option to Yes, to allow a user to add Game Center

friends.

Application
Application
Allow Use of iTune Music Store ®ves ) No
Allow Use of Safari ®ves ) No

Allow Use of iTunes Music Store: Set this option to Yes, allow users to access iTunes Music Store.

Allow Use of Safari: Set this option to Yes, to allow users to access Safari application.
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Safari Settings

—Safari Settings
Enable Autofill -@} Yas -:::- Na
Force Fraud Warning lyes @y
Enable JavaScript W ve: Mo
Allow Pop-ups W ve: Mo
Accept Cookies | Alvays v|

Enable Autofill: Set this option to Yes, if you want Safari to remember the information of users
entered in the web forms previously.

Force Fraud Warning: Set this option to Yes, if you want Safari to prevent the user from visiting
websites identified as being fraudulent or compromised.

Enable JavaScript: Set this option to Yes, if you want Safari to accept all JavaScript on websites.
Allow Pop-ups: Set this option to Yes, if you want Safari to allow all pop-ups on a website.

Accept Cookies: Select the appropriate option for Safari to accept cookies.
o Always
e From Visited Sites
o Never

ICloud

— iCloud

Allow Backup W ves g

Allow Document Sync ':!:' Yes ':_:' Mo
Pt

Allow Photo Stream '@:‘ Yes ./ MNo

Allow Shared Stream(iCS & and above) '@:‘ Yes ':::' No

Allow Backup: Set this option to Yes, to allow backup of device data to iCloud.
Allow Document Sync: Set this option to Yes, to allow Document Sync on a device.
Allow Photo Stream: Set this option to Yes, to allow Photo Stream on a device.

Allow Shared Stream (iOS 6 and above): Set this option to Yes, to allow Shared Stream on a
device.
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Security and Privacy

Security and Privacy

Allow Diagnostic Data to be sent to Appla

) @]
(i05 & and above) B Yes L No
Allow User to accept untrusted TLS Certificates '@:‘Ye; 'f:,' Mo
Allow automatic updates to certificate trust settings ) s
(i0S 7 and abowve) ‘B Yes L No
Force Encrypted Backups '-J-::'Yes .@) No

Force limitad ad tracking ~y @
(i0S 7 and above) A ves W No

Allow documents from managed apps in unmanaged apps @ ~
) | @y O
(i0S 7 and abowve) ‘B Yes L No

Allow documents from unmanaged apps in managed apps @ ~
: | @ yes O
(i0S 7 and abowve) ‘B Yes L No

Allow Diagnostic Data to be sent to Apple (iOS 6 and above): Set this option to Yes, to allow a
device’s diagnostic data to be sent to Apple servers.

Allow User to accept untrusted TLS Certificates: Set this option to Yes, to allow user to accept
untrusted TLS Certificates.

Allow automatic updates to certificate trust settings (iOS 7 and above): Set this option to Yes, to
allow automatic updates to certificate trust settings.

Force Encrypted Backups: Set this option to Yes, to force a device to take encrypted backups.

Force limited ad tracking (iOS 7 and above): Set this option to Yes, to stop receiving targeted
advertisements on a device. This feature does not block ads. The device user may still receive random
ads.

Allow documents from managed apps in unmanaged apps (iOS 7 and above): Set this option to
Yes, to allow documents from managed applications to open in unmanaged applications.

Allow documents from unmanaged apps in managed apps (i0OS 7 and above): Set this option to
Yes, to allow documents from unmanaged applications to open in managed applications.

Content Ratings

Content Ratings
|V Allow Explicit Music Podcasts ® vz o

Allow Explicit Music Podcasts: Set this option to Yes, to allow explicit music podcasts to be played
on a device.

Ratings by Region

Ratings by Region
|7 Enable Ratings by Region e @ o

Enable Ratings by Region: Set this option to Yes, to enable content ratings by region.
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Web Clip Policy

The Web Clip policy lets you get important websites on a device’s home screen to let users access it
quickly.
Select Enable checkbox to enable the configuration of Web Clip Policy.

[ + Web Clip Policy
r O Enable
B webdip Policy Name -
-
A 3

Adding a Web Clip

To add a web clip policy:

e Check Enable and then click Add.
Web Clip Policy window appears.

Weh Clip Policy x

Web Clip Label * [ ]
URL to be Linked = [ ]
Removal of Web Clip ® Enable ) Disable

Allow Full Screen ':::' Yz '@:' MNao

e Web Clip Label: Enter a name for the Web Clip.

o URL to be Linked: Enter the website URL.

o Removal of Web Clip: Set the Web Clip status as either Enable or Disable. If enabled, the
user can remove the Web Clip from the device.

e Allow Full Screen: Select Yes, to allow full screen and No to disable full screen.

After entering all the details, click Save.
The new Web Clip policy will be added.
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Deleting a Web Clip

To delete the existing web clip:

e Select a Web Clip and then click Delete.

r Enable

+ Webdip Policy Name =

e.:

The Web Clip policy will be deleted.
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Email Policy

The Email Policy lets you set up an email account for the managed devices and define the settings for
incoming and outgoing emails.
Check Enable to configure the Email Policy

[ v Email Policy ]

r D Enable

B Email Policy Names -

-
-

Adding Email policy
To add Email Policy, follow below steps:

1. Check Enable and then click Add.
Email Policy window appears.

-~

Account Name * [

Account Type | IMAP v

Path Prefix

User Display Name

Note : "Y%username®:” or
"Shemail%” will fetch the
appropriate Username/Email
mapped to the device

Email Address

Note : "%email%" will fetch the
appropriate Email Address
mapped to the device

Allow Move x@n ves () No

Disable recent mail address sync —, N
i ! 3 Yes @ No
(i0S 6 and above) VeSS

L

2. Fill the following appropriate details:
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Account Name: Enter an account hame.

Account Type: Set an Account Type as IMAP or POP.

e If choose POP
o You need constant access to your email, regardless of the Internet availability.
o You have limited server storage.

o |If choose IMAP
o You have areliable and active Internet connection.
o You want to receive a quick overview of new emails on the server.
o Your local storage space is limited.

Path Prefix: In some cases, it is possible that you will not see the Sent, Trash, Drafts, and
Junk folders. Typically, these folders are in your INBOX and you'll have to set a prefix path
for it to work correctly. This field is available only when you select Account Type as IMAP.

User Display Name: Type in the prefix "%username%" or "%email%". It will fetch the
appropriate Username/Email mapped to the device.

Email Address: Typing in the prefix "%email%" will fetch the appropriate email ID mapped
to the device.

Allow Move: Select the Yes option to Allow Moving. Selecting No will prevent email data
from being opened in other applications.

Disable recent mail address sync (iOS 6 and above): Selecting Yes, will remove the
mailbox from Recent addresses syncing.

3. Enter the Incoming Mail and Outgoing Mail details.
e To learn more about Incoming Mail, click here.
e To learn more about Outgoing Mail, click here.
4. After filling the details, click Save.
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Incoming Mail

— Imcoming Mai

£

Mail Server

Port = 143

Usernams

Mote : "%ussrmamed:” or
"Shemailee” will fetch the
appropriate Username/Email
mapped to the device

Authentication Type Password A4
Password
Use SSL Oves @ no

Mail Server: Enter the hostname for Incoming Mail Server in this field.

Port: Designates the incoming mail server port number. If no port number is specified, the default
port for a given protocol is used.

Username: Add the prefixes “%username?" or "%email%". It will fetch the appropriate
Username/Email mapped to the device.

Authentication Type: Select an appropriate authentication type from the following options:

e None

e Password

e MDS5 Challenge Service-Response
e NTLM

e HTTP MDS5 Digest
Password: Set a password for incoming emails.

Use SSL.: Designates whether or not the incoming mail server uses SSL certificate. Select Yes, to
allow the mail server to use SSL.
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Outgoing Mail

r Outgoing Mai

Mail Server *

Port * 23

Usernams

Mote : "Sousermame®s” or
"Semailth” will fetch the
appropriate Username/Email
mapped te the device

Authentication Type Password A
Password
Use Outgoing Password Same ! =

N . ()]
as Incoming ' Yas = No

Us= Only in Mail Oves ® o

P =y

Use S5L L lvas W g

Mail Server: Enter the hosthame for Outgoing Mail Server.

Port: Enter the outgoing mail server port number. If no port number is specified, the default port for a
given protocol is used.

Username: Add the prefixes “%username%" or "%email%". It will fetch the appropriate
Username/Email mapped to the device.

Authentication Type: Select an appropriate authentication type from the drop-down. Following
authentication types are available:

e None

e Password

e MDS5 Challenge Service-Response
e NTLM

e HTTP MDS5 Digest
Password: Set a password for outgoing emails.

Use Outgoing Password Same as Incoming: If you want to use the same password defined for the
incoming email server, select Yes.

Use Only in Mail: Prohibits sending messages from other applications, such as Safari or Photos. If
Yes, configured account cannot be selected as default mail account on the device.

Use SSL.: Determines whether or not the outgoing mail server uses SSL certificate.

After making all the configuration, click Save.
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Deleting an Email Policy

To delete an email policy, follow the steps below:

1. Select the particular Email Policy from the list.

+ Email Policy Names

2. Click Delete.
The Email Policy will be deleted.

www.escanav.com
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WIiFi Settings Policy
The WiFi Settings Policy lets you manage how a user connects their devices to a Wi-Fi network.
Check Enable to configure the WiFi Setting Policy.

[ + WiFi Settings Policy ]

r [ enable

B wifi Policy Name -

Adding a WiFi Settings Policy
To add a WiFi Settings Policy, follow the below steps:

1. Click Enable and then click Add.
WiFi Settings Policy window appears.

WiFi Settings Policy x

Wireless Metwork Identification *

Automatically Join Metwork l@:} Yac {:} Mo

Hidden Network () ves @ g

Security Type Any (Personal) L
Fassword

|' Configure Proxy

Wireless Network Identification | MNone v|

2. Enter the following details:
Wireless Network Identification: Enter a name for the Wireless Network.

Automatically Join Network: Set this option to Yes, to automatically join a Wi-Fi network.
Hidden Network: Select this option to Yes, to add a hidden network.
Security Type: Select a Security type for Wi-Fi network from the following options:
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e None
e WEP
¢ WPA/WPA2

e Any(Personal)

e WEP Enterprise

o WPA/WPAZ2 Enterprise
e Any (Enterprise)

Password: Enter the password to connect to the Wi-Fi network.

Configure Proxy: Configure a proxy for Wi-Fi settings by selecting a Wireless Network
Identification.
e None
e Manual
e Automatic
3. After entering the appropriate details, click Save.
The WiFi Settings Policy will be saved.

Deleting a WiFi Settings Policy
To delete a WiFi Settings Policy, follow below steps:
1. Select the particular WiFi Settings Policy from the list.

+ Wifi Policy Name

7]

2. Click Delete.
The WiFi Settings Policy will be deleted.

www.escanav.com
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Content Library Policy

The Content Library Policy lets you share documents with the users. The documents can be imported
from the Content Library module and deployed to multiple users at the same time. To learn more
about Content Library, click here.

Select Enable checkbox to configure the Content Library Policy.

[ + Content Library Policy

r L enable

P File Name Updated On

Importing a file
To import a file from Content Library:

1. Select Enable checkbox and then click Import.
Import Files window appears.

Import Files x

Available Files Total: 1

Ul EDR_Sasifieamd .doc 20 Jul 2021 12:58 PM

2. Select a file and then click Save.
The selected file will be imported.

Deleting a file

To delete a file from Content Library:

1. Select a file and then click Delete.

+ File Name Updated On

ED' e T .doc 20 Jul 2021 12:58 FM

2. The selected file will be deleted.
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Required Applications Policy

The Required Applications Policy lets you import applications from the App Store module for
installation on managed devices in the group through policy deployment.

Importing an application
To import applications from the App Store, follow the steps given below:

1. Select Enable checkbox and then click Import.

[ + Required Applications

r ) enable

B File Name Updated On

Import Application window appears.

B Application Name

Package Name

App Type Version Added On

|:| eScan Device Management om.e3can In-House 7 o i 25 B 2022 01:55 PM

2. Select an application(s) to be installed on users’ devices and then click Save.
The application(s) will be imported.

An ISO 2
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Deleting an application

1. Select an application and then click Delete.

[ + Required Applications ]

r . Enable

[+t [ 0o |

+ File Name Updated On

eScan Mobile Security 04 Aug 2021 04:23 PM

2. The selected application will be deleted.
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Group Tasks

The Group Tasks option lets you create and schedule tasks for the devices in a group.

Managed Mobile Devices a n

Group Tasks n

e

----- El Client Devices

B Task Name Task Performed Schedule Type

Creating a New Group Task
To create new group task, follow the below steps:

1. Select a group and then click Group Tasks > New Task.
The New Task window appears.

rs

Task Mame:

[ J

+ Task Settings

rScan
D Full Scan

D Memary / Services

D Update

| ¢ Task Scheduling Settings

-

Y |

2. Enter a task name.
3. In Task Settings section, select the scan type to be run on a device.
4. By checking the Update, you can also let the application update its virus signature database.
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5. In Task Scheduling Settings section, schedule the created task by selecting the appropriate

options.
+ Task Scheduling Settings
® Enable Scheduler () Manual Start
)] Daily
Q Weekly Mon Tue Wed Thu
Fri Sat Sun
QO Monthly 1 W
« EBEBEY
6. Click Save.

The task will be created instantly as per configuration.

Selecting a task enables following options:

Group Tasks n

¥ Task Name Task Performed Schedule Type
tash Task not parformed yet Automatic Schedular
Options Description

Start Task Click Start Task, to run the selected task for the specific group.

Properties Click Properties, to view properties and change settings of the selected task.

Results Click Results, to view detailed results of the selected task.

Delete Task | Click Delete Task, to delete the selected task from the list of tasks.
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Common QR Code Scan

Use this QR Code to enroll your device into the console. As per the scanning method, it automatically
identifies the type of device either COD or BYOD. After scanning, the device will be added to the
respective AutoAdded group in the console. Select the group and click on Refresh Scan Devices to
refresh the list of devices. A User can move device to another group as per need.

Scan above QR code for Device enrcllment
CODE:U"‘TT" < ke it -P

NOTE Do not scan the above QR code as this is for reference purpose.

COD/BYOD Enrollment on Android Device(s)

To know more about the device enrollment process using Common QR Code, click here.

An 1SO 27001 Certified Company www.escanav.com



Installation and Enrollment of Android
device in MDM Group

The enrollment procedure for an Android device consists of two main steps:
e Adding a device to the console
e Enrolling an added device

Adding a device to the console

To add a device to the console, perform the following steps:

1. Click Managed Mobile Devices > Action List > New Group.

=)

Mew Group

Add Mew Deavice
Add Multiple Devices
Change Server Ip

Properties

2. Enter a name for the group.
3. Select the group type as MDM and then click Save.

Create New Group x

Mew Group Mame :¥

[ ]

Group Type: @ mom O cop O Bvop

Select Template

| Default_Policy MDM V|

* Mandatory Field

Group will be created.

To add the new device in created group, follow the given steps below:
1. Select the created group.
2. Click Action List > Add New Device.

An ISO 2 Certified Compan WWW.escanav.com
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Add New Device window appears.

Add New Device [Group Name: Managed Devices] [Group Type: MDM] x

Mobile Number®

(sssmsmmmo )

User's name™*
[tl—-r. ]

Email 1d*

| s 8 gmail.com |

0S Type ® android  ios

* Mandatory Field

Scan above QR code for MDM/i0S enrocliment

o T |

3. Enter the mandatory details, select an appropriate OS Type and then click Add.
The device will be added to the MDM group as shown in the following screen.

Managed Mobile Devices ﬂ ﬁ
Select/Add Columns B Policy Templates Total Devices: 1

El- (@ Managsd Davices

& policy

N M ; Mobile Number ; User's name ; QR Code ; Device Added Date
(@ Group Tasks S H g H

m
-3 : - - .
EI e (0] O] W 78mes psag adams View 04 Aug 2021 04:24 PM _Not Enrolled adams@g.com Mol

- fg test_MDM

-
After adding a device to the group, you will see "M" icon next to the checkbox. This icon indicates
that the added device is not enrolled.

Enrolling the added device to MDM group

After a device is added to the console, an enrollment email is sent to the specified email ID. This
email contains enrollment details and steps to download the MDM application. It also contains the QR
code which directly fetches the enrollment details by scanning it from the device.

In case a user did not receive the enrollment email at the time of adding the device, you can resend it.

An I1SO 27001 Certified Company
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Select the specific device and then click Client Action List > Resend Enroliment Email.

Mowve to Group
Froperties

Remove from Group
Change Username/Email-id

Disenroll

After receiving the enrollment email, the user should perform the following steps:

1. Tap the shared URL in the email.
A prompt appears asking you to download the eScan MDM application.

PrPRTS S [ H

2 Do you want to download emss. apk -

again?
CANCEL DOWNLOAD

2. Tap DOWNLOAD.
Tap the downloaded file and read thoroughly about the permissions asked by the application.
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3. To proceed, tap NEXT.

’e eScan Device Managem...

Do you want to install this application? It
will get access to:

E draw over other apps
modify system settings

()  add or modify calendar events and
send email to guests without owners'
knowledge
read calendar events plus confidential
information

take pictures and videos

find accounts on the device
modify your contacts
read your contacts

9 approximate location (network-based)
precise location (GPS and network-based)

CANCEL NEXT

4. After reading the application’s access permissions, tap INSTALL.

.% eScan Device Managem...

Do you want to install this application? It
will get access to:

precise location (GPS and network-based)

X, directly call phone numbers
# this may cost you money
read call log
read phone status and identity
reroute outgoing calls
write call log

B3 read your text messages (SMS or MMS)
receive text messages (SMS)
send and view SMS messages
® this may cost you money

BB modify or delete the contents of your USB
storage
read the contents of your USB storage

CANCEL INSTALL

Open the "eScan EMM" app, after the installation is completed.

www.escanav.com
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Welcome screen appears.

5. Tap Open Agreement and read the agreement completely.
6. After reading the agreement, tap Accept.

V4 _11:28

eScan Device Management

Welcome

END-USER LICENSE AGREEMENT FOR
eScan SOFTWARE PRODUCT

By Clicking on accept, you agree to the
terms and conditions

Open Agreement

Enrollment Details form appears.

2 o4 L1129
€ Scan

-f'o eScan Device Management -
Y e — u

Enrollment Details

Fill entries through QR code

Mobile Number *

Server*

Country

o o v N
&)

SO 27001 Certified Company
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7. Enter the enrollment details mentioned in the email. To fetch the details automatically by

scanning QR code, tap Fill entries through QR Code.

8. Doing so allows application to access device’s camera. Match up the on-screen square with

the QR code and hold device steady till the application scans it. After the device is scanned,
the enrollment process starts automatically.

- e ® P V4 m 1207

4 ‘e Scan
“@»  _eScan Device Management .
Ca L

Enroliment Details

Fill entries through QR code

Lo And AadiE o THE ART DR

Country
Version : 6.4

* Field is mandatory
Default Port is

Enroll Device

9. Device Enrollment begins. Wait till the device gets enrolled.

*¢& Device Enroliment

Enrolling now, please wait..
—

An 1SO 27001 Certified Company
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Device Administrator prompt appears.

» Device Administrator

It is mandatory to activate device administrator
permission to enable Anti-Theft, Web and App Control &
Uninstall Protection Features

Next Skip

10. It is recommended that you tap Next.
Activate device administrator prompt appears.

Activate device administrator?
% eScan Device Management

Activating this administrator will allow the app
eScan Device Management to perform the
following operations:

Erase all data
Erase the phone's data without warning by
performing a factory data reset.

Change the screen lock
Change the screen lock.

Set password rules

Control the length and the characters
allowed in screen lock passwords and
PINs.

Monitor screen-unlock attempts

Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the i
too many incorrect pass

Lock the screen
Control how and when the screen locks.

CANCEL ACTIVATE

11. Read about the permissions completely and then tap ACTIVATE.




of L
|(WQC

=

The Vpn service permission dialog box appears.

Vpn service permission

Tap 'Next' and allow eScan to enable Vpn Service. Do
you want to continue?

v Do not ask again

Next Skip

12. It is recommended that you tap Next as VPN won’t work if you tap SKip.
This permission is required for the proper functioning of the “App Specific Network

Blocking” feature.
App Lock Activity prompt appears.

‘& App Lock Activity

Tap 'Next' and allow 'Usage Access' permission for
eScan. Do you want to continue?

13. It is recommended that you tap Next.

An 1SO 27001 Certified Company
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The application enrollment is completed after this step.

eScan Device Management

Administrator Mode

Device Compliance
Status: Healthy

Anti-Virus

Call And SMS Filter
Mode : Enabled

Anti-Theft
Mode :

Privacy Advisor
Permissions Used By Applications

www.escanav.com
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Differences between COD and BYOD
group

Enterprises empower their employees by allowing the use of mobile devices under Company Owned
Devices (COD) policy or by implementing Bring Your Own Device (BYOD) policy for work
operations. This enhances employee productivity and allows seamless business operations. It allows
organizations to have a comprehensive approach in safeguarding critical applications and enterprise
data accessed or residing in mobile devices. It ensures that corporate data is secured from data loss,
malware or unauthorized access.

After the MDM application is successfully installed on a device, the administrator can see the device
details in the management console. Policy deployment on the managed devices will be carried out
under the MDM Category.

Container deployment will provide you with a medium to allow users to use their device for office
work within the defined perimeter under BYOD through geo-fencing policy deployment.

In case the device is provided by the enterprise, you can enroll the device as COD (Company Owned
Device), where the security policies for the container will be applicable irrespective of the device
location.

0 The Container application can be accessed only after the eScan MDM application is
NOTE | installed and enrolled on the managed device.

An 1SO 27001 Certified Company www.escanav.com



Enterprise Security

Installation and Enrollment of Android
device to BYOD Group

To add and enroll a device in the eScan Mobility Management (EMM), perform the following steps:

1. Click Managed Mobile Devices > Common QR Code Scan
The Common QR code is displayed.

Scan above QR code for Device enrollment
CODE : VWRIVTIPTFIQVLQYLOZF

Close

Connect the device to your WiFi network and perform the following steps:

An 1SO 27001 Certified Company www.escanav.com
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2. Open device settings.

3. Tapon Google

Company

© B4 42%

.

OnePlus Store Paytm Photos

@

Photos Picsart Play Store Podcasts

O ® ¢

Recorder Save Status Settings SHAREit

» @

Theme Store Truecaller

e ©

VidMate Weather WhatsApp

w ®© e

WPS Office YouTube YT Music Zen Mode

2:46 © B4 42%

Settings

Special features

Digital Wellbeing & parental controls

System settings

About device

Users & accounts

Google

Tips & Support

www.escanav.com
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2:46 O B4 42%

& Google ©)

Ads

Find My Device

Mobile data & messaging
Parental controls

Personal Safety

Personalize using shared data
Set up & restore

Settings for Google apps

Developer

Firebase App Indexing

4, Tapon Set up & restore

© B 42%

Set up & restore

Restore contacts
Set up nearby device

Set up your work profile

5. Tap on Set up your work profile
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6. Tap on Next

21790 A Zd @ WOnNCO4R

Set up your work profile

Your work profile keeps your work apps separate
and is managed by your organisation

To finish setup, you'll need a code from your IT
admin. A management tool will be downloaded
and used by your IT admin to manage your work

profile
< @ i
217 ¢ A ¥
"no'! .
8%, H

Enrol this device

Scan or enter the code provided by your IT admin

Enter code manually

4 @ m




7. Scan the Common QR Code displayed on the web console.

8. Tap on Accept & continue

Certified Company

217 ¢ A= WO ®L40
Let's set up your work profile
View terms

Accept & continue

< D 5]

218 ¢ A S 2 MO NC®L4R

Data in your work profile is visible
to your IT admin

www.escanav.com
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9. Tap on Next

A Work Profile has been created on a device and the device has been added in EMM under
‘AutoAdded_BYOD’ group.

DO® =

Managed Mobile Devices

Mz a Managed Devices
(Jrolicy

@ -

8 Group Tasks

8 cient Devices

@®
= (g AutoAdded_BYOD
" Policy
s a
an (@@ Group Tasks

&j Client Devices

':(;i' ) (g AutoAdded_COD
E

+ (X
(X

eScan Mobility Management
| ooo

ofal Devices: O

M : Mobile Number : User's name : IMEI/Android ID : Device Added Date : Enroliment Status : Enroliment Date : [

There are no items to show in this view.

& &
'W' Not Enrolled

& ¥ enrolled

10. On a console, click on Refresh Scan Devices in the AutoAdded_BYOD group.

As shown in the below image, the added device will appear with L] logo. This indicates that
the device is added but not yet enrolled.

Managed Mobile Devices

Mz @ Managed Devices
k‘jvohcv
ﬁGroup Tasks
B Client Devices
= (@ AutoAdded_BYOD
h’jpoh:y
ﬂGrcup Tasks
B Client Devices (1)
+ (g AutoAdded_COD
& X
& X

¥

&

DO =

eScan Mobility Management

can

Seloct/Add Columns ] @ Polcy Templates ] Common QR Code Scan

Total Devices: 1

1-10f1 page (1 Jof 1 Rows per page: (500_v] = *

® : Mobile Number { User's name { IMEI/Android ID i Device Added Date : Enrollment Statu:

(I TP —————— . 07 Aug 2023 02:20 PM _Not Enrolled
v v
& -
& # enrolled ‘ 'W' Not Enrolled

11. On a device, Go to Work profile and open Play Store

50 27001 Certified Company
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Q Search Apps & Games \9,
eScan EMM
B* Installed
4 @ I

12. Open eScan EMM application

(]

Allow eScan EMM to take pictures
and record video?

While using the app
Only this time

Don't allow

13. Allow Camera permission

1 Certified Company www.escanav.com
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ise Mobility Management

Welcome

END-USER LICENSE AGREEMENT FOR eScan
SOFTWARE PRODUCT

By Clicking on accept, you agree to the terms
and conditions

Open Agreement

Privacy Policy

Accept

14. Tap on Accept and allow Location permission

e Scan

> Enterprise Mobility Management

Accessibility Permission

A web security feature needs Accessibllity Permission to
scan and block fraudulent and malicious web links that
may harm you. Without accessiblility permission, your
browsing experience will not be secure. Go to settings
and grant us accessibility permission

Grant Permission

Ask me later

15. Grant necessary permissions

@
A




NG

16. Tap on Next
The Enrollment details will be displayed as shown in below image:

* Scan

e

e Scan

[ A

Enterprise Mobility Management

v

Screen overlay Permission

Draw Over Other Apps Permission is required
to display security warnings and information
and block restricted apps. Grant this
permission to protect your data and phone

v

Caller ID and spam app Permission

It is mandatory to select eScan EMM as
default caller id and spam application for use
Call Blocking features

GPS(Location) Permission

It is mandatory to allow the GPS(Location) to
get device location

v

Usage Access Permission

Itis mandatory to allow the Usage Access to
use the App Lock feature

v

Enterprise Mobility Management

Enroliment Details

Default Portis 2
Google ID: 3

Enroll Device
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17. Tap on Enroll Device

Enterprise Mobility Management

©)
= /‘

Anti-Virus
Cloud Protection : Enabled

Device Settings
Device Settings

Notification Messages
View History

Applications
Enterprise Play Store

Content Library
Library of Files

5 WIFI Settings
WiFi Settings

Additional

Advanced settings

Successfully enrolled

The device has been enrolled successfully.

18. On a console, click on Client Devices under AutoAdded_BYOD group

DO ®

eScan Mobility Management
= ‘ Managed Mobile Devices a

i Q Select/Add Columns | @ Policy Templates Common QR Code Scan Refresh Scan Devices

Total Devices: 1

| = (@ Managed Devices 1-10f1 M (page (1 ) of 1 pm Rowsperpage: (500 v)
3 Policy H i H 1 s 5
& Q B : Mobile Number { User's name { IMEI/Android ID : Device Added Date : Enrollment Status : Enroll
(@ Group Tasks . - : : .
i 0O & hwct S Sporitesd - . 5
@ | {8 Cient Devices [ T —— 07 Aug 2023 02:20 PM Enrolied 07 Aug 3
3
7 = (@ AutoAdded_BYOD
1 & policy
P
as (@@ Group Tasks
8 Giient Deieeghy)
-3%1- ) (g AU s
|| sa@o
@
{
=
)

P o
& # encolled & # ot Enrolied

As shown in the above image, the added device will appear with "' logo that indicates the
device is now enrolled successfully.
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Installation and Enrollment of Android
device to COD Group

Prerequisites
e Perform Factory Reset on a device
e Have a WiFi network to be connected to the device

To add and enroll a device in the eScan Mobility Management (EMM), perform the following steps:

1. On aconsole, click Managed Mobile Devices > Common QR Code Scan

Scan above QR code for Device enrollment
CODE : VWRIVTIPTFIQVLQYLOZF

On a device, perform following steps:
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Hello

ENGLISH (INDIA) ~

2. Tap 7 times on a screen to open QR Scanner

A4

Scanning for a QR code

3. Scan the Common QR Code displayed on a console

www.escanav.com



4. After scanning the QR code, connect the device to your WiFi network

5. Tap on Next

01 Certified Company

v WL48

—
—
-

Connect to Wi-Fi

< A

h 4 w9240y

This device belongs to your
orgamisation

To leam more, contact your IT admir

www.escanav.com
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h 4 ceasay

Let's set up your work device

# tem

< A

6. Tap on Accept & continue

W w00
(M)

Privacy and software updates

Motorola collects and reports usage information
10 keep your software up 10 date, provide
personalized support, and improve products

and services, Data collected will be transferred

10 Motor

Ou can change
b

Settings > Privacy > Motorola privacy.

YOUr privacy ny ime

y going to

Help improve Motorola products

Share device usage statistic .

Enhanced device support
port ard recommandations fof .

Gt customized suppor

t dence

Smart updates

Automatically downksad and install security updates .

and bug fixes over WA F

For your safety, security updates may be downicaded

ang nstaled automal 1y ow Do cata I WAFL st
available within a temeframe that correspends to the
mpotta tes may slso be
Jower 4 tomatically aver W f they're
eedad 10 keep your device working pooperly

Motorola privacy policy

Accept & continue

S 4

7. Tapon Accept & continue to accept Privacy policy and Software policy
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A 4 w440

Pl

7

Google services
Tap to find out more about each service, such
as how to tumn it on or off later. Data will be used

according to Google's Privacy Policy.

Location

o Jse location v

Device mamtenance

(O  Send usage and diagnostic

data .

S 4

8. Tap on More and then tap on Accept
Fzieaan - e 440\

A

You're all set

You're ready to start using your phone

9. Tapon Done

www.escanav.com




Managed Mobile Devices n ' n

Select/Add Columns @ Policy Templates Common QR Code Scan ml Total Devices: 0
= g Managed Devices B  Mobile Number  User's name | IMEI/Android 1D Device Added Date  Enroliment Status . Enroliment Date | Last Policy Applici8

Wpolicy There are no items to show in this view.
@ Group Tasks [N
S Client Devices
- (g AutoAdded_BYOD
- (g AutoAdded_cOD
ﬁPohcv
aGrcun Tasks
E{ Client Devices
& G,
+

& W eorolled ‘ " Not Enrolled

10. On a console, click on Refresh Scan Devices in ‘AutoAdded COD’ group. As shown in the

below image, the added device will appear with W logo. This indicates that the device is
added but not yet enrolled.

Managed Mobile Devices u . u
Select/Add Columns @ Policy Templates Common QR Code Scan Refresh Scan Devices Total Devices: 0
= a Managed Devices 1-10f1 page [ 1 ) of 1 Rows per page: (500 v] = °
Policy
g @ Mobile Number User’s name IMEI/Android ID Device Added Date | Enroliment Status ' Enroliment Date
uG’D\-E Tasks ST
[ Client Devices () ' 3moaaten Mesate F30 tata ami it Sbandiaitiis 04 Aug 2023 12:13 PM Not Enrolled
4 (g AutoAdded_BYOD
= (g AutoAdded_COD
gcahcy
(@ Group Tasks
& Chent Dewm@)
5 @
© [ x_
| Do
& W encolies & F ot enroted

11. On a device, open eScan EMM application
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p e Scan

> Enterprise Mobility Management

Welcome

END-USER LICENSE AGREEMENT FOR eScan
SOFTWARE PRODUCT

By Clicking on accept, you agree to the terms
and conditions

Open Agreement

Privacy Policy

12. Tap on Accept

Enterprise Mobility Management

Accessibility Permission

A web security feature needs Accessibllity Permission to
scan and block fraudulent and maliclous web links that
may harm you. Without accessibllity permission, your
browsing experience will not be secure. Go to settings
and grant us accessibility permission

Grant Permission

Ask me later

13. Allow necessary permissions

@
A
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e

;0._“ Enterprise Mobility Management

v

Screen overlay Permission

Draw Over Other Apps Permission is required
to display security warnings and information
and block restricted apps. Grant this
permission to protect your data and phone

v

Caller ID and spam app Permission

It is mandatory to select eScan EMM as
default caller id and spam application for use
Call Blocking features

GPS(Location) Permission

It is mandatory to allow the GPS(Location) to
get device location

v

Usage Access Permission

Itis mandatory to allow the Usage Access to
use the App Lock feature

v

14. Tap on Next
The Enrollment details will be displayed as show in below image:

) ‘e Scan

> Enterprise Mobility Management

Enrollment Details

Default Port is 2
Google ID: 3

Enroll Device

15. Tap on Enroll Device
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12908 48 9

¥ bem

Anti-Virus
Cloud Protection : Enabled

Device Settings

Device Settings

Anti-Theft
View History

Content Library
Library of Flles

Additional
Advanced settings

The device has been successfully enrolled.

16. On a console, click on Client Devices under ‘AutoAdded COD’ group

Managed Mobile Devices a ' n
Select/Add Columns @ Policy Templates Common QR Code Scan Refresh Scan Devices Total Devices: 1
1-10f1 it .

= Managed Devices page [ 1 ) of 1 Rows per page: (500 v)

Yrolicy

h:J i B Mobile Number User's name IMEI/Android ID Device Added Date  Enroliment Status  Enrollment Date

(8 Group Tasks

-

{# Client Devices

+- (g AutoAdded_BYOD

= (@ AutoAdded_COD
QFC&\C(
‘:Gr:un Tasks D?
-
[ Client Devices (1)

5 @

¢ G

L 04 Aug 2023 12:13 PM Enrolled 04 Aug 2023 12:18

. e
& W enrolled W Not Enrolled

As shown in the above image, the added device will appear with "' logo that indicates the
device is now successfully enrolled.
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Installation and Enrollment of 10S Device

The enrollment procedure for an iOS device consists of two main steps:
1. Adding a device to the console
2. Enrolling the added device

Adding a device to the console

1. Click Managed Mobile Devices > Action List > Add New Device.

[_Acton ust_|

Mew Group
IA«:I::l MNew DE'-.-"CEI
Add Multiple Devices

Change Server Ip

Properties

Add New Device window appears.

Add New Device [Group Name: Managed Devices] [Group Type: MDM]

Mobile Mumber®
User's name™®

Email 1d*

0S Type () android  ®ios

* Mandatory Field

2. Enter the details; select an OS Type as iOS and then click Add.

www.escanav.com
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3. After clicking Add, the device will be added to the console as shown in the following screen.

Managed Mobile Devices a B n

Select/Add Columns @ Policy Templates Total Devices: 2

El"ﬁ Managed Devices 1-20f 2 page 1 of 1 Rows per page: | 10 V|

| : Mobile Number :User's name : QR Code ; Device Added Date : Enroliment Status: Enroliment Date

g""@Gruup Tasks B o s & £ 5 =

B Client Devices D W' Zadbiean g Fbees Wigw 04 Aug 2021 04:24 PM Enrolled 04 Aug 2021 05:26 PM

--ﬁ'ﬁ-— - D ‘ P — gl *: View 20 Jul 2021 02:10 PM  ygk Enrolled

o e

)

Notice the icon @ in the Mobile Number column; it denotes that the device is not enrolled.

Enrolling the added device

After a device is added to the console, an email containing the enrollment procedure will be sent to
the specified email ID. This email will contain steps to download MDM application and details such
as Mobile No, Server, and Port. In addition to this, it will also contain the QR code that will fetch the
above mentioned details by scanning it from the device. In case a user didn’t receive the enrollment
email at the time of adding the device, you can resend the enrollment email.

Select the specific device and then click Client Action List > Resend Enroliment Email.

Mowve to Group
Propertiss

Remove from Group
Change Username/Email-id

Disenroll

www.escanav.com
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After you have received the enrollment email, perform the following steps:

1. Download and install the eScan MDM application from the App Store.

{ Search
eScan MDM
MicroWorld Technologies Inc
GET ...}

4+

oD Contact B¢

¥ Backup Contacts

st Backup: 18:07 11 0c

E Restore Contacts

Last Restore. Not yet restol

e s

@4§_EPQ

Today Games Search

2. Read the eScan Agreement completely and then tap Accept.

eScan Agreement

Software End User License Agreement

eScan Device Management for iPhones & iPads

Read the following terms and conditions carefully
before downloading, installing or using this Software
(defined above). By using this software or by clicking
the "1 agree” button or attempting to load the software
in any way, (such action will constitute a symbol of
vour signature), you acknowledge and admit that you
have read, understood and agreed to all the terms and
conditions of this agreement. If you do not agree with
such terms and conditions, please do not proceed with
the installation of the software and delete the software
from your device. This software is available only to
individuals aged 13 years or older. If you are 13 or older
but under the age of 18, you should review these terms
and conditions with your parent or guardian to make
sure that vou and vour parent or guardian understand
these terms and conditions.

LICENSE

This End User License Agreement (“License™ or
“License Agreement™) is a legal agreement between
MicroWorld Software Services Pvt. Lud. (*MicroWeorld
"y and you and applies w your use of this eScan
software  and  all  related  documentation  that
accompanies this application (*Sofrware™).
MicroWorld's licensors refers o any thind parties
licensing all or any portion of such Software to
MicroWorld. This License is specifically intended for
the benefit of MicroWorld and any MicroWorld
licensors.

DEFINITIONS




3. Launch the eScan MDM application and enter the details mentioned in the enroliment email,
or fill in the details automatically via QR code by tapping Read QR Code. Doing so will turn
on your device’s camera. Match up the on-screen square with the QR code and hold your
device steady till the application scans it. After the successful scan, the details will be

automatically filled.

D09 198 xxxxxx

et

4. After the enrollment details are filled, tap Enroll Device.
The iOS Config screen appears.

105 Config

vwﬂcnmc to eScan ENMM

Tap the “Install Profike® button 1o inatall EMM
Prodile

Install Profile

Afler the profile installalion is complite,
tmp “Oipen eScan App™ buiton o proceed with

device Encollenent

Open eScan App

5. Tap Install Profile.
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Enterprise Security

The application attempts to access your device’s Settings. The following dialog box appears
asking confirmation:

C, Search or enter website name

This website is trying to open Settings
to show you a configuration profile. Do
you want to allow this?

6. Tap Allow.
Install Profile settings appear.

Cancel Install Profile

@ eScan Enterprise Mobility Mana...

Signed by Mot Signed

Description  Enterprise Mability Management Solution for
0% by Microworld Technologies Inc.

Contains  Mobile Device Managamant
Certificate

Maore Details

7. Tap Install.

27001 Certified Company
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Enter Passcode screen appears.

Enfer Passoode Cance]

1 2 | 3
a4 5 8
0 5

8. Enter the device’s passcode to proceed with the installation.

After entering the passcode, Warning message appears stating that an administrator will be

able to remotely manage your device.

Cancel Warning Install

LAOSILE DEVH

Installing this profile will allow the
P————

administrator at Bk
*ta

i P

remobely mansge your iPhons,

The adminlstrator may collect personal data,

addfremdwe accounts and restrctions, install,

manage and list apps, and remotely erase
data on your iPhone.

]

ey e
Lz sED PROFILE

The profile is nol signed.

9. To proceed with the in

Certified Company

stallation, tap Install.

www.escanav.com




Enterprise Security

A pop-up message appears asking confirmation for remote management of your device.

Remote Management
Do you trust this profie's source %0

10. Tap Trust.
The MDM profile will be installed on your device.
11. To exit the installation process, tap Done.

Profile Installed

@ eScan Enterprise Mobility Mana...

Signed by Nol Signed

Description  Enterprise Mability Managament Solution for
i035 by Microworld Technologies Inc.

Contains Mobile Device Managamant
Certificate

Mare Details

7001 Certified Company WWw.escanav.com
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The iOS Config screen appears.

i0s Config

?Wﬂlmm to eScan EMM

Tap the "Install Profile™ bufion to install EMM
Profile

Adbar the profile imdalllation s complite,

np “Open eScan App™ basion 8o procecd with
ey o Enrellenent

Open eScan App

12. Tap Open eScan App.
A pop-up appears.

@, Search or enter website name

Open in "eScan MDM"™?

Cancel

13. Tap Open.

7001 Certified Company WWW.escanav.com
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Configure screen appears stating that the Device Enrollment is in progress.

Device Enrollment in progress ...

e

Please Wait
Processing reguest...

After the device enrollment is complete, following screen appears.

eScan Mobility Management

DEVICE IS HEALTHY

ertified Company www.escanav.com



In the eScan Mobility Management (EMM) console, you can see the icon change to green = from

red 8 and the enrollment status change to Enrolled from Not Enrolled.

Managed Mobile Devices

5
an

S 143 oo

Total Devices: 2

E‘ﬁ Managed Devices
: Ej Policy

@ Group Tasks

El Client Devices

1-20f2 pags 1 of 1

| Mobile Number User's name QR Cnde Device Added Date

-
D W' 7R 0 aan g Fhess WView 04 Aug 2021 04:24 PM Enrolled

O 8 gspsssrsss  Tes e " Wiew

30 Jul 2021 03:10 PM  Enrolled

Enrollment Siatus Enrollment Date

Rows per page: | 10 V|

04 Aug 2021 05:26 PM

1 Certified Company
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Policy comparison of MDM, COD and
BYOD Group Types

Policies for MDM

Policies for COD

Policies for BYOD

Anti-Virus Policy

Anti-Virus Policy @

Anti-Virus Policy ©

Call & SMS Filter Policy

Application Control ©

Application Control ©

Web and Application
Control

Additional Settings Policy ©

Anti-Theft Policy ©

App specific network
blocking

Password Policy &

Additional Settings Policy
Q

Anti-Theft Policy

Required Applications Policy©

Password Policy &

Additional Settings Policy

Scheduled Backup (Contacts &
SMS) ©

Required Applications

Policy©

Password Policy

Content Library Policy ©

Content Library Policy ©

Device Oriented Policy

Restriction Policy &

Restriction Policy &

Required Applications
Policy

Wi-Fi Configuration ©

Location Fence &

WIiFi Settings Policy

System Updates &

Wi-Fi Configuration ©

Scheduled Backup (Contacts
& SMS)

Content Library Policy

Kiosk Mode Policy

Location Fence

o Policies sporting G icon are applicable for container version of the application for

NOTE

BYOD and COD groups.

Device.

e Anti-Virus Policy
e Call Filter Policy
e Application Control

e Additional Settings Policy

e Password Policy

For detailed policy description for following policies, refer Policies section under Managed Mobile

e Required Applications Policy
e Scheduled Backup (Contacts & SMS)

e Content Library Policy

More additional policies for COD and BYOD are Restriction Policy, Wi-Fi Configuration and
System Updates.

An 1SO 27001 Certified Company
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Restriction Policy

The Restriction Policy lets you apply certain restrictions on a device that prevents the user from
getting access to certain device features.

Restriction Policy

Additional Settings

Disallow Wolume Contro

7] Disallaw camera

Disable Cell Broadcast

=]
=
-
o

w "USB Tethering and Portable Hotspots”

|| Disable Microphona Disallow Cutgoing Phone Calls

Disallow Send/Receive SMS

|_| Disallow Screen Capturs

Disable Developer Cptions

Ud Disallow usb file transfer

Disallow Adding and Removing of Accounts

Disallow Adding Usars

| Disable Blustooth

Disable Remaving Users

|:I Disallow Bluetooth Configuration Disallow User Icon Change

|| Disallow Keyguard

Disallow Wallpaper Change

|_| Disallow "Factory Reset Disallow App Installation Manually

Disallows Mult Windowr

|| Disallow "Resat Metwork Settings"

|_| Disallows "Data Roaming” services Disable Using NFC Beam

|| Disallow "Mabile Metworks" configuration Disable blustooth contact sharing

Following are the Additional Settings that can be disabled from being configured on managed
device(s):

o Disallow camera - Select this checkbox to disallow a device from using camera.

e Disallow “USB Tethering and Portable Hotspots” - Select this checkbox to disallow a
device from using USB Tethering and Portable Hotspots.

¢ Disable Microphone - Select this checkbox to disable a device from using microphone.

e Disallow Screen Capture - Select this checkbox to disallow a device from taking screen
capture.

o Disable Developer Options - Select this checkbox to disable the Developer Options. By
default this option is selected.

o Disallow USB file transfer - Select this checkbox to disallow a device from transferring files
via USB. By default this option is selected.

o Disable Bluetooth - Select this checkbox to disable Bluetooth feature on a device.

o Disallow Bluetooth Configuration - Select this checkbox to disallow Bluetooth
configuration from the device.

¢ Disallow Keyguard - Select this checkbox to disallow Keyguard option on a device.

¢ Disallow “Factory Reset” - Select this checkbox to disallow a device from factory reset.

o Disallow “Reset Network Settings” - Select this checkbox to disallow a device from
resetting network settings.

o Disallow “Reset Network Settings” - Select this checkbox to disallow a device from
resetting network settings.

e Disallow “Data Roaming” services - Select this checkbox to disallow a data roaming
services from device.

e Disallow “Mobile Networks” configuration - Select this checkbox to disallow configuration
of mobile networks.

O 27001 Certified Company WWw.escanav.com
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¢ Disallow Volume Control - Select this checkbox to disallow volume controls on a device.

¢ Disable Cell Broadcast - Select this checkbox to disable a device from cell broadcasting.

¢ Disallow Outgoing Phone Calls - Select this checkbox to disallow outgoing phone calls from
the device.

o Disallow Send/Receive SMS - Select this checkbox to disallow send and receive SMS
service on a device.

o Disallow Adding and Removing of Accounts - Select this checkbox to disallow a device
from adding and removing of accounts.

o Disallow Adding Users - Select this checkbox to disallow a device from adding users.

e Disable Removing Users - Select this checkbox to disable removing users function from a

device.

o Disallow User Icon Change - Select this checkbox to disallow a device from change user
icon.

e Disallow Wallpaper Change - Select this checkbox to disallow a device from changing its
wallpaper.

o Disallow App Installation Manually - Select this checkbox to disallow a device from
manually installing application.

e Disallow Multi Window - Select this checkbox to disallow multi window option on a device.

e Disable Using NFC Beam - Select this checkbox to disable NFC (Near-field communication)
from a device.

o Disable Bluetooth contact sharing - Select this checkbox to disable a device from sharing
contacts through Bluetooth.

Following are the Escan settings that can be disabled from being configured on managed device(s):

o Disable WiFi Settings - Select this checkbox to disable WiFi settings from being configured
on a device.

e Disable GPS Setting - Select this checkbox to disable GPS settings.

e Disallow Incoming Calls - Select this checkbox to disallow incoming calls on a device.

o Disable Bluetooth Setting - Select this checkbox to disable Bluetooth settings.

o Disable Mobile-Network Setting - Select this checkbox to disable mobile-network settings.

Following are the Administrator settings that can be disabled on the managed devices:

o Disable Mount Physical Data Setting - Select this checkbox to disable settings for mounting
physical data from being configured.
e Ensure Verify Apps Setting - Select this checkbox to disable Ensure Verify Apps setting.

An SO 27 ertified Company www.escanav.com



WIiFi Configuration

The WiFi configuration policy lets you define the settings for your Wi-Fi connections. You can
disable WLAN/Wi-Fi or restrict the usage of Wi-Fi by allowing the device to connect only to the
listed Wi-Fi networks. The device can be automatically locked or raise a sound alarm, if it is not
connected to any of the listed Wi-Fi connections.

+ Wifi Configuration

(] Prevent user from manuszlly configuring Wi-Fi settings on the device

B wWiFi Network Name (551IDs)

Prevent user from manually configuring Wi-Fi settings on the device: Select this checkbox to
disallow users to configure Wi-Fi settings manually.

Importing a WiFi SSID

To import the Wi-Fi SSID:

1. Click Import.
Add window appears.

Enter WiFi network name [SSIDs): [ ]
Select authentication: [ Mone v]
Mote: WiFi network name {S5ID]) are case sensitive

o

2. Enter the Wi-Fi network name (SSID) in the field.
Select authentication type.
4. Enter a password and then click Add.
The Wi-Fi network will be added to the console.
The devices will be allowed to connect only to the added Wi-Fi network SSID.

o
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Deleting a Wi-Fi network SSID

To delete the Wi-Fi SSID:
1. Select a Wi-Fi network SSID and then click Delete.

+ Import T Delete

+ WiFi Network Name (SSIDs)
- JN e

A confirmation prompt appears.

Delete x

Do you really want to Delete?

2. Click OK.
The Wi-Fi network SSID will be deleted.
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System Updates

The System Update policy allows admin to configure system update settings on a device. By enabling
the freeze time admin can freeze the system updates of a particular device for defined time period.

¥ System Updates

MNOTE : The system update policy controls how 05 updates are applied. If the update type is "Windowed", the updates will be automatically
applied between given time interval.

MOTE : The system updates will be applied only outside given Fresze time period(s).

[T} Enzhle Fresze Time

System Updates: Select the system update type from the drop-down list.

o Unspecified: Select this option to update the system at no specified time.
e Automatic: Select this option to update the system automatically, whenever update is
available.
e Postponed: Select this option to postpone the system update for 30 days. After 30 days, the
system will get updated immediately.
o Windowed: Select this option to specify the time interval for system update. As you select
update type as a windowed following field will be enabled.
o Start Time: Specify the start time for system update.
o End Time: Specify the end time for system update.

9 System will be get automatically updated between specified time interval, when you
NOTE | select update type as “Windowed”.

Enable Freeze Time: Select this checkbox to enable the freezing of system update for defined time

period.
To add the freeze time:

1. Click Add.
Set Freeze time period prompt appears.

Set Freeze time period b4

Start Date End Date
[ D&/24/2022 l [C'E_-"Zi."ZCZZ l

2. Select Start Date and End Date.

An I1SO 27001 Certified Company WWw.escanav.com



3. Click Add.
The freeze time will be added.

Enable Freeze Time

Start Date

O |o6-24-2022 0&-25-2022

To delete the added freeze time, Select the freeze time you wish to delete, click Delete option.
The freeze time will be deleted.

01 Certified Comps www.escanav.com



Manage Backup

The Manage Backup module lets you take a backup of SMS and Contacts saved on the managed
devices to the server and restore it on the device whenever required.

Clicking a Group displays the list of all devices in it along with their details such as Mobile Number,
User’s Name, Last Backup, Backup Now and Manage Backup.

5
M am-aepe Ba‘:kup n

ﬁ Teil i .
|:| W 754 g ade Backup Now Manage Backup

Clicking on a device shows information about its last SMS Backup, Contact Backup, and Device
Status.

Mobile No : © § 8% 5880 User's name : dest

Refresh backup list

SMS Backup Contact Backup Device Status

There is no information for this device.

Taking a backup from devices to the server

To take a backup of device:

1. Click Manage Backup and select the specific group or devices of your wish to take a backup

to the MDM server.
2. Selecting a device will enable Backup Now option.

Manage Backup B n

Backup Now

: Tes ™
ﬁ W g g ads Backup Mow Manage Backup
ﬁ s _J |ﬁ| T Backup N M Bi
H 5 Bsh Wt ackup Now anage Backup
B e B4 5

E| it Tt

Eﬂ g4 8m iy 5

3. Select the desired backup option and then click Backup Now.

www.escanav.com
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Backup window appears displaying the progress.

T

Backup in progess.....

Backup for 75 5

The report displays following fields:
Mobile Number, User's name, Last backup, Backup Now, Manage Backup.

3
Manage Backup n

ﬁ Managsd Devices | Mobile Number User's name Last backup Backup Now Manage Backup

[l g4 5 Test_fe Backup MNow Manage Backup

Manage Backup: Clicking Manage Backup link displays following screen.

Mobile No : © 8 8858 5880  User's name : dest

SMS Backup

Refresh backup list

Contact Backup Device Status

There is no information for this device.

It displays the SMS Backup, Contact Backup, Device Status and Refresh backup list.

e SMS Backup: It displays the SMS backup status for the selected device.
e Contact Backup: It displays the contact backup status for the selected device.
e Device Status: It displays the following fields:
Date-Time and Description
o Date-Time: displays the date and time when the Contacts and SMS backup were
requested by the server.
o Description: displays whether the Contacts or SMS backup was requested from the
server.
o Refresh backup list: Clicking Refresh backup list, refreshes the existing backup list.
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App Store

The App Store module lets you push applications on a device by policy deployment. The user will

receive a notification to install an application. This module helps you push application(s) on multiple
devices at the same time.

]

Applications listed below can be imported through "Policy => Required Application Policy”, for deployment to devices,

@ In-House Apps (Android) Applicable only for MDM group type.
cn
J In-House Apps (Android) Play Store Apps (Android) iStore Apps (iD5S)

LO Kb -0 17 W& 2022 11:54 AM

Configuration

Adding an Android application with In-House
Apps (Android) option

To add an application, follow the below steps:

1. Click Add > In-House Apps (Android).

In-House Apps [Android)

Play Store Apps [Android)

iStore Apps (I0S)

Add App (In-House) window appears.

(oommonions ]

Select Application source

Select & file with .apk extension

Mo file chosen

2. Click Choose File and browse your computer for the .apk file.

01 Certified Company
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3. After selecting the file, click Continue.
Add Application window appears.

Add App (In-House) X

Application Name: [AF‘-('I'me ]

Application Icon: a Mo file chosen

Application Id: [com.- 4 n— . ]

Description:

e

4. Write a brief description about an application and then click Save.
The application will be added to the App Store.

NOTE In-House Apps (Android) is only applicable for MDM group type.

Click the numerical in the Installed column to view the list of devices on which the application is
installed. Before the policy deployment the count will be 0. If the application with the same version
number already exists on the devices, the installation count will be shown accordingly.

Adding an Android application with Play Store
Apps (Android) option

To add an application, follow the below steps:
1. Click Add > Play Store Apps (Android).

In-House Apps (Android)

Play Store Apps (Android)

iStore Apps (i0S)

Add App (Play Store) window appears.
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DKL
Add App (Play Store) x
B Google Play | search Jn 2 @
}).
Featured Apps
=t @
B+
Google Chrome WhatsApp Mess Dropbox: Cloud Adobe Acrobat LinkedIn: Jobs
Google LLC WhatsApp LLC Dropbox, Inc. Adobe LinkedIn
* ok ok ok * ok ok ok *ok ok ok *okok ko * ok ok ok

oo B@

Slack Evernote - Note TeamViewer Qu Firefox Fast & P Rescue + Mobi v -

2. Search for required application.
Select appropriate application from list and approve it.
4. Click Close.

The application will be added to the App Store.

@

Adding an 10S application from iStore Apps

To add an application, follow the below steps:

1. Click Add > iStore Apps (iOS).

In-House Apps (Android)
Play Store Apps (Android)
iStore Apps (I0S)
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Add Apps (i0S) window appears.

Add Apps (iD5) x
App Details
Selact Region [India Vl
App Name = [Enter app name... ]

Application Icon @

= Mandatery Field

2. Select a region.

3. Inthe App Name field, enter an application name and select an appropriate application from
the suggestions.

4. Click Save.
The application will be added to the App Store.

NOOTE The description can be edited only for In-House Apps (Android) applications.

Deleting an application from the App Store

To delete an application, follow the below steps:

Select an application and then click Delete.

App Store § n

Applications listed below can be imported through "Policy > > Reguired Application Policy”, for deployment to devices.
[“nda ~ | Wedn | oelete
In-House Apps (Android) Play Store Apps (Android) iStore Apps (i0S)

Size

{ Added On

{ Installed

i Version

Package Name

L Application Name

. AtwSaap
COML Brriess oot gamiaciosst 2.2 4862 Kb o 20 Jul 2021 04:24 PM

The selected application will be deleted.

www.escanav.com
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Anti-Theft

The Anti-Theft module lets you remotely locate and block a device, in case of loss of device. This
module also lets you wipe data available on a device and also allow scream an alarm. It allows to
unblock the device using Admin Access code.

po— oo
g Managed Davices M : Mobile Number SUser's name : Last Lacation ream Status :Block Status : Message Status : Profile Remove status : Fal
: factory reset -
q O W ez ME 12 May 2022 03:46 PM(Failed)
ata
O I
u . 3
a
i{a] Sangram_MDM O W o Tah

Selecting an added device enables following options:
e  Wipe Data
o Block Device
e Unblock Device
e Scream
e Send Message
e Locate Device
e Remove Work Profile
e Factory Reset
e Lock Device

Wipe Data

With this option you can delete entire data from the device if it gets lost or stolen.
To wipe the data:

1. Select the specific device and then click Wipe Data.
A confirmation prompt appears.

(worwios x|

Do you want to WIPE selected device(s)?

Note:
1. Contact, SMS, Calender & email accounts will be deleted from the compatible devices. {Android)

2. Device will be Factory Resst. (i05)

2. Click Yes, to confirm data wipe on a device.
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A window appears displaying the request in progress.

——
Anti-Theft n

Reguast in process.....

Request WIPE for mobile number 75 5 was schedulad

Wipe Data option will delete contacts, SMS, calendar data & email accounts from an Android device
whereas, an iOS device it will be factory reset.

Block Device

This option lets you block a device remotely. This option can be used for both iOS and Android based
devices. To block a device that has been lost or stolen:

1. Select the device from the list of managed devices and then click Block Device.
A confirmation prompt appears.

Lock device irrespective of policy set in "Wifi Settings Policy (Lock
Device)"

Note :

If unchecked,

1.The device(s) will not be locked if connected to Wifi SSID as per "Wifi
Settings Policy (Lock Device)”

2.The device(s) will be locked if "Wifi Settings Policy (Lock Device)” is
not set.

-

Co ] o

2. Click OK.
Anti-Theft window appears displaying the request in process.

Anti-Theft n

Reguest in process.....

Request LOCK for mobile number 75 5 was schedulad

After the device is blocked, the device user will need Admin Access Password to unlock the device.

01 Certified Compe
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Unblock Device

This option lets you unblock a device. This feature works only for Android based devices.
To unblock a device:

1. Select the device from the list of managed devices and then click Unblock Device.
Following window appears showing request in process:

Anti-Theft n

Reguest in process....

Request for mobile number 75 5 was scheduled

Scream

The Scream lets you raise a loud alarm on a device will help the user to locate their device if it is in
the vicinity. This option can be used for both iOS and Android based devices.
To raise a loud alarm on a device:

1. Select the specific device and then click Scream.
Following window will be displayed on screen:

Anti-Theft n

Reguest in process.....

Request SCREAM for mabile number 75 5 was scheduled

Send Message

The Send Message lets you send a message to the device. This option can be used for both iOS and
Android based devices. To send a message (notification message):

1. Select the specific device and then click Send Message.

www.escanav.com
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Message window appears.

Message

Please call on 85w 2 to return the phone

Max. 180 characters.

2. Type the message in the field and then click Send.

Anti-Theft n

Regquest in process....

Request SEND MESSAGE for mobile number 75

Locate Device

The Locate Device option lets you locate a device by using the wireless network or a device’s GPS.
eScan server displays the device location on Google Maps. This option can be used for both iOS and

Android based devices. To locate a device:

1. Select the specific device and click Locate Device.
Anti-Theft window appears displaying process.

Anti-Theft n

Feguest in process.....

Regquest LOCATE for mobile number was scheduled
Note :
Locatian details of the device will also be sent to the Administrator’s Email-id an

receipt of this request by the davice,

www.escanav.com
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Remove Work Profile

The Remove Work Profile lets you remove the container work profile from a device. This feature is
available for only Android based devices. To remove container work profile from a device:

1. Select the specific device and then click Remove Work Profile.
Following window appears after removing the work profile from a device:

Anti-Theft n

Request in process.....

Request for mobile number was scheduled

Factory Reset

The Factory Reset option allows you Reset the device, in case of lost or stolen. This option can be
used for both iOS and Android based devices. To Reset a device:

1. Select the specific device and click Factory Reset.
Anti-Theft window appears displaying process.

Lock Device

The Lock Device option lets you lock the device, in case of lost or stolen. This option can be used for
both iOS and Android based devices. To lock a device:

1. Select the specific device and click Lock Device.
The command will be executed on the device.

Anti-Theft B

Fagquest in process.....

Request PROFILE_LOCK for maobile number *5 was scheduled
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Asset Management

The Asset Management module displays detailed description of all the hardware configuration and
applications installed on the managed devices.

Hardware Information

.

Asset Management Gl n

J Hardware Information Application Information
Filter Criteria Export Option

Device Detzils 1-20f2 page| 1 lof 1 Rows per page: | 10 Vl

Mobile Number User's name EGmup Group Type |

KL Device_ & s  test MDM MDM 192.hask & 8 e mimie “oaRl  Gepes Android Gl
g4 5 Test e test MDM - MDM 132, =1=L FREL Android 7.

Viewing Hardware information

1. Click Asset Management and then click Hardware Information to view all the hardware
related information and all the information captured by the eScan Server can be filtered.
2. To filter the hardware information, click Filter Criteria drop-down.

Hardware Information Application Information

—Filter Criteria

Mobile Numb [x ]l Include vl Phone Memory (System Usable) (MB) [x ]l Include vl
1P Address 6 ) (anclude v] External SD (MB) = ) (include +]
User's name [x ][I"CI‘-':'E vl Internal Memory {User Usable) (MB) [x ][I"CI”de vl
IMEI Number [x ][I"CI‘-':'E vl Network Type | —-Select-- V][I"CI”de vl
Phone Modeal [" ][Iﬂclu:le V| B ing Enabled | --Salact-- V][Iﬂclude V|
Operating Sy [x ][I"CI‘-':'E vl Rooted | —-Select— vl [I"CIUdE vl
0OS Version [= ] (1nclude w] Bluetooth [-Salect-- w[Include v]
RAM (MB) [" ][Iﬂclu:le V| WI-FI | --Salect-- V][Iﬂclude V|
Group [= ] (1nclude w] Gps [--Select-- w |[Include w]
=

3. Select the checkbox next to each criterion and select Include/Exclude to include/exclude that
particular criterion in the filtered report.

4. Select the desired criteria drop-down and then click Search.
Details will be filtered in the table instantly.

5. Click Reset to set the default values.
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Following Hardware information is captured from Managed Devices.

An 1SO 27001 C

Options

Description

Mobile Number

Displays the mobile number that is assigned to the device during
adding a device/enrollment.

User’s name

Displays the username with which the device is registered on the
MDM Server.

Group Displays the group to which the device belongs.
Group Type Displays the type of a group.

IP Address Displays the IP address of the device.

IMEI Number Displays the device IMEI number.

Phone Model Displays the device model details.

Operating System

Displays the device operating system details.

OS Version

Displays the device operating system version.

RAM (MB)

Displays the device RAM in MB.

Phone Memory
(System Usable)
(MB)

Displays the phone memory of the device.

Internal Memory
(User Usable) (MB)

Displays the internal memory of the device in MB.

External SD (MB)

Displays the external SD card storage capacity (MB) of the device.

Network Type

Displays the network type used by the device.

Rooted

Displays if the device is whether rooted or not.

Roaming Enabled

Displays the roaming status of the device.

Bluetooth Displays if Bluetooth is available on the device or not.
Wi-Fi Displays if Wi-Fi is available on the device or not.
GPS Displays if GPS is available on the device or not.
Applications Displays the list of applications installed on device.

Kiosk Application

Displays the list of applications installed on device in kiosk mode.
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Application Information

Asset Management a
Hardware Information Application Information
Filter Criteria Export Dption

Application Datails 1-10 of 72 page| 1 of 8 b Rows perpage: (10 v|

Application Name Device Count
Adobe Acrobat
Authenticator
Bitdefender Security
Calculator

Calendar

Camera

Chrome

Clock

Compass

[ (S ST S | S (S I S U (5

Contacts

1. Click Asset Management and then click Application Information to view application
related information. All the information captured by the eScan Server can be filtered.
2. To filter the software information, click Filter Criteria.

Hardware Information Application Information l

*  Filter Criteria Export Option

Filter Criteria

- . Group By
Application Name [" ]| Include W | =

. § pplication Name
Mobile Number * ]| Include W | —

'/ Mobile Number

[ Asearch | o Rewet

3. Select Include/Exclude to include otherwise exclude that particular criterion in the filtered
report. All the information captured from the devices can be filtered on the basis of the
application name or the mobile number associated with the device.

4. Select the desired criteria drop-down and then click Search.

Details will be filtered in the table instantly and will be displayed in the list of software
installed on managed devices as well as the device count for every installed software.

5. Click Reset to set the default values.
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Export Options for the Generated Reports

Hardware Information Application Information l

Filter Criteria ¥  Export Option
r— Export Option
O Excel O poF ® prmL

You can export reports generated for the hardware as well as software inventory in Excel, PDF or
HTML formats, as per requirement.

Exporting a Report

1. Select an export option of your preference and then click Export.
A message appears informing about successful export.

[ ) Exported Successfully Click hare to Opan/Download ]

2. Click the link in the prompt to open/download the report.
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Report Templates

The Report Templates module lets you generate/edit (Customize) any pre-defined report template for

any eScan module. You can also create your own customized report template as per your

requirements.

Report Templates

B Template Name Report Type Date Filter Sort By Created On Modified On
[} Application Control Report |ﬁ| Application Control Report Last 7 days Date 31 Jul 2021 31 Jul 2021
O Device last connection report 'ﬁ' [ Device last connection report Last 7 days Devices 31 Jul 2021 31 Jul 2021
dJ Enrollment Report 'ﬁ' L ! Enrollment Report Last 7 days Date 31 Jul 2021 21 Jul 2021
dJ Inventory Report 'ﬁ' [ Inventory Report Last 7 days Devices 31 Jul 2021 31 Jul 2021
[} Updats Report |ﬁ| Update Report Last 7 days Date 31 Jul 2021 31 Jul 2021
[} Virus Report |ﬁ' Virus Report Last 7 days Date 31 Jul 2021 31 Jul 2021
O | web control Report " Web Control Repart Last 7 days Date 21 Jul 2021 21 Jul 2021

Creating a Report Template

To create a new Report Template:

1. Inthe Report Templates screen, click New.
New Report Template window appears.

(it ———————_x]

Template Name :* [P\E'.'.' Vb e ]

[ + Selected Template Type ]

@' Virus Report O Update Report

() web Control Report @] Inventory Report
‘! Application Control Report L. Enrcllment Report

—
\! Davice last connection report

» Select Filter Options |

2. Type a name for the report template and select the required report type from the given
options.
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New Report Template x

Template Name :* [I‘.- - T— ]

| » Selected Template Type |

w Select Filter Options
— Date Options
@:‘ Today ':::' Last 7 days
P P
L} Last 20 days L} Last 365 days
P _
\_} Since Installed ' Date Range
—Sort By
@:‘ Date () Devices
O virus () Action Taken

oL e

3. In Select Filter Options section, select an appropriate Date Options and Sort By, then click
Save.
A Report Template will be added.
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Editing a Report Template

To edit an existing Report Template:

1. Select a Report Template and then click Edit.
Edit Report Template window appears.

Edit Report Template »x

TemplateName:‘[- syt i _ ]

[ Report Details ]

+ Select Filter Options

r— Date Options

)] Today () Last7 days

() Last 20 days () Last 385 days

Y Y

"' Since Installed ‘! Date Range
—Sort By

) Date ® pevices

2. Make the required changes and then click Save.
The Report Template will be updated.

Deleting a Report Template

Select a Report Template and then click Delete.

[ | Template Name Report Type
-
I:I Application Control Report "W Application Control Report
Iy
J Device last connection report 'W' B Device |last connection report
-

O Enrollment Report W' 8 Enrollment Repaort

& -
] Inventory Report 'W' Inventory Report
< 1 .
] Report Template_1 "W' Virus Report

-
O Update Report 'W Update Report
-
I:l irus Report "' Virus Report
5

] Web Control Report 'W' Web Control Report

The Report Template will be deleted.
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Viewing a Report
To view report details:

o Select the specific template and then click View.
A window appears displaying specific details.

Application Control Report "
£ = 1 Allowed count
g [ 0Blocked count
c
z
=
5
]
c
=3
=
2
=3
i )
o
I €
3 =1
3 [=}
o o
3 3
= fia]
Summary
Date Allowed count Blocked count
30 Jul 2021 1 =
Details

Application Action Taken Package Name
est_imion_# Settings allowied lcom.android.settings 1

Certified Company

www.escanav.com



Report Scheduler

The Report Scheduler module lets you schedule a report based on the type of templates, specific
group or device, file format and type of schedule.

Report Scheduler u
[ 0 new

B schedule Name Report Recipient Format Type Next Scheduled Created On Modified On
|_J|mes .com HTML Manual - 22 Apr 2022 22 Apr 2022

() |raes £.com HTML Manual - 22 Apr 2022 22 Apr 2022

(T |mes £ “com HTML Manual - 22 Apr 2022 22 Apr 2022

(T |rees Eges.com PDF Manual - 22 Apr 2022 22 Apr 2022

()= .com HTML Manual - 29 Apr 2022 29 Apr 2022

Under Report Scheduler, following options are available. Except New, all other options are enabled
only after selecting a template.
Select a Particular Schedule name to enable all the options.

Report Scheduler B
(o new [ mcin | gocice [ o run J o view [ 6 nevte |
¥ Schedule Name Report Recipient Format Type Next Scheduled
Mew S S~ exiigiige e com HTML Scheduled |31 Jul 2021 08:20 PM 21 Jul 2021 31 Jul 2021
Options Description
New This option lets you create a new report schedule.
Edit This option lets you edit an existing report schedule.
Delete This option lets you delete a report schedule.
Run This option lets you run a report schedule.
View This option lets you view a report schedule.
Results This option lets you view the results of previously deployed report schedule.

Adding a Scheduler

To create a new Report Scheduler:

1. After clicking New, New Report Scheduler window appears.
2. Enter a name in the New Report Scheduler field.
Below there are following sections:
o Template Selection
o Selection For Applied Groups/Clients
o Report Send Options
o Report Scheduling Settings
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Template Selection

Select an appropriate template for generating a report according to your preferences of Date, Devices,
and Action taken.

v Template Selection

Select 2 Template for creating a Report

Application Control Report[Type: Application Control Report]

=

Device last connection report[Type: Device last connection report]

®

Enroliment Report[Typa: Enroliment Report]

&=

File new firewall[Type: Virus Report]

®

Inventory Report[Type: Inventory Report]

Nevs Updates[Type: Virus Report]

®

OO0l

Update Report[Type: Update Report]

Virus Report[ Type: Virus Report]

®

Web Control Report[Type: Web Control Report]

®

Under the Template Selection we have following templates:
e Application Control Report
e Device last connection report
e Enroliment Report
o File new firewall
e Inventory Report
o New Updates
e Update Report
e Virus Report
e Web Control Report

Select an appropriate template to create report.

Selection For Applied Groups/Clients

Select the groups for which you want to schedule the report:
e Report for Groups
e Report for a List of Devices

Select Report for Groups/Report for a List of Devices tab to schedule a report for the specific
groups.
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+ Selection For Applied Groups/Clients

"Report for a List of Devices"” will not be applicable for "Enrallment Report”

)] Report for Groups 1§ Report for a List of Devices

[] Select subgroups on selecting Parent group

H- ] ﬁ Manzged Devices

Report Send Options

Configure the options for sending the report on email using Report Send Options.
Select an appropriate format for sending the report on email.

[ + Report Send Options

Send Report by Email

Report Sender®: te e geal.com

Report Recipient®: [E:‘-CEF‘|:||E§E>€E|T3E.CCF‘| ]

Mazil Server IP Address: smtp.gmail.com

Mazil Server Port: 465
Auth, Username: te 4+ gl .com
Auth, Password: T

Select the Report Format

[ HTML page hd

Add the following details under the Report Send Options section:
1. Send Report by Email
o Report Sender — The email address set for Email Notification Settings will be displayed
here.
e Report Recipient — Enter an email address for the report recipient and then click Add. To
delete the recipient email, select the specific email id and click Delete.

2. Select the Report Format
Click the drop-down to select the preferred format. Following report format options are available:

e HTML Page

o Adobe PDF

o Microsoft Excel file
e CSVile
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Report Scheduling Settings

[ + Report Scheduling Settings ]
@:‘ Scheduled ) Manual
'@:' Daily
L Weskly Maon Tue Wed Thu
Fri Sat Sun
i Monthhy 1 b
® (P v]

There are two options to schedule a report, either Scheduled or Manual.

e Scheduled: Select this option to schedule a report for daily, weekly, or monthly basis.
e At: This option lets you set the specific time at which you want the report.
o Manual: Select this option to generate a report manually at an instant.

After making all the configuration, click Save.
The Report Scheduler will be added.

Running a schedule

To run a schedule:

e Select a schedule and then click Run.

After clicking Run, the console runs the schedule, generates a report and sends it to the
recipient mail address.

Sending Report New Report Scheduler_3 x

XXX EEINCEEEETEXEF IR X TR EETEE o c i

[Mewr Report Schaduler_3] Generating report

[Mewr Report Schaduler_3] Completed generating HTML report
[Mew Report Scheduler_3] Sending Mail...

[Mewr Report Scheduler_3] Report mail sent successfully

EE S+ 3
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Editing a Schedule

To edit a schedule:

e Select a schedule and then click Edit.
Edit Report Scheduler window appears.

Edit Report Scheduler x

New Report Scheduler : | Naw Fs

| + Template Selection |

Select a Template for creating a Report

- Application Control Report
..| | Device last connaction report

=8 M Enrcliment Report

b (@) Date

& -In-.'er'tor,' Report
|:| Update Report

- (] Wirus Report

& (] web Control Report

| » Selection For Applied Groups/Clients |

| ¢ Report Send Options |

| » Report Scheduling Settings |

Coree ] oo

o Make the required changes and then click Save.
The schedule will be updated.

Deleting a Schedule

To delete a schedule:

e Select a schedule and then click Delete.

Report Scheduler (&3] n

£ 02 620 I e e

+ Schedule Name Report Recipient Next Scheduled Created On Modified On

New S e 2k 54+ @ £OM HTML Scheduled 21 Jul 2021 08:30 PM 21 Jul 2021 21 Jul 2021

The selected schedule will be deleted.
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Viewing the report

To view the report:

e Select a schedule and then click View.
A Report window appears and displays specific details.

[ommmnaes — ]

Application Control Report

Il 1 Allowed count
B 0 EBlocked count

Application Control Report
o -
. L
I| =

Allovwed court
Blocked court

Summary

Date Allowed count Blocked count
30 Jul 2021 1 [u]

Mobile No Device Type User's name Application Action Taken Package Name

Viewing results of a report

e Select a schedule and then click Results.
A Results window appears and displays Report results.

New #ugess Sl © - Results x
Start Finish Type Status

02 Aug 2021 10:59 AM 02 Aug 2021 11:01 AM Scheduled Report mail sent successfully

[02 Aug 2021 11:05 aM o2 Aug 2021 11:09 AM |Manual [Repart mail send |
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Events and Devices

Events and Devices module shows all events performed on the devices.

Viewing Events

Events captured from the devices are categorized and displayed in this module. This will display a
real-time status of security and eScan update on all the devices.

Events And Devices n n
wor (D
&)@ Events And Devices Recent 1-100f873 page of 88 ) M Rows per page: m
8 Q EvaptsStatus ; : Phone Number  : Device Type : User's name {Event Id : Module Name  Description
= 'C“:e“: @ 26 May 2023 05:44 PN 4ae MDM [——— 7047 Android Compliance
T Critical
: Information © 26 May 2022 05:44 PM 4 MDM R o1 7032 [C]Config(Android) Auto sync status[05/26/2023 17:44:37] ~ Sync suc(
) Device Selection © 26 May 2023 05:19 PM  Jimisadsiitaihes  MDM Spmiainniilaites 7013 [W]Anti-Theft (Android) Anti-Theft Locate successfl
) Application/Hardware Changes | @ 26 May 2022 05:139M 3 f Work Profile 3 f 7047 [W]Android Compliance
© 26 May 2023 05:05 PM  Jimisediiiiaiies Work Profile  Sfiliwiwsiiaites 7033 [WiConfig(Android) Auto sync status[05/26/2023 17:05:40] Sync suci
@ 26 May 2022 04:33PM 3 - %0  Work Profile 2 . 0 7047 [W]Android Compliance
© 26 May 2023 04:32 PM  JISESMGERIIN0  Work Profile  3MESESSastii0 7047 [W]Android Compliance

The Filter button allows you to filter data based on device type i.e. MDM or Container. Select
appropriate checkboxes and click Filter.

Event Status

Events are categorized into three types based on their severity.
o Recent: It displays both critical and informational events that occurred recently on devices.
e Critical: It displays all critical events that occurred on devices, such as virus detection,
protection disabled status etc.
e Information: It displays all informative type of events, such as virus signature database
update and status of the device.

Device Selection

The Device Selection tab enables you to select and save the device status settings.
This module enables you to do the following activities:

Define Criteria for Filtering of Device Status on the basis of following:
e Device with the “Critical Status”
e Device with the “Warning Status”
e Database are Outdated
e Many Viruses Detected
¢ Not Connected for a long time
¢ Not Scanned for a long time
e Protection off
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Application/Hardware Changes

It captures events on the basis of Application Change, Hardware Change or Existing Device Info.
It has following sections:
o Application Changes: It displays the list of managed devices on which application related
changes are made. For example, installation/uninstallation of applications.

¢ Hardware Changes: It displays the list of managed devices on which hardware related
changes are made.

e Existing Device Info: It displays the existing device’s information.

Events and Devices settings

Click on Settings icon E present below the top right corner to define settings for Events and
Devices.
There are following tabs in Events and Devices Settings:

e Event Status

o Device Selection

e Application/Hardware Changes

Event Status

Events Status Device Selection Application/Hardware Changes

— Events

Events Name [ Recent ]

Mumber Of Records

Select an event from the drop-down and enter the number of records as per requirement and click
Save.
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Device Selection

The following actions can be performed by selecting this tab.

Events And Devices Settings - l

Events Status Device Selection Application/Hardware Changes

— Devices

Device Status | Devicas with the "Critical Status" W |

Check for Monitor Status

Check far Mot Scanned

Check for Database Mot Updated
Check for Mot Connected

aoon

Database Mot Updated from more than
Davice Mot Scanned for maore than
Davice Mot Connectad for maore than

MNumber Of Records

Device Status
The Device Status drop-down consists following options:

| Devices with the "Critical Status” |

Devices with the "Critical Status"
Davices with the "Warning Status”
Database ars Cutdatad

Many Viruses Detected

Mot Connected for a long time

Mot Scanned for a long time
Protection off

e Devices with the "Critical Status”
o Devices with the "Warning Status"
e Database are Outdated

e Many Viruses Detected

¢ Not Connected for a long time

¢ Not Scanned for a long time

e Protection off
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Option

Description

Check for Monitor
Status

Select this checkbox to generate events related to eScan Monitor
Protection.

Check for Web Control

Select this checkbox if you want to view the list of client systems
on which protection of Web Control module is inactive.

Check for Not Scanned

Select this checkbox to view the list of devices which are not
scanned.

Check for Database Not
Updated

Select this checkbox to view the list of devices on which virus
signature database is not updated.

Check for Not
Connected

Select this checkbox to view the list of devices that are not
connected to the eScan server.

Check for Protection off

Select this checkbox to view the list of client systems on which
protection for any module is inactive.

Database Not Updated
from more than

All the devices that are not updated from more than the specified
days will be added to the report.

Device Not Scanned for
more than

All the devices that are not scanned for more than specified days
will be added to the report.

Device Not Connected
for more than

All the devices that are not connected to the eScan server for more
than the specified days will be added to the report.

Number of Virus

Enter the number of viruses detected on client system.

Number of Records

Enter the count and the number of records will be displayed.

After doing necessary configuration, click Save.
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Application/Hardware changes

The following actions can be performed using this option.

Events And Devices Settings X
Ewents Status Device Selection Application/Hardware Changes

—Updates
Application/Hardware Changes | Application Changes Vl
Mumber Of Days dayE
Number OF Records 1000
Field Description

Application/Hardwar
e Changes

Select from the drop-down to generate events related to Application
Changes, Hardware Changes, and Existing Device Info.

Number of Days

Enter the number of days, to view changes made within the specified
days.

For example, if you have typed 2 days, then you can view the list of
devices on which any software/hardware changes have been made in
the last 2 days.

Number of Records

Enter the number of records to be displayed in the list.

After doing necessary configuration, click Save.
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Settings
The Settings module allows you to configure settings in following sub-modules:

e Enterprise Configuration

e Console Settings

o Two-Factor Authentication
o Event Alert

e UnLicense Alert

Enterprise Configuration

The Enterprise Configuration allows you to save server details for sending email notifications to the
device users. You can also add the latest certificates required to manage iOS devices in the console
via this module. Apart from these settings, you can configure Data purge, Connection sequence, and
Server configuration settings.

an

Certificate Management Email Notification Settings Server Configuration

@ Delete

Credential Name

Certificate Management

The eScan EMM requires a SSL certificate to manage your iOS devices from the EMM console. This
section gives you information of all the pre-requisites for managing iOS devices and how you can
import the SSL certificate. It also briefs you on what the certificate is about and where you can
purchase the same.

Important Note:

1. The SSL certificate is not an iOS certificate or some other certificate provided by Apple.

2. Thisis anormal SSL certificate that organizations use on their server for SSL communication
(https). For example, when you visit our website, you are on a secured connection, as an SSL
certificate installed on our domain escanav.com.

3. If you own the website as 'emm.mycompany.com’, you need to get an SSL certificate for the
domain emm.mycompany.com. You can buy it from a Certificate Authority or generate it for
free.

4. The SSL certificate thus bought from a Certificate Authority has to be renewed every year. If
you have generated the SSL certificate for free it has to be renewed every 3 months.

5. In order to have a secure communication between your server and Apple’s server you will
have to import the SSL certificate in the console.

Importing an SSL certificate
To import an SSL Certificate:
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1. Click eScan Mobility Management (EMM).
Select Platform prompt appears.
2. Under To manage iOS devices you need to add a Trusted CA Certificate.
3. Click Start with iOS.
It opens a new window where you can import your certificate files.
4. Search for the files in your local drive. Save the files.
After saving files, a confirmation message appears.

o Make sure you add an authentic CA certificate and key in .crt and .key file format.
NOTE | A self-signed file will not be accepted.

To add the CA certificate if

You had selected to proceed with "Start with Android (without iOS)" earlier
OR
You have deleted the previous certificate, follow the steps given below:

1. On the navigation panel, click Settings.
2. Select Certificate Management tab.
3. Click Add.

Add Certificate window appears.

Add Certificate x

Select Certificate File n
Certificate File (.crt): | chosseFie | Mo file chosen
Certificate Key File (.key): | chosseFie | Mo file chosen
Certificate Key File Password: [E"ter passworn d...
*Enter password in case your key filz is password protected, 2lse leave blank.

4. Click Choose File and select the .crt and .key files.
5. Enter the password in Certificate Key File Password, if your key file is password protected.
6. After selecting the files (and entering password), click Save.

A confirmation message appears “Certificate added successfully”.

To delete the CA certificate
To delete the CA certificate:
1. Select the Credential name from the list you want to delete.

2. Click Delete.
It will delete the selected certificate.
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Email Notification Settings

Set up an email account to receive notifications.

Certificate Management Email Notification Settings Data Purge Connection Sequence Server Configuration

Email Notification Settings

From [Administrator Email 1d)*: [
SMTP Sarver®: [
SMTP Port*: (
Auth. Username: [

(

Auth. Password:

& Pgmail.com

@d.com

3

LETTTTT Y]

Mandatory Field

From (Administrator Email I1d): Enter an Administrator email ID.
SMTP Server: Enter the SMTP server IP address.

SMTP Port: Enter the SMTP Port number.

Auth. Username: Enter an authorized username.

Auth. Password: Enter the password.

After you are done filling the details, click Save.
To run a test for the configured settings, click Test.
A test email will be sent to the entered email ID.

Data Purge

This setting lets you define the number of days for storing data in tables. The old data will be purged
automatically after it reaches number of specified days.

R
n

Certificate Management Email Notification Settings Data Purge Connection Sequence Server Configuration

n
L

Keep Location History for o Days (0-385) O=Unlimited

Days (0- O=Unlimited

h
ik}

Keep Data Usage data for

ﬂ
=]
1k

h

O=Unlimited

n
L

o Days (0-
Days (0-

P}

¥eep Call logs data for

o 0=WUnlimited

ﬂ
4k

Keep Battery Status/Signal Strength History data for
0=Unlimited

=1
-

l

Keep Geo Fence History data for &0 Days (O-
Days (0-

h

L o I o 1 N %)
oh

L B ¥ B B
Pk}

O=Unlimited

ik}

ﬂ
=]
1k

Keep App Usage History data for

The data purge can be set for following data tables:

Location History

Data Usage data

Call logs data

Battery Status/Signal Strength History data
Geo Fence History data

App Usage History data
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After making necessary changes, click Save.
The Data Purge changes will be saved.

Connection Sequence

The enrollment email and QR code consists the server list. As devices are getting enrolled, they will
use these server details and connect to the servers in the same sequence. After you are done making
changes, click Save. The Server sequence changes will be saved.

(12
Certificate Management Email Notification Settings Data Purge Connection Sequence Server Configuration

Arrange the sequence for the server list {"Server” entry) to be s=en in the Notification email/QR code.

Server list sequence will decide which server is connected first by the device.

[emm.escanav.:crr. ] s

Server Configuration

This setting displays the information of application server.

o] 7]

Certificate Management Email Notification Settings Data Purge Connection Sequence Server Configuration

Device(s) that can be managed:

Android devices with AE (Android Enterprise) + 105 devices

Enterprise Name [e ]
Craation Time (12 g 2022 07:00 PM ]
Enterprise Email [ - s f@gmail.com ]
Enterprise Id [er‘ter:-rises_-’ ]

e Enterprise Name: It displays an enterprise name.

e Creation Time: It displays creation time of an enterprise ID.

e Enterprise Email: It displays an enterprise email ID.

e Enterprise Id: It displays an enterprise Id which is unique identifier.
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Console Settings

Web Console Settings sub-module lets you configure web console Timeout, Dashboard, Login Page,
SQL Server Connection, SQL Database compression, and Password Policy Settings.

ﬂ Help

Web Console Settings

Web Console Timeout Setting

[C) Enable Timeout Setting

Automatically log out the Web Console after minutes

DashBoard Setting

Show Status for Last |7 |days (1 - 365)

Login Page Setting

|

Show Client Setup Link

Show eScan AV Report Link

Logo Settings

o [0S |

The logo nzeds to have the size 300 x 100px,
and needs tc be in .png or ,jpg (RGB Color) format.

| Change i Default

Sql Server Connection Setting

L

Microsoft Windows Authentication Mode

'!) SQL Server Authentication Mode

Server instance: [ e Bt s | [ Browse

Host Name/IP Address: e |

Login name [s# |

Password [eoasesenanne | [ Test connection |

SQL Database Purge Settings

[[] Enable Database Purge

Database Size threshold in (MB) 1024 (500 - 7168)

threshold is met

Password Policy Settings

Password Age :

Purge data older than specified days, if above =

days (7 - 265)

0 = Password Never Expires

|90 days (20-180 days)

|3__J (2-10 Passwords)

Maximum Failed login attempts : | 3 I (2-10 times)

Password History : 0 = No password history is maintained

0 = Unlimited failed attempts allowed

|v Default |

Note: The above rastrictions are not applicable to "Root” login.

Delete log settings

Delete Uploaded log files (Forensics\Debug\Screenshots) after |7 |days (1-365)

Cancel |

Web Console Timeout Settings
To enable web console Timeout, select Enable Timeout Setting option.
After selecting the check box, click the drop-down and select the preferred duration.
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Dashboard Setting
This setting lets you set number of days for which you wish to View the Status, Statistics and
Protection Status Charts in the Dashboard. Enter the preferred number of days.

Login Page Setting
This setting lets you show or hide the download links shared for eScan Client setup, Agent setup and
AV Report. To show the download links on login page, select the check boxes of respective links.

Logo Settings
This setting allows you to add the organization logo in PNG or JPEG format. So the console and
reports will have the uploaded logo for customization.

To have the default eScan logo, click Default.
To have customized logo, click Change.

SQL Server Connection settings

This setting lets you select an authentication mode between Microsoft Windows Authentication Mode
to SQL Server Authentication Mode. Select the SQL Server Authentication Mode and define
Server instance and Host Name along with the credentials for connecting to the database.

Server Instance
It displays the current server instance in use. To select another server instance, click Browse. Select
an instance from the list and click OK.

Hostname/IP Address
It displays the Hostname or IP Address of the server instance computer.

Enter the credentials in Username and Password fields.
To check whether correct credentials are entered, click Test Connection.

SQL Database Purge Settings

This setting lets you define the maximum SQL database size in MB and purge data older than the
specified days. To enable SQL Database Purge Settings, select Enable Database Purge check box.
Enter the preferred value in Database Size threshold in (MB) field.

Enter the preferred number of days in Purge data older than specified days, if above threshold is
met field.

Password Policy Settings
This setting allows the admin to configure the password settings for other users.
o Password Age: Enter the preferred value (between 30-180); this will prompt user to reset the
password after specified number of days. Here, 0 indicates that password never expires.
e Password History: Enter the preferred value (between 3-10); this maintains the password
history for specified count. Here, 0 indicates, no password history is maintained.
o Maximum Failed login attempts: Enter the preferred value (between 3-10); this will restrict
the user from logging after specified attempts. Here, 0 indicates unlimited login attempts.

NOTE This setting will not be applicable for the root login.

After making the necessary changes, click Save. The web console Settings will be updated.
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Delete log settings

This settings allows you to delete the uploaded log files (forensics/debug/screenshots) from eScan
server. You can use the provided drop-down list to define number of days after which this action to be
performed. The default value is 7.

Two-Factor Authentication

The system login password is Single-Factor Authentication which is considered unsecure as it may
put your organization's data at high risk of compromise. The Two-Factor Authentication, also more
commonly known as 2FA, adds an extra layer of protection to your eScan web console login.

The 2FA feature mandates you to enter a Time-based One-Time Password (TOTP) after entering
eScan credentials. So, even if somebody knows your eScan credentials, the 2FA feature secures data
against unauthorized logins. Only administrator can enable/disable the 2FA feature. It can also be
enabled for added users as well.

To use 2FA login feature, you need to install the Authenticator app for Android devices from Play
Store or for iOS devices from App Store on your smart device. The Authenticator app needs camera
access for scanning a QR code, so ensure you get an appropriate approval to use device camera in
your organization. If a COD or BYOD policy restricts you from using device camera in your
organization, enter the Account Key in the Authenticator app.

Two-Factor Authentication 4 Help

2FA Settings Manage Other User's Settings Users For 2FA

B E B

Disable Two-Factor Authentication

Note: Ensure that the smart device's date-time matches with the system's date-time else T-OTPs generated by the app won’t get validated.

(1) Ensure that the smart device's date and time matches with the system's date and time or
NOTE | else TOTPs generated by app won't get validated.

0 We recommend that you save/store the Account Key in offline storage or a
IMPORTANT | paperback copy, in case you lose the account access.
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https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://apps.apple.com/in/app/escan-authenticator/id1503185587

Enabling 2FA login

To enable 2FA login:

1. Go to Settings > Two-Factor Authentication.
2. Open the Authenticator app.
After basic configuration following screen appears on smart device.

é

Add an account

You can add an account selecting one of the following options:

m Scan a barcode

BB Enteraprovided key

3. Select a preferred option. If you tapped Scan a barcode, scan the onscreen QR code via your
smart device. If you tapped Enter a provided key, enter the Account Key and then tap ADD.
After scanning the Account QR code or entering Account Key the eScan server account gets
added to the Authenticator app. The app then starts displaying a Time-based One-Time
Password (TOTP) that is valid for 30 seconds.

Authenticator :

Account Added

536151 @

4. Click Enable Two-Factor Authentication.
Verify TOTP window appears.

Two-Factor Authentication

Verify T-OTP

11:43:18Am

Tue, 13 July 2021

Enter T-OTP |

Verify T-OTP
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5. Enter the TOTP displayed on smart device and then click Verify TOTP.

The 2FA login feature gets enabled.
6. To apply the login feature for specific users, click Manage Other User Settings tab. The tab

displays list of added users and whether 2FA status is enabled or disabled.
® ] 2FA Disabled

- 2FA Enabled

Two-Factor Authentication u Help

Manage Other User's Settings m

View

®) NA

7. Toenable 2FA login for an added user, click the button to check icon.
The 2FA login for added users gets enabled. After enabling the 2FA login for users, whenever
they log in to eScan web console Verify TOTP window appears.

8. To view QR code of added user, click on View option under the column User Specific QR

Code.

Disabling 2FA login
To disable 2FA login:

1. Go to Settings > Two Factor Authentication.
2. Click Disable Two-Factor Authentication.

www.escanav.com
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Ei Help

Two-Factor Authentication

2FA Settings Manage Other User's Settings Users For 2FA

Scan QR Code

]

am

i

g

(1

[=]

’
Download eScan Authenticator from : ' '

Or Use below key
B . E 8

Disable Two-Factor Authentication

Note: Ensure that the smart device's date-time matches with the system’'s date-time else T-OTPs generated by the app won’'t get validated.

Verify TOTP window appears.

Two-Factor Authentication

Verify T-OTP

11:45:34 Av

Tue, 13 July 2021

Enter T-OTP |

Verify T-OTP

3. Enter the TOTP and then click Verify TOTP.
The 2FA feature gets disabled.

0 After disabling the 2FA feature and enabling it again, the 2FA login status will be
NOTE | reinstated for added users.
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Adding Users for 2FA

To Add users for Two-Factor Authentication, follow the steps mentioned below:

Two-Factor Authentication u Help

2FA Settings Manage Other User's Settings Users For 2FA

E_nid v T

There are no items to show in this view.

Method 1: Adding User

To add users for the same, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Add User.

Add User window appears.

Add User

Username l |

Description ] |

l Ok | | Cancel |

3. Enter the Username and Description.
4. Click OK.

Method 2: Adding User from Active Directory

To add users from Active Directory, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Add from Active Directory.
Add Active Directory Users window appears.
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Add Active Directory Users E Help

= Add Active Directory Usars

Search Criteria

User's name™: | |

For Example: user or user®

Domain®: | |

AD IR Address™: | |

AD Admin User name™: | |

For Active Directory account: domain\username

AD Admin Password®: | |

Use SSL Auth.: J

AdsPort*: |283 |

Search Results

Usars Selected Users

II

[*) Mandatory Fields

(=]
=
W
=
Il
m

3. Enter the required information.
4. Click Ok.
The Active Directory Users will be added.

Method 3: Importing Users
To import the users, follow the below steps:
1. Go to Settings > Two-Factor Authentication > Users For 2FA.

2. Click Import Users.
Import Users window appears.
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Import Users

AEMWtIa[s Sneiton

[ Import J

3. Select users and click on Import.
The users will be imported.

Event Alert

The Event Alert subtab allows you to configure settings to send an event alerts to specific email ID.
Administrator has an option to select device(s) of which the events need to be sent

Event Notification u Help
Events Alert Settings
Enable email alert Notification Configure SMTP Settings

|| send Information only in subject line

[~ Select Event Ids

Select activities for which email alert is requirad

] [E— Description =
(] 100 ESCAN_[nmi_ S

O 1 MWAV_FIMNE. i i

()] 2 MWAV_FiM g G S E

O 501 SCHED_ Wil S0 s s

@) 502 SCHED_Wms _#iuh "5 e & 2o

(] 503 SCHED_ MWWl SUME WiiE and D dene

O 504 SCHED_ Wi _ S .

® Al Devices

O selected Devices

Select Computers

- () Managed Devices

‘ Save || Cancel |

To configure Event alerts, follow the steps given below:

1. Go to Settings > Event Alert.
An Event Notification window appears as shown above.
2. Select the checkbox Enable email alert Notification.
3. Click on Configure SMTP Settings to set the SMTP settings for email alerts.
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4. Click on Send Information only in subject line to let eScan send alert details only in the
subject line of the mail.
5. From Select Event Ids section, select the activities for which the alerts are required.
Select the device(s) using the provided options All Devices or Selected Devices.
7. Click on Save.
The Event Alerts have been configured.

o

UnLicense Alert

The UnLicense Alert option allows you to configure settings to send an alert to specific email ID
when any licensed device(s) moved to the unlicensed category.

Unlicense Move Notification u Help

Unlicense Move Alert Settings

|| send notification for unlicensed computers, Configure SMTP Settings

[ Save | l Cancel |

To configure Unlicense alerts, follow the steps given below:

1. Go to Settings > UnL.icense Alert.
An Unlicense Move Notification window appears as shown above.
2. Select the checkbox Send notification for unlicensed computers.
Click on Configure SMTP Settings to set the SMTP settings for email alerts.
4. Click on Save.

w

The Unlicense Alerts have been configured.
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Content Library

The Content Library module lets you deploy documents through the web console. The document
types that can be deployed are .pdf, .doc, .docx, .xls, .xIsx, .ppt, .pptx, .txt, .jpg, .jpeg, .png, .bmp,
.mp4, .mpeg-4, .mov, .avi, and .wmv. You can use this feature to share work related documents across
multiple devices at the same time.

Content Library § n

| File Name Updated On Description

Kb 2% 5l SEE1 04: 36 PM TEST TEXT FILE
2288 Kb 2 L OF T2 PM TEST PDF FILE UPLOADED
2588 Kb £ Jul 2080 04:55 PM TEST WORD FILE
i0 Kb 27 21 @832 PM TEST EXCEL SHEET
(0 copns.ong 149 Kb ¥ SN 3971 04:58 PM TEST IMAGE PNG FILE

Adding a file

To add afile in Content Library:

1. Click Content Library > Add.
Add File window appears.

Add File *®

Select File source

Allowed file formats PDF, DOC, DOCX, XLS, XLSX, PPT, PPTX, TXT, JPG, JPEG,
PNG, BMP, MP4, MPEG-4, MOV, AVI, WMV

Choose File | Mo file chosen

Cancel

2. Iffile size is less than 200 MB, click Choose File and search for the file.
If file size is more than 200 MB, enter the path of the file in textbox.
3. After selecting the file, click Continue.
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Add File window appears.

Add File x

File Mame: ¢ e #os . docx ]

Description:

4. Write a description for the document and then click Save.
The document will be added to the Content Library.

Editing a file description

To edit a file description:

1. Select a file and then click Edit.

Content Library n

+ File Name Size Updated On Description
EDf SsshiEeae S0 .doc 2184 Kb 20 Jul 2021 12:58 PM important
Edit window appears.
File Mame: [-: s #us.docx ]
[T L i e B
Diescription:
P

2. Edit the description and then click Save.
The file description will be updated.
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Deleting a file

To delete a file:

1. Select a file and then click Delete.

Content Library ] n
v

Size Updated On Description

EDE Ssshgeger 28 doc 2184 Kb 20 Jul 2021 12:58 PM important

A confirmation prompt appears.

Delete File(s) X

) Selected items will be permanently deleted. Are you sure?

Mote: If these Files/Documents are added to Folicy Details=>Content Library Policy, make sure
that you re-deploy the policy for that specific groups to update the Content Library on the device.

o

2. Click Delete.
The file will be deleted.
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Call Logs
The Call Logs module lets you maintain call logs of incoming and outgoing calls of all managed
devices along with the call duration.

call Log aan

@ Check configuration under "Policy >> Device Oriented Policy", if Call logs are not displayed.

© Data Purge set to "60 days”, to configure click here

B ﬁ Managed Devices All calls 1-100f20 page| 1 of 2 )M Rows perpage:| 10 v |HS] i
- Te iMobile No :Name (As in Contact List) : i Type of Call : Call/Receive time : Call Duration (HH:MM:SS)
e 2 78%eiimS8  UNKNOWN Smatustn Outgoing 08 Mar 2018 10:48 PM  00:45:00 ‘
g tee i 2 78 8 UNKNOWN s Outgoing 08 Mar 2018 10:21 PM  00:30:00

v 78%eLIWS3  UNKNOWN +O1MMINAIRY  Missed 08 Mar 201€ 10:16 PM  00:00:00
» 78 8 UNKNOWN 961 Outgoing 08 Mar 2018 05:48 PM  00:28:00
¢ 78%ELIMS8  UNKNOWN +O1MIEY  Missed 08 Mar 2018 03:16 PM  00:00:00
v 78 8 UNKNOWN +51 Missed 08 Mar 2018 08:16 PM  00:00:00
¢ 78%eLImSE  UNKNOWN +31 Missed 08 Mar 2018 07:16 PM  00:00:00
» 78 8 UNKNOWN E Outgoing 08 Mar 2018 06:48 PM  00:13:00
2 7880MS8  UNKNOWN T Outgoing 08 Mar 2018 06:48 PM  00:26:00
v 78 8 UNKNOWN +51 Missed 08 Mar 2018 06:16 PM  00:00:00
1

This module displays the list of all the incoming and outgoing calls. It will display the following

details:
Column Description
Mobile No This column displays the mobile number.
Name

. . This column displays the contact name as saved in the contact list.
(As in Contact List) pray

This column displays the contact number with whom the user had

Contact No .
a conversation.

Type of Call This column displays whether the call was incoming or outgoing.

This column displays the specific time when the call was made or

Call/Receive time .
received.

Call Duration This column displays the time duration of each call.
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Filter Call Logs

To filter the Call Log information:

1. Click Filter Criteria icon.

Filter Criteria b 4

r— Filter Criteria
Mobilz Mo (= ] [1nclude v
Mame (As in Contact List) (= ] [Include v]
Contact Mo (= ] [1nclude w]
Type of Call (all calls ~| [Include +]
From Dats [ ]
To Date [ ]

2. Select the checkbox next to each criterion and select Include/Exclude to include/exclude that
particular criterion in the filtered report and date.

3. Click Filter.

4. Click Reset, to set default values.

Exporting Call Logs

You can export reports generated for Call Logs in Excel, PDF or HTML formats, as per requirement.
To export the generated report:

1. Select the export option of your preference and then click Export.
A message appears informing about successful export.

[ ﬂ Exported Successfully Click here to Open/Download ]

2. Click the link in the prompt to open/download the report.

An I1SO 27001 Certified Company www.escanav.com



Data Usage

The Data Usage module lets you keep a track of cellular data usage of a device.

Data Usage a n
O pata Purge set to "60 days", to configure click here
[HTML v |
S| Q Managed Devices 7User's name: adams Mobile Number: 7854122653 1-80of8 Mipage| 1 of 1 b} Rowsperpage:|20 v F ‘
) Tem o. Date : oup Data Usage
; a Tew 1 27 Jul 2021 7888 S8 | dams [teme it 840.48 MB
2 28 Jul 2021 78 8 adams [te 735.58 MB
o e T T T —— o 2577 e
5 31 Jul 2021 78540 i [adams | 420.87 MB
6 01 Aug 2021 78 8 adams fte 106.15 MB
02 Aug 2021 785w £ iai8 ladams [tow wtom 211.06 MB
e 03 Aug 2021 78 8 adams [te= 315.96 MB
Column Description
Date This column displays the date for which the details are recorded.
Mobile No. This column displays the mobile number of the device.
User's name This column displays the username of the managed device.

This column displays the group to which the particular managed device

Group belongs.

This column displays the amount of mobile data consumed by the

Data Usage managed device.

Filter Data Usage logs

To filter the Data Usage information:

1. Click Filter Criteria icon.

(e ]

— Filter Sattings

@ i iy ;
‘W User Name/Mobile Ma. ! Groupwise

( )

Note: Blank search will display result for all enrofled devices.

2. Select the checkbox next to each criterion and select Include/Exclude to include/exclude that
particular criterion in the filtered report and date.
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3. Click Filter.
4. Click Reset, to set default values.

Exporting Data Usage logs

You can export reports generated for Data Usage logs in Excel, PDF or HTML formats, as per
requirement.
1. Select the export option of your preference and then click Export.
A message appears informing about successful export.

[ ) Exported Successfully Click here to Open/Download ]

2. Click the link in the prompt to open/download the report.
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History

The History module consists following tabs:

e Location History

o Battery Status/Signal Strength
e Geo Fence History
e App Usage History

Location History

This tab displays the location details of all enrolled devices. It also displays the location where the
device was last active and helps you track total number of locations where the device was active.

[ESCECNTIE SOV Battery Status/Signal Strength | Geo Fence History | App Usage History

D pata Purge set to "60 days", to confi

O applicable only for MDM group type.

ﬁ Manzged Devicas

e - oL ]

{ Total Locations

Mobile Number  User's name: Groups | Last Location  Last Lacation Date and Time

03 Aug 2021 11:5% PM-04 Aug 2021

7a%e =g ada™s test MDM 15.2301,72.8411 0320 AM

17

Column

Description

Mobile Number

This column displays the mobile number of the managed device.

User’s Name

This column displays the user’s name of the managed device.

Groups

This column displays the group name to which the device belongs to.

Last Location

This column displays the location where the device was last active.

Last Location
Date and Time

This column displays the last location date and time.

Total Locations

This column displays the total number of the locations where the
managed device was active. By clicking the numbers, you can view a
detailed device location history recorded on the map along with the
Date, Time, Latitude and Longitude. You can also export these details in
PDF, XLS, and HTML formats.
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Battery Status/Signal Strength

This tab displays the status of battery, Wi-Fi, and SIM signal strength of a device.

© Data Purge set to "59 days", to configure click here

= @ Managed Devices User's name: 38k s 185 4°b27 Mobile No: 3 Mt i 45 #:b27

(~2]o] )

() AutoAdded_BYOD

(@ AutoAdded_coD 1-3cf2 page (1 ) of 1 Rows per page: (20w
B 3PS DO Date Battery Status WiFi Strength SIM Signal Strength
e 26 May 2022 11:30 AM =
E| 345 Wiel 26 May 2023 11:18 AM

(e Test_BYOD 26 May 2022 10:53 AM

(5] sstmttuiesernaz

Column Description
Date This column displays the date.
Battery Status This column displays the available battery on a device.

Wi-Fi Strength This column displays the available Wi-Fi strength of a device.

SIM Signal Strength | This column displays the available SIM signal strength of a device.

Geo Fence History

The Geo Fence History displays the geo fencing history of the devices along with the details of
date/time and location of the fence (inside or outside).

Location History Battery Status/Signal Strength Geo Fence History App Usage History
© pata Purge set to "60 days”, to configure glick hers
© Applicable only for MDM group type.
Eﬁ Managed Devices User's name: afsss Mobile No: 78580 s s |.HTML v‘| a n
ﬁ Temb & Note: More accurate results can be achieved for Geo-fence, if the device is in-use/active.
ﬁ Tes 1-2cf2 pagce | 1 of 1 Rows per page: [20 V]
ﬁ o e Date Lat/Long From Device Fence Name Inside/Outside Fence
04 Aug 2021 06:57 BM 15.12004,72.87364 SUe Outside Geo Fanca
04 Aug 2021 06:51 PM 15,12003.72.87364 H Inside Geo Fence
04 Aug 2021 06:50 PM 19.12003,72.873635 Hi Entered Geo Fence
Column Description
Date This column displays the date.
Mobile Number This column displays the mobile number of the device.

User's name

This column displays the user name of the device.

Last Visited Fence

This column displays the name of the last visited fence.

Status

This column displays the fencing status of a device.
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Last Lat/Long

This column displays the coordinates of latitude and longitude of the
location visited lastly.

App Usage History

The App Usage History module displays the details of the apps along with its package name and total

time usage of it.

Location History | Battery Status/Signal Strength | Geo Fence History [N LT

1 Dpata Purge set to "60 days", to configure click hara

) applicable only for MDM group type.

ﬁ Manzged Devicas

User's name: adisiss  Mobile No: 78560 11448  Total Usage: | Today hd| [HTML V_I n n

VR Application Name Package Name Total Usage (HH:MM:SS5)
07 Aug 2021 04:54 PM eScan Device Management com.eScan.mdm 01:05:28
07 Aug 2021 04:54 PM Google com.google.android.googlaquicksearchbox 00:05:08
07 Aug 2021 04:54 PM Chrome com.android.chrome 00:02:28
07 Aug 2021 04:54 PM File Manager com.itel.filemanager 00:00:43
07 Aug 2021 04:54 PM | Drive com.google.android.apps.docs 00:00:47
07 Aug 2021 04:54 PM | Google Play Store com.android.vending 00:00:328
07 Aug 2021 04:54 PM | Docs com.google.android.apps.docs.editors.docs 00:00:37
07 Aug 2021 04:54 PM Settings com.android.settings 00:00:24
07 Aug 2021 04:54 PM | Gmail com.google.android.gm 00:00:18

Column Description

Date

This column displays the date.

Application Name

This column displays the name of the application.

Package Name

This column displays the package name of an application.

Total Usage Time

This column displays the total time period the application has been used.
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Fencing Location(s)

Geo-Fencing refers to drawing a virtual barrier around a location using a device’s Global Positioning
System (GPS) or Internet Protocol (IP) address. Technically, geo-fencing can be any size radius from
a particular location, anywhere from 25m to 5000m in stretch. You can define an address on the map
and set the radius around that address. If the device is in that region, the policy set by the
administrator will be active on the device.

Fencing Location(s) a
T (T

1-40f4 1< (page (1 ) of 1 | I Rows per page: (20 v

. Cnstnm Address i Longitude

e 18.95424 7281382 2000 MEET . Sty S, Wnem, Maharashtra 400007, India

O seem 19.07598 72.87766 200 p— . nw i . % Mumbai, Maharashtra 400070, India

a S e o - RSPAP— e s W demd S e Bt Bome S, g

P ‘—x... 5 Telangana 500081, lndla

0O oes 19.12000 72.87257 400 . - w¢ S Mumbai, Maharashtra 400069, India

Creating a Fencing Location

To create a Fencing Location, it is necessary that a default location must be set first.

1. Click Fencing Location(s) and then click Set Default Location.
Default Location window appears.

Default Location x

T T woea
rn

i é Cr+tar o et A [ Gearch |
Map  Satellite Enter a location 7 [ S=arch | AZADINAGARID  GHATH -4 @
omvay- HHE AR WES1
sy Maharaj vre%—«ng
'V r th i
awarMa International... © Snow World

wAgd Decathlon Sports, 1 e
_ Frarsht - i
9 Friends CHS, Dhobi HERT.. Kurla (Nextito Phoenix...

@thl ; deold Bridge Our Lady of : g NAV PADA

el o Eavpt Church City Hospital & St wTe
UL Oy Ak e Research Centre

@ Gh

X 2 :
Q\i/y NIDS_‘! b wing green view sosaity, Lower Parel, Friends Colony, Babhai Naka, Borivali West, Mumbai, Maharashtra 400070, India :ad| HOSpll'zﬂ
- O

[ ] - v R {5 | v
111 Kotak Mahindra Bank { Hosmlaﬁ!@ |ramad
KA!.INA Al Q
Jlice Station C a Kamraj Nagar
a1 e K‘;LS‘}-A NES%E’;:TH Police Chowki
lirmal Nagar e ks SRS TR
'olice Station s ifera
pragad BANDRA KURLA )
i 1 COMPLEX BUSE“’S@ @) o
aier et 3 Tilak Nagar
US Consulate ® a Ejolice Station
General, Mumbm Kurla Court B 1Ca TR
oggers’ Park Q o };:;Im e el a1t !
: <ot o 4
ANDRA EAST @ e
arz ; —
= @Reﬁerve Bank of India $ Sushrut Hospital
Got |elf1 : & & Research Centre () an Zen Multi Speciality
g @ =& Keyboard shoricuts rMap data @2021 Fermi of Uss Report @ map error

2. Enter the location and then click Save.
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3. After setting the default location, click Add.
Fencing Location(s) window appears.

Fencing Location(s) x
P AT I ~~cainnce and.. Mahakali Ci_lv_es@ & AH'II
c Map Satellite | | escanindia pwai Ga{dene N
; e ¢
O M SEEPZ ). ¥
MC X
eScan 1
ftion Plot No 80, Rd Number 15, Marol MIDC Industry Estate, Andheri East, Mumbai, Maharashtra 400093, India PUW‘i
AT y T -
Passport Sevaj Powai Police S
TY 0 o ‘Pf[s[liim Andheri e . u%‘ﬁf—jﬁ‘-« 3,3(*9
ANDHERI EAST dar gz :
arerdy PNAYtlse qan iy
foram gra ICICI Bank Chandivali,
vark Mumbai-Branch & ATN
l‘;}[{. e A : ad raetamt s
gL Andheri ™ A% -
3 ] oA
:S:AR Bisleri_ngnct_iun 9 < c:““qp 9 Sakinaka Poliy 4 ic
i) S_?_%i}_qire Corporate Park o f}{,&:';}
PARLE“%OLDNY LR Axon Hospital &
2hr Dialysis Center
et 9 Hanu{nan road bus stop o 4 CHANDIVA
BHM T8 -
a8 i i 3 ) SERVE ! {E
JW Marriott Millat Hospital i
Mumbai Sahar o Ared gides —
r |
B . ASALPHA —
GO glﬁ A e p!! HS:.!I!MI' ﬁ\‘II'P_OH Py A . .. -, Keyboard shoricuts | Map data ©2021  Termsof Use Reponama:errorl
Location Details
Latitude: 15, Longitude:
Radius{m): 200 W | Meaters m
Address: [Plot No &4, Rd Number %, Marol MIDC Industry Estate, Andheri East, Mui)
Custom Address: [Hezd Office ]

Enter the location and select the appropriate one from suggestions.

Click the Radius drop-down to select an appropriate radius and then click Set.
In the Custom Address field, enter a name for your fencing location.

After entering all the details, click Save.

The default location will be saved.

No ok

Editing a Fencing Location

To edit a fencing location:

1. Select a location and then click Edit.

Fencing Location(s) & n
+ Add M Edit o Delete F View On Map @ Edit Default Location + Import Locations via file

1-1cf1 page 1 of 1 Rows per page: | 20 V]

« gl:ustnm Address gl_alilude Longitude Radius{m) g.ﬁddress

office 19.07558 72.87766 200

2. After making the necessary changes, click Save.
The fencing location will be modified.
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Deleting a Fencing Location
To delete a fencing location:
1. Select a location and then click Delete.
Fencing Location(s) [54] n
1-10of1 pags 1 of 1 Rows per page: |E|

Longitude Radius({m)
200 -

72.877656

15.075%8

A confirmation prompt appears.

B Are you sure you want to delete selected Geo

Location(s)?

o

2. Click OK.
The fencing location will be deleted.

View On Map

Clicking View On Map lets you view the selected location on the Google Maps.
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:\gﬂl?-rlkf[} 9 Chbd Belapur - Near Bridge Ending, Lower Parel, Kismat Nagar, Kurla, Mumbai, Maharashtra 400070, India weme K
- ; Kohinoor Hospital
e Mariya/f H g tal
& KALINA Yo T @
& hieAT » | .
SCLR Bridge o
D e RUPA NAKAR uraj Hosoital Kurla EMU Carshed
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[ Hard HeH prad ia
fifa KURLA WEST
) . R e + G
eaas = aw Vithal Rukmini Marj}dw Tilak T":r'[‘r‘;l‘”‘a’: b
entre-  BANDRA KURLA E & Em =1t
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9 ER x Keyboard shortcuts - Map data ©2021 Termszof Use  Repaort 2 map eror
Location Details
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Import Locations via file

The Import Locations via file option allows you to import locations through a (*.txt, *.csv) file and
user location details in the following format for adding multiple locations at once with latitude,
longitude, radius (m), and custom address. For example, 19.46523, 58.69659, 100, Head Office. To
import multiple locations, follow the steps mentioned below:

1. Click Import Locations via file option.
Add Multiple Locations window appears.

Add Multiple Locations x

Select File source

Select file for import (*.txt,*.csv):
| Choose File | No file chosen

Latitude,Longitude,Radius(m),Custom Address
Eg:
15.46523,58.69659,100,Head Office

Note:

Latitude: Enter the latitude (Will be truncated upto 5 decimal places)
Longitude: Enter the longitudes (Will be truncated upto 5 decimal places)
Radius(m): Enter radius for the geolocation

(Allowed values: 100,200,200,400,500,600,700,800,900,1000,
1200,1400,1600,1800,2000,2500,2000,2500,4000,4500,5000)

Custom Address: Add custom addrass for the Lat./Lona.

2. Click on Choose File to browse file.
Click Upload.
4. After uploading click OK.

The locations will be imported.

w
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Administration

The Administration module lets you create User Accounts and User Roles to allocate them
administrative rights for using eScan Management Console as required. With this option, you can
allocate roles to the other employees and allow them to carry out required responsibility.

The Administration module consists following sub modules:

e User Accounts
e User Roles

User Accounts

With User Accounts sub module, you can assign Administrator role to added users and reduce the
workload. This sub module displays a list of users and their details such as Domain, Role, Session
Log and Status and many more. You can create new user accounts and also add them from Active

Directory.
User Accounts “

Full Name

Administrator account created during instzllation Administrator Administrator View ¥

Creating a User Account

To create User Account, follow the steps given below:

1. Inthe User Accounts screen, click Create New Account.
Create User form appears.

Create User

User Accounts > Create User

Account Type and Information

Username™:

Full Name*:

Confirm Passwaord®:

L |
l |
Password®: [ ]
l |
l |

Email Address:*

For Example: user@yourcompany.com

Account Role

Reola™: | Administrator w |

MDM
Raole™:

2. After filling all the details, click Save.
The user will be added to the User Accounts list.

| Administrator w |
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Adding a User from Active Directory

To add a user from Active Directory:

1. Inthe User Accounts screen, click Add from Active Directory.
Add Active Directory Users form appears.

Add Active Directory Users

User Accounts > Add Active Directory Usars

Search Criteria

User's name™: | |

For Example: user or user®

Domain®: | |

AD IP Address™: | |

AD Admin User name™: | |

For Active Directory account: domain\username

AD Admin Password™: | |

Use SSL Auth.: [}

AdsPort*: [283 |

Search Results

Users Selectad Uszers

Account Role

Raole™: | Administrator hd |
MDh‘L | Administrator s |
Role™*:

Save | - (*) Mandatory Fizlds

After filling Search Criteria section details, click Search.
A list of users will be displayed in the Users section.

2
3
4. Select a user and then click BB button to add the user to Selected Users section.
5
6

Vice versa the added user can be moved from Selected Users to Users by clicking -}
Click Save.
The user will be added to the User Accounts list.

Deleting a User Account

To delete a user account, follow the steps given below:

1. Inthe User Accounts screen, select a user and then click Delete.
A confirmation prompt appears.
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User Accounts

Do you want to delete the selacted user account(s) #

2. Click OK.
The User Account will be deleted.

User Roles

The User Roles submodule lets you create a role and assign it to the User Accounts with variable
permissions and rights as defined in the role being assigned to them. It can be an Administrator role
with set of permissions and rights Group Admin Role or a Read only Role.

You can re-define the properties of the created role for configuring access to various section of eScan
Mobility Management Console and the networked devices. It also lets you delete any existing role
after the task is completed by them. It allows the administrator to give permission to
subadministrators to access defined modules of eScan and perform installation/uninstallation of eScan
on network devices or define policies and tasks for the devices.

n

User Roles

New Role

Administrator

www.escanav.com
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Adding a User Role

To add a new user role, follow the steps given below:

1. Inthe User Roles screen, click New Role.
New Role form appears.

New Role n
Role Details

Mew Role Name = | |

Description : | |

Select Group :

D Select subgroups on selecting Parent group

- [} ﬁ Manzgad Davices

Coc e

Enter name and description for the role.

Click Managed Devices and select the specific group to assign the role.

The added role will be able to manage and monitor only the selected group’s activities.
Select the checkbox Select subgroups on selecting parent group, if you want to select
subgroups by default after selecting parent group.

6. Click OK.

The new user role will be added and the Permissions section appears displaying Main Tree
Menu and Client Tree Menu tabs.

ok~ w
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The Main Tree Menu consists of all the modules and configuration permissions.

New Role a a
New Role Name :® |1 P— |
Description : [rove |
Select Group

Main Tree Menu Client Tree Menu

Configure

Diash Board

Managad Mobile Davices

Manage Backup

Anti Theft O

Asset Management

Report Templates

Repart Scheduler

Events And Devices

App Store

Content Library

Call Legs

The Client Tree Menu consists of selected groups on which permissions the user is allowed to take
further.

Mew Role n
Role Details

x

Mew Role Name : |=‘_. |

Description : | [ E T T T |

Select Group
Main Tree Menu Client Tree Menu

ﬁ Managed Devices

Fleaze Select 2 Group to set Permission

7. Select the checkboxes that will allow the role to view/configure the settings.
8. After selecting the necessary checkboxes, click Save.
The role will be added to the User Roles list.
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Role Properties

To view the properties of a role, follow the steps given below:

1. Inthe User Roles screen, select a role.
It enables Properties and Delete buttons.

User Roles ﬂ n

i Description

Administrator

] - viewer

2. Click Properties.
Main Tree Menu lets you modify role description, permissions for accessing and configuring

all the modules.

3. To set permissions for groups or subgroups, click Client Tree Menu.
Select the group or subgroup to set permission.

4. Click Save.
The Role Properties will be updated accordingly.

Deleting a User Role

To delete a user role, in the User Roles screen, select a user role and then click Delete.
The User Role will be deleted.

Export & Import

The Export & Import submodule lets you to take a backup of your eScan server settings, in case you
want to replace the existing eScan server. You can export the Settings, Policies and the Database from
existing server to a local drive and import it to the new server.

Export Settings

This tab lets you export the eScan Server Settings, Policies, and Database. To export the eScan Server
settings, follow the steps given below:

1. Inthe Export Import Settings screen, click Export Settings tab.
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Export Import Settings u Help

Export Settings Import Settings Scheduling

WMC Settings and Policies

O Database
l Export l

View Exported Files

Export files path:!c:\m 1. hne o N o ey »—vdr.r|| Change Path |

1. Select required settings
2. Click on "Export” to export eScan Management Console settings

2. To backup WMC Settings and Policies and Database, select both the checkboxes.
The backup file will be exported to the path shown in Export files path field. To change the
file path, click Change Path. In the Add Folder window, enter the file path and click Add.

3. Click Export.
The backup file will be exported to the destination path. A success message appears at the top
displaying date, time, and a download link for the exported file.

Settings Exported Successfully Download Exported File (7/13/2021 12:25:40 PM)
Mote : Exported file can not be use on lower versions

Import Settings

This tab lets you import the eScan Server Settings, Policies, and Database. To import the eScan Server
settings, follow the steps given below:

1. Inthe Export Import Settings screen, click Import Settings tab.

Export Import Settings u Help

SRRl | Import Settings | ST T T

File Name | Choose File | No file chosan

WMC Settings and Policies

[ patabase
Import

View Exported Files

1. Select file to import (EservConf_[YYYYMMDDhhmm][_SCHD].zip)
2. Select required settings
3. Click on "Import" button to import the saved settings

Click Choose File.

To import WMC Settings and Policies and Database, select both the checkboxes.
Click Import.

The backup file will be imported. A success message is displayed after complete import.

ok~ wN
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0 o After successfully taking a backup, eScan asks you to restart the server.
NOTE | ¢ The Import Settings tab lets you import only Settings and Policies or Database.

Scheduling

This tab lets you schedule auto-backing up of Settings, Policies, and Database.

Export Import Settings 4 Help

Export Settings Import Settings Scheduling

Enable Export Scheduler

‘ WMC Settings and Policies U patabase
® Dpaily
L) Weekly Mon Tue Wed Thu
Eri Sat Sun
O Monthly
® a 12:000m | (@7)

O Enable Notification settings
Sender:

Recipient:

SMT? Server:

SMTP Port:

Use SMTP Authentication

User name:

Password:

Enable Optional Settings

Select how many backup files to store [2 v
Create the backup only if drive space is greater than or equal to : [s00 | [mev]

Default |

View Exported Files

Last schedule status : Settings Exported Successfully On ([ MM/DD/YYYY ) 07/24/2022 12:00 PM

To create a Schedule for export, follow the steps given below:

1. Select Enable Export Scheduler checkbox.

2. Select the checkboxes whether to back up both Settings and Policies and/or Database.

3. Schedule the backup for a Daily, Weekly (Select a day) or Monthly (Select a date) basis.

4. For the At field, click the drop-down and select a time for backing up data.
If you want to receive email notifications about the procedure, select Enable Notifications
Settings checkbox and fill in the necessary details. If the SMTP server requires
authentication, select the Use SMTP Authentication checkbox and enter the credentials. To
check if the SMTP settings are correct, click Test. A test email will be sent to recipient email
ID.
To configure additional settings for backup file, select the checkbox Enable Optional
Settings, and make the necessary changes. To restore the changes made, click Default.

5. After performing all the necessary steps, click Save.
The export schedule will be saved.
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License

The License module lets you manage user licenses. You can add, activate, and view the total number
of licenses available for deployment, previously deployed licenses and remaining licenses with their
corresponding values. The module also lets you move the licensed devices to non-licensed devices
and vice versa. Here you can also view the number of Add-On licenses along with the names.

- -
License £ Refresh E Help

Register Information

License Key(30 char) Activation Code(60 char) Registration Status Contract Period Ends on Add On License

224

Fiem 2 e % S ™z Activate Now Activate before 02-Sep-2023 = 20

To Add License Click Here

License HAE ‘

® LicenseinUse-5 @ License Remaining - 15

[Manage License]

Adding and Activating a License

To add and activate a license:
1. Inthe License screen, click the Click Here link.

To Add License Click Here

Add License Key dialog box appears.

Add 320 Character License Key.

(I )
OK Cancel

2. Enter the license key and then click OK.
The license key will be added and displayed in the Register Information table.
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Moving licensed devices to Non-Licensed Devices
section

To move licensed devices to Non-Licensed Devices section:

1. Inthe License statistics box, click Manage License.
Manage License window appears.

Manage License u Help
Licensed Computers () Wi Move to Non-License
B | Machine Name
(]| = 1s Managed Devices
(| 1w Managad Devices
| N 1es Managed Devices
O | 8 30 mssrsstesy Mznagad Devices\AutoAdded_COD
O 1es Managed Devices
O | N o Managed Devices\AutoAdded_COD v
Non-Licensed Computers () i Move to License

No Record Found ] &

| Close

2. Under the Licensed Devices section, select the device(s) that you want to move to Non-
Licensed Devices section.
3. Click Move to Non-License.

4. The selected device(s) will be moved to Non-Licensed Devices section.

Moving non-licensed devices to Licensed Devices
section

To move non-licensed devices to Licensed Devices section, follow the steps given below:
1. Inthe License statistics box, click Manage License.
Manage License window appears.
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E Help

Manage License

Licensed Computers [ Devices (2) Filter Licensa Wi Move to Non-License
| | Machine Name ‘ Group | -
D i - ﬁ Managad Computers'. i
R e Managad Computars
-
Non-Licensed Computers §/ Devices (1) Filter License U Move to License
s Date - D -
] B es=e IR Managed Computersis & 05/08/2021 16:43:00
-

Closs

2. Under the Non-Licensed Devices section, select the device(s) that you want to move to
Licensed Devices section.

3. Click Move to License.

4. The selected device(s) will be moved to Licensed Devices section.
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Contact Us

We offer 24/7 free online technical support to our customers through email and live chat. We also
provide free telephonic support to customers during our business hours.

Before you contact technical support team, ensure that your system meets all the requirements and
you have Administrator access to it. Also, ensure that a qualified person is available at the system in
case it becomes necessary to replicate the error/situation.

Ensure that you have the following information when you contact technical support:
e Endpoint hardware specifications
e Product version in use and patch level
o Network topology and NIC information
o Gateway, IP address and router details
o List of hardware, software and network changes if any carried out
e Step-by-step description of error/situation
e Step-by-step description of troubleshooting if any attempted
e Screenshots, error messages and log/debug files

In case you want the Technical Support team to take a remote connection:
e |P address and login credentials of the system

Forums

Join the Forum to discuss eScan related problems with experts.

Chat Support

The eScan Technical Support team is available round the clock to assist you with your queries via
Live Chat.

Email Support

If you have any queries, suggestions and comments regarding our products or this User Guide, write
to us at support@escanav.com
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