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Introduction

eScan Vision Core XDR (eXtended Detection and Response) is a broader and layered endpoint
security solution that delivers real-time visibility, analysis, protection, and remediation for endpoints.
This provides deeper insights and alerts the admin about malicious activity, which facilitates quicker
investigation and restricts the attacks on endpoints as soon as detected.

The Vision Core XDR consists of the latest modules like Phishing simulation and IP Radar.
Additionally, a MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge)
framework is included to give your network an expanded cybersecurity coverage. As an enterprise-
grade security solution, it supports automated and manual actions to restrict the potential threats on
the endpoint. It proactively reduces the attack, prevents malware infection, and neutralizes potential
threats by detecting them in real-time. eScan Vision Core XDR is designed using in-demand and
futuristic technologies available for Windows, Mac, and Linux based endpoints across the enterprise.

eScan Management Console, a web-based centralized management console for Vision Core XDR
empowers an administrator to install and manage eScan clients on the computers connected across the
network. With this console, you can perform following activities—

e Install eScan client application on computers.

e Monitor the security status of computers.

e Create and manage policies or tasks for computers.

e Create and view customized reports of the security status of the computers.
e Manage notifications for alerts and warnings of suspicious activities.

e Detection and remediation of malicious activities

¢ Incident data investigation and search

Pre-requisites for eScan Vision Core XDR
Server

Before installing eScan ensure that the following pre-requisites are met:
e Access to computer as an administrator.
e Uninstall the existing anti-virus software, if any.
e Check for free space on the hard disk/partition for installing eScan.
e Static IP address for eScan server.
o |P address of the mail server to which warning messages will be sent (optional).

o If authentication for the mail server is mandatory for accepting emails, you will need a
NOTE | username and password to send emails.
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System Requirements
Windows Server and Endpoints Mac Endpoints Linux Endpoints
Microsoft® Windows® 2022 / 2019/ | OS X Snow Leopard (10.6 or later) | RHEL 4 and above
2016 /2012 / SBS 2011/ Essential / | OS X Lion (10.7 or later) (32 and 64-bit)
2008 R2 /2008 /2003 R2 /2003 /11 | OS X Mountain Lion (10.8 or later) | CentOS 5.10 and above
/10/8.1/8/7/Vistal XPSP 2/ OS X Mavericks (10.9 or later) (32 and 64-bit)
2000 Service Pack 4 and Rollup Pack | OS X Yosemite (10.10 or later) SLES 10 SP3 and above
1 (For 32-bit and 64-bit Editions) OS X El Capitan (10.11 or later) (32 and 64-bit)
macQS Sierra (10.12 or later) Debian 4.0 and above
macOS High Sierra (10.13 or later) | (32 and 64-bit)
macOS Mojave (10.14 or later) openSUSE 10.1 and above (32 and
macOS Catalina (10.15 or later) 64-bit)
macOS Big Sur (11.0 or later) Fedora 5.0 and above
macOS Monterey (12.0 or later) (32 and 64-bit)
macOS Ventura (13.0 or later) Ubuntu 6.06 and above
macOS Sonoma (14.0 or later) (32 and 64-bit)
Mint 12 and above (32 and 64 bit)
Oracle 7.x and above
(32 and 64 bit)
Red Hat Linux server
(32 and 64 bit)
Hardware Requirements for eScan | Hardware Requirements for Hardware Requirements for
Server: eScan Client: eScan Client:
CPU - 2GHz Intel™ Core™ Duo CPU - Intel based Macintosh CPU - Intel® Pentium or
processor or equivalent Memory - 4 compatible or equivalent
GB and above Memory —2 GB and More
recommended Memory -2 GB and above
Disk Space (Free) — 8 GB and above
Disk Space — 2 GB and above Disk Space — 2 GB free hard drive
space for installation of the
Hardware Requirements for eScan application and storage of
Client: temporary files
CPU - 1.4 GHz minimum (2.0 GHz
recommended) Intel Pentium or
equivalent
Memory - 1.0 GB and above
Disk Space (Free) — 1 GB and above

eScan Management Console can be accessed by using following browsers:
* Firefox latest version
* Google Chrome latest version
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Installing eScan Vision Core XDR Server

¢ Installing eScan Vision Core XDR Server from CD/DVD
Installing eScan Vision Core XDR from the CD/DVD is very simple, insert the CD/DVD in
the ROM and wait few seconds for the Autorun to run the installation wizard. In case the
installation wizard does not run automatically, locate and double-click the
XDRcwnxxxxx.exe on CD-ROM. This will run the installation wizard based setup of eScan
Vision Core XDR. To complete the installation, follow the instructions on screen.

e Installing eScan Vision Core XDR Server from internet
To install eScan Server from the downloaded setup file, double click the XDRcwnxxxxx.exe

and follow the instructions on screen to complete the installation process.

www.escanav.com
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Installation

To install eScan Vision Core XDR, follow the steps given below:

1. The installation wizard displays following window:

Select Setup Language

. E| Select the language to use during the installation:
1 s

LY,
Engish |8

| ok || Cancel |

2. Click the drop-down and select a desired language for installation.
3. Click OK.

N(?I’E The Default Language displayed in the drop-down menu is dependent on the Operating
System's language installed on the computer.

The installation wizard welcomes you.

| I Choict

of DIGITAL
WORLD

Welcome to the eScan Vision Core XDR Setup Wizard

Welcome to the eScan Vision Core XDR Setup Wizard

Click Next to continue, or Cancel to exit Setup.

e S -C a n g5 can Vision Core <DR e ] ’ —

WWwwW.esCanav.corm

4. To proceed, click Next.
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License Agreement screen appears.

#1

Choice

License Agreement

of DIGITAL Pleaze read the fellewing important information before continuing.

WORLD

Pleage read the following License Agreement. ou must accept the terms of this
agreement before continuing with the installation.

e5Scan SOFTWARE END-USER LICENSE AGREEMENT -

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (*AGREEMENT"), FOR THE LICENSE OF eScan (*SOFTWARE™)
PRODUCED BY MICROWORLD SOFTWARE SERVICES PWT. LTD.
(*MICROWORLD™).

IF % OU HAVE PURCHASED THIS SOFTVWARE WIA THE INTERMET BY CLICKING
THE ACCEPT BUTTON, ¥OU (EMHER AN INDIVIDUAL OR A SINGLE ENTITY)
COMNSENT TO BE BOUND BY AND BECOME A PARTY TO THIS AGREEMENT. IF v

® | accept the agreement

7 | do not accept the agreement

eScan Yision Core xDR

eSgan

Www.escanavi.com

T e

5. Please read the License Agreement completely. To proceed with the installation, select the
option | accept the agreement.

6. Click Next.
The Select Destination Location screen appears.

- i cI'IO ice Select Destination Location
of DIGITAL Where should eScan Vision Core XDR be installed?

WORLD

"
[‘/ Setup will install eScan Vision Core XDR into the following folder.

To continue, click Mext. If you would like te select a different folder, click Browse.

C:\Program Files (x36)"Scan | [ Browse...

At least 1825.7 MB of free disk space is required.

= e5can Yision Core DR
eScan [<Bsc [ New> ] [ Cowd ]

WWW.esCanawv.corm

7. Click Next to proceed with the installation. If you want to select a different installation
location, click Browse and select the destination folder for installation.

www.escanav.com

50 27001 Certified Company



NOTE

Default Path for eScan installation on a 32-bit PC — C:\Program Files\eScan

Default path for eScan installation on a 64-bit PC — C:\Program Files (x86)\eScan

8.

Ready to Install screen appears displaying destination location.

- Ch!‘c Ready to Install
of DIGITAL Setup is now ready to begin instaling eScan Vision Core XDR on your computer.

WORLD

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x88)\eScan

= eScan Yision Core DR
eScan <Bsck |[_Insal | [ Cancal

WWW.esCanav.coirm

To proceed, click Install.
The installation wizard initiates the installation and displays the process.

After installation, the wizard asks you to configure the settings for SQL Server hosting and
Login settings for the eScan Management console.

_ e5can Management Console Configuration Wizard

Welcome to the e Scan Management Console
Configuration Wizard

TAL

#1,

This installation wizard will guide vou through the steps
required to install andfor configure Microsoft SQL Server
Express for eScan Management Console application on your
computer.

Note: Microsoft and Windows are either registered trademarks
or trademarks of Micresoft Corperation in the United States

andior other countries.

Click "Next™ to continue.

WWW.ESCANaV.com
Copyright MicroWorld

50 27001 Certified Company

www.escanav.com



9. To proceed, click Next. The configuration wizard requests you to select following SQL
version to install:
e SQL 2008 R2 - Express Edition
Select this option to install SQL version 2008 R2 - Express Edition.

”’ \eScan Management Console Configuration Wizard

Select SQL Version to Install :

(® SQL 2008 R2 - Express Edition

(O Download and Install SQL 2019 - Express Edition

- D

e Download and Install SQL 2019 - Express Edition
To download and install SQL version 2019 — Express Edition, select this option and

click on Download.

\e Scan Management Console Configuration Wizard

Select SQL Version to Install :

(C) SQL 2008 R2 - Express Edition

@ Downleoad and Install SQL 2019 - Express Edition

<D D

The download process will begin as shown in the below window:

www.escanav.com

An 1SO 27001 Certified Compsz



” ~ eScan Management Console Configuration Wizard

Select SQL Version to Install :

(O SQL 2008 R2 - Express Edition

(® Download and Install SQL 2019 - Express Edition

(| 100%

File Downloaded Successfully

D D

10. After file gets downloaded, click on Install.
The configuration wizard will begin installation process of the Microsoft SQL Server
Express.

” eScan Management Console Configuration Wizard
ol

This wizard will install following prerequisites along with Microsoft SQL
Server Express:

Microsoft Windows Installer
Microsoft .Net Framework

Microsoft SQL Server Express Edition

Click "Install" to proceed.

11. To proceed, click Install.
Choose Directory For Extracted Files window appears

Choose Directory For Extracted Files X

Choose Directory For Extracted Files
\Program Files (x86)\s & ko). 2 i : l

[ ok | | Cancel | |Browse.
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12. Select the destination folder and click Ok.
The SQL will be installed as confirmed by below window:

Default Path for eScan installation on a 32-bit PC — C:\Program Files\Microsoft SQL
© | Server
NOTE | Default path for eScan installation on a 64-bit PC — C:\Program Files (x86)\Microsoft
SQL Server

”’ \eScan Management Console Configuration Wizard

Installing Microsoft SQL Server Express

Microsoft SQL Server Express has been installed successfully on your
system.

&/ Microsoft Windows Installer
& Microsoft Net Framework
' Microsoft SQL Server Express Edition

Click "Next" to continue

13. To proceed, click Next.
The wizard requests you to enter the login credentials for the root user.

NOTE The default username for web console is root.

'-‘ eScan Management Conscle Configuration Wizard

eScan Management Console login information

Enter the login credentials for the root user to give permission to manage the
eScan Management Conzole.

User name: |rcct |

P AAdmin A A 1 il i
Description; Administrator account created during installation |

|
Passwaord:* | |
|

Click "Mext" to continue

Email address:®

Confirm Password:*

50 27001 Certified Company
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14. After filling all the details, click Next.
The installation successful window appears.

’, _ e5can Management Console Configuration Wizard

e5can Management Console Configuration Wizard
Completed.

You have successfully instaled / configured Microsoft SQL

Server Express on your computer. Click "Finizh” to proceed with
eScan installatiun.|

eSgan

WWW.EsCAnaY.com
Copyright MicroWorld

15. Click Finish to exit the installation wizard and proceed further.

| 1 Choice

Completing the eScan Vision Core XDR Setup
of DIGITAL Wizard
WORLD

Setup has finished installing eScan Vision Core XDR on your computer. The application
may be launched by selecting the installed icons.

Click Finish to exit Setup.

eS c an e5can Vision Core XDR

www.escanav.com

16. Click Finish. The wizard asks you to restart the PC for completing the installation process.
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;chl.g;FIfAL Sﬁ:{:ﬂl&ﬁﬁng the eScan Vision Core XDR Setup

WORLD

To complete the installation of eScan Vision Core XDR, Setup must restart vour
computer. Would you like to restart now?

@ iYes, restart the computer now!

2 No, | will restart the computer later

-~ S can Vision Core <DR
es Gan &5 zan Vizion Core —

WWW.ESCanav.corm

17. To restart your PC, click Yes.

After the computer restarts, launch the eScan Enterprise XDR and enter the license key for
activation.

o To run eScan services without any interruption it is recommended that you restart
NOTE | the PC.

Components of eScan Server

The eScan Server is comprised of following components:
e eScan Server
This is the core component that allows you manage, deploy and configure eScan client on
computers. It stores the configuration information and log files about the computers
connected across the network. Being the core component, it communicates with the following
components.

o Agent
It manages the connection between the eScan server and the client computers.

e eScan Management Console
It is a Web-based application hosted on the eScan Server. With this application,
administrators can manage and configure eScan on computers in the network.

e Microsoft SQL Server Express Edition
It is a database for storing events and logs already included in the eScan Setup file.

e Apache
It is an open source, cross-platform web server software essential for running eScan
Management Console. It's included in the eScan Setup file.

o For Windows 11/10/8/8.1/2008 /2012 /2016 / 2019 operating systems, the SQL 2008
NOTE | EXpress edition will be installed.
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For Windows 7 and below, SQL 2005 Express edition will be installed.

Uninstallation of eScan server won't remove SQL and APACHE from the endpoint. The
user will have to uninstall these components manually.

Web Console Login

The web console login page can be accessed via two methods:

Method 1:
1. Launch a web browser.
2. Enter the following URL: <IP address of the eScan Server installed system>:10443

Web console login page appears.

eSgan

Vision Core XDR - Management Console

Usemame

Password

eScan AV Report Setup Links

3. Enter the login credentials defined during installation.
4. Click Login.

Method 2:
1. Inthe taskbar, right-click the eScan Management Console icon ]
A list of options appears.

a« Client Live Updater
%+ Open Web Console

Wy Stop Announcement

wr About eScan Management Console
@ Shut Down

2. Click Open Web Console.
Default browser launches and displays web console login page.
Rests of the options are explained below:

www.escanav.com
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Client Live Updater

Clicking this option displays live event feeds from all computers on your network. This feed consists
of IP Address, Username of the computers, Module Names and Client actions. This Live Feed list can
be exported to Excel if required.

- ™

‘e Scan
€
_ Client Live Updater

D ate | Tirne | Maching Ma... | IP &ddress | User Marne | Event D | Module Mame | Descri
30 Jul 2021 122226 Tl R B sk la wa fie LT File Anti...  [CleScanM... ‘wWindo
30 Jul 20 122226 wa fi LI B sk ig 1 TRt File Anti...  [CleScank... C:h\Po
30 Jul 2021 12.22.2¢7 LR L B Ciask 18 L RTr File &nti...  [C]leScanM.. Admini
30 Jul 2021 122228 LR il B 1 Ty File &nti...  [C]leScanbd.. REMD
30 Jul 2021 122229 LTRT B sk ta M L File Anti...  [C]'WinEwvent A logo
30 Jul 20 122230 M Lo B usk g P T File Anti...  [C]WinEvent  Remat
30 Jul 2021 12:22.32 LR L B Ciask 18 LRt File &nti...  [C]leScanM.. REMO
30 Jul 2021 122236 LR il B LR File &nti...  [C]leScanbd.. REMD
30 Jul 2021 123203 T mate S T File Anti...  Android Fuolicy
30 Jul 20 123203 T mate 5 T File Anti...  Configléndr..  duto s
30 Jul 2021 123203 e, R o Wi File &nti...  Anti-Theft (&, Anki-TH
30 Jul 2021 123203 File &nti..  ‘WebandA.  Webl
30 Jul 2021 123203 File Anti...  “weband A, Applic)
A0 Jul 204 123204 T mate m W Wi File Anti...  Configldndr..  Protec E|
30 Jul 2021 12.32:04 T e, B o Wi File &nti...  Call & SM5 .. Call/SI—
A0 Jul 204 123204 T mate m T File Anti...  Andraid Carnpli
30 Jul 2021 133209 S mate 5 T File Anti..  Androd Fuolicy =
€ | m | 3
Stop Announcement

Clicking this option stops broadcast from and towards the server.

About eScan Management Console
Clicking this option displays Server Up Time and general information.

Shut Down
Clicking this option shuts down the eScan Management console.

It is recommended that you do not shut down the server, as doing so will stop the
@ | communications between client and server.
NOTE

The "root" is the Superuser account created by eScan during Installation.
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Setup Links

The web console login page displays Setup Links options that let you to download client and agent
setup files.

e5can Client Setup (Windows) N
e5can Agent Setup (Windows) s
escan Agent Setup (Linux) ~
escan Agent Setup (MAC) ~

» eScan Client Setup (Windows)
This link can be shared via email to the computer users where remote installation is

impossible. By clicking this link users can download the eScan Client Setup and install it
manually on their computers. Users can also directly access the eScan Management console
from their desktop.

» eScan Agent Setup (Windows)
This link can be shared via email to the computer user where you are unable to get system

information or communication is breaking frequently. After the eScan Agent Setup is
downloaded and installed on the Managed Compulter, it establishes the connection between
the server and client computers.

« eScan Agent Setup (Linux)
This link can be shared with the Linux computer user for manual installation.

« eScan Agent Setup (Mac)
This link can be shared with the Mac computer user for manual installation.

An I1SO 27001 Certified Company
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eScan AV Report

Clicking this link redirects you to the eScan AV Report webpage that displays Anti-Virus report for
eScan installed computers.

-
eScan AV Report & Refresh [ Help
[ Filter Criteriz
Select Group Installation Status
& [ § Mansged Computers All hd
Last Updated
All hd
Last Scanned
All hd
Get Details || Reset Export Search
1-0cfd { page of |0 b Ml Rows per page: | 10 W
Machine Name ‘Gruug Last Connection |Dﬂ1ine Since | Installation Status | eScan Version Last Update Last Scanned Last Policy Applied
There are no items to show in this view.

Select a group and then click Get Details to get the details of the endpoints.

-
eScan AV Report & Refresh [ Help
r— Filter Criteria
Select Group Installation Status
ﬁ Managed Computers Al ~

Last Updated

All ~

Last Scanned

All ~
[GetDetails || Reset  |[ export || Search
Total Machines 5
Instzlled Machines 5 Mot Installed Machines 2]
Last Updated Compliant 4 Last Updated Non Compliant 1
Last Scanned Compliant 2 Last Scanned Mon Compliant 3

1-50f5 144 page 1 } ¥l Rows per page: | 10+

Offline Since

Installation Status |eScan Version

Machine Name Last Connection

Managed Computers 6/24/2021 3:26:20 PM | Offline maore than 0 days  Installed 2021/06/24 08:4%

N

Managed Computers @ S0as "
Managed Computers
Managed Computers

Managed Computers

6/22/2021 5:40:54 PM
6/24/2021 3:35:00 PM
6/24/2021 12:19:07 PM

£/24/2021 2:26:36 PM

Offline maore than 0 days
Offline more than 0 days
Offline maore than O days

Offline more than 0 days

Installed
Installed
Installed

Installed

2021/06/14 15:43 06/23/2021 =
2021/06/24 11:19 =
2021/06/24 11:19

2021/06/24 11:1%  06/23/2021

Select a group and then click Get Details > Export. A detailed .xls report will be downloaded to

computer.

@ Exported Successfully Click hers to Open/Download

Www,esc



Main Interface

Upon first login, console displays Setup Wizard that familiarizes you with the basic procedures.
The links in the top right corner are explained below:

About eScan
Clicking About eScan opens MircoWorld's homepage in a new tab.

Username

Clicking Username allows you to edit User Login details like full name, current password, new
password, and email address that you use to Login in the eScan Management Console.

Edit User kd nelp

Enable this account

Account Type and Information

Custom Account

Username: 5

Full Name®*: 5

Current
Password:

Mews
Password:

Confirm
Password:

Email __ -
Address: - -

For Example: user@yourcompany.com

Account Role

Raola™:

[*) Mandatory Fields

kl;l
m
ol
i

Log off
Clicking Log off logs you out of the eScan Management Console.

Date of Virus Signatures
This link displays the last date on which the Virus signatures were updated. Click it to update virus

signatures.

www.escanav.com
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Setup Wizard

The Setup Wizard helps you to quick start with the eScan Management Console, by allowing admin to
perform basic functions such as creating groups, adding computers to it, and installing eScan on it. It
is recommended that you follow the steps displayed, before proceeding to the other modules.

Setup Wizard E Help

Welcome to the Setup Wizard

This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selected Groups.

Click "Mext" to Proceed.

In the Setup Wizard screen, click Next >. Create Group to Manage Computers window appears.

Setup Wizard E Help

Create Group to Manage Computers.

-- ﬁ Managed Computers

Mew Group

Click "Mext" to Proceed,

ISO 27001 Certified Company www.escanav.com



To create a new group, select a group (Managed Computers) and click New Group. Creating New

Group popup appears.
Creating New Group E Help

Create New Group

MNewe Group Mame :I I

Ok | | Cancel |

Enter the name of the group and click OK.
After creating group, click Next> to add computers to the respective group.
Add IP/Host to respective Groups window appears.

Setup Wizard E Help

Create Group to Manage Computers.

E| ﬁ Managed Computers

""" ﬁ Roaming Users

ﬁ Linux / Mac

Mew Group

Click "MNext" to Proceed,

ISO 27001 Certified Company www.escanav.com



After creating a group, you can add computers to the group via following methods:
e |P Address/Host name
e Host from Network Computers

Setup Wizard E Help

[Ej Add 1P/Host | [ Add Host from Network Computers

El- [ Managsd Computars

ﬁ Roaming Users
& uinux / Mac
ﬁ Samples_Tzam

Click "Next” to Proceed.

Adding computers via IP Address/Host Name
To add the computers through IP Address, follow the below steps:
1. Select the group and click Add IP/Host.
Add Computers window appears.

&

Add Computers E Help

o Add |

| Add IP Address Range |

Remove

Ok || Cancel

An 1SO 27001 Certified Company www.escanav.com
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2. Click Add. Add Computers window appears.

K

Select Computer E Help

| ok | | Cancel

3. Enter the Host name and click OK.
The computer will be added.

OR

4. Toadd an IP range, click Add IP Address Range.
Add Computers by IP Range window appears.

- [

Add Computer By IP Range E Help

Starting IP Address*:

Ending IP Address™:

| Ck || cancel | {*} Mandatory Fields

5. Enter the first and the last IP Address of the range.
6. Click Ok.
The computers will be added in the group.

www.escanav.com
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Adding Host Name from Network Computers
To add the computers from network, follow the below steps:
1. Select the group and click Add Host from Network Computers.
Add Host from Network Computers window appears.

T

Add Host from Metwork Computers E Help

- l:l @y Network Computers
& I:l gfs Microsoft Windows Network

""" l:l @y Web Client Metwork

| ok | | Cancel |

2. Select the network computers and click Ok.
The computers will be added to the group.

Setup Wizard E Help

B Add 1p/Host | [Bp Add Host from Network Computers

E| ﬁ Managed Computers -~

Click "Maxt" to Procead.
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After adding IP address and Client/Network computer(s) in group, click Next.

Setup Wizard E Help
Select Groups for Installation/ Deployment.
=- [ ﬁ Managed Computers

I:' ﬁ Roaming Users
m- [ & oLe

m- O £ Eor

" |:| ﬁ Linux / Mac

Click "Mext" to Proceed.

Select the group having client computers then click Next.

Client Configuration window appears

Setup Wizard E Help

Client Configuration.

|:| Auto Reboot after Install

|:| Show Progress on Client (Only for XP/2000)

[ 1nstall withaut Firewall

|:I Disable auto downloading of Windows patches by eScan

Installation Path

<Default= VH Add

Note: Computers with same or newer version of eScan will not be affected.

Click "Next" to proceed with Installation/Deployment

To define a different installation path, click Add. (Skip this step if default path chosen).

Click Next. A window displays File transfer progress. After Installation, the eScan status will be
updated in Managed Computers list.
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DashBoard

» XDR Dashboard

Setup Wizard

Managed Computers

Unmanaged Computers

Report Templates

Report Scheduler

Events & Computers

Tasks For Specific Computers

Asset Management

Phishing Simulator

User Activity

Patch Report

Notifications

Settings

Administration

License

Dashboard

The Dashboard module displays charts showing Deployment status, Protection status, Protection
Statistics, Summary Top 10, Asset Changes, Live Status, and IP Radar. The monitoring is done by
Management Console of the computers for virus infections and security violations. To learn more,
click here.
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XDR Dashboard

The XDR Dashboard provides the summary of all the malicious activities and security events
gathered across the network by the eScan Server. It will provide the overview of the various incidents
and the action taken on such incidents. To learn more, click here.

Setup Wizard
The Setup Wizard familiarizes you with the basic procedures and setup that is recommended by the
eScan. To learn more, click here.

Managed Computers

The Managed Computers module lets you define/configure Policies for computers. It provides you
various options for creating groups, adding tasks, moving computers from one group to another and
redefining properties of the computers from normal to roaming users and vice versa. To learn more,
click here.

Unmanaged Computers

The Unmanaged Computers module displays information about the computers that have not yet been
assigned to any group. This section also allows you to set the host configuration, move computers to a
group, view the properties of a computer, or refresh the information about a client computer with
Action List menu. To learn more, click here.

Report Templates

The Report Templates module lets you create and view customized reports based on a given template,
for a given period; sorted by date, computer, or action taken; and for a selected condition or target
group. It also provides options for configuring or scheduling reports, viewing report properties, and
refreshing or deleting existing reports. To learn more, click here.

Report Scheduler
The Report Scheduler module lets you schedule a new reporting task, run an already created reporting
schedule, or view its properties. To learn more, click here.

Events and Computers

The Events and Computers module lets you monitor various activities performed on client's computer.
You can view log of all events based on Event Status, Computer Selection or Software/Hardware
Changes on that client computer. Using the Settings option on the screen you can define settings as
desired. To learn more, click here.

Tasks for Specific Computers

The Tasks for Specific Computers module lets you create and run tasks like enable/disable
protection(s) on specific computers, it also allows you schedule or modify created tasks for selected
computers or groups. You can also easily re-define the settings of an already created task for a
computer. It also lets you view results of the completed tasks. To learn more, click here.

Asset Management

The Asset Management module provides you the entire Hardware configuration and list of software
installed on computers. Using this module, you can easily keep a track of all the Hardware as well as
Software resources installed on all the Computers connected to the Network. Based on different
search criteria you can easily filter the information as per your requirement. It also lets you export the
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entire system information available through this module in PDF, Microsoft Excel or HTML formats.
To learn more, click here.

Phishing Simulator

The Phishing Simulator enables your threat intelligence team conduct an internal activity where a
mock phishing email is sent to employees to assess whether they click on embedded links or ignore
the email. These phishing mails are created by mimicking the actual phishing emails. If the employees
respond to the mail by clicking the email links, the action gets stored for further analysis of
conducting Phishing awareness program. To learn more, click here.

User Activity
The User Activity module lets you monitor different tasks/activities like printing, session login time
or actions on files in the client computers. To learn more, click here.

Patch Report

The Patch Report module displays the number of windows security patches installed and not installed
on managed computers. This will help an administrator to identify the number of vulnerable systems
in the network and install the critical patches quickly. To learn more, click here.

Notifications

The Notifications module provides you the options to enable different notifications for different
actions/incidents on the endpoints. You may choose to be notified or not to be notified based on the
significance of these actions in your business. To learn more, click here.

Settings
The Settings module lets you configure eScan Console timeout settings, dashboard setting, exclude
client settings for eScan. To learn more, click here.

Administration

The Administration module lets you create User Accounts and allocate them Admin rights for using
eScan Management Console. It is helpful in a large organization where installing eScan client on large
number of computers in the organization may consume lot of time and efforts. By using this module,
you can allocate rights to the other employees which will allow them to install eScan Client and
implement Policies and tasks on other computers. To learn more, click here.

License

The License module lets you manage licenses of users. You can add, activate, and view the total
number of licenses available for deployment, number of licenses deployed, and number of licenses
remaining with their corresponding values. You can also move the licensed computers to non-licensed
computers and vice-versa. To learn more, click here.

(1] Icons on every status Label denotes that the status is displayed for the computers having
NOTE | operating system as “ Windows, ¥ MAC OS X or ¢ Linux.
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Dashboard

The Dashboard module displays statistics and status of eScan Client installed on computers in pie
chart format. It consists of following tabs:

* Deployment Status

* Protection Status

* DLP Protection Status
* Protection Statistics

* DLP Statistics

*  Summary Top 10

* Asset Changes

* Live Status

* IP Radar

Deployment Status

This tab displays information about eScan Client installed on computers, active licenses, and current
eScan version number in use.

DashBoard Date of virus 11May202305:46 & Refresh [ Help

Configure Dashboard Display,

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes

Deployment Status

eScan Status =A K.‘ ( License =AK

® Installed -4 @ NotInstalled-0 @ Unknown - 1 ® LicenseinUse -5 @ License Remaining - 20

eScan Version Z=AE

® Unknown-1 @ 22.0.1.19-1 @ 22.0.1400.2518 - 3
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eScan Status

eScan Status

@ Installed - 1 @ Mot Installed -0 @ Unknown - 1

Installed — It displays the number of computers on which eScan Client is installed.
Not Installed - It displays the number of computers on which eScan Client is not installed.

Unknown - It displays the number of computers on which Client installation status is unknown.
(Server is unable to receive information from the computers for a long time)

License

License

® LicenseInUse-5 @ Remaining License - 0

[Manage License]

.

License in Use - It displays the number of licenses that are active.

Licenses Remaining - It displays the number of remaining licenses.

www.escanav.com
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eScan version

The eScan Version chart shows the total number of eScan versions installed on the computers in the
network.

@ Unknown - 39

@ 14.0.1400.2029 - 2
@ 14.0.1400.2281 - 10

@ 14.0.1400.2378 - 3
@ 22.0.1400.2368 - 1 @ 22.0.1400.2375 -1

@ 14.0.1400.2245 - 3
22.0,1400.2258 - 1
22.0.1400.2379 - 1

Y
eS5can Version

~ 54.9%

@ 14.0.1400.2150 - 2

@ 14.0.1400.2232 - 1
@ 14.0.1400.2331 -1

22.0.1400.2378 - &

Deployment Status >> eScan Version >> Unknown

Click on the numbers on the right-side of the each version, you can view the details of the computers.

Machine Name

Qe sromim ot

Close

Clicking underlined numerical displays detailed information for computers.
NOTE
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Protection Status

This tab displays the status of eScan Client's modules along with the Update and Scan status since last
7 days.

-
DashBoard £ Refresh ﬂ Help

Configure Dashboard Display

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes

Protection Status

Web Protection ] ' Endpoint Security =A &

® Started-1 @ Stopped -3 @ Unavailable - 0 Unknown - 0 @ Started-3 @ Stopped- 1 @ Unavailable - 0 Unknown - 0

[Other Devices... 1

Privacy = ]

100.0%

® Started -0 @ Stopped -0 @ Unavailable - 0 Unknown - 4

Web Protection

s 5
Web Protection
25.0%
50.0%
25.0% .
® Started - 2 @ Stopped - 1 O Unavailable - 0
Unknown - 1
AN A

Started — It displays the number of computers on which the Web Protection module is in started state.
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Stopped - It displays the number of computers on which the Web Protection module is in stopped
state.

Unavailable — It displays the number of computers on which the Web Protection module is
unavailable.

Unknown — It displays the number of computers on which the Web Protection module status is
unknown.

Endpoint Security

Endpoint Security

25.0%

L 75.0%

@ Started - 3 @ Stopped - 0 @ Unavailable - 0
Unknown - 1

[Other Devices...]

Started - It displays the number of computers on which the Endpoint Security module is in started
state.

Stopped - It displays the number of computers on which the Endpoint Security module is in stopped
state.

Unavailable — It displays the number of computers on which the Endpoint Security module is
unavailable.

Unknown - It displays the number of computers on which the Endpoint Security module status is
unknown.

Clicking Other Devices displays details about other devices.
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Other Devices Status

Dther Devices... |h||nwed Blocked Uniwailalrl Unknown| Total
B o o

SD Card 2 ] o 1 4
Web Cam 2 o o 1 4
Bluetooth 2 ] o 1 4
USE Maodem 3 o o 1 4
Composite Devices 3 o o 1 4
CD/oVD 3 o o 1 4
Imaging Devices = o o 1 4
WI-FI 2 o o 1 4
Printer = o o i 4

Privacy
@ Started - 0 @ Stopped - 3 @ Unavailable - 0
Unknown - 1

Started - It displays the number of computers on which the Privacy Control module is in started state.

Stopped - It displays the number of computers on which the Privacy Control module is in stopped
state.

Unavailable - It displays the number of computers on which the Privacy Control module of eScan is
unavailable.

Unknown - It displays the number of computers on which the Privacy Control module status is
unknown.
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DLP Protection Status

This tab displays the protection status of DLP modules on all the managed computers with eScan

client installed.

DashBoard

& Refresh [ Help

Deployment Status || Protection Status

DLP Protection Status

Protection Statistics

DLP Statistics

Summary Top 10

Asset Changes

Live Status

Configure Dashboard Display.

Sensitive Folder Protection

@ Active -0

@ Inactive - 2

Attachment Upload Control

@ Enabled - 1

@ Disabled - 1

RMM

® Enabled-1 @ Disabled - 1

The DLP Protection Status tab contains the status information of the following modules:

e Sensitive Folder Protection
e Attachment Upload Control
e Device Encryption

e RMM

An 1SO 27001 Certified Company

www.escanav.com



Sensitive Folder Protection

This chart displays the protection status of Sensitive Folder Protection module:

Sensitive Folder Protection

® Active-0 @ Inactive - 3

e Active: It shows the number of computers on which the Sensitive Folder Protection is active.

e Inactive: It shows the number of computers on which the Sensitive Folder Protection is not
active.

o You can view the computer details by clicking on the displayed numbers for each section
NOTE of the module.

After clicking on the displayed number, a window opens as shown below, displaying the computer
details of the module:

Back Friday, February 24, 2022
DLP >> Sensitive Folder Protection >> fusfius

Print
Machine Name | 1P Address | Group |
Vil B8 19 . Mgt sosegperiias
Wi Geingigite IR 19% sl 4 Mptsmgmd ity de
LYy — a 19 4 [T ——— "
Edtan meh Lo ®ink & gt e a 19% S 4 545 400 88 3 e R S —

| Close |

Additionally, you can print this data using Print option at the top-right corner in the same window.

50 27001 Certified Company
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Attachment Upload Control

This chart displays the protection status of Attachment Upload Control module:

Attachment Upload Control

@ Enabled-0 @ Disabled - 3

o Enabled: It shows the number of computers on which the Attachment Upload Control is
turned on.

o Disabled: It shows the number of computers on which the Attachment Upload Control is
turned off.

Device Encryption

This chart displays the protection status of Device Encryption module:

Device Encryption

® Enabled-0 @ Disabled - 3

e Enabled: It shows the number of computers on which the Device Encryption is turned on.

e Disabled: It shows the number of computers on which the Device Encryption is turned off.

0 Device Encryption is an Add-On feature and will be available after purchasing its Add-

NOTE On license.

www.escanav.com
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RMM

This chart displays the protection status of RMM (Remote Monitoring & Management) module:

® Enabled - 0

RMM

@ Disabled - 3

o Enabled: It shows the number of computers on which the RMM feature is turned on.
o Disabled: It shows the number of computers on which the RMM feature is turned off.

Protection Statistics

This tab displays activity statistics and action taken by all modules of eScan Client since last seven
days in pie chart format.

DashBoard

& Refresh [ Help

Deployment Status | Protection Status

Cenfigure Dashboard Display,

DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes Live Status

Reset Counter

Since Last 7 Days

Web Protection =

29%

@ Allowed - 7438

= 97.1%

@ slocked - 219

Suspected Phishing Site - [ 5 ]

Endpoint Security-USB =A ‘—‘

® ussallowed -72 @ USB Blocked - 0

Endpoint Security-Application B

@ Applications Allowed - 157 @ Applications Blocked - 0

An 1SO 27001 Certified Company

www.escanav.com



Reset Counter

Clicking Reset Counter resets all the statistics to zero.

Web Protection

Web Protection

® Alowed-12 @ Blocked - 189

Suspected Phishing Site - [ 0 ]

Allowed — It displays the number of websites to which access was allowed by Web Protection module.
Blocked — It displays the number of websites to which access was blocked by Web Protection module.

Suspected Phishing Site — It displays the number of systems on which suspected phishing sites were
blocked. After clicking the numerical, Suspected Phishing Site window appears displaying System
Name, Site Status, and Computer Group.

Clicking Site Status further displays Date, Time, Website name and action taken.

Endpoint Security-USB

e

Endpoint Security-USB

50.0% 50.0%

® USE Allowed - 10 @ USE Blocked - 10

An 1SO 27001 Certified Company
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USB Allowed — It displays the number of USB access allowed along with the details for the same by
Endpoint Security-USB module.

USB Blocked — It displays the number of USB access blocked along with the details for the same by
Endpoint Security-USB module.

Endpoint Security-Application

Endpaint Security-Application

@ Applications Allowed - 345 @ Applications Blocked - 2

Applications Allowed — It displays the number of applications allowed by Endpoint Security-
Application module.

Applications Blocked — It displays the number of applications blocked by Endpoint Security-
Application module.
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DLP Statistics

This tab displays the protection statistics of DLP modules on all the managed computers with eScan
client installed.

-
DashBoard & Refresh [ Help

Configure Dashboard Display

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes

DLP Statistics

Content Control == EBackup

14.3%

® PanCard-4 @ Aadhar Card - 0 ® VISACard -0 Amex Card - 0
® Master Card - 0 @ Diners Card - 0 Maestro Card - 0 @ Rupay Card - 0
@ Driving License -0 @ Passport - 1 Voter ID - 2 @® Started-0 @ Finished-1 @ Aborted - 0
Attachment Control -] File Activity = |

gty

® Allowed-22 @ Blocked - 1 ® FixedDrive-0 @ Network Drive-4 @ Removable Drive - 0

File Integrity =

@ Modified -2 @ Deleted - 0

The DLP Statistics tab contains the statistical information of the following modules:

e Content Control

e EBackup

e Attachment Control
o File Activity

o File Integrity
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Content Control

This chart displays the protection statistics of Content Control module:

Content Control

28.6%

-~ 57.1%

14.3%

® PanCard-4 @ Aadhar Card -0 ® ViSACard -0 Amex Card - 0
@ Master Card - 0 Diners Card -0 Maestro Card - 0 @ Rupay Card -0
@ Driving License - 0 @ Passport - 1 Voter D - 2

e Pan Card: It displays the number of computers by which the Pan Card details have been
uploaded.

e Aadhar Card: It displays the number of computers by which the Aadhar card details have
been uploaded.

e VISA Card: It displays the number of computers by which the VISA Debit/Credit card
details have been uploaded.

e Amex Card: It displays the number of computers by which the American Express
Debit/Credit card details have been uploaded.

e Master Card: It displays the number of computers by which the Master Debit/Credit card
details have been uploaded.

e Diners Card: It displays the number of computers by which the Diners card details have been
uploaded.

e Maestro Card: It displays the number of computers by which the Maestro card details have
been uploaded.

e Rupay Card: It displays the number of computers by which the Rupay Debit/Credit card
details have been uploaded.

e Driving License: It displays the number of computers by which the Driving license details
have been uploaded.

e Passport: It displays the number of computers by which the Passport details have been
uploaded.

e Voter ID: It displays the number of computers by which the Voter ID card details have been
uploaded.
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e eScan blocks the attempts by user to upload/leak the Confidential information
s outside the network.
NOTE  * You can view the sensitive file details that user attempted to upload (but blocked by
eScan) along with the computer details by clicking on the displayed numbers for
each object of the module.
After clicking on the displayed number of particular document type, a window opens as shown below,
displaying the computer details and drive count:
Back Friday, February 24, 2023

DLP Statistics >> Content Control >> S it

Machine Name Drive Count | 1P Address

w R 4 188 v Mgt eobiqper s

| Close |

Click on the Drive Count to view the uploaded document details.

Another window opens as shown below displaying the computer name and the path from where the
user attempted to upload/leak the confidential file.

Back Friday, February 24, 2022

DLP Statistics >> Content Control >> St sd - B s s m

Machine Name File Upload

| Close |

You can print this data using Print option at the top-right corner in the same window.
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EBackup

This chart displays the protection statistics of EBackup module:

EBackup

® Started-0 @ Finished-1 @ Aborted -0

e Started: It shows the number of computers on which the EBackup session has started.
e Finished: It shows the number of computers on which the EBackup session has completed.

e Aborted: It shows the number of computers on which the EBackup session has aborted.

Attachment Control

This chart displays the protection statistics of Attachment Control module:

Attachment Control

® Allowed-22 @ Blocked - 1

e Allowed: It shows the number of attachments allowed from the managed computers.

e Blocked: It shows the number of attachments blocked from the managed computers.
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File Activity

This chart displays the protection statistics of File Activity module:

File Activity

® FixedDrive-0 @ Network Drive -4 @ Removable Drive - 0

e Fixed Drive: It shows the number of file activities in the fixed drive of managed computers.

e Network Drive: It shows the number of file activities in the network drive of managed
computers.

¢ Removable Drive: It shows the number of file activities in the removable drive of managed
computers.

File Integrity

This chart displays the protection statistics of File Integrity module:

File Integrity

@ Modified -2 @ Deleted - 0

e Modified: It shows the number of files modified from the managed computers.
o Deleted: It shows the number of files deleted from the managed computers.
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Summary Top 10

This Tab displays top 10 Summary of various actions taken by eScan on all computers since last
seven days along with bar chart and graph. This tab can be configured by clicking Configure
Dashboard Display.

DashBoard % Refresh i] Help

Configure Dashboard Display

Deployment Status |l Protection Status [l DLP Protection Status [l Protection Statistics [l DLP Statistics JESITNINELYRGLBUME Asset Changes il Live Status

Since Last 7 Days
Top 10 USB Blocked Count
Computer Name USB Blocked in %

I T e T 66.67% ——
Rl LT 33.33% —_—

Hits

1-20:

Application blocked in %
55.56%
33.33%
11.11%

III

Hits
w

The tab displays the summary for following parameters:

e Top 10 USB Blocked Count

e Top 10 Application Blocked Count by Application Name
e Top 10 Application Allowed Count by Application Name
e Top 10 Application Blocked Count by Computer Name
e Top 10 Application Allowed Count by Computer Name
o Top 10 Websites Blocked Count by Website Name

e Top 10 Websites Allowed Count by Website Name

e Top 10 Websites Blocked Count by Computer Name

o Top 10 Websites Allowed Count by Computer Name

o Top 10 Websites Blocked Count by Username

e Top 10 Websites Allowed Count by Username
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Asset Changes

This tab displays all hardware and software changes carried out on the endpoints since last seven days.

DashBoard & Refresh [ Help

Configure Dashboard Display,

Asset Changes

DLP Statistics i Summary Top 10

DLP Protection Status [l Protection Statistics

Protection Status

Deployment Status

Since Last 7 Days

MOTHERBOARD 0
HARD DISK 0

— e —

mm@_ nstalled Softwares {
| wrs ssmggmaga |
[ l \

& |<
s .F

Hardware Changes — Clicking the underlined numerical displays hardware changes on computers
since last seven days.

Software Changes - Clicking the underlined machine names displays softwares installed on the
computers since last seven days. Clicking the underlined numerical displays installed / uninstalled
softwares on computers since last seven days.

Live Status

This tab displays the number of computers that are online and offline in a network.

-
DashBoard £ Refresh E Help

Configure Dashboard Display

Asset Changes Live Status

Deployment Status [ Protection Status | DLP Protection Status [| Protection Statistics [l DLP Statistics | Summary Top 10

Live Status

Live Status =AK

@ Online-2 @ Offline - 0

Clicking the numerical displays the computer's username, status, eScan Client version number, and
the group under which it is categorized.
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IP Radar

The IP Radar is a global map where you can view all the active and established IP connections
initiated and connected to eScan server. This feature allows you to trace all the connections that are
currently running via eScan server. In simple terms, when IP communication is initiated between
XDR sensor and external resource globally, it will be captured and displayed on the map in real-time.
IP Radar does not require any 3" party vendor service(s) for functioning.

DashBoard

Sl

Jamnagar®

Date of virus 21 Oct 2024 04:09 : Refresh E‘ Help
Configure Dashboard Display,
Protection Statistics [ DLP Statistics | Summary Top 10 [ Asset Changes
Active Connections : s Established Connections : mmmmmmm  Select Region: [ All v
Bikaner  Rewaric. Barelly . (AT < R = AW sam AP0 mE
1 s 9 L i 2 EHH oBMXH a 2
jaipur 292 Urir pradest SRR mIn. BEm PR L Ao
Rajasthan S Gorakhpur. ) L isas
: e L %R BT ARKE  NEW P
Prayagraj R . - WHT
Kota g Paina e i ! :
Jhansi e S oRE® PN Bk BEn
Udaipur Madhyo W i #
Bhopal Prodésh . LS pametton: e Gl gy re Bzt %
Ahmedabad op ANl i 299 HOM gy -~
: e Jabalpur Jamshedpur LS ju} LHEE el
Gujorat KolKat e 2
olkata s oge00: B \ \amm EMt IS
Jalgaofs = 16:{ge3¢ HaNGi ot
mravati o 3 i
Gaith; *° CUBEEK eee ) Thanh Héa Izl
\ Nanded 5 s /
Mumbai o B2, 8 J : st
Visakhapatnam Ssim e Uinaao %
Solapur A
P [/, 0% Lo i
Belagavi Andhra 235(§ ®
92 kurnool o ey 255, viet Nam
| Davanagere Neliore: Snsoinwumuas “{ \
{ b8 806N Ma
2 { Usstnaln Thuot
Mangalurt Bengaluru  Chennai e, (HENmameiA
Salem’ 5;{5’
Kochions £ o Thanh/phs
| Madurai¥y cjaffna Ho'ChiMinh

The green marked connections are active connections and the blue ones are established connections.
You can easily choose the region between Domestic and Foreign for specific view on the map. Or
choose All for a broader view. For region selection, simply use provided drop-down at the top-right
corner on the map. An active internet connection is required on the server machine for IP radar to

work.
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Configure the Dashboard Display

To configure the Dashboard display, follow the steps given below:

1. Inthe Dashboard screen, at the upper right corner, click Configure Dashboard Display.

Configure Dashboard Display window appears displaying tabs and their parameters.

Configure Dashboard Display

Deployment Status
e5can Status ehcan Version

License Summary

Protection Status

Update Status Scan Status

File Anti-Virus Proactive

Mail Anti-Virus Anti-Spam
Firewall Mail Anti-Bhishing
Weh Brotection Wb Anti-Phishing
Endpoint Security Privacy
Anti-Ransomware

Protection Statistics

File Anti-Virus Mail Anti-Virus
Anti-Spam Web Protection
Endpeint Security-USB Endpoint Security-Application

Summary Top 10

Machine Infected(Real-Time Scan) USE Blacked

Application Allowed by Computer Application Blocked by Computer
Website Blocked by Computer Website Allowed by Computer
Application Blocked by App Name Application Allowed by App Name
website Blocked by Sites wehsite Allowed by Sites
website Blocked by Username website Allowed by Username
Infected Emails Spam Emails

Virus Blocked Exploit Blocked

Machine Infected(On Demand Scan)

Live Status
Live Status

IP Radar

1P Radar
Graph Type

Show 3D Graph

[ Ok | [ cancel |

2. Select the parameters' checkboxes to be displayed in the respective tabs.
3. Click OK.
The tabs will be updated according to the changes.
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XDR Dashboard

The XDR dashboard is primarily used to keep track of malicious activities and potential attacks by
keeping a close eye on network. It analyses the detected threat and helps to determine the root cause
of attacks. This dashboard consists of different tabs having multiple summary reports that are as

follows:
e Incident - eScan
e |ncident - Windows
e Incident - EDR
e Endpoint Incidents
e Network Incidents

eScan XDR dashboard provides centralized summary of potential threats and malicious activities
from all the endpoints in the network.

Incident - eScan

Incident-eScan tab displays the summary information about the different malware detected by eScan,
along with action taken and graphical representation of the same.

Trojan. Genes wlEREE (DB) ; 11.1%

EICAR-Te #ls (DB): 33.3% EICAR-Te o i (DB) 1 55.6%

1-90f5 i {page| 1 |of 1 |+ Rows per page: | 10 ¥

Action Taken Description Mitre
B T — File Quarantined | Infected by Virus: EICAR-Tus file (580 [ Smind & ™ Sabd Raasie abhebn s ¥) S5l i i o e She il s ol et s pnin &2 of wigy
7 S S G e St e 8 Fila Quarantined  Infacted by Virus: Trojan, Gesemsiesi s et (S0 D oming e B8 e & i S e o S udpn i S ot iy e Sl e e 88 i bet]  view
pealt Swera e e File Quarantined Infected by Virus: EICAR-Te & Sl 10 e gt AR gt e L ST g s Mg Mg g o B A R T o Wiew
File Quarantined Infected by Virus: EICAR-Taw Sl 18 Wisw
File quarantined Infected by Virus: ETCAR-Te o fle 10 wiew
File Quarantined Infected by Virus: EICAR-Te s Sl 8 Wiaw
A A File Quarantined | Infected by Virus: EICAR-Tas #ilie (56 ) [ Sming & Sl aaamaninebngs "L e i i ias e el s ot ilastmEpnain 53 af wiew
Dcal! “aig miem e File Quarantined Infected by Virus: EICAR-Tas lis (08 D Smind & F5 bl Sanm s ®n i S5 o S s s e e b o ot Blaaltin S unpie o8 s Wiaw
Deait “airmgt o8 i File Quarantined | Infected by Virus: EICAR- T #ilke (58 ) §Sming & Sl pan i sinebngs " Soms i i is s el s bt ilastmapnair 55 a8 wiew
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Filtering Incident — eScan Report

To filter the Incident — eScan as per your requirements, click Filter Criteria field.
Filter Criteria field expands.
Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Incident — eScan will be filtered according to your preferences.

After applying filter the following type of the summary report will be generated. It consists of general
information such as Client Date, Computer Name / IP, IP Address, User Name, Event Description,
Action Taken, etc.

Exporting the Report

To export the Incident — eScan Report, click Export Option.
Export Option field expands.

Export Option
’7 Excal O eor ® L Export

Select the preferred option and then click Export. A success message appears.

e Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Incident - Windows

Incident-Windows tab provides the details of the Windows events such as RDP access, Windows
logon, and more. eScan Vision Core XDR monitors failed login attempts made using dictionary
attacks, brute force attacks, and various other methods. It also generates the summary report of the
information collected from all the eScan endpoints in the network.

Filtering Incident — Windows Report

To filter the Incident — Windows as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

 Filter Criteria v Export Option
Filter Criteria
Computer Name - - 1P Address [= | [1nclude
User's name [= | [include w] Event Id(s) = -
Description [= | (Tnclude ]
Date Range
From (MM/DD/YYYY) &
To (MM/DD/YY¥Y) =
| search || Reset | (*) View All Items

Select the parameters you want to be included in the filtered report.
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Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Incident — Windows will be filtered according to your preferences.

After applying filter the following type of the summary will be generated. It displays general
information such as Client Date, Computer Name / IP, IP Address, User Name, Event Description,
and Event will be displayed.

Exporting the Report

To export the Incident — Windows Report, click Export Option.
Export Option field expands.

Excpars Option
’7‘:' Excel O por [OJ |_Export |

Select the preferred option and then click Export. A success message appears.

@ Exported Successfully Click hers to Open/Download

Click the link to open/download the file.

Incident - EDR

Incident - XDR tab provides the summary report of all the events from the endpoints in the network
on the basis of severity for advanced investigation and response. It blocks/remove the suspicious files
and then alerts the admin for further investigation and analysis of it.

eScan Vision Core XDR solution provides different types of report such as Virus, PowerShell, and
many more based on the different types of threats and malicious activities. The admin can select the
report from the drop-down menu according to the requirement and get the detailed report about the
same. The types of reports are as follow:

VIRUS

PowerShell Blocked

MMC Blocked

MSHTA Blocked

RunDLL32 Blocked

NetCmd Blocked

Sensitive OS-File Execution Blocked
MSOffice Child EXE Blocked
Unsigned USB EXE Blocked

Adobe Child EXE Blocked
ProgramData / Users Execution Blocked
Unsigned Cloud EXE Blocked
PBAE

Ransomware Blocked

Disconnected Bruteforcing IP
Disconnected Prohibited IP
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e Password Archive: Blocked
e User: Blocked

Report Type

Each report is unique and used for in-depth analysis of the potential attacks or suspicious activities.
For example, Proactive Behavioral Analysis Engine (PBAE) generates the report based on the
collected events that are blocked due to suspicious behavior in the endpoints. The Virus report
generates the summary for the virus that were detected and blocked in the network.

For example, the following figure gives the summary of the virus report:

To get the detailed investigation report for a specific incident, click the hyperlink under Client Date
and Time, as shown below:

of 5 ) M Rows perpage: [ 10 v

0 win - 152 WIN-ESCA
|ers0 Wi - 182 wIn-Esca Proprassar.i.1 (DB)

/30 win - 192, wIn-Esca

|sr20 wine - 32, WIN-ESCA

/20 win - 192, wan-gsca

P & 18 gscan cl

The detailed report will be generated.

Windows Events ||[ESZSrg=REelS Network Incidents

# Filter Criteria # Export Option
1-2aof2 ipage 1 of 1 } ¥l Rows per page:
Client Date and Time |Computer Name/Ip Event Description Action Taken
07/05/2021 10:34:17 WInESiaEEsuEr BF | 192, 5 WIeEs sosss sR\Administrator | A logon was attempted using explicit credentials | Logged
07/05/2021 10:34:15 WINESTaNEESUER B8 192,088 0 08 WINESIsESSuER \Administrator | A logon was attempted using explicit credentials | Logged

Windows Events: It displays the Windows event for the filtered time frame.
eScan Events: It displays the eScan events for the filtered time frame.
Network Incident: It displays the Network Incident events for the filtered time frame.

Filtering Incident — EDR Report for Specific Incident

To filter the Incident — EDR report for specific incident as per your requirements, click Filter
Criteria field.
Filter Criteria field expands.
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— Investigation Detail
select before time 2 * hours(s)
select after time 2 * hours(s)
| Search | | Reset | (=) View all Items

Select the before time and the after time of specific incident that has be filtered out.
After making the necessary selections, click Search.

The Incident — EDR report for that incident will be generated according to your preferences.

Exporting Incident — EDR Report for Specific Incident

eScan EDR provides investigation details based on the Windows event and eScan events. It allows the
admin to export the investigation reports in various formats such as HTML, PDF, or Excel.

Export Option

— Export Option

() Excal ) poF ™ g | Export |

Filtering Incident — EDR Report

To filter the Incident — EDR as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

A Filter Criteria # Export Option

Filter Critaria

Repart Type
Filter

Computar Hame
From

To

| search | | Reset |

= ~ | [Includs ]
. - ()
T —

(%) Wiew Al Items

Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.77

After making the necessary selections, click Search.
The Incident — EDR will be filtered according to your preferences.

Exporting the Report

To export the Incident — EDR Report, click Export Option.
Export Option field expands.
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Export Option
’7 Excel ) poF [T Export

Select the preferred option and then click Export. A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Endpoint Incidents

In this tab, incidents from all the endpoints in the network will be displayed with categories such as
Active Incidents, Top Incidents, Top Incident Techniques, and Top Affected Computers. All the
incidents and incidents techniques are divided into different severity level (High, Medium, and Low)
based on the defined threshold value. It displays general incident information, matches detected in the
intercepted text, and details about attributes, incident history, and the violated policy.

EDR DashBoard : Refresh E Help
Incident - eScan Incident - Windows Incident - EDR Endpoint Incidents
Endpoint Incidents Sattings : Refresh E Help
Active Incident Top Incident
¥ o ®
=a =a (@] kol
—-—— -—— -—— [ =
MEDIUM LOW VIRUS RansomWare Blocked
Top Incident Technique Top Affected Computers
Incident Name Saverity Incident Name Severity
PowerShell Blocked LOwW No Incidents to Investigate

Active Incidents

The Active Incident category display all the current incidents within the network based on the level of
severity.

An ISO 27001 Certified Company
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Top Incident
The Top Incident category display the malware that were detected based on different categories
namely virus, Ransomware, and PBAE.

Top Incident Technique
The Top Incident Technique category displays the different techniques used for the detection for
specific incident and its severity level.

Top Affected Computers
The Top Affected Computers category displays the list of the computers that are affected based on the
threshold value (High, Medium, and Low).

Click on the severity level under specific category to get the details of the incident.

Adding Specific Incident for Monitoring

From the detailed list of the incident detected, admin can monitor the specific incident. Follow the
below steps to do the same:

1. From the list of the detected incident, select the specific incident according to the
requirement.

2. Click Add To Monitor.
The specific incident will be added to the monitoring list.

Viewing the Details of the Specific Incident

A process tree contains the details from the start of the infection till the current status of the infection
along with the action taken on the same. With more contextual information, extra technologies that
filter out noise, prioritized incidents, guided investigation and response steps.

To view the detailed process tree follow the below steps:

1. Click the incident name under Incident column.
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1/27/2025 4:02:28 PM - WML w | [ Export | [ ExportAll |

Computer Name: D0 0
Username: [V T R T R
IP Address: 192, L]

Date Time: 1/27/2025 16:02:25
Session Type: Local

Incident: RegSvr32 Blocked

Process Name File Action Type Action Path
16:02:25 668 winlogon.axa Process Run Cr\Windows\System22\winlogon.exe
16:02:26 2928 explorer.exs Process Run Ci\Windows\explorer.exs
16:02:26 10812 regsvr32.exs Process Run Ci\Windows\System22\regsvra2.exe
16:02:28 10912 RegSvr32 Blocked Process Run C:\Windows\System32\regsvra2.exe
All Tactics
Technique i Sub-Technique
winlogon.exe A NA NA A NAa NA
explorer.exe HA NA NA A NA NA
regsvraz.exe TAQDOS Defenss Evasion Ti218 Systam Binary Proxy Execution T1218.01 Regsvraz
RegSvr22 Blocked TAQDOS Defense Evasion Ti218 System Binary Proxy Execution T1218.01 Regsvra2
Info | Files | Registry | Integrity = MITRE ATTECK

) Process Name: winlogon.exe
winlogon_exe
PID: 668
Path: C:\
explorer.exe
Command Line: winlogon.exe
Url:
regsvr32.exe Suspected
Source:
Suspected

Browsing URL:
RegSvr32 Blocked

Suspected

Browsing Source:

2. Detailed view of the incident along with information such as process tree graph, chronology
of the process, date, time, IP address, and more.

You can even filter the incident based on the different endpoints and time it was detected using Select
Incident option.

The same report can be exported into different format such as HTML and PDF.
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MITRE ATT&CK Framework

The MITRE ATT&CK framework analyzes the events and incidents on a server machine and
distributes their packet information i.e. TTPs (Tactics, Techniques, and Procedures) used in the
incident to eScan protected endpoints. Further, the endpoints with the help of XDR, take appropriate
action to stay alert regarding the suspected events and the incidents. It is an Auto-remediation process
which involves advanced framing of the incidents.

Organization's threat intelligence team can use this framework to detect adversarial behavior and to
map observed activity to specific ATT&CK techniques. To view all the MITRE ATT&CK tactics,
follow the steps given below:

1. Inthe Incident Report window, click on All tactics option under ‘MITRE ATT&CK’ section.
The MITRE ATT&CK window opens, highlighting the correct tactic used among all tactics.

MITRE ATT&CK (Regsvra2 Blocked)
Content Injection Control Fanel liems Traffic Signaling Hooking Traffic Signaling Adverzany-in-the-Middle Metwork Sniffing
Walid Accounts Scripting Socket Fiters Image File Execution Socket Filters LLMNR/MET-NS Debugger Evasion
Qptions Injection Paoisoning and SMB Relay

Replication Through Space after Filename Multi-Factor DLL Side-Loading Mult-Factor GUI Input Capture ‘Group Policy Discovery

Removable Media Authentication Authentication

Spearphishing Attachment  Software Deployment MNetwork Provider DLL Path Interception by MNetwork Provider DLL Brute Force Remote Systemn
Toaks Search Order Hijacking Discovery

Epearphishing via Service | Command and Scripting Pluggable Authentication Services Registry Pluggable Authentication Credential Stuffing ‘Bystern Time Discovery
Interpretar Modules Permissions Weakness Modules

Spearphishing Voice Windows Command Shell  Hecking COR_PROFILER Indirect Command Paseword Cracking Pas=word Policy

Execution Discovery

This information can also be used to share intelligence on emerging threats, helping organizations stay
up-to-date with evolving attack methods.

Viewing the Details of Monitoring Incident

After adding the specific incident to the monitoring list, you can get the details of the same. You can
view the details such as EDR Sensors, Date, Validity, Conditions, Status, and Result.

# Filter Criteria

_?Dela:e 1-1of4 page | 1 | of 0.4 Rows per page:
EDR Sensor Conditioni Condition2 Conditiond4 Condition5 Validity
[ |o7/05/2021 16:52:27 o5 8220/ Powershall Slocked powarshell.exe powarshell.axe -MaProfile... - - 1Day | Stop Monitoring | View
[ 07/05/2021 15:41:13 05E%040 L 8eul2 MSOFfice Child EXE Blocke... ms.exe - - - 1Day Stop Monitoring — View
|:| 07/02/2021 15:39:50 0207202215917 Infected by Virus: Trojan... - g sl @XE - - 7 Days  Stop Monitoring Wiew

Click View option under Result column to get the details of the monitored incident.
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Client Date and Time 7/3/2021 5:11:00 PM
Computer Mame/Ip Wik == anasme 2R
Uszer's name WIS sEss B R \Administrator
IP Addrass 192, a4
Client Date and Time 7/5/2021 10:35:31 AM
Computer Mame/Ip Wik 2= s ozR
Uszer's name WIhessS s E N\ Administrator
b

This will display the details of the same incident that were detected from all the endpoints in the
network.

Admin can also stop monitoring of the incident, by clicking Stop Monitoring option under Status
column.

Deleting the Monitoring Incident

To delete the incident that are being monitoring, follow the below steps:

1. Select the specific incident from the list.

4 Filter Criteria

m 1-1cf4 ((page 1 of 0.4 )} Rows per pags:
Conditiond Condition5  Validity
07/05/2021 16:52:27 05 10 PovierShell Blocked powershell.exe powarshell.exe -NoProfile... 1Day Stop Mo: View
O o7/05/2021 15:41:13 o5k RS2 MsOffice Child EXE Blocke... ms. 1Day Stop Mo: g View

2. Click Delete.
The specific incident will be deleted.
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Network Incidents

In this tab, multiple network incident records are displayed with information about the incident such
as source and destination IP address, port number, incident name, and more. Integrated with the
Nemasis Passive Vulnerability Scanner (PVS), eScan Server gathers all the security events that help
the administrators for centralized monitoring, analysis, and reporting.

Top Source
This will display the list of sources that were detected based on different pre-defined threshold values.
To get the details, click the specific IP address.

Source IP: 192, x

— O0S-0THER Bash CGI environment variable injection attempt

First Observed: 7/27/2021 Last Observed: 7/27/2021

See References

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-7169

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-6278

http://cve.mitre.org/cgi-bin/cvename. cai?name=2014-6277

http://cve.mitre.org/cai-bin/cvename.cgi?name=2014-6271

192. 54 459 B 80 (HTTP)

Top Destination
This will display the list of destinations that were detected based on different pre-defined threshold
values. To get the details, click the specific IP address.

Destination TP: 192. ks & 44 x

= 0S-OTHER Bash CGI environment variable injection attempt

First Observed: 7/27/2021 Last Observed: 7/27/2021

See References

http://cve.mitre.org/cgi-bin/cvename. cgi?name=2014-7169

http://cve. mitre.org/cgi-bin/cvename.cgi?name=2014-6278

http://cve.mitre.ora/cgi-bin/cvename.coi?name=2014-6277

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-6271

102. 568 8 2% B sw7
192. 568 5 25 shEs
192,568 8 39 B 5"

Top Incident
This will display the list of top incidents that were detected based on different pre-defined threshold
values. To get the details, click the specific incident.
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OS-OTHER Bash CGI environment va

First Observed: 7/27/2021 Last Observed: 7/27/2021

See References

http://cve.mitre.org/cgi-bin/cvename.cgi?name=2014-7169

http://cve.mitre.crg/cgi-bin/cvename.cgi?name=2014-6278

http://cve.mitre.org/cgi-binfcvename.cgi?name=2014-6277

http://cve.mitre.org/cgi-bin/cvename.cgitname=2014-6271

102 348 8 4% B 80 (HTTP)

+ 1923888 15

+ 192.isa® vy

All Incident
This will have an option to view all the incidents without of specific filter. To view the incidents,
click on View All Records.

Viewing the Network Incident

To view all the incident, click view all records. The record window will be displayed.

Incident : 0S-DTHER Bash CGI em
[ Filter Criteria

Direction = -

Source IP Address = -

Source Port = -

Destination 1P Address = -

Destination Port = -

Protocol = -

Type of Action = -

Description = -

o [ a—]

.

Unknowin Traffic: 22,23 Not Suspicious Traffi: 22.3%
Potentially Bad Traffic: 23.3%
1-90f5 1e(page| 1 of 1}l Rows perpace -

07/27/20: Locsl 152, 6 20 | %7 192, st 80 HTTR Nat Suspicious Trafi  OS-OTHER Bash CGI environment variable injection attampt
07/27/2021 12:10:28  Local 192,00 20 | SPEE7 19298888 |20 HTTR Unknawn Traffic OS-OTHER Bash CGI environment variable injection attempt
07/27/2021 Local FLEX R 192,488 848 |80 HTTR botentially Bad Traffic OS-OTHER Bash CGI environment variable injection attempt
07/27/2021 13:10:28  Local 192,488 S*mE 19298848 B0 HTTR Not Suspicious Traffi 0S-OTHER Bash CGI environment variable injection attempt
07/27/2021 Local 192, i i 394 | she 192,888 4% |80 KTTR Unknowin Traffic 0S-OTHER Bash CGI environment variable injection attempt
07/27/2021 13:10:38 | Local 152 pib S | ST 152 4B |80 HTTR Dotentially Bad Traffic OS-OTHER Bash CGI environment variable injection attampt
07/27/2021 Local 192,488 i 355 | sPmo 1920880 0% |80 KTTR Not Suspicious Traffi  OS-OTHER Bash CGI environment variable injection attempt
07/27/2021 13:10:28 | Local 192, 4S04 2 102,884 |80 HTTR Unknavin Traffic O5-OTHER Bash CGI environment variable injection attempt
07/27/2021 Local 192,48 6 355 | P 1928888 |80 KTTR Potentially Bad Traffic ©OS-OTHER Bash CGI environment variable injection attempt

An 1SO 27001 Certified Compan WWw.escanav.com




3 [ J

- -. C C
of DIG .
Wielt{H»

To get the detailed view of incident click the hyperlink of Client Date and Time column of the
incident list. Investigation Detail window appears.

Network Incidents
S 1} 1 Rovs per pace:

1-10f1 |4{page| 1

Client Date and Time |Source IP Packet Description

Source Port | Destination IP |Destination Port | Incident Name

07/05/2021 11:44:07 192 40531 192,/ " 80 Attempted Administrator Privilege Gain  OS-0THER Bash CGI environment variable injection attempt.

Here, you will get the details of the incidents and also the eScan events generated during that period
of time.

Network Incidents eScan Events

A  Export Option
Rews per pege:

1-5ofS 1ipage| 1 of 1}

Client Date and Time |Computer Name/Ip | IP Address Event Description Action Taken
07/05/2021 11:52:35 W SR BE 1920 4% WIN . #R\Administrator| MSOffice Child EXE Blocked [Parent-C\Program Files (x86)\Microseft Office\Office14\WINWORD. EXE:2808] Application Terminated
07/05/2021 11:52:35  WINESCAMEEER SE 102 WS008 Wik Ri\Administrator MSOffice Child EXE Blocked [Parant-C:\Program Files (xB86)\Microsoft Office\0ffice14\WINWORD.EXE: 3808] Application Terminstad
07/05/2021 11:52:35  WIb SRR BE 192,00 48 Wi Riadministrator MSOffice Child EXE Blocked [Parent-Ci\Rrogram Files (x86)\Microsoft Office\0ffice14\WINWORD. EXE: 2808] Application Terminated
07/05/2021 11:49:35  WIEStansssEn 28 102, wIs Ri\Administrator Sensitive OS-Fils Execution Blocked [Parant-C:\Windows\System32\emd. exa: 7560] Application Terminstad
07/05/2021 11:44:50  WIN S50 andia SR S8 192,088 & 085 WIh &8 st ER\Administrator | Access Blacked: User:Blocked (ES) Access Denied

In the eScan events tab, you will get the details about the computer name, IP address, events details,
action taken, and infected source.

You can filter the events based on time it occurred and also export the report in different format such
as HTML, PDF, and Excel.

-
Investigation Detail: % Refresh [ Help

Filter Criteria Export Option

In

Detail

select before time

salzct after tima

[15 minutes w] 2
(15 minutes w| |2

[ search | | Reset |

* hours(s)

= hours(s)

Export Cption

O Exeel ' poF ® L [ Export |

wiew All leems

Filtering the Specific Incident

Admin can filter the incidents based on various criteria such as Source IP Address, Source Port,
Destination IP Address, Destination port, Type of action, from date and date, and more.

A Filte:

A Export Option

Filter Criteria

Destination IP Address

Destination Part

NN

Include v
Include v

Include W

£
g

LERIERIENIERIR]

Type of Action Include %

Description Includa

From Crrra—

To 07/05/2021 =

| search | [ Reset (%) View Al Ttams

After entering the details, click Search. The required result will be displayed accordingly.
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Exporting the Network Incident

To export the Network Incident Report, click Export Option.
Export Option field expands.

Export Option
’7‘::3 Excel O eor ® WL Export

Select the preferred option and then click Export. A success message appears.
Click the link to open/download the file.

www.escanav.com
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Managed Computers

To secure, manage, and monitor computers, it is necessary to add them in a group. The Managed
Computers module lets you create computer groups, add computers to a group, define policy

templates for the created groups and computers, create policy criteria templates, and tasks for specific
groups.

Based on the departments, user roles and designations, you can create multiple groups and assign
them different policies. This lets you secure and manage computers in a better way.

In the navigation panel, click Managed Computers. The Managed Computers screen appears on the
right pane.

-
Managed Computers < Refresh E Help

| & search IE‘:‘Update Agent |

iﬁl Action List + iﬁl Client Action List v | B Policy Templates § B Policy Criteria Templates OR Code for 2FA
LB poli —
. Palicy Policy

@ Group Tasks
: B Client Computers (2)
E‘ﬁ Roaming Users

ﬁ Group Tasks

Bl client Computers

i Palicy Group Information
@ Group Tasks AD Sync Mot Configured
i Client Computers Total Subgroups 13
ﬁ Linux { Mac Total Computers 1]

The screen consists of following buttons:

¢ Search
+ Update Agent
e Action List

* Client Action List
* Policy Templates
* Policy Criteria Templates

ISO 27001 Certified Company
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Search

The Search feature lets you find any computer added in Managed Computers. After clicking Search,
Search for Computers window appears.

Search for Computers g Help

Computar Name / IP: | |

User's name: | |

Find Now

Client Action List

Computer Name |GmnE IP Address | User name | eScan Status | Version | Last Connection (YYYY/ HHDD)_|1nsta||ed Directory | Monitor Status | As

IE' Unmanaged I!' Protected IZ' Not Instzlled / Critical IZ' Unknown status ”,-.‘:‘ Update Agent

| Cloze |

The Filter section displays following fields:

Computer Name/IP
Enter a computer name or IP address.

Username
Enter a username.

Click Find Now.
The console will display the result.

Update Agent

eScan lets you use a client computer as an update agent to deploy updates on groups of computers.

By default, eScan server distributes the virus definitions and policies to all the clients added in the
web console. But, if you want to reduce server's workload, you can create an Update Agent for the
respective group(s). The Update Agent will receive virus definitions and policies from server and
distribute it to the assigned group(s). For more details, please see eScan Update Agents.

In Managed Computers screen, clicking Update Agent displays a list of computers that are acting as
Update Agents for other computers in the group. The window also lets you Add or Remove Update
Agents from this list. You can set an Update Agent for multiple groups.

Adding an Update Agent

To add an Update Agent, follow the steps given below:
1. In Managed computers screen, click Update Agent. Update Agent window appears.

www.escanav.com
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Update Agent E Help

Select Group Name and Update Agent

Update Agent: | |

Group Mame: | |

Configure UA Settings Add |

Update Agent IP Address Assigned to Group(s)

Wk it 192, s & 4 Mznaged Computerst »_ “Eam ﬁ

2. Click |_| icon next to Update Agent field, to select the computer.
Select Computer window appears.

- E Help

Select Computer *

=8 ﬁ Manzged Computers

Ok | | Cancel

* Note: Update Agent cannot be set if Hostname exceed 15 characters.

3. Select a computer and click OK.

4. Click |_| next to Group Name field, to select the Group Name. This is the group to which
the selected computer will act as an Update Agent and provide updates.

5. Select the Group and click OK.

6. Click Add.
The Update Agent will be set for the selected group.

Configuring UA Settings

This option allows admin to configure the eScan Server by defining public IP address for directly
downloading the updates in case of Update Agent is not available.
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[ Ignore Customize/Server IP and Hestname for UA clients

add Customized FQDM / Server IF / Hostname of Primary server to UA / client setup :

Mate + Changss will not affect already added Update Ageniz. To apply above changes, delete 2nd r= configurs the
update zgents

Ignore Customize / Server IP and Hostname for UA clients
Select this option to pause the update download for the clients until Update Agent is available to

distribute the updates.

Add Customized FQDN / Server IP / Hostname of Primary server to UA / client setup
Enter the public address that has been assigned to the eScan Server through which clients can
download the updates directly.

After assigning the IP address, click Test to test the connection.

Delete an Update Agent
To delete an Update Agent:

1. In Managed computers screen, click Update Agent.
Update Agent window appears.

Update Agent E Help

r— Select Group Name and Update Agent

Update Agent: | |

Group Mame: | |

Configure UA Settings Add |

Update Agent IP Address Assigned to Group(s)

Wk S 192, pash & 428 Managed Computers' = “SaM ﬁ

2. Inthe Assigned to Group(s) column, click .
A confirmation prompt appears.

10443 says

Do you want to remove update agent?

n Ca ncel

3. Click OK. The Update Agent will be deleted.
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Action List

The Action List takes you action for a group. The drop-down contains following options:

*  New Subgroup

» Set Group Configuration

* Deploy/Upgrade Client

* Uninstall eScan Client

* Remove Group

» Synchronize with Active Directory
* Outbreak Prevention

* Create Client Setup @ @

*  Properties

New Subgroup

To create a group, follow the steps given below:
1. Click Action List > New Subgroup.
Creating New Group window appears.

Creating New Group E Help
— Create New Group
New Group Name : || I
Select XDR/Mon XDR type : | Mon XDR Vl
Group Type : Mormal User Vl
Policy Templates : | Group Default Policy Vl
| Ok || Cancel |

Enter a name for the group in the provided field.

Click the Group Type drop-down and select a type.

Click the Policy Templates drop-down and select a policy for the group.
Click OK.

A new group will be created under the Managed Computers.

apr LN

If the Group type is set to Normal User, then server will try to connect to the client
computer using the hostname.

0 If the Group type is set to Roaming User, then server will try to connect to the client
NOTE .
computer using the IP address.

Multiple groups can be created within a group.
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Set Group Configuration

With this option you can define single Username and Password to login for all the computers in the

group.
To set a group configuration, follow the steps given below:

1. Select the group you want to configure.

2. Click Action List > Set Group Configuration. Set Group Configuration window appears.

Set Group Configuration == E Help

Login Information

Group Name: Managed Computers

Femarks: | |

User name: |Administratur |

Passwaord: | |

Note: If Host Name is in another Domain, Please mention Domain Name Ex. Domainl \HostName

| Save || Cancel |

3. Enter Remarks and define Login credentials.
4. Click Save. The group configuration will be saved.

Managing Installations

After grouping all computers in logical groups using eScan Management Console, you can now install
eScan Client as well as other third party software on the computers connected to your network.
[Conditions Apply]

This section will give you an overview on following activities:

Installing eScan Client
eScan client can be installed on computers connected to the network in the following ways:

» Remote Installation: It lets you install eScan Client on all the computers in a selected group
at once. You can initiate and monitor eScan Client installation using eScan Management
Console. For more click here.

« Manual Installation: In case remote installation fails, you can allow computer users to install
eScan client manually on their computers. It does not require any remote assistance. For
more click here.

» Installing eScan using agent: Installation of agent ensures that you have Administrator rights
on the computer and you can now remotely install eScan Client on that computer. For more
click here.

« Installing other Software (3" Party software): eScan Management Console lets you install
third party software on network computers remotely. For more click here.

* Viewing Installed Software List: Using Show Installed Software option you can view list of
software installed on Computers connected to your network. You will find this option in
Client Action list under Managed Computers when you select a computer.

» Force Download: This option is present under Client Action List in Managed Computers.
You can update eScan client on any network computer by using this option. It is required in
cases where client has not been updated on the computer for many days.
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To initiate Force download, in the Managed Computers module, select the client computer
and click Client Action list > Force Download.
It will initiate the forced download process on selected Client computers.
Conditions for third party software installation:
e After starting the installation from eScan Management Console, no manual
0 intervention should be required to complete the installation on Client computer. Only
NOTE automated installations can be done through eScan Management Console.
e Care should be taken that the installation file is not huge as it may impact internal
network speed of your organization.

Remote Installation of eScan Client

Pre-Installation

To prepare a client computer for the remote deployment of eScan Enterprise EDR; begin with
checking if the basic system requirements are in place.
Configure the settings on the client computer according to the OS installed on it.

»  Windows XP Professional systems
Windows XP Home
« Windows Vista / Windows 7 / Windows 8 / Windows 8.1 / Windows 10 / Windows 11

Configuring the settings on Windows XP Professional systems (Windows XP, 2000,
2003, all editions)

Click Start > Control Panel.

Double-click the Administrative Tools icon.

Double-click the Local Security Policy icon.

On the navigation pane, click Local Policies folder, and then click Security Options folder.
Double-click Network Access: Sharing and Security Model for Local accounts policy.
Select Classic - Local user authenticate as themselves option from the drop-down list.

Click Apply, and then click OK.

Double-click the Accounts: Limit local account use of blank passwords to console logon
only policy. The Accounts: Limit local account use of blank passwords to console logon only
dialog box appears.

9. Click Disabled option.

10. Click Apply, and then click OK.

Nk~ E

If Windows firewall is enabled on all locations, select File and Printer Sharing checkbox, under
Exceptions tab (Control Panel >> Windows Firewall >> Exception).

For Windows XP Home
Since Windows XP Home has limitations with regards to remote deployment, MWAgent should be
installed on your system. You can download MWAgent from the eScan web console.

For Windows Vista / Windows 7 / Windows 8 / Windows 8.1 / Windows 10 / Windows

11
1. Launch Run.
2. Enter secpol.msc, and then click OK. Local Security Settings window appears.
3. On the navigation pane, click Local Policies folder, and then double-click Security Options
folder. The security policy appears.
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Double-click Network access: Sharing and security model for local accounts policy.
Select Classic - Local users authenticate as themselves option present in the drop-down.
Click Apply > OK.
Double-click Accounts: Limit local account use of blank passwords to console logon only
policy.
8. Select Disabled option.
9. Click Apply > OK.
10. If the firewall is enabled, select File and Printer Sharing checkbox, under Exceptions tab.
11. On desktop, click Start, and right-click My Computer, click Manage.
Computer Management window appears.
12. On the navigation pane, click Local Users and Groups option, and then click Users folder,
and double-click Administrator.
Administrator Properties window appears.
13. Check Password never expires and uncheck Account is disabled checkbox.
14. Click Apply > OK.

No ok
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Deploy/Upgrade Client

To Deploy/Upgrade eScan client on all computers in a group or an individual computer, follow the
steps given below:

Installing eScan Client on a Group (Windows)

1. Select the group on which you want to install eScan client.
2. Click Action List > Deploy/Upgrade Client.
Client Installation window appears.

Client Installation E Help

Required packages for Linux Client Installation :

32 Bit deb. Packages Download
&4 Bit deb, Packages Download
32 Bit rpm. Packages Download

&4 Bit rpm. Packages Download

Salect Application for Installation:

@ Install eScan

Select eScan Installztion Optians: SR

|| auts Reboot after Install
[ tnstall without Firewall
|| pisable auto downloading of Windows patches by eScan

Installztion Path

=« Default> V|| Add

() Install Other Software

Lin

Executablz file

Parameters

3. Select Install eScan option.
By Default eScan is installed at the following Path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)
OR
C:\Program Files (x86)\eScan (default path for 64-bit computers).
4. To define a different installation path, click Add. (Skip this step if default path chosen).
5. Click Install. A window displays File transfer progress. After Installation, the eScan status
will be updated in Managed Computers list.
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Installing eScan Client on Linux Computers

To install eScan Client on Linux computers, follow the steps given below:
1. Login to the EMC with your username and password.
2. Click Managed Computers on the navigation panel and select a group.
3. To deploy the setup, click Action List > Deploy/ Upgrade Client.
4. Download respective agent link from Required package for Linux Client Installation

option.
Client Installation E Help

Required packages for Linux Client Installation :

22 Bit deb. Packages Download
&4 Bit deb. Packages Download
22 Bit rpm. Packages Download
&4 Bit rpm. Packages Download

5. Click Install Other Software and select Linux/MAC Client setup option.

Select Application for Installation:

(_) Install eScan

Salect eSca nstallation Options
Auto Reboot after Instal
sta thout Firewa
Disable auto downloading ndows patchas by eScar
stallation Path

@' Install Other Software
Linu=/MAC Client Setup

Required files for Installzation

Executable file

| w| | Edit Scrigt

Parameters

(! Install Agent

) Install local client setup

Required files for Installztion

Eearytable file

www.escanav.com
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Click Install to initiate the installation process. A notification will be displayed after successful
installation.

Installing other Software (Third Party Software)

To install third party software on computers, follow the steps given below:
1. Click Managed Computers.
2. Select a computer from a group.
3. Click Action List > Deploy/Upgrade Client. Client Installation window appears.
4. Select Install Other Software option.

Select Application for Installation:

() Install eScan

Select eScan Installation Options:
Auto Reboot after Instal
sta thaut Firewall
Disable auto downloading ndowrs patches by eScar
stallation Path

@ Install Other Software
|| Linux/MAC Cliznt Setup

Required files for Installztion

ci\test\tvnserver.exe

Executable file

| tvnservernexs V| Edit Script

Parameters

E |

! Install Agent

) Install local client setup

Required files for Installztion

o myzo bl £

5. Click Add.
Add Files window appears.

Add Files

Add | Cancel
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6. Enter the exact path of the EXE (on eScan Server) and click Add. The selected EXE will be
added to the “Required files for Installation” list.
@ Install Other Software
[ Linux/MAC Client Setup
Required files for Installation
Ciltest\bvnzerver.exe
[ Add |
-
Executable file
| TvnsERVER.EXE v | | Edit Script
Parameters
|'FE|'|'II:I\¢'E |
7. The Executable Filename will be displayed in the respective drop-down menu.
8. Define the command line parameters if required.
9. Click Install to initiate the installation process. A confirmation message appears.
Client Installation E Help
SEIF 00 e 11:09:02 AM [ et ]: Connecting to Computen.,
SO 00 e 11:09:02 AM 0 [ e ]: Deploying other software filas to host sl 0 Pls Wait ..,
Sfaf 00 e 110902 AM [t ]y Copying file 1 of 1
SEFF 00 0 11:09:03 AM [ ]: Completed 100 %
S¢Ed 00 e 110904 AM [t ]: Task 'Install/Upgrade Software on Host' successfully scheduled an i

Clase Cancel

Installing Agent on Linux

1. To manually install eScan Agent on Linux endpoint, please download the agent setup
displayed on the Login Page > Setup Links of eScan Management Console and Save to the
Linux client.

eScan Client Setup (Windows) v
eScan Agent Setup (Windows) v
eScan Agent Setup (Linux) A

hittp://WIN-DLP-10443/SetupiAgent_Setup.deb
http://182.168.0 61:10443/Setup/Agent_Setup.deb
hittp://WIN-DLP-10443/Setup/Agent_Setup.rpm

hittp://192.168.0.61:10443/Setup/Agent_Setup.rpm

eScan Agent Setup (MAC) v
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Open the terminal for installing Agent.

3. Installation of Agent requires root or sudo user authentication. After Login as root or sudo
user, go to the path where the Agent_setup.deb file has been saved.

4. Install the agent from the path using the following command — dpkg —i. (for RPM based

setup — Rpm-ivh) —

root@qa-ubu-208: /tmp
root@qa-ubu-208: /tmp# 1s

<}
K( KO

unity_support_test.1

ksocket-kd pulse-PKdht n

root@qa-ubu-208: /tmp# dpkg -1 mwagent-7.0.2.amd64.1386.deb

Selecting previously unselected package mwagent.

(Reading database ... 162068 files and directories currently installed.)
Unpacking mwagent (from mwagent-7.0.2.amd64.1386.deb) ...

Setting up mwagent (7.0.2) ... [\

Architecture = 1386

Adding system startup for mwagent ...

dding system startup for winclient ...

Starting MicroWorld Mwagent:

root@qa-ubu-208: /tmp# l

Agent installation will begin. After completion you will be informed via a message and the Agent will
run on your computer.

Installing eScan Agent on Mac Computers

To install eScan Agent on Mac computers follow the steps given below:
1. Download agent from the link received via mail and save it at the desired path on the
computer where you wish to install eScan Client.
2. Go to the path where Agent is saved.
3. Double-click Agent_Setup.dmg file to run the installation wizard.
Agent Installation Wizard will run.

~ eScan Agent

—

(. { eScan Agent

\
Website
‘e Scan K
O

2
&
- , 7’) eScan Forum

Uninstall eScan Agent

ol '-'_

4. Double-click eScan Agent. This will start the installation process.
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Introduction window appears.
5. To proceed, click Continue.

e 0 0O = Install eScan Agent

Welcome to the eScan Agent Installer

Weicome to eScan Anti-Virus agent installation wizard!
© Introduction

@ Read Me
@ License
® Destination Select

@ Installation Type

® Installation

@ Summary

Go Back

The installation wizard displays Read Me window.
6. Please read the system requirements and click Continue.
License window appears.

e 00 5 Install eScan Agent

Important Information

Thank you for choosing eScan to secure your Mac computer.
eScan Anti-Virus for Mac provides comprehensive and proactive protection

© Introduction

& Read Me

® License

@ Destination Select
@ Installation Type

@ Installation

® Summary

against viruses, spyware, and other malware.
Features:
ANTI-VIRUS

* Protects your Mac in real time against known viruses, spyware and other

malware.

* Blocks unknown viruses using advanced heuristic detection techniques.

* Monitors and prevents potential spyware threats in real-time.

» eScan will get updated continuously all through the day whenever you are
connected to the Internet. eScan is also capable of repairing itself
whenever necessary, by downloading the damaged or missing files from
eScan servers.

* FREE 24/7 Online Technical Support is offered online by qualified eScan
Technical support personnel.

System Requirements:
- Mac OS X Snow Leopard (10.6 or later)
- Intel based Mac
- 1 GB recommended available memory
- 500 MB of available hard drive space for eScan Antivirus for Mac
installation

- Internet connection is required to receive eScan Antivirus for Mac

updates

7. Please read the agreement completely and then click Continue.
8. Agree to terms and conditions by clicking Agree.
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0.0 .60 7 Install eScan Agent
To continue installing the software you must agree to the terms
of the software license agreement.
O Int | S
© Re: Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.
@ Lic
e b |  Read License | | Disagree | |  Agree |
@ Ins!
@ Installation is a legal agreement that you (either an
@ Summary individual or a single entity) have signed for

the eScan software product identified above,
which includes computer software and associated
media and printed materials, and may include "on
line" or electronic documentation ("SOFTWARE
PRODUCT" or "SOFTWARE"). By installing, copying,
or otherwise using the SOFTWARE PRODUCT, you
agree to be bound by the terms of this EULA.

SOFTWARE PRODUCT LICENSE

| Print... | Save..

9. Select eScan Agent Install checkbox and click Continue.

68 .0 0 5 Install eScan Agent

Custom Install on “mac”

Package Name Action Size
© Introduction | eScan Agent Install Upgrade 350 KB
© Read Me
O License

© Destination Select
© Installation Type

@ Installation

@ Summary

10. Select the destination folder by clicking Change install Location and click Install.
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0,00 < Install eScan Agent

The installation was completed successfully.

© Introduction

O Read Me

© License

© Destination Select
© Installation Type The installation was successful.

O Installation

© Summary The software was installed. |

11. To exit the installation wizard, click Close.

In Linux, eScan Administrator Icon will be displayed on desktop.
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Uninstall eScan Client (Windows, Mac, and Linux)

To uninstall eScan Client on all the computer from a group, follow the steps given below:
1. Select the group of computers for uninstallation.
2. Click Action List > Uninstall eScan Client.
Client Uninstallation window appears.

Client Uninstallation

Ready to Start Uninstallation
Click "Uninstall" to Start Uninstallation

| Uninstall || Cancel |

3. Click Uninstall.
The Client Uninstallation window displays the progress.

Client Uninstallation E Help

2:41:13 PM : [igm == # |: Connecting to Computer...
2:41:14 PM : [[» & #]: Reading Host Details...

[
[
2:41:15 PM : [ge #5958 ]: Varsion 22.0.1400.
[
[

[R——

2:41:15 PM : Service Pack 2373
2:41:15 PM : : Task "Uninstall eScan on Host(s)' successfully scheduled on s

[EREN SRR

After the uninstallation process is over, click Close.

o You can uninstall eScan Client from all the computers in the group by selecting the Group
NOTE | and then click Action List > Uninstall eScan Client.

Remove Group

To remove a group, follow the steps given below:
1. Select a group.
2. Click Action List > Remove Group. A confirmation prompt appears.

Remove Group

Do you really want to remove the group "{s" 7

Ok | | Cancel |

NOTE A group will be removed only if it contains no computers.
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3. Click OK. The group will be removed.

Synchronize with Active Directory

To synchronize a group with Active Directory, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group for synchronization.
2. Click Action List > Synchronize with Active Directory.
Synchronize with Active Directory window appears.

Synchronize with Active Directory

Target Groups :

|Managed Computers | | Browse

Source Active Directory Organisation Unit :

| | | Browse |

Synchronization interval :

Minutes [Minimum 5 Minutes)

Exclude From ADS Sync

B | Excluded ADS Sources

Search Filter :
e.g.: {objectClass=%)

[ Install e5can client automatically

Select e5can Instzllation Options:
Install Withowt Firewall

Alert for new AD systems that are not installed

[ Alert for newly added machine [ lert for existing machine Configure SMTP Settings

*4D sync will not add the cemputers that are already present in any of the groups under Managed computers.Check
"eScantog\ADSsync.log” for more details.

Ok [Close ]

4. Under Source Active Directory Organization Unit section click Browse and select an Active
Directory.

5. Under Synchronization Interval section enter the preferred duration (in minutes). After filling
the above details, proceed to following sections:

Exclude from ADS Sync

This field displays a list of excluded Active Directory sources.

To delete a source, select the checkbox Excluded ADS Sources. Select a source(s) and then
click Delete.

To exclude a source, select the source and then click Add to Exclude.
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Search Filter
It lets you search an Active Directory for an object class.

Install eScan manually
Selecting this option lets you install eScan manually on the computers.

Install without Firewall
Selecting this option lets you install eScan without firewall.

6. After performing the necessary actions, click OK.
The group will be synchronized with the Active Directory.

Outbreak Prevention

Upon virus detection, eScan quarantines the virus and restricts it from spreading across the network.

The Outbreak Prevention feature lets you configure policies for the network.

Deploying Outbreak Prevention

To deploy Outbreak Prevention feature, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group.
2. Click Action List > Outbreak Prevention.
Outbreak Prevention window appears.

Outbreak Prevention E Help

|| Limit zccess to shared folders {Allews read anly access)

|:| Deny write access to local files and folder

|:| Block Specific Ports

|:| Elock All Ports (Other than trusted client-server ports)
Automatically restore outbreak prevention after hours(s)

Warning: The above outbreak preventicn policies will be enforced on all the selected computers or groups. Incorrect
configuration of these peolicies settings can cause major problems with the computers.

Outbreak Prevention Notification

[J MNotify client users when outbreak prevention starts

Meszzge: 207/250

eScan has detectad 2 security risk outbrezk on your network. To prevent the security risk from spreading, your eScan
administartar has enforced measures that may prevent you from accessing network resources.

| Deploy |

Limit access to shared folders
Select this checkbox to limit the infection's access to shared folders.

Deny write access to local files and folder
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Select this checkbox to deny the infection write access for any file. Clicking the link displays another
window that lets you specifically select folders and subfolders that should be denied and allowed
access for modification.

Block specific ports

Select this checkbox to prevent infection from accessing specific ports. Clicking the link displays
another window that lets you block incoming and outgoing data packets along with TCP and UDP
ports.

Block All Ports (Other than trusted client-server ports)
Select this checkbox to block all ports other than trusted client server ports.

Automatically restore the outbreak prevention after hour(s)
This feature lets you restore outbreak prevention automatically after set duration (hours). Click the
drop-down and select the preferred duration.

Outbreak Prevention Notification

To send a notification to client users after Outbreak Prevention is deployed, select the checkbox
Notify client users when outbreak prevention starts. You can even write your own custom message
for this feature in the Message field.

After making the necessary selections, click Deploy. The Outbreak Prevention feature will be
deployed for the selected group.

Restore Qutbreak Prevention

In the Outbreak Prevention window, click Restore Outbreak Prevention tab.

Outbreak Prevention E Help

] Naotify client users after restoring the original settings

Message: 96/250

eScan has stopped enforcing ocutbreak prevention policies and has restored pre-outbrezk ssttings.

e

| Rastore |

To restore Outbreak Prevention manually, click Restore.
To notify clients about Outbreak Prevention restoration, select the checkbox Notify client users after
the original settings.
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Create Client Setup

To create a Client setup, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group.
2. Click Action List > Create Client Setup.
Create Client Setup window appears.

Create Client Setup

Setup Settings

':' Add License
Add Policy

|| Auto add to group

| Create Setup “ Cancel

3. Select the necessary settings.

4. Click Create Setup. The Client setup will be created and a download link will be displayed in
right pane.

Palicy

ﬁ Group Tasks

Download Client Setup i

B cClient Computers

Group Information

AD Sync Mot Configurad

Total Subgroups 20

Total Computers 5

ISO 27001 Certified Company
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Properties of a group

To view the properties of a group, follow the steps given below:
1. Select a group.
2. Click Action List > Properties.
Properties window appears.

s

Properties (Roaming Users) E Help
I General |
Mame : |Rﬂaming Usars |
Parent Group : | Managed Computers |
Group Type :
Selact XDR/MNaon XDR typs DR ~
Contains : 0 Groups , 0 Computers
Created : 10/03/2024 5:24:48 PM
-

In Properties, General tab displays following details:
o Group Name
e Parent Group
e Group Type — Normal or Roaming User

e Contains — Sub Groups or Number of Computers in that Group
Creation date of the Group
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Group Tasks

With the Group Tasks option, you can create a task, start a task, select a task and view its properties,
view task results as well as delete an already created task. Tasks can include the following.

e Enable/Disable desired Module

e Set Update Server

e Scheduling Scan on Networked Computers

Creating a Group Task

To create a Group Task, follow the steps given below:
1. Select a group.
2. Ingroup's folder tree, click Group Tasks.
3. Inthe Group Tasks pane, click New Task.

[ Action List v J [§) Client Action List v OR Code for 2FA
B[ Man=g=d Computers * Refresh Hel
h Group Tasks - es E elp
ﬁ Policy
ﬁ Group Tasks
ﬁ Client Computers (3} E+ New Task D Start Task | [&* Properties | Results | Lj Drel ete|
ﬁ Roaming Users
. Task Name Task Performed Assigned To Whom Schedule Type
ﬁ Linux / Mac
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4. New Task Template window appears. This window lets you define Task Name, assign a task
as well as schedule a task on computers.

New Task Template [ Hele

Task Name:= [ Meve Task ]

[ Fils Anti-virus Status 55

Enabled
Disabled
[ sl Anti-virus status 55
Enabled
Disabled

O anti-spam status =8

Enabled
Disabled

(O web protection Status 53
Enablad
Disabled

(1 mail Anti-virus status 25
Enabled
Dissblad

[ ant-spam status 23
Enabled
Dissbled

() web proection status 22

Enabled
Disabled
(O Endpoint Security Status 28 &
Enabled
Disabled
[ Firewall Status 28
Disable Firswal
Enable Limited Fitter Moda of Firewall
Enable Interactive Filter Mode of Firawall
[ aiternste Download st=tus 25 ) &
Enabled
Disabled
(3 start/stop Another Sarver g
Start Sarver
Stop Server

[ set update server 53 ) &

Add Server Nams/IP WIN-ESCANSERVER, 1

Remaove Servar Name/IP

Oseanzg A &

Tyos
Memory Scan B8 a Registry 55
System Folder 58 Scan network drives 58
Scan Local Drivas Computer StartUp 5§
Scan System Drive 28
Scan Data Drives g8 ﬁ E
[~ Option
Scan Archives 2% )
Auto Shut Down After Scan Completion S
saanonly 53 ) B

[ Force Client to Download Update 55 aE

(71 Syne System Time with esean Server 25

‘ [ apply for Subgroups ‘

‘ ® cnable Scheduler O Manual start ‘

Man Tue Wed Thu

O Menthly

(e |

5. Enter the Task Name and configure the desired task settings.
6. Click Save. The selected group will be assigned a task template.




Managing a Group Task

Selecting a Group Task enables Start Task, Properties, Results and Delete buttons.

Group Tasks : Refresh E Help

i+ New Task i‘w Start Task | B Properties E]Rﬁul‘lﬁ Wi Delete

Task Name Task Performed Assigned To Whom Schedule Type
tech Mot Performed Yat 'Managed Computers' Automatic Scheduler Task Status
Start Task

To start a task manually, select a task and then click Start Task.

Delete Task
To delete a task, select a task and then click Delete.

Properties

To view the properties of a task, select a task and then click Properties. It also lets you modify or
redefine the entire settings configured. After making the necessary changes, click Save. The
properties for the group task will be saved and updated.

tech [ Hele

General Schedule Settings

Task Name [t=ch

Task Creation Time: 06/30/21 02:37:25 PM

Status: Task not performed yet

Last Run:

Save Cloze

Results
To view the results of a completed task, select a task and then click Results.

Group Tasks : Refresh E Help

=" Properties Results | [_j Delete

Task Name Task Performed Assigned To Whom

l:' i1 Complaeted 'Managed Computers' Automatic Scheduler Task Status
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Task Status
To view the status, select a task and then click Task Status. A brief task summary is displayed.

Task Name : s

Ahorted for
I 0 Ready To Runon

2 Ahorted for
Completed an N 0 Completed on

I 3 Returned error on

Feady To Run on

Returned errar on

Summary

« Applied To 5 Computers

Assigning a Policy to the group
To assign a Policy to the group, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group.

2. Under the group name, click Policy.
Policy pane appears on the right side.

El-[§§ Managed Computers
- policy Policy & Refresh [ Help

@ Group Tasks

- Client Computers (3) B Select Template

- (&) Reaming Uszrs

- () Linus / Mac Assigned Template Date And Time of Assigned Template
- [ wenanng, Se SAMPLES Jun 25 2021 12:25:45 PM

- [ . S [T el = Change Criteria | {ij Remove |
B- @@ sarmwes Ssam

: . {* ) Criteria to be set in case of conflict
Palicy

B3 croup Tasks M | Criteria Assigned Policy Template | Date And Time of Assigned Criteria

i M Client Computers (1)

PRS-
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3. Toassign a Policy Template to group, click Select Template. New policy window appears.

New Policy E Help
Policy Template Selection
Group Default Policy
QA
SAMPLES
| Select | | Cancel |

4. Select a policy template and then click Select.
5. To assign criteria to group, click Select Criteria.
Select Policy Criteria window appears.

E Help

Select Policy Criteria

[_] Set this criteria 25 a default criteria in case of conflict

Policy Template Selection

Group Default Policy

Criteria Template Selection

dasiies

| Select | | Cancel |

6. If a computer falls under both conditions created by you, it will create a conflict. To avoid
such conflict, select the checkbox Set this criteria as a default criteria in case of conflict.
Then select the Policy Template and Criteria Template to be used in case of conflict.

7. Click Select. The default Policy Template and Criteria Template for group will be saved

and updated.

www.escanav.com
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Client Action List

Client Action List lets you take action for specific computer(s) in a group. To enable this button,
select computer(s) and then click Client Action List. The drop-down consists of following options:

e Set Host Configuration

e Deploy/Upgrade Client

e Uninstall eScan Client

e Connect to Client (RMM)

e Move to Group

¢ Remove from Group

e Refresh Client

e Assign Policy Template

e Show Critical Incidents Events
e Show Critical Security Events
o Export

e Show Installed Software

e Force Download

e Check Vulnerability

e Forensic-Port/Communication
o Collect Debug/Logs

o Check eScan Port(s)

¢ Remediation Console

e Search I0OC

e On Demand Scanning

¢ Send Message

e OQutbreak Prevention

o Delete All Quarantine Files

e Create OTP

e Pause Protection

e Resume Protection

e Properties

The Client Action List contains few options similar to Action List. These options perform same,
except they perform the action only for selected computer(s).
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Set Host Configuration

If you are unable to view details of Windows OS installed computer with Properties option, set its
Host Configuration. Doing so will build communication between the server and selected computer,
displaying its details.

To set Host Configuration for a selected computer, follow the steps given below:
1. Select the computer.
2. Click Client Action List > Set Host Configuration.
Set Host Configuration window appears.

Set Host Configuration g E Help

Login Information

Computer Mame: AN

Remarks: | |

User name: |Adr"|i'1istratcr |

Password: | |

Note: If Host Name is in another Domain, Please mention Domain Name Ex. Domainl\HostName

3. Enter Remarks and login credentials.
4. Click Save.
The Host will be configured as per new settings.
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Deploy/Upgrade Client

To Deploy/Upgrade eScan client on selective computers in a group or an individual computer, follow
the steps given below:

Installing eScan Client on a Client Computer

1. Select a group.

2. Under the group, click Client Computers.

3. Select a computer(s).

4. Click Client Action List > Deploy/Upgrade Client. Client Installation window appears.

Client Installation E Help

Required packages for Linux Client Installation :

32 Bit deb. Packages Download
&4 Bit deb. Packages Download
32 Bit rpm, Packages Download

&4 Bit rpm. Packages Download

Select Application for Installation:

® 1nstall escan

Select eScan Installation Options: S

|:|Autu Reboot after Install

[ 1nstall without Firewall

|:| Disable auto downloading of Windows patches by eScan

Installation Fath

[ <Default> v [ add |

:J Install Other Software
Linux/MAC Client Setup

files for Installation

Parameters

5. Select Install eScan option.
By default eScan is installed at the following path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)
OR
C:\Program Files (x86)\eScan (default path for 64-bit computers).
6. To define a different installation path, click Add. (Skip this step if default path chosen).
7. Click Install. A window displays File transfer progress. After eScan installation, the eScan
status will be updated in Managed Computers list.

Installing eScan Client on Linux Computers
To install eScan Client on Linux computers, follow the steps given below:

6. Login to the EMC with your username and password.

7. Click Managed Computers on the navigation panel and select a group.
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8. Under the group, click Client Computer and select a computer.

9. To deploy the setup, click Client Action List > Deploy/ Upgrade Client.

10. Download respective agent link from Required package for Linux Client Installation

option.
Client Installation Help

Required padkages for Linux Client Installation :

22 Bit deb. Packages Download
&4 Bit deb. Packages Download
22 Bit rpm. Packages Download
&4 Bit rpm. Packages Download

11. Click Install Other Software and select Linux/MAC Client setup option.

Select Application for Installation:

[_! Install eScan

Select eScan Installation Options:
Auto Reboot after Instal
sta thout Firewa
Disabla auto downloading ndows patchas by eScar
stallation Path
@:‘ Install Other Software
Linux/MALC Client Setup
Required files for Installation
[ add
A
Executable file
| w| | Edit Script

Parameters

) Install Agent

() Install local client setup

Required files for Installation

Eworiizble file

Click Install to initiate the installation process. A notification will be displayed after successful
installation.
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Installing Agent on Linux

5. To manually install eScan Agent on Linux endpoint, please download the agent setup
displayed on the Login Page > Setup Links of eScan Management Console and Save to the

Linux client.
e5can Client Setup (Windows) A
eScan Agent Setup (Windows) N
e5can Agent Setup (Linux) ~

hitp:/i192 168.0.61:10443/Setup/Agent_Setup.deb
http/AWIN-DLP10443/Setup/Agent_Setup.rpm
tip/192.168.0.61:10443/Setup/Agent_Setup.rpm

http/AWIN-DLP:10443/Setup/Agent_Setup.deb

eScan Agent Setup (MAC) s

o

Open the terminal for installing Agent.

7. Installation of Agent requires root or sudo user authentication. After Login as root or sudo
user, go to the path where the Agent_setup.deb file has been saved.

8. Install the agent from the path using the following command — dpkg —i. (for RPM based

setup — Rpm-ivh) —

root@qa-ubu-208: /tmp
root@qa-ubu-208: /tmp# 1s

Kde-Kanm

j-DE445X

root@qa-ubu-208: /tmp# dpkg -1 mwagent-7.0.2.amd64.1386.deb

Selecting previously unselected package mwagent.

(Reading database ... 162068 files and directories currently installed.)
Unpacking mwagent (from mwagent-7.0.2.amd64.1386.deb)

Setting up mwagent (7.0.2) ... [N
Architecture = 1386

Adding system startup for mwagent ...
Adding system startup for winclient ...
Starting MicroWorld Mwagent:

root@gqa-ubu-208: /tmp# l

Agent installation will begin. After completion you will be informed via a message and the Agent will
run on your computer.
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Installing eScan Agent on Mac Computers

To install eScan Agent on Mac computers follow the steps given below:
12. Download agent from the link received via mail and save it at the desired path on the
computer where you wish to install eScan Client.
13. Go to the path where Agent is saved.
14. Double-click Agent_Setup.dmg file to run the installation wizard.
Agent Installation Wizard will run.

~_ eScan Agent

eScan Agent

Website

eScan Forum

15. Double-click eScan Agent. This will start the installation process.
Introduction window appears.
16. To proceed, click Continue.

e 00 = Install eScan Agent

Welcome to the eScan Agent Installer

Welcome to eScan Anti-Virus agent installation wizard!
© Introduction

@ Read Me
@ License
@ Destination Select

@ Installation Type

® Installation

@ Summary

™ Go Back

The installation wizard displays Read Me window.
17. Please read the system requirements and click Continue.
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License window appears.

e 00 = Install eScan Agent
Important Information
Thank you for choosing eScan to secure your Mac computer.
introducti eScan Anti-Virus for Mac provides comprehensive and proactive protection
O Int uction against viruses, spyware, and other malware.
Features:
© Read Me ANTTVIRIS
@ License * Protects your Mac in real time against known viruses, spyware and other
malware.
® Destination Select * Blocks unknown viruses using advanced heuristic detection techniques.
- * Monitors and prevents potential spyware threats in real-time.
@ Installation Type » eScan will get updated continuously all through the day whenever you are
® Installation connected to the Internet. eScan is also capable of repairing itself
whenever necessary, by downloading the damaged or missing files from “
® Summary eScan servers, | : : ; |
* FREE 24/7 Online Technical Support is offered online by qualified eScan |
Technical support personnel.

System Requirements:

- Mac OS X Snow Leopard (10.6 or later)

- Intel based Mac

- 1 GB recommended available memory
~ ,'e Scan - 500 MB of available hard drive space for eScan Antivirus for Mac

y 3 installation

- Internet connection is required to receive eScan Antivirus for Mac

updates

[ princ.. W Save... |

18. Please read the agreement completely and then click Continue.
19. Agree to terms and conditions by clicking Agree.

0.0 .60 7 Install eScan Agent
To continue installing the software you must agree to the terms
of the software license agreement.
O Int | —
© Re: Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.
 Lic
®.De |  Read License | | Disagree | | Agree
@ Ins! ‘
@ Installation is a legal égreement that you (either an |
@ Summary individual or a single entity) have signed for |
the eScan software product identified above, |

which includes computer software and associated
media and printed materials, and may include "on
line" or electronic documentation ("SOFTWARE

PRODUCT" or "SOFTWARE"). By installing, copying,
S '.‘G- | or otherwise using the SOFTWARE PRODUCT, you
y agree to be bound by the terms of this EULA.

SOFTWARE PRODUCT LICENSE

[ print.. W save.. |
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20. Select eScan Agent Install checkbox and click Continue.

e 00 7 Install eScan Agent

Custom Install on “mac”

Package Name Action Size
© Introduction | eScan Agent Install Upgrade 350 KB
© Read Me
O License

© Destination Select
© Installation Type

@ Installation

@ Summary

21. Select the destination folder by clicking Change install Location and click Install.

0,00 7 Install eScan Agent

The installation was completed successfully.

© Introduction

© Read Me

© License

© Destination Select

© Installation Type The installation was successful.
© Installation

© Summary The software was installed.

22. To exit the installation wizard, click Close.
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In Linux, eScan Administrator Icon will be displayed on desktop.

Manual installation of eScan Client on network
computers

If remote installation is not possible, you may manually install the eScan Management Console.

To install manually, the download links for manually installation of the eScan Client or Agent are
displayed on the Login Page > Setup Links of eScan Management Console. Forward this link to the
user of the Client computer on mail and guide the user through the installation process.

escan Client Setup (Windows) RV
eScan Agent Setup (Windows) vy
eScan Agent Setup (Linux) s
eScan Agent Setup (MAC) s

Installing eScan Client Using Agent

You may install the eScan Client using an Agent in following ways:
¢ Remotely installing agent on Client computer(s)
e Manually installing agent on Client computer(s)

Remotely installing agent on Client computer(s)

Click Managed Computers.

Select the computer(s) from a group.

Click Client Action List > Deploy/Upgrade Client.

Select Install Agent option and click Install. eScan Agent will be installed on selected
computers.

PR
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9 This option useful in case there are glitches in the network connectivity between server and
Client computer. It will overcome those glitches and speed up the client installation on the

NOE selected computers.

Manually installing eScan Agent on Client computer(s)

To manually install eScan Agent on computers, please send the link displayed on the Login Page >
Setup Links of eScan Management Console to the users of the Client computer on mail.

escan Client Setup (Windows) RV
e5can Agent Setup (Windows) vy
e5can Agent Setup (Linux) vy
eScan Agent Setup (MAC) vy

Installing other Software (Third Party Software)

To install third party software on computers, follow the steps given below:
10. Click Managed Computers.
11. Select a computer from a group.
12. Click Client Action List > Deploy/Upgrade Client. Client Installation window appears.
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13. Select Install Other Software option.

Select Application for Installation:

() Install eScan

nstallation Options
Auto Reboot after Instal
nsta thout Firewa
Disable auto downloading ndowis patches by eScar
nstallation Path

@ Install Other Software
) Linus/MAC Client Setup

Required files for Installation

cihtest\tvnservenexe

[ add
P
Executable file
| tvnserverexe V| Edit Script
Parameters
E |

) Install Agent

() Install local client setup

Raguired files for Installztion

14. Click Add.
Add Files window appears.

Add Files

Add | Cancel |

www.escan
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15. Enter the exact path of the EXE (on eScan Server) and click Add. The selected EXE will be
added to the “Required files for Installation” list.
@ Install Other Software
[ Linux/MAC Client Setup
Required files for Installation
Ciltest\bvnzerver.exe
[ Add |
g
Executable file
| TvnsERVER.EXE v | | Edit Script
Parameters
|'FE|'|'II:I\¢'E |
16. The Executable Filename will be displayed in the respective drop-down menu.
17. Define the command line parameters if required.
18. Click Install to initiate the installation process. A confirmation message appears.
Client Installation E Help
SEIF 00 e 11:09:02 AM [ et ]: Connecting to Computen.,
SéEdo0 e 110902 AM [k ] Deplaying other software files to host il 0 Plz Wait ...
Sfaf 00 e 110902 AM [t ]y Copying file 1 of 1
SEFF 00 0 11:09:03 AM [ ]: Completed 100 %
S¢Ed 00 e 110904 AM [t ]: Task 'Install/Upgrade Software on Host' successfully scheduled an i

Clase Cancel
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Uninstall eScan Client

To uninstall eScan Client on any computer, follow the steps given below:
1. Select the computer for uninstallation.
2. Click Client Action List > Uninstall eScan Client.
Client Uninstallation window appears.

Client Uninstallation

Ready to Start Uninstallation
Click "Uninstall" to Start Uninstallation

| Uninstall || Cancel

3. Click Uninstall.
The Client Uninstallation window displays the progress.

Client Uninstallation

9/26/2019 4:47:37 PM : [ ]: Connecting to Computer...

9/26/201% 4:47:37 FM : [ ]: Reading Host Details...

9/26/2019 4:47:37 BM 1 [ 1: Version 14.0.1400.2220

9/26/201% 4:47:37 FM : [ ]: Service Fack 2220

9/26/2019 4:47:37 PM : [ ]: Task "Uninstall eScan on Host(s)" successfully scheduled on

4. After the uninstallation process is over, click Close.

o You can uninstall eScan Client from all the computers in the group by selecting the Group
NOTE | and then Click Action List > Uninstall eScan Client.
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Connect to Client (RMM)

To add a computer to RMM licensed category, follow the steps given below:
1. Go to Managed Computers.
2. Select the client computer which you want to add to RMM License.
3. Click Client Action List > Connect to Client (RMM).
RMM disclaimer appears.
4. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome, Mozilla Firefox,
MS Edge, etc.).
After you are done performing an activity, click the Disconnect icon to end remote connection.

Move to Group

To move computers from one group to other, follow the steps given below:

1. Go to Managed Computers.

2. Select the desired computers present in a group.

3. Click Client Action List > Move to Group.

4, Select the group in the tree to which you wish to move the selected computers and click

OK. The computers will be moved to the selected group.

Remove from Group

To remove computers from a group, follow the steps given below:
1. Go to Managed Computers.
2. Select the desired computers for removal.
3. Click Client Action List > Remove from Group. A confirmation prompt appears.
4. Click OK. The computers will be removed from the group.

Refresh Client

To refresh status of any client computer, follow the steps given below:
1. Under any group, click Client Computers. A list of computers appears on the right pane.
2. Select a computer.
3. Click Refresh Client. The Client will be refreshed.
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Assign Policy Template

To assign policy template to specific computer, follow the steps given below:
1. Go to Managed Computers.
2. Select the client computer which you want to assign policy template.
3. Click Client Action List > Assign Policy Template.
4. Manage Add-On License window appears.

Policy Configuration E Help

Policy Template Selection

Assigned Group Policy(ESCAN_DEFAULT_POLICY)
(e <)
SAMPLES

Select Cancel |

5. Select the policy template and click Select to add.
The computer get assign with the selected policy template.

Show Critical Incident Events

To show critical events of specific computer, follow the steps given below:
1. Go to Managed Computers.
2. Select the client computer which you want to assign policy template.
3. Click Client Action List > Show Critical Events.
This will display the list of all the critical events of the computer that can also be exported as
a report.

Show Critical Security Events

To show critical security events of specific computer, follow the steps given below:
1. Go to Managed Computers.
2. Select the client computer which you want to assign policy template.
3. Click Client Action List > Show Critical Security Events.
This will display the list of all the critical security events of the computer that can also be
exported as a report.
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Export

To export a client computer's data, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By oo oo §y s oo

= Managed Computers O @ escan tnstalied ) (M eScan ot Installed 1-30f2 |4ipage 1 of1} ) Row
Palicy B |computer Name |IP Address IP Address of the connection |User name

£ Group Tasks [ wwes BE | 192068000 D TR S——

ﬁ Client Computers (3)
ﬁ Roaming Users
i ) Mw—_——.

N T ——

O | wewaws 2
0=

1920

192 a

WINGLE

2. Select a client computer and the click Client Action List > Export.
Export Selected Columns window appears displaying export options and a variety of columns

to be exported.

Export Selected Columns

EHelp

— Export Option

® Excel

) pDF

Select All Columns

Computer Name

Last Policy Applied Tima

1P Address

Last eBackup Status

IF Address of the connection

Local Administrator User(s) eScan Status Version Last Connection
Installed Directory Monitor Status Anti-Spam Mail Anti-Virus
Web Protection Endpoint Security Firgwall Last Update
Update Server Cliant OS5 Status Last Palicy Appliad

Usar name

| Export || Cancel |

3. Select the preferred export option.

E

5. Click Export.

Select the preferred report columns.

The report will be exported as per your preferences.
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Show Installed Softwares

This feature displays a list of installed softwares on a computer. To view the list of installed softwares,

follow the steps given below:

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

E| ﬁ Manzgad Computers

El eScan Installed

By cor o By o com

IZ' eScan Mot Installed

i I.\
‘ L
‘ :

1-3af2 4 page of 1 } ¥l Row:

IP Address of the connection |User name
WIN —

WINGLH

ﬁ Policy Computer Name | IP Address
Group Tasks

ﬁ roup Tas| ] ] 192,
i Client Computers (3)
D |E|..-u st B9 192, a8
ﬁ Roaming Users —
: [ 1592, 4
ﬁ g g
ﬁ T —

2. Select a client computer and then click Client Action List > Show Installed Softwares.
Installed Softwares window appears displaying list of installed softwares and in the top right
corner displays total number of installed softwares.

Installed Softwares

E Help

Computer Mame: Wit &8ss as

Currently Installed Programs

Advanced IP Scanner 2.5

Dropbozx

eScan Corporate - 260

Googla Chroma

Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Mative Client
Microsoft SQL Server 2008 R2 Setup (English)
Microsoft SQL Server 2008 Setup Support Files
Microsoft SQL Server Browser

Microsoft SQL Server WSS Writer

Microsoft Visual C++ 2017 Redistributabla (x386) - 14.12.25810

WMware Tools

Tokal No.OF Installed Programs: 12

| Close |
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Force Download

The Force Download feature forces a client computer to download Policy Template modifications (if
any) and updated virus signature database. To activate this feature for computers, follow the steps
given below:
1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By cor - B seccos

9] IZ' eScan Mot Installed

Eﬁ Manzged Computers _ E' eScan Installed 1-3of2 ipage 1 of1} Row

Palicy

B |Computer Name |IP Address IP Address of the connection |User name
Group Tasks
a F () w55 2 192, s 188 AT ——
i Client Computers (3)
D @.-n it 25 192 4 A& WINS
ﬁ Roazming Users N
: [ 152, 44
o Mwmtre
R I ———

2. Select client computers and then click Client Action List > Force Download.
Client Status window appears displaying the process.

u Help

10/ * 12:39:50 PM : Processing with group @ Sample Group
o/ # 12:39:50 PM : Connecting to Computer...
10/ * 12:39:50 PM : Successfully Execute the Client Downloader on

Check Vulnerability

This option helps user to find the present vulnerabilities on managed computers.

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By Gl oo §y oo coure

() [M ezcan not Installed

~
L) I!l eScan Installed 1-3aof2 {page 1 of1}p Row

B |computer Name |IP Address IP Address of the connection |User name
@ Group Tasks I!' == 107, g 4 g WIN P
i Client Computers (3}
D |!| wipn ot SR 1928 4 & WINSL
(- §§) Roaming Users —
[ 192,088 4

G- F——

- G Wh— — S

2. Select client computers and then click Client Action List > Check Vulnerability.
Vulnerability Scanner window appears displaying the result.
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-
Vulnerablility Scanner % Refresh E Help

ADMIN [ Patch Now

VULNERABLE (1)

Program Name

Installed Version

Secure Version Company Name

O ad 1 2 Adh

|C|use|

The window allows you to patch the vulnerable program using Patch Now button on Top-left side.

Forensic-Port/Communication

This option generates the Forensic report of the service running on certain port during a particular
period for analysis. To generate the report, select the client computer and click Forensic
Port/Communication option.

Client Status

7/8/2021 12:35:51 PM : Processing with group : Qe _ "M
7/8/2021 12:35:51 PM : Connecting to Computer... W it 7
7/8/2021 12:35:52 PM : Successfully Exported Report on Wil Ll 7

To view the forensic port, select the client machine and scroll the window to Forensic Report.

Computer Name | Last EBackup Status Forensics Report
O |Mw %47 Z  Job Name:Test Bak - Date:20 404 fis bbb 4D -Status:Backup Finished., No files to upload on [No new files found for backup.] View
L

To get the detailed report of the same or download it, click on the specific report under File Name
column.

W gaeiiied : Refresh E Help

Search files in selected Date Ranga

From

MM/DDYY

MM/DDAYYYY

06/06/2021

To [07/06/2021

Search | | Reset |

L‘] Delete Report Type | Foransics - Port/Communication Report V|
B |File Name Created On { Date and time ) Size
|:| eScan Forensics Anti-Malware 22 Jun 2021,11:52 AM 308 KB
D eScan Forensics Port SENeSaits SRt sitesingn pdf 22 Jun 2021,11:15 AM 327 KB
| Cloze |
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Collect Debug/Logs

This option helps user to record the system operation and errors that occurs while performing any

action on managed computers.

2. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By cio oo §y o oo

(O M escan Mot Installed

1-3af2 {page| 1 of1}

IP Address of the connection |User name

WIN R

WINSLH

Raow

J——

B[ Managed Computers O M escan Installed
Policy B |Computer Name |IP Address
Group Tasks

a8 P [ w4wss 22 192,08 4 48
i Client Computers (3}
D |!|--n ] 192 b A&
ﬁ Roaming Users .
] O m 192 pad 4
ﬁ S — —
R L T p——

3. Select client computers and then click Client Action List > Collect Debug/Logs.

Client Status window appears displaying the process.

.

Client Status

E Help

02-01-2023 11:35:09 : Connecting to Computer.. SsHEsss
02-01-2022 11:35:0% : Successfully connected to 25can RMT Agent, Port: 8098
02-01-2023 11:35:0% : Successfully Exported Logs on S fesse

Cloze

Check eScan Port(s)

This option used to figure out the opened ports on particular client machine. Checking ports regularly

will help you to close the unnecessary ports.

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By i o By oo oo

Eﬁ Managed Computers L IE' eScan Installed 9] E' eScan Mot Installed 1-3of2 {page 1 |of 1 Row
Palicy M |Computer Name |IP Address IP Address of the connection |User name
- Group Tasks
@ F IE " [ f ] 192, b 6 WIN F——
i Client Computers (3}
O |E| witw et O9 19208 WIN St
ﬁ Roaming Users .
: [ 192, b4
- M
R ———

2. Select client computers and then click Client Action List > Check eScan Ports.

Client Status window appears displaying the process.
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Client Status | Export to PDF | E Help

02-01-2023 11:37:12 : Connecting to Computer.. SLE eSS
02-01-2023 11:37:33 : Successfully connacted to eScan RMT Agent, Port: 8058
02-01-2023 11:37:33 ! Successfully connacted to server 192.168.1 *» on port 2221 from S

02-01-20232 11:37:32 : Successfully connacted to server 192.168.4 %% on port 2225 from S
02-01-2023 11:37:33 : Successfully connected to server 192.168.4 %% on port 33332 from S
02-01-2023 11:37:33 : Successfully connacted to server 132.168.1 % on port 8098 from S
02-01-2023 11:37:32 1 Successfully connacted to server 132,163, ¢ on port 2220 from S

02-01-2023 11:37:33 : Successfully connected to server 192.168.4 %% on port 221% from S

Remediation Console

eScan Remediation Console offers unified dashboard for visibility across all endpoints in the network.
It helps security team view real-time information and events about a particular client endpoint from a
network. This includes system hardware and OS details, task manager activities, task scheduler,
network connection activities, and a bunch of other components as well. Click here to learn more.

Search 10C

Indicators of Compromise (I0OC) are the evidence that indicate potential security breach and malicious
activity. It allows you to manually search 10Cs and view their results from particular endpoint by
uploading 10C scripts of known threats. Follow the steps given below to search 10Cs in endpoints:

Oplions

Upload File

Searchs !

| Search Name |Sear1:h File |Date'l'|me

EI escan.txt escan.txt_11-07-202413_09_33.tt 11-07-202413:09:33 Execute Besult

1. Click on Upload File to browse and upload script file of the IOC.
The browse dialogue box appears.
2. Enter search name in provided field for the file to be uploaded.
3. Click on Choose file button to browse the script with .txt extension from the computer.
4. Select the file and click on Save.
The 10C script will be available in the 10C list.
5. Select the script from the list and click on the Execute button provided under ‘Execute’
column to run the 10C search.
6. Click on the Result button provided under ‘Result’ column to view search results.

Search I0C Result

Mo Records to show !

You can delete 10C script from the list by selecting and clicking on Delete File button.
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On Demand Scanning

This option lets you scan an eScan installed client computer. To scan a client computer on demand,
follow the steps given below:
1. Go to Managed Computers.
2. Select the client computer which you want to scan.
3. Click Client Action List > On Demand Scanning.
On Demand Scanning window appears.

On Demand Scanning {Forensic-Antimalware Scanning) “ Help
EScan Option
[ scan netwaork drives 29 O Computer Startllp S8

[ Memery / Services = [ Registry H

L
O System Folder S5
! Scan Local Drives 58 a ‘,
|:| Scan System Drive 38
[ Scan Data Drives i85 a E
Scan Option
Scan Archives g ‘a K

Auto Shut Down After Scan Completion S

Scan Only 22 a K

o
o

4. Select the preferred scan options and then click Scan.
The On Demand Scan for selected client computer begins.

Send Message

The Send Message feature lets you send a message to computers. To send message to computers,

follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By cor o By o com

=@ Manzged Computers O M esean tnstalied ) (M eScan Mot Installed 1-30f2 4ipaas 1 of1}H Row
Policy B |Computer Name |IP Address IP Address of the connection |User name
Group Tasks
? F ] w5 53 192,088 4 458 WINGE§ e
i WM client Computers (3}
H D @.-,, nd 2R 192 088 08 WIN S0t e

ﬁ Roaming Users .
: [ | [ et 192,
ﬁ NI

R T g—

2. Select client computers and then click Client Action List > Send Message. Send Message
window appears.
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Message Text : 350/350

Send | Cancel |

3. Enter the message and click Send. The message will be sent to the selected computers.

Outbreak Prevention

Upon virus detection, eScan quarantines the virus and restricts it from spreading across the network.
The Outbreak Prevention feature lets you configure policies for the network.

Deploying Outbreak Prevention

To deploy Outbreak Prevention feature for specific client computer(s), follow the steps given below:

1. Go to Managed Computers.
2. Select the computer(s) for which you want to deploy Outbreak Prevention.

3. Click Client Action List > Outbreak Prevention.
Outbreak Prevention window appears.

E Help

Outbreak Prevention

|_J Limit zccess to shared folders {Allovr read only zccess)

O Deny write access to local files and folder

|:| Block Specific Ports

|:| Block All Ports (Other than trusted clisnt-server ports)
Automatically restore outbreak prevention after hours(s)

Warning: The above outbreak prevention pelicies will be enforced on all the sslected computers or groups. Incorrect
configuration of these pelicies settings can cause major problems with the computers.

Outbreak Prevention Notification

] MNotify client users when outbrezk prevention starts

Message: 207/250
eScan has detected a security risk outbreak on your network, To prevent the security risk from spreading, your eScan
administartor has enforced measures that may prevent you from accessing network resources.

| Deploy |

www.escanav.com
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Limit access to shared folders
Select this checkbox to limit the infection's access to shared folders.

Deny write access to local files and folder

Select this checkbox to deny the infection write access for any file. Clicking the link displays another
window that lets you specifically select folders and subfolders that should be denied and allowed
access for modification.

Block specific ports

Select this checkbox to prevent infection from accessing specific ports. Clicking the link displays
another window that lets you block incoming and outgoing data packets along with TCP and UDP
ports.

Block All Ports (Other than trusted client-server ports)
Select this checkbox to block all ports other than trusted client server ports.

Automatically restore the outbreak prevention after hour(s)
This feature lets you restore outbreak prevention automatically after set duration (hours). Click the
drop-down and select the preferred duration.

Outbreak Prevention Notification

To send a notification to client users after Outbreak Prevention is deployed, select the checkbox
Notify client users when outbreak prevention starts. You can even write your own custom message
for this feature in the Message field.

After making the necessary selections, click Deploy. The Outbreak Prevention feature will be
deployed for the selected group.

Restore OQutbreak Prevention

In the Outbreak Prevention window, click Restore Outbreak Prevention tab.

Outbreak Prevention E Help

Restore Outbreak Prevention ]

(] MNotify client users after restoring the original settings

Message: 9&/250

eScan has stopped enforcing osutbraak prevention policies and has restored pre-outbrezk sattings.

| Restore |

To restore Outbreak Prevention manually, click Restore.

To notify clients about Outbreak Prevention restoration, select the checkbox Notify client users after
the original settings.

Delete All Quarantine Files

The Delete All Quarantine Files feature lets you delete all quarantine files stored on a computer.
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To delete all quarantine files on computers, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and under it click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

B Action List = } [f) Client Action List + 2 Refresh Client [ Select Columns
Eﬁ Managed Computers O [E escan nstalled 0 [E escan Mot Installed 1-30f3 Mdpage 1 ofl})r Row
Policy B |Computer Name |IP Address IP Address of the connection |User name
[ Group Tasks
(3 srowp s [ wewss 25 107, i 4 458 1) (TR S——
i Ml Client Computers (3)
= D @u-r\ :.1== 192 s 48 WIN S e
ﬁ Roaming Users .
ﬁ o O | [ et 192, a4
ﬁ PP

2. Select client computers and then click Client Action List > Delete All Quarantine Files.
Client Status window appears displaying the progress.

Client Status u Help

10/1/201% 12:53:20 PM : Processing with group : Sample Group
10/1/2019 12:53:20 PM : Connecting to Computer...
10/1/201% 12:53:20 PM : Quarantine files successfully deleted

Create OTP

The password protection restricts user access from violating a security policy deployed in a network.
For example, the administrator has deployed a security policy to block all USB devices, but a user
needs USB access for a genuine reason. In such situation, One Time Password (OTP) can be
generated for that disables USB block policy on specific computer. The administrator can define
policy disable duration ranging from 10 minutes to an hour without violating existing policy.

Generating an OTP

To generate an OTP, follow the steps given below:
1. Inthe Managed Computers screen, select the client computer for which you want to
generate the OTP.
2. Click Client Action List > Create OTP. Password Generator window appears.
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Password generator

enerate One Time Password

Computer Name:™ [&

Valid for:*

Select Option

[Z) File Anti-virus g2 AL [ Allow to Change Ip g2
[ web protection " ‘a [) Firewall "

[ Eps App Control 52 Uersuse 23 A &
[ wmail Anti-virus & Anti-Spam SR ] pLp ]

Mew Password

Password : |

Generate Password [*) Mandatory Fields

3. Inthe Valid for drop-down, select the preferred duration to bypass the protection module.
4. In Select Option section, select the module you want to disable.
5. Click Generate Password. An OTP will be generated and displayed in Password field.

Password generator

enerate One Time Password

Computer Name:™® [ P

valid for:*

Szlect Option

[ File ant-virus g2 AL [ allow to Change Ip g2
[ web Protaction s ‘a Firewall 2@

[~ EpS App Control 22 Uesuse g3 A &
[ mail Anti-Virus & Anti-Spam 22 [ pp 2=

Neww Password

Password : | |

Password is case-sensitive

Generate Password || Closz |

(*) Mandatory Fields

7001 Certified Company
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Entering an OTP

To enter an OTP, follow the steps given below:
1. In the Taskbar, right-click the eScan icon @. An option list appears.

% Open e5can Protection Center

L. Pause Protection

Q Scan My Computer
# Update Now

& View Current Metwork Activity
FG System Information

(= Virtual Keyboard

[ eScan Remote Support

El eScanRMM Started

m About e5can

2. Click Pause Protection. eScan Protection Center window appears.

eScan Protection Center

E nter eScan Adminigtrator Pazsword
000000000040

Druration

15 minutes

3. Enter the OTP in the field.
4. Click OK.
The selected module will be disabled for set duration.
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Pause Protection

The Pause Protection feature lets you pause the protection for computers.
To pause the protection for computers, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

[ Action List = } [fj) Client Action List v 2 Refresh Client [ Select Columns
B Managed Computers () [H escan tnstzlled ) @] escan Mot Installed 1-30f2 14dpage 1 of1l}

Policy B |Computer Name |IP Address IP Address of the connection |User name

in, 4 == 192, 48 WINGLH

O | ] e 192,088 4

i Client Computers (3) D IEI
: e
ﬁ Roaming Users

ﬁ Group Tasks IEI o == 192, WIN gy b

Row:

- M.
R e——

2. Select client computers and then click Client Action List > Pause Protection.
Client Status window appears displaying the progress.

Client Status

782021 12:53:115 PM : Processing with group : Qa_ " =aM
7/8/2021 12:53:15 PM : Connecting to Computer... W Smis 7
7/8/2021 12:53:15 PM : Successfully Paused Protection on Wit s 7

Resume Protection

The Resume Protection feature lets you resume protection for computers whose protection is paused.

To resume protection for computers, follow the steps given below:
1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By oo By oo coures

Eﬁ Managed Computers O [E escan nstalled 0 [E escan Mot Installed 1-30f3 14dpage 1 of1)

ﬁ Pelicy B | Computer Name |IP Address IP Address of the connection |User name

! Group Tasks

B Group sl ] e o 22 102, i 4 48 WINGG§ i
M client Computers (3)
O |E| ey 102 A& TWINGGGH
ﬁ Roaming Users

-

Row:

ﬁ o [l E| et 192, 4
ﬁ Y ey ——_

2. Select client computers and then click Client Action List > Resume Protection.
Client Status window appears displaying the progress.

Client Status

782021 12:54:21 PM : Processing with group : Q& “SaM
7/8/2021 12:54:31 PM : Connecting to Computer... W o s 7
7/8/2021 12:54:31 PM : Successfully Resumed Protection on Wik it 7

www.escanav.com
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Properties of Selected Computer

To view the properties of a selected computer, follow the steps given below:
1. Select a computer.

2. Click Client Action List > Properties. Properties window appears displaying details.

Properties E Help

DESKTOP-EB17QHK

Computer Name [}
1P Address 192.168.0.253
User name n]
Operating System Windows 10 Home Single Language Edition 64-bit
Anti-Virus Installed Installed (Client) - eScan Vision Core XDR
Wersion 22.0.1-
Installed Directory C:\Program Files (x86)\eScan
Update Server 192.;
Last Update 2024/12/04 10:03
File Anti-Virus Enabled
Mail Anti-Virus Disabled
Anti-Spam Disabled
Web Protection Disabled
Firewall Disabled {Allow Al
Endpoint Security Enabled
=)

NOoTE If multiple computers are selected, the Properties option will be disabled.
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Refresh Client

To refresh status of any client computer, follow the steps given below:
1. Under any group, click Client Computers. A list of computers appears on the right pane.
2. Select a computer.
3. Click Refresh Client. The Client will be refreshed.

Understanding the eScan Client Protection Status

This status is displayed when the File anti-virus module of
eScan Client is enabled and eScan was updated in last 2 days.

|E| Protected

This status is displayed when either eScan is not installed on
any computer or File AV/Real Time Protection is disabled.

(] Mot Installed / Critical

This status is displayed when communication is broken between

Unknown status )
- Server and Client due to unknown reason.

This status is displayed when a computer is defined as an

= Upd
® Upciate Agent Update Agent for the group.

This status is displayed when a computer is added to RMM

B rvm . . .
— license and the computer can be connected via RMM service.
= Toro-ra This status is displayed when a computer is added to 2FA
N license.
& oe This status is displayed when a computer is added to DLP
license.
& Ehackup This status is displayed when a computer is added to eBackup
v license.
©) AntiTheft This status is displayed when a computer is added to Anti-Theft
— Portal.
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Anti-Theft (requires additional license)

The Anti-Theft module lets you remotely locate and lock a device. This module also lets you wipe
data available on a device.

[ Action List = | [y Client Action List v | 2 Refresh Client: | & Anti-Theft + | [fj) Select Columns

E- & Managed Computers O M escan Installed ' [ eScan Mot Installed 1-30f2 14 {paga 1 of 1)} Rows parpage:
@ polier M |Computer Name |IP Address 1P Address of the connection Local Administrator User
[ Group Tasks

- @ Client Computers (3)
(- [§ Roaming Users
ﬁ [T ——

B T —

E Protected |!| Mot Installed / Critical @ Unknown status

Anti-Theft Options

To add computers in an Anti-theft, follow the steps given below:

1. Go to Managed Computers.
2. Select the desired computers to add in Anti-theft Portal.
3. Click Anti-Theft > Anti-Theft Options.
4. Enter the Email ID then Click OK.
The computer will add in Anti-Theft Portal.

Following is Email Id which will be use to Enable Anti-Theft on
client Computer. If vou want vou can change Email Id.

Email ID :|| ieasnans@assmtas com|

| Ok | | Cancel |

5. A confirmation prompt appears.

192168 il ! says

This will enable Anti-Theft and redirect to Anti-Theft options, do you

want to proceed?

6. Click OK. This will redirect to Anti-Theft options.
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Devicelost  Reset  Configure Datawipe

My eScan

Locate
View Details ©

Action Features

Data wipe

Lock Scream = Data wipe
View Details @ View Details @ Vie ails View Details @

Anti-Theft Portal

1. It will display the anti-theft features that you can activate in case your system is lost or stolen.

Devicelost ~ Reset  Configure Data wipe

My eScan

Locate
View Details ©

Action Features

Data wipe

Lock Scream e Data wipe
View Details © View Details © View Details View Details ©

2. Incase of loss or theft, click on the system name that has been lost or stolen, the status bar
under it will display the system name again and when it was last seen.
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3. Click Device Lost and this will allow you to enable the features locate, screenshot and take
photo by selecting the desired options.

Device Lost Reset Configure Data wipe

Locate
View Details ©

4. Click Confirm to confirm that your system has been lost and to execute the commands
Locate, Screenshot, and Camera.

Set Device as lost

If you set your device as stolen, below command will be sent to the device.

9 Gal 0

Locate Screen Shot [ Take photo [

Are you sure you want to set this device as lost?

e Locate: This option will allow you to locate the system in case of loss/theft. Click on
the Locate option on the anti-theft portal and the last known location of the system
will be displayed on the map. Procedure to Locate the system:

A. Click Locate, the status will change to Request Pending; the status will be
updated as soon as the system is synced with the server. Request pending
indicates that your request to locate the system is in progress.

B. View Details displays the Last Location of your system on a map. It also
shows details of last two successful executions of the Locate command.

e Screenshot: This option will take a screen shot of the system whenever it is synced to
the server.

A. Click Screenshot, the status will change to Request Pending; the status will
be updated as soon as the system is synced with the server. Request pending
indicates that your request to take a screenshot is in progress.
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B. View Details displays the last two screenshots from the successful execution
of the screenshot command.

e Take Photo: This option will allow you to take a snapshot of the current user of the
system from the webcam on clicking the camera option on the anti-theft portal.

A. Click Camera, the status will change to Request Pending; the status will be
updated as soon as the system is synced with the server. Request pending
indicates that your request to take a snapshot is in progress.

B. View Details displays the last two snapshots taken from your system. Click
Reset to reset the Action Features on the system; these actions can be
performed on the system when it has been lost or stolen.

Action Features

Data wipe

Lock o Scream i Alert Data wipe
View Details @ View Details @ View Details © View Details ©

There are following action features:

e Lock: The Lock feature will block the system from any further access. You will have to
unblock the system by entering the pin provided on the anti-theft portal. On the anti-theft
portal, select your System Alias name and then click Lock to remotely block your system, to
unblock your system you will have to enter the Secret Code provided at the time of executing
the lock command.

e Scream: Scream will allow you to raise a loud alarm on the system; this will allow you to
trace the system if it is in the vicinity. Click Scream option to remotely raise a loud alarm on
your system.

o Alert: This option will allow you to send an alert message (up to 200 characters) to the lost
system. This alert message will be displayed on the screen; you can write and send any
message for example: Request a call back or send your address or any kind of message to the
current holder of your system. With this option there will be higher chance of your lost
system being returned. Click Alert option to remotely send a message to your lost system.
Type in your message in the send message section and click confirm.

o Data wipe: The Data wipe feature will delete all the selected files and folders that have been
added to the list to be deleted from the portal. Click data wipe option to remotely wipe all the
selected files and folders or only delete the cookies and click confirm. Select the Delete
Cookies checkbox to delete cookies or select the Datawipe checkbox to wipe the data and
click on Confirm.

Disable Anti-Theft

To Disable Anti-Theft, follow the steps given below:
1. Go to Managed Computers.
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2. Select the desired computers in Anti-theft Portal.
3. Click Anti-Theft > Disable Anti-Theft.

Select Columns

You can customize the view regarding the details of devices, according to the requirement.

- . Select All Columns

Computer Name IF Address
IF Address of the User namea
connection
Local Administrator User(s) =Scan Status

Version Last Connection
Installed Directory Last Update
Anti-Spam Mail Anti-Virus

Web Protection

(4]

Endpoint Security

Firewall Maonitor Status
Update Server Client OS
Status Installation Status

Last Policy Applied

a

Last Policy Applied Time

Last eBackup Status

(4]

Forensic Report

To configure this, select the computer and click Select/Add Columns option. You can select and
configure the required columns accordingly.
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Policy Template

This button allows you to add different security baseline policies for specific computer or group.

Managing Policies
With the policies you can define rule sets for all modules of eScan client to be implemented on the

Managed Computer groups. The security policies can be implemented for Windows, Mac, and
Linux computers connected to the network.

Defining Policies Windows computers
On Windows OS policies can be defined for following eScan Client modules:

File Anti-virus

The File Anti-Virus module scans all the existing files and folders for any infection. It also lets you
report/disinfect/quarantine/delete infected objects. Moreover, it saves a copy of report file for future
reference, and displays attention messages. To learn more, click here.

Mail Anti-Virus

The Mail Anti-Virus module scans all the incoming emails. It scans the emails by breaking it into
three sections the header, subject and the body. After scanning, the module combines the sections and
sends it to your mailbox. To learn more, click here.

Anti-Spam
The Anti-Spam module blocks spam emails by checking the content of outgoing and incoming mails
and guarantines advertisement emails. To learn more, click here.

Web Protection
The Web Protection module lets you block websites. You can allow/block websites on time-based
access restriction. To learn more, click here.

Firewall

The Firewall module lets you put up a restriction to incoming and outgoing traffic and hacking. You
can define the firewall settings here. You can define the IP range, permitted applications, trusted
MAC addresses, and local IP addresses. To learn more, click here.

Endpoint Security
The Endpoint Security module monitors the application on client computers. It allows/ restricts USB,
Block list, White list, and defines time restrictions for applications. To learn more, click here.

Privacy Control

The Privacy Control module lets you schedule an auto-erase of your cache, ActiveX, cookies, plugins,
and history. You can also secure delete your files and folders where the files will be deleted directly
without any traces. To learn more, click here.

Advance Security

eScan Advance Security enables you to configure the events for which the alert has be generated. This
will help you to create prioritized rules to control which events and processes are monitored, recorded,
and alerted. To learn more, click here.

Administrator Password

Administrator Password lets you create and change password for administrative login of eScan
protection center and Two-Factor Authentication. To learn more, click here.

ODS/Schedule Scan
ODS/Schedule Scan provides you with various options like — checking for viruses, and making
settings for creating logs and receiving alerts. To learn more, click here.
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MWL Inclusion List
Inclusion List contains the name of all executable files which will bind itself to MWTSP.DLL. All

other files are excluded. To learn more, click here.

MWL Exclusion List
MWL Exclusion List contains the name of all executable files which will not bind itself to
MWTSP.DLL. To learn more, click here.

Notifications & Events
Notifications & Events allows to allow/restrict the alerts that are send to admin in case of any
suspicious activity or events. To learn more, click here.

Schedule Update
Schedule Update policy lets you schedule eScan database updates. To learn more, click here.

Tools
Tools policy let you configure eBackup and RMM Settings. To learn more, click here.

Defining Policies Mac or Linux computers

You can define policies for the following modules of eScan Client on Mac or Linux OS:

File Anti-virus 2 %

The File Anti-virus module scans all the existing files and folders for any infection. It also lets you
report/disinfect/quarantine/delete infected objects. Moreover, it saves a copy of report file for future
reference, and displays attention messages. This option is available for both Linux and Mac
computers. To learn more, click here.

Endpoint Security Q o

The Endpoint Security module monitors the application on client computers. It allows/restricts USB,
block listing, white listing, and defines time restrictions. This option is available for both Linux and
Mac computers. To learn more, click here.

On Demand Scanning Q <

The On Demand Scanning module lets you define the categories to be scanned. For example, you can
scan only the mails or archives as per your requirement. This option is available for both Linux and
Mac computers. To learn more, click here.

D) &

Schedule Scan -~
The Schedule Scan module lets you schedule the scan on the basis of time, what you want to scan and
what action to be taken in case of a virus and what you want to be excluded while scanning. For
example, you can create a schedule to scan the mails, sub directories and archives on a daily basis and
also define the action that needs to be taken in case a virus is found; you can also exclude the scan by
mask or files or folders. This option is available for both Linux and Mac computers. To learn more,
click here.

Schedule Update 4)
The Schedule Update module lets you schedule updates for Linux Agents. To learn more, click here.

S

Administrator Password -~

The Administrator Password module for Linux lets you create and change password for administrative
login of eScan protection center. It also lets you keep the password as blank, wherein you can login to
eScan protection center without entering any password.
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It lets you define uninstallation password which will be required before uninstalling eScan Client
from managed computers manually. The user will not be able to uninstall eScan Client without
entering uninstallation password. To learn more, click here.

Web Protection Q

The Web Protection module for Linux feature is extremely beneficial to parents as it prevents kids
from accessing websites containing harmful or restricted content. Administrators can also use this
feature to prevent employees from accessing non-work-related websites during work hours. To learn
more, click here.

. (D)
Network Security -~
Network Security module helps to set Firewall to monitor all incoming and outgoing network traffic
and protect your computer from all types of network based attacks. Enabling this features will
prevents Zero-day attacks and all other cyber threats. To learn more, click here.

Tools
Tools policy let you configure RMM Settings. To learn more, click here.

o Priority will be given to Policy assigned through Policy Criteria first, then the policy given
NOTE to a specific computer and lastly given to policy assigned to the group to which the computer
belongs.
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Creating Policy Template for a group/specific computer

To create a Policy template for a group, follow the steps given below:
1. Click Managed Computers.
2. Select the desired group and then click Policy Template.
Policy Template window appears.

Policy Templates : Refresh E Help

=) Assign to Group(s) | |2} Assign to Computer(s) | |[2}¢ Copy Template |

i+ New Template JERSGIEIEEENN B Parent Policy [JsEES

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)
(W™ Jun 19 2021 06:07:27 BM Jun 29 2021 01:01:43 PM |
[J sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM P, T

3. Click New Template. New Templates screen appears displaying modules for Windows,
Linux, and Mac computers.

New Template [ Help
[Select Rule-Sets
Enter Template Mame:*
.
=
] File Anti-virus Edit ] Mail Anti-Virus Edit
Assign From Assign From
L anti-spam Edit [ web protection Edit
Assign From Assign From
) Firewan Edit ) Endraint Security Edit
Assign From Assign From
[l privacy control Edit [l advance Security Edit
Assign From Assign From
.
=
‘ |_| administrator Password Edit ‘ ‘ |_| oos/scheduls Scan Edit -

4. Enter a name for Template.
5. To edit a module, select it and then click Edit.
6. Click Save. The Policy Template will be saved.

www.escanav.com
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Configuring eScan Policies for Windows Computers

Each module of a policy template can be further edited to meet your requirements.

File Anti-Virus

The File Anti-Virus module displays following tabs to configure:
o Objects
e Options
e Blocked Files
e Folder Protection
e File Rights
e TSPM

Objects

The Obijects tab lets you configure following options:

File Anti-Virus k4 Help

Objects Options Block Files Folder Protection File Rights TSPM

Actions in case of virus detection

O Report only,
. (=

.
) Disinfect

’ "».;,:‘_Quarant.ne object
© (U Delete object

Scan local removable disk drives

) Scan local hard disk drives
Scan network drives

)

Scan files of following_types

(e

Exclude by mask

)

Not a Virus List

)

Exclude Files / Folders

&

Scan compound objects

[_J Enable code analyser

&

Advance OS Setting & Exclusion

| Default || Advanced Setting '| OK || Cancel

Actions in case of virus detection
This section lists the different actions that File Anti-Virus can perform when it detects virus infection.

Report only
Upon virus detection, eScan will only report the virus and won't take any action.

Disinfect [Default]
Upon virus detection, eScan will disinfect the object. This action has 3 additional options as below:

o Make backup file before disinfection: It allows you to create a backup of an object before
its disinfection.
e Report only: If disinfection is not possible, eScan will only report the virus infection.
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e Quarantine object: If disinfection is not possible, eScan will quarantine the object.
o Delete object: If disinfection is impossible, eScan will remove the object from the computer.

Quarantine object

If disinfection is impossible eScan will quarantine the object. By default, the quarantined files are
saved in C:\Program Files\eScan\Infected folder. You can select the Make backup file before
disinfection option if you would like to make a backup of the files before they are disinfected.

Delete object
If disinfection is impossible, eScan will remove the object from the computer.

Scan local removable disk drives [Default]
Select this option if you want eScan to scan all the local removable drives attached to the computer.

Scan local hard disk drives [Default]
Select this option if you want eScan to scan all the local hard drives installed on the computer.

Scan network drives [Default]
Select this option if you want eScan to scan all the network drives, including mapped folders and
drives connected to the computer.

Scan files of following types

Select this option if you want eScan to scan all files, only infectable files, and files by extension (Scan
by mask). eScan provides you a list of default files and file types that it scans by extension. You can
add more items to this list or remove items as per your requirements by clicking Add/Delete.

Exclude by mask [Default]

Select this checkbox if you want File Anti-Virus monitor to exclude all the objects in the Exclude by
mask list during real-time monitoring or scanning. You can add/delete a file or a particular file
extension by clicking Add/Delete.

Not a virus list [Default]

File Anti-Virus is capable of detecting riskware. Riskware refers to software originally not intended to
be malicious but somehow can pose as a security risk to critical operating system functions. You can
add the names of riskware, such as remote admin software, to the riskware list in the Not a virus list
dialog box by clicking Add/Delete if you are certain that they are not malicious. The riskware list is
empty by default.

Exclude Files/Folders [Default]

Select this checkbox if you want File Anti-Virus to exclude all the listed files, folders, and sub folders
while it is monitoring or scanning folders. The files/folders added to this list will be excluded from
only real-time scan as well as on demand scan. You can add or delete files/folders from the list of by
clicking Add/Delete.

Scan compound objects [Default]
Select this checkbox if you want eScan to scan archives and packed files during scan operations. By
default, Packed is selected. All the procedures will be followed.

Enable Code Analyzer

Select this checkbox if you want eScan to scan your computer for suspicious objects or unknown
infections by using the heuristic analyzer. After selection, File Anti-Virus not only scans and detects
infected objects, but also checks for suspicious files stored on computer.
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Advance OS Settings & Exclusion

This option allows you to block the suspicious powershell scripts that can cause damage to the system.
Additionally, you can exclude Program data, Valid SVC Parent, and trusted powershell scripts from
getting blocked.

Options

The Options tab lets you configure following options:

File Anti-Virus [ Help

Options Block Files Folder Protection File Rights

Save report file

- Show pack info in the report

“ || Show clean object info in the report

[_) Limit size to (KB} (avpM.rpt)

Enzbls Auto backun [ Restors
Lirnit file size to (KB

T = e I = |

Proactive Behaviour Monitor

- %pl_a\g attention messages

- Enabls Malwars URL Filter

- Enabls Ransomware Protection

Default || Advanced Setting || 0K || Cancel |

Save report file [Default]

Select this checkbox if you want eScan to save the reports generated by the File Anti-Virus module.
The report file logs information about the scanned files and the action taken by File Anti-Virus when
an infected file was found during the scan.

Show pack info in the report [Default]
Select this checkbox if you want File Anti-Virus to add information regarding scanned compressed
files, such as .zip and .rar files to the Monvir.log file.

Show clean object info in the report

Select this checkbox if you want File Anti-Virus to add information regarding uninfected files found
during a scan operation to the Monvir.log file. You can select this option to find out which files are
not infected.

Limit size to (Kb) (avpM.rpt)
Select this checkbox if you want File Anti-Virus to limit the size of the Monvir.log file and avpM.rpt
file. To modify the limit, enter the log file size in field.
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Enable Auto backup/Restore [Default]

Selecting this checkbox lets you back up the critical files of the Windows® operating system and then
automatically restores the clean files when eScan finds an infection in any of the system files that
cannot be disinfected. You can configure the following settings:

¢ Do not backup files above size (KB) [Default]: This option lets you prevent File Anti-Virus
from creating backup of files that are larger than the file size that you have specified.

e Minimum disk space (MB) [Default]: The Auto-backup feature will first check for the
minimum available space limit defined for a hard disk drive. If the minimum defined space is
available then only the Auto-backup feature will work, if not it will stop without notifying.
You can allot the Minimum disk space to be checked from this option. By default, the
minimum disk space is 500 MB.

Limit file size to (KB) [Default]
This checkbox lets you set a limit size for the objects or files to be scanned. The default value is set to
20480 Kb.

Proactive Behavior Monitor [Default]

Selecting this checkbox enables File Anti-Virus to monitor the computer for suspicious
applications/programs and block them on a real-time basis when they try to execute. Selecting this
checkbox enables below options to configure:

e Ask user for action
This option allows user to receive the confirmation prompt before Proactive Behavior
Monitor blocks the suspicious application/program. Select Yes to proceed with the blocking
of application and No to cancel the blocking.

o White List
Whitelisting allows you to select the files from the database that you want to exclude from
being blocked. To whitelist a file/folder, click Whitelist and then click Add from DB.

o Block List
Block listing allows you to select the files from the white list that should be blocked.

Use sound effects for the following events

This checkbox lets you configure eScan to play a sound file and show you the details regarding the
infection within a message box when any malicious software is detected by File Anti-Virus. However,
you need to ensure that the computer's speakers are switched on.

Display attention messages [Default]
When this option is selected, eScan displays an alert consisting the path and name of the infected
object and the action taken by the File Anti-Virus module.

Enable Malware URL Filter

This option lets you enable a Malware URL filter where eScan blocks all URLSs that are suspected to
be malwares. You can exclude specific websites by whitelisting them from the eScan pop up
displayed when you try to access the site.

Enable Ransomware Protection

This option lets you enable Ransomware Protection on the system where eScan blocks any suspected
ransomware activities performed on system. With the technology called PBAE (Proactive Behavior
Analysis Engine) eScan monitors the activity of all processes on the local computer and when it
encounters any activity or behavior that matches a ransomware, it raises a red flag and blocks the
process.
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Block Files

The Block Files tab lets you configure settings for preventing executables and files, such as
autorun.inf, on network drives, USB drives, and fixed drives from accessing your computer.

File Anti-Virus i Hele

Dbjects Options Block Files Folder Protection File Rights TSPM

D Disable Autoplay on USE and Fixed Drives

D Deny access of executables on USE Drives
User defined whitelist

|l e
Deleta
RemoveAll
D Deny access of executables from Metwark
User defined whitelist
B T

Deleta

RemoveAll

Deny Access of following files

D Quarantine Access-denied files

Delete

TS
[ | sesysdirse\*. EXE@ RemaoveAll

Default || Advanced Setting || 0K || Cancel

You can configure the following settings:

Disable AutoPlay on USB and Fixed Drives [Default]
Selecting this option will disable AutoPlay when a USB/Fixed Drive is connected.

Deny access of executables on USB Drives
Select this checkbox if you want eScan to prevent executables stored on USB drives from being
accessed.

Deny access of executable from Network
Select this checkbox if you want eScan to prevent executables on the client computer from being
accessed from the network.

User defined whitelist

This option is enabled after selecting the Deny access of executable from Network checkbox. You
can use this option to enter the folders that need to be whitelisted so that executables can be accessed
in the network from the folders mentioned under this list. To add files, click Add.

An 1SO 27001 Certified Company www.escanav.com



Wielt{H»

Add Folder

|C:"-,Dcu:uments and Settings\Rernya' My Docurnents

¥ Indude Subfalder

Add Cancel

Enter the complete path of the folder to be whitelisted on the client systems. You can either whitelist
the parent folder only or select the Include subfolder option to whitelist the subfolders as well.

Deny Access of following files [Default]
Select this checkbox if you want eScan to prevent the files in the list from running on the computers.

Quarantine Access-denied files
Select this checkbox if you want eScan to quarantine files to which access is denied.
1. You can prevent specific files from running on the eScan client computer by adding them to
the Block Files list. By default, this list contains the value %sysdir%\\*. EXE@. Click Add.
2. Enter the full name of the file to be blocked from execution on the client systems.

Folder Protection

The Folder Protection tab lets you protect specific folders from being modified or deleted by adding
them to the Folder Protection list. It lets you configure the following setting:

File Anti-Virus g nelp
Objects Options Block Files Folder Protection File Rights | TSPM
Protect files in following folders from modification and delstion
| Folder Name | Include Subfolder ‘ |A—dd|
Delete
RemoveAll
Default || Advanced Setting || oK || Cancel |

Protect files in following folders from modification and deletion [Default]

This option is selected by default.

Selecting this checkbox enables File Anti-Virus module to protect files in specific folders from being
modified or deleted on the client systems. Click Add. Enter the complete path of the folder to be
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protected on the client systems. You can either protect the parent folder only or select the Include
subfolder option to protect the subfolders as well.

File Rights

The File Rights tab restricts or allows for remote or local users from modifying folders, subfolders,
files or files with certain extensions.

File Anti-Virus 4 Hele

Objects Options Block Files Folder Protection File Rights TSPM

D Enable eScan Remote File Rights

Do not allow remaote users to madify the following local files

e st e PreTTE—— -
Delate
.E Removed
.COM -
Allow Medification for following Files
. File / Folder Name Include Subfolder - i
Delate
% TEMP% W
oTE J N Removed
% WINDIRY\TEMF
-

D Enable eScan Local File Rights

Do not allow local users to madify the following files

Delate -
4 3
Default || Advanced Setting || K || Cancel

Enable eScan Remote File Rights
Select this checkbox to allow/restrict the remote users to make any modifications to the files and
folders.

Do not allow remote users to modify the following local files
The files/folders added to this list cannot be modified by the remote users.

Allow modification for following files
The files added to this list can be modified by the remote user.

Enable eScan local file rights
Select this checkbox to allow/restrict the local users to make any modifications to the files/folders.

Do not allow local users to modify the following files
The files/folders added to this list cannot be modified by the local users.

Allow modification for files
The files/folders added to this list can be modified by the local users.
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TSPM

eScan's TSPM (Terminal Services Protection Module) detects brute force attacks, identifies
suspicious IP addresses/hosts and blocks the access attempts from them to prevent future attacks. The
IP addresses and hosts from the attacks are banned from initiating any further connections to the
system. It also detects and stops attempts of attackers who try to uninstall security applications from
systems and alerts administrators about the preventive measures initiated by TSPM.

File Anti-Virus 4 nelp
Objects Dptions Block Files Folder Protection File Rights TSPM
Enable Terminal Service Protection Module
Allow Local IP ¢ | Allow local IP of same subnst Vl
O |Whi‘teLisled Ps Add
Delete
D Block All Farsign IF
Mot Allowed List
Add
Delete
("] FreeRDP
RemoveAll
] Rdesktop
] a
D Windows7
-
AP blocked from foreign country
Whitelist Foreign Country for RDP : (e.g. India or Tunisia or United States)
Add
Delete

RemoveAll

Show RDP block alart

Block brute force attack

| Default || Advanced Setting || o] 4 || Cancel

Enable Terminal Service Protection Module
Select this checkbox to activate TSPM module.

Allow Local IP
This dropdown menu has following options:
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Allows Local IP : | Allow local IP of same subnet W

Allewe only whitelisted IPs
Allow local IP of same subnet
L BNVLTEE oy, local IP For all subnet

o Allow only whitelisted IPs: Select this option to allow only whitelisted IPs to connect to the
endpoints.
To add a list of IP addresses to be excluded from being blocked by TSPM, click Add. Add IP
window appears.

Add IP

1P Address™:

ok | Cancel | [*) Mandatory Fizlds

Enter the IP address and then click OK.
o Block All Non Whitelisted IPs: After selecting Allow only whitelisted option, this
will be available. Select this option to block all IPs other than the whitelisted one.
e Allow local IP of same subnet: Select this option to allow the local IPs that belongs to same
subnet. This option is selected by default.
o Allow local IP for all subnet: Select this option to allow the local IPs of all subnet in the
network.

Block All Foreign IP
Select this checkbox to block all the foreign IP addresses from communicating from the endpoint

within the network.

Not Allowed List
This option has pre-defined username that are not allowed to establish connection (via RDP) with the
endpoints in the network.

To add custom-defined username, Enter the username and then click Add.
To delete the username from pre-defined list, select the name and click Delete.
To remove all the usernames from list, click Remove All.

RDP blocked from foreign country [Default]
This checkbox blocks all the RDP connection attempts from the foreign country.

Whitelist Foreign Country for RDP: (e.g. India or Tunisia or United States)
This option allows to whitelist the country names, so that RDP connections from those countries can
be allowed.

Show RDP block alert [Default]
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This checkbox allows eScan to alert the user in case of any RDP connection is blocked.

Block brute force attack [Default]
This checkbox allows to block the connection in case of any brute force attack.

Session Activity Settings

This section provides you with multiple session activities that can be included along with the default
session activities in the report to be sent to the eScan server. After policy gets applied, all the selected
session activities of the client machine(s) will be captured and included in the report.

Advanced Setting
Clicking Advanced Setting displays additional advanced settings.

0

Advanced Setting

‘ Name ‘ Value ‘

Dizable Reload Password (2=Disablef1=Enable)

Display Print Job events

IPAddress Change Allowed [2=Diszble/1=Enable)

Enable Time Syncronization

Clear Quarantine folder after Days specified 28

Clear Quarantine Folder after Size Limit specified in MB

Exclude Systemn PID from Scanning

Disable Virtual Key Board Shortcut key

Show eScan Tray Menu

Shew eScan Tray Icon

Shav eScan Desktop Protection Icon

Enable eScan Remote Support in Non-Administrator mode

Define Wirus Alert Time {in seconds) 20

Disable Reload Password (2=Disable/1=Enable)

This option lets you enable or disable password for reloading eScan. After enabling, the user will be
asked to enter reload password if user attempts to reload eScan. This is the administrator password for
eScan Protection Center.

Display Print Job events (1 = Enable/0 = Disable)
This option lets you capture events for the Print Jobs from Managed Computers.

IP Address Change Allowed (2 = Disable/1 = Enable)
This option lets you enable/disable IP Address Change by the user on their computer.

Enable Time Synchronization (1 = Enable/0 = Disable)
This option lets you enable/disable time synchronization with internet. Active internet connection is
mandatory for this feature.
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Clear Quarantine folder after Days specified
This option lets you specify number of days after which the Quarantine folder should be cleared on
Managed Computers.

Clear Quarantine Folder after Size Limit specified in MB
This option lets you specify size limit for the Quarantine folder. If the defined size limit exceeds, the
Quarantine folder will be cleared on Managed Computers.

Exclude System PID from Scanning (1 = Enable/0 = Disable)
This option lets you exclude system process ID (Microsoft assigned System PIDs) from scanning on
Managed Computers.

Disable Virtual Key Board Shortcut key (1 = Enable/0 = Disable)
This option lets you disable shortcut for using Virtual Keyboard on Managed Computers.

Show eScan Tray Menu (1 = Show/0 = Hide)
This option lets you Hide or Show eScan Tray menu on Managed Computers.

Show eScan Tray Icon (1 = Show/0 = Hide)
This option lets you hide or show eScan Tray Icon on Managed Computers.

Show eScan Desktop Protection Icon (1 = Show/0 = Hide)
This option lets you hide or show eScan Protection icon on Managed Computers.

Enable eScan Remote Support in Non-Administrator mode (1 = Enable/0 = Disable)

This option lets you enable/disable eScan Remote Support in Non-Administrator Mode. eScan will
not prompt for entering Administrator Password to start eScan Remote Support from Managed
Computers.

Define Virus Alert Time (in seconds)
This option lets you define time period in seconds to display Virus Alert on Managed Computers.

Show Malware URL Warning (1 = Show/0 = Hide)
This option lets you show or hide Malware URL warning messages on Managed Computers.

Protect Windows Hosts File (1 = Allow/0 = Block)
Use this option to Allow/Block modifications to Windows Host Files.

Search for HTML Scripts (1 = Allow/0 = Block)
Use this option to Allow/Block search for html script (infection) in files. This option will have impact
on system performance.

Show Network Executable block alert (1 = Show/0 = Hide)
This option lets you show/hide Network executable block alerts on Managed Computers.

Show USB Executable Block Alert (1 = Show/0 = Hide)
This option lets you show/hide USB executable block alerts on Managed Computers.

Show eScan Tray Icon on Terminal Client (1 = Show/0 = Hide)
This option lets you show/hide eScan Tray Icon on Terminal Clients on Managed Computers.
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Enable eScan Self Protection (1 = Enable/0 = Disable)
This option lets you Enable/Disable eScan Self Protection on Managed Computers, if this feature is
enabled, no changes or modifications can be made in any eScan File.

Enable eScan Registry Protection (1 = Enable/0 = Disable)
This option lets you Enable/Disable eScan Registry Protection. User cannot make changes in
protected registry entries if it is enabled on Managed Computers.

Enable backup of DLL files (1 = Enable/0 = Disable)

This option lets you Enable/Disable backup of DLL files on Managed Computers.
Integrate Server Service dependency with Real-time monitor (1 = Enable/0 = Disable)
This option lets you Integrate Server Service dependency with real-time monitor.

Send Installed Software Events (1 = Enable/0 = Disable)
This option lets you receive Installed Software Events from Managed Computers.

Enable Winsock Protection (Require Restart) (1 = Enable/0 = Disable)
This option lets you Enable/Disable protection at the Winsock Layer.

Enable Cloud (1 = Enable/0 = Disable)
This option lets you Enable/Disable eScan Cloud Security Protection on Managed Computers.

Enable Cloud Scanning (1 = Enable/0 = Disable)
This option lets you Enable/Disable Cloud Scanning on Managed Computers.

Remove LNK (Real-Time) (1 = Enable/0 = Disable)
This option lets you Enable/Disable Removal of LNK on real-time basis.

Whitelisted AutoConfigURL
This option lets you whitelist AutoConfigURLs. Enter comma separated URLS that need to be
whitelisted.

Disable Add-ons/Extension blocking (1 = Enable/0 = Disable)
Selecting this option disables Add-ons and Extension blocking.

Include files to scan for archive (Eg: abc*.exe)
This option lets you add file types that needs to be when archive scanning enabled.

Block Date-Time Modification (1 = Enable/0 = Disable)
This option lets you block the modification of the system date and time.

Allow CMD-Registry for Date-Time blocking (Depends upon Block Date-Time Modification) (1
= Enable/0 = Disable)
Selecting this option lets you block date-time modification from the CMD-Registry.

Domain list for exclusion of Host file scanning (e.g. abc.mwti)
Selecting this option lets you add the list of domains to be excluded from host file scanning.

Disable Pause Protection and Open Protection center on Right Click (Set 192 for disable)
This option disables Pause Protection and Open Protection center on Right Click if you set it to 192.
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Enable Share Access Control (1 = Enable/0 = Disable)
It enables Share Access Control. Network Shares ReadOnly Access and Network Shares NoAccess
options will work only if this option is selected.

0 Only if it is enabled the setting "NetworkSharesReadOnlyAccess" and
NOTE | "NetworkSharesNoAccess" will be referred

List of comma-separated servers and/or shares and/or wildcards which needs to be given NO
ACCESS e.g. \\192.168.X.X\temp or \\192.168.X.X\temp\*.doc or *.doc (Work only when
"Enable Share Access Control™ is set)

Selecting this option lets you add the List of comma-separated servers and/or shares and/or wildcards
that should not be accessible.

List of comma-separated servers and/or shares and/or wildcards which needs to be given READ
ONLY ACCESS e.g. \\192.168.X.X\temp or \\192.168.X.X\temp\*.doc or *.doc (Work only when
"Enable Share Access Control™ is set)

Selecting this option lets you add the List of comma-separated servers and/or shares and/or wildcards

that should be given only view access and not be editable.

Include files to scan for archive (e.g.: abc*.exe)
Selecting this option lets you add file types that should be scanned.

Whitelist IP Address (Depends on IP Address Change Allowed) (E.G 192.168.X.* You can put
comma-separated list)
Selecting this option lets you add the list of IP addresses separated by commas to whitelist them.

Block Access to Control Panel (1 = Enable/0 = Disable)
Selecting this option lets you block the user from accessing the control panel.

Disable COPY/PASTE (1 = Enable/0 = Disable)
Selecting this option lets you disable Copy/Paste actions.

Enable logging of sharing activity from suspected malware system (WSmbFilt.log on client
system) (1 = Enable/0 = Disable)

Enabling this option directs eScan to log any sharing activity performed by suspected malware system.
By default, this feature is enabled.

Block all RDP Session except Whitelisted under TSPM
Selecting this option lets you block all RDP sessions excluding the ones you have Whitelisted under
TSPM.

Allow RDP (1=Block Foreign IP and allow Local IP/0 =Block Local & Foreign IP but allow
Whitelisted IP)
This option lets you allow or block the foreign and local IP addresses excluding the whitelisted ones.

PowerShell Exclusion list
Selecting this option lets you add a PowerShell script file path manually to exclude files and folders
from real-time scan.

Allow Uninstallers (1 = Enable/0 = Disable)
Selecting this option lets you enable/disable use of third party uninstallers.
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Block Renaming of Hostname (1 = Enable/0 = Disable)
Selecting this option lets you enable/disable block Hostname renaming.

Restricted Environment enabled (1 = Enable/0 = Disable)
Selecting this option lets you enable/disable restrict environment settings.

Block eternal blue (wannacry) exploits (1 = Enable/0 = Disable)
Selecting this option lets you block eternal blue (wannacry) exploits. By default, this option is enabled.

Mail Antivirus

Mail Anti-Virus is a part of the Protection feature of eScan. This module scans all incoming and
outgoing emails for viruses, spyware, adware, and other malicious objects. It lets you send virus
warnings to client computers on the Mail Anti-Virus activities. By default, Mail Anti-Virus scans only
the incoming emails and attachments, but you can configure it to scan outgoing emails and
attachments as well. Moreover, it lets you notify the sender or system administrator whenever you
receive an infected email or attachment. This page provides you with options for configuring the
module.

Mail Antivirus Settings E Help

® start ) stop

I Scan Options |

r Elock Attachments Types Action

| | Add ':!:' Disinfect ) Delete
PRETTY*.EXE Deleta
NANT*.EXE —_— Quarantine Infacted Filas
WAK HTA | Advanced |
FIXZ00*.EXE

MINE.*

TRY*.EXE

SURP* EXE

THE_FLY.*

Y2K.EXE -

r— Port Settings
Port Settings for eMail

Outgoing Mail(SMTR)
Incaming Mail(P0PZ)

| scan CQutgoing Mails

| Default ” Ok ” Cancel

Scan Options

This tab lets you select the emails to be scanned and action that should be performed when a security
threat is encountered during a scan operation. This tab lets you configure following settings:

Block Attachments Types

This section provides you with a predefined list of file types that are often used by virus writers to
embed viruses. Any email attachment having an extension included in this list will be blocked or
deleted by eScan at the gateway level. You can add file extensions to this list as per your requirements.
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As a best practice, you should avoid deleting the file extensions that are present in the Block
Attachments Types list by default. You can also configure advanced settings required to scan emails
for malicious code.

Action
This section lets you configure the actions to be performed on infected emails. These operations are as
follows:

Disinfect [Default]

Select this option if you want Mail Anti-Virus to disinfect infected emails or attachments.
Delete

Select this option if you want Mail Anti-Virus to delete infected emails or attachments.

Quarantine Infected Files [Default]

Select this option if you want Mail Anti-Virus to quarantine infected emails or attachments. The
default path for storing quarantined emails or attachments is —

C:\Program Files\eScan\QUARANT. However, you can specify a different path for storing
quarantined files, if required.

Port Settings for email
You can also specify the ports for incoming and outgoing emails so that eScan can scan the emails
sent or received through those ports.

Outgoing Mail (SMTP) [Default: 25]
You need to specify a port number for SMTP.

Incoming Mail (POP3) [Default: 110]
You need to specify a port number for POP3.

Scan Outgoing Mails
Select this option if you want Mail Anti-Virus to scan outgoing emails as well.
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Advanced

Clicking Advanced displays Advanced Scan Options dialog box. This dialog box lets you configure
the following advanced scanning options:

Advanced Scan Options

|:| Deleta zll Attachments in eMail if Disinfection is not possible
Delete entire eMail if Disinfection is not possible

|:| Delete entire eMail if any Virus is found

Quarantine Blocked Attachments

Delete entire eMail if any Blocked Attchement is found

|:| Quarantine eMail if Attachments are not Scanned

L Quarantine Attachments if they are Scanned
Exclude Attchements (White List)

| Add

Delete

| Save || Cancel |

Delete all Attachment in email if disinfection is not possible
Select this option to delete all the email attachments that cannot be cleaned.

Delete entire email if disinfection is not possible [Default]
Select this option to delete the entire email if any attachment cannot be cleaned.

Delete entire email if any virus is found
Select this option to delete the entire email if any virus is found in the email or the attachment is
infected.

Quarantine blocked Attachments [Default]
Select this option to quarantine the attachment if it bears extension blocked by eScan.

Delete entire email if any blocked attachment is found [Default]
Select this option to delete an email if it contains an attachment with an extension type blocked by
eScan.

Quarantine email if attachments are not scanned
Select this checkbox to quarantine an entire email if it contains an attachment not scanned by Mail
Anti-Virus.

Quarantine Attachments if they are scanned
Select this checkbox if you want eScan to quarantine attachments that are scanned by Mail Anti-Virus.

Exclude Attachments (White List)
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This list is empty by default. You can add file names and file extensions that should not be blocked by
eScan. You can also configure eScan to allow specific files even though if the file type is blocked. For
example, if you have listed *.PIF in the list of blocked attachments and you need to allow an
attachment with the name ABC, you can add abcd.pif to the Exclude Attachments list. Add D.PIFing
*.PIF files in this section will allow all *.PIF to be delivered. MicroWorld recommends you to add the
entire file name like ABCD.PIF.

Anti-Spam
Anti-Spam module filters junk and spam emails and sends content warnings to specified recipients.
Here you can configure the following settings:

Anti-Spam u Help

® Start Stop

—&dvanced

#| Send Original Mail to User

Do not check content of Replisd or Ferwarded Mails

Check Content of Qutgoing mails Phrases

Spam Filter Configuration

#| Check for Mail Phishing

#| Trest Mails with Chinsse/Korean character set s SPAM

#| Treat Subject with more than 5 whitespaces as SPAM

#| Check content of HTML mails

#| Quarantine Advertisemant mails Advanced

Mail Tagging Options
Do not change email at all.

Both subject and body is changed. [Spam] tag i= added in Subject. Actual spam content is embedded
in Body.

"¥-MailScan-Spam: 17 header line is added. Actual spam content is embedded in Body.
o Only [Spam] tag is added in Subject. Body is left unchanged.

"¥-MailScan-Spam: 17 header line is added. Body and subject both remain unchangesd.

| Default Il DK [| Cancel [

Advanced
This section provides you with options for configuring the general email options, spam filter
configuration, and tagging emails in Anti-Spam.

Send Original Mail to User [Default]

This checkbox is selected by default. eScan delivers spam mail to your inbox with a spam tag. When
an email is tagged as SPAM, it is moved to this folder. Select this checkbox, if you want to send
original email tagged as spam to the recipient as well.
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Do not check content of Replied or Forwarded Mails
Select this checkbox, if you want to ensure that eScan does not check the contents of emails that you
have either replied or forwarded to other recipients.

Check Content of Outgoing mails
Select this checkbox, if you want Anti-Spam to check outgoing emails for restricted content.

Phrases

Click Phrases to open the Phrases dialog box. This dialog box lets you configure additional email
related options. In addition, it lets you specify a list of words that the user can either allow or block.
User specified whitelist of words/phrases (Color Code: GREEN)

This option indicates the list of words or phrases that are present in the whitelist. A phrase added to
the whitelist cannot be edited, enabled, or disabled.

User specified List of Blocked words/phrases: (Color Code: RED)
This option indicates the list of words or phrases that are defined in block list.

User specified words/phrases disabled: (Color Code: GRAY)
This option indicates the list of words or phrases that are defined to be excluded during scans. The
options in the Phrases to Check dialog box are disabled by default.

Action List
e Add Phrase: Option to add phrase to quarantine or delete the mail.
o Edit Phrase: To modify existing phrase added in list.
e Enable Phrase: By default, it is enabled. After being disabled, you can use this option to
enable it.
¢ Disable Phrase: Disable existing phrase added in list.
e Whitelist: This will allow email to deliver to inbox when phrase is found in the email.
o Block list: This will delete email when it contains the phrase.
e Delete: Delete the phrase added in list.

Spam Filter Configuration
This section provides you with options for configuring the spam filter. All options in this section are
selected by default.

Check for Mail Phishing [Default]
Select this option if you want Anti-Spam to check for fraudulent emails and quarantine them.

Treat Mails with Chinese/Korean character set as SPAM [Default]

When this option is selected, emails are scanned for Chinese or Korean characters. This check is
based on the research data conducted by MicroWorld's various spam email samples collected from
around the globe. From these samples, it was observed that spammers often use Chinese or Korean
characters in their emails.

Treat Subject with more than 5 whitespaces as SPAM [Default]
In its research, MicroWorld found that spam emails usually contain more than five consecutive white
spaces. When this option is selected, Anti-Spam checks the spacing between characters or words in
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the subject line of emails and treats emails with more than five whitespaces in their subject lines as
spam emails.

Check content of HTML mails [Default]
Select this option if you want Anti-Spam to scan emails in HTML format along with text content.

Quarantine Advertisement mails [Default]
Select this option if you want Anti-Spam to check for advertisement types of emails and quarantine
them.

Advanced

Clicking Advanced displays Advanced Spam Filtering Options dialog box. This dialog box lets you
configure the following advanced options for controlling spam.

Advanced Spam Filtering Options

#| Enable Non Intrusive Learning Pattern (MILP) check
#| Enable eMail Header check
¥ Enable ¥-Spam Rules check
Enable Sender Policy Framework (SPF) check
Enable Spam UURI Realtime Blacklist (SURBL) check

Enable Real-time Blackhole List (RBL) check

—REL Servers — Auto-Spam Whitelist
Add Add
bl.spamcop.net Delete *@analytics.bounces.googl| Delete
b.barracudacentral.org *@irctc.co.in
Remowve All *@sgurcenext_co_jp Remowve All
*@sourcenext.com -
N i e e
[ Save [| Cancel |

Enable Non Intrusive Learning Pattern (NILP) check [Default]

Non-Intrusive Learning Pattern (NILP) is MicroWorld's revolutionary technology that uses Bayesian
Filtering and works on the principles of Artificial Intelligence (Al) to analyze each email and prevents
spam and phishing emails from reaching your inbox. It has self-learning capabilities and it updates
itself by using regular research feeds from MicroWorld servers. It uses an adaptive mechanism to
analyze each email and categorize it as spam or ham based on the behavioral pattern of the user.

Enable email Header check [Default]
Select this option if you want to check the validity of certain generic fields likes From, To, and CC in
an email and marks it as spam if any of the headers are invalid.

Enable X Spam Rules check [Default]

X Spam Rules are rules that describe certain characteristics of an email. It checks whether the words
in the content of emails are present in eScan's database. This database contains a list of words and
phrases, each of which is assigned a particular score. The Spam Rules Check technology matches X
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Spam Rules with the mail header, body, and attachments of each email to generate a score. If the
score crosses a threshold value, the mail is considered as spam. Anti-Spam refers to this database to
identify emails and takes action on them.

Enable Sender Policy Framework (SPF) check

SPF is a world standard framework adopted by eScan to prevent hackers from forging sender
addresses. It acts as a powerful mechanism for controlling phishing mails. Select this checkbox if you
want Anti-Spam to check the SPF record of the sender's domain. However, your computer should be
connected to the Internet for this option to work.

Enable Spam URI Real-time Blacklist (SURBL) check

Select this option if you want Anti-Spam to check the URLSs in the message body of an email. If the
URL is listed in the SURBL site, the email will be blocked from being downloaded. However, your
computer should be connected to the Internet for this option to work.

Enable Real-time Blackhole List (RBL) check

Select this option if you want Anti-Spam to check the sender's IP address in the RBL sites. If the
sender IP address is blacklisted in the RBL site, the email will be blocked from being downloaded.
However, your computer should be connected to the Internet for this option to work.

RBL Servers

RBL is a DNS server that lists IP addresses of known spam senders. If the IP of the sender is found in
any of the blacklisted categories, the connection is terminated. The RBL Servers list contains
addresses of servers and sites that maintain information regarding spammers. You can add or delete
address in the list as per your requirement.

Auto Spam Whitelist

Unlike normal RBLs, SURBL scans emails for names or URLs of spam websites in the message body.
It terminates the connection if the IP of the sender is found in any of the blacklisted categories. This
contains a list of valid email addresses that can bypass the above Spam filtering options. It thus allows
emails from the whitelist to be downloaded to the recipient's inbox. You can add or delete address in
the list as per your requirement.

Mail Tagging Options
Anti-Spam also includes some mail tagging options, which are described as follows:

Do not change email at all
Select this option if you want to prevent Anti-Spam from adding the [Spam] tag to emails that have
been identified as spam.

Both subject and body are changed: [Spam] tag is added in Subject: Actual spam content is
embedded in Body

This option lets you identify spam emails. When you select this option, Anti-Spam adds a [Spam] tag
in the subject line and the body of the email that has been identified as spam.

"X MailScan Spam: 1" header line is added: Actual spam content is embedded in Body
This option lets you add a [Spam] tag in the body of the email that has been identified as spam. In
addition, it adds a line in the header line of the email.

Only [Spam] tag is added in Subject: Body is left unchanged [Default]
This option lets you add the [Spam] tag only in the subject of the email, which has been identified as
spam.

An SO 27001 Certified Company WWW,escanav.com



Wielt{H»

"X MailScan Spam: 1" header line is added: Body and subject both remain unchanged
This option lets you add a header line to the email. However, it does not add any tag to the subject line
or body of the email.

Web Protection

Web Protection module scans the website content for specific words or phrases. It lets you block
websites containing pornographic or offensive content. Administrators can use this feature to prevent
employees from accessing non-work related websites during preferred duration.

Web Protection E Help

O start @ stop () start Phishing Filter [ Start Malware URL Filter

Filter Categories...

You can configure the following settings:

Filtering Options

This tab has predefined categories that help you control access to the Internet.

Status

This section lets you allow or block access to specific websites based on Filter Categories. You can
set the status as Active or Block web access. Select the Block Web Access option if you want to
block all the websites except the ones that have been listed in the Filter Categories. When you select
this option, only Filtering Options and Pop-up Filter tabs are available.

Filter Categories
This section uses the following color codes for allowed and blocked websites.

Green
It represents an allowed websites category.

Red

It represents a blocked websites category.

The filter categories used in this section include categories like Pornography, Gambling, Chat,
Alcohol, Violence, Drugs, Ratings_block_category, Websites Allowed, etc. You can also add or
delete filter categories depending on your requirement.
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Category Name

This section shows the Words/Phrases list. It lists the words or phrases present in the selected
category. In addition, the section displays the Site Names list, which lists the websites belonging to
the selected category. You can also add or delete filter categories depending on your requirement.

Filter Options

This section includes the Add sites rejected by the filter to Block category checkbox. Select this
option if you want eScan to add websites that are denied access to the Block category database
automatically.

Scanning Options
This tab lets you enable log violations and shutdown program if it violates policies. It also lets you
specify ports that need monitoring.

Web Protection E Help

® start ) step O start ph shing Filter [ start Malware URL Filter

Scanning Options

Actians Part Satting
’7 Log Vialations ’71ntemet)\ ccccc (HTT® Port)

L) shutdewn Program in 20 Secs. | 80,8020,2128,6588,4480,88

Default || Advanced Setting || 0K H Cancel |

Actions
This section lets you select the actions that eScan should perform when it detects a security violation.

Log Violations [Default]
This checkbox is selected by default. Select this option if you want Web Protection to log all security
violations for your future reference.

Shutdown Program in 30 Secs
Select this option if you want Web Protection to shut down the browser automatically in 30 seconds
when any of the defined rules or policies is violated.

Port Setting
This section lets you specify the port numbers that eScan should monitor for suspicious traffic.

Internet Access (HTTP Port)

Web browsers commonly use the port numbers 80, 8080, 3128, 6588, 4480, and 88 for accessing the
Internet. You can add port numbers to the Internet Access (HTTP Port) box to monitor the traffic on
those ports.

Define Time Restriction
This section lets you define policies to restrict access to the Internet.
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Web Protection 4 Help
® start ) stop O start Ph shing Filter [T start Malware URL Filter

[_J Enable Time Restrictions for Web Access

000102032 040505070309 1011 12010203 04 0505 07 038 09 10 11 12
Sunday
Meonday
Tuesday
Wednesday
Thursday

Friday

Saturday

Active Inactive Block Web Access

Default || Advanced Setting || QK || Cancel |

Enable Time Restrictions for Web Access

Select this option if you want to set restrictions on when a user can access the Internet. By default, all
the fields appear dimmed. The fields are available only when you select this option.

The time restriction feature is a grid-based module. The grid is divided into columns based on the
days of the week vertically and the time interval horizontally.

Active
Click Active and select the appropriate grid if you want to keep web access active on certain days for
a specific interval.

Inactive
Select this option if you want to keep web access inactive on certain days for a specific interval.

Block Web Access
Select this option if you want to block web access on certain days for a specific interval.

Phishing and Malware URL Filter

Under Web Protection, eScan also provides options to enable Phishing and Malware filters which will
detect and prevent any phishing attempts on the system and block all malware attacks.

To enable the filters, select Start and then select the respective checkboxes.

Web Protection u Help

Start ® Stop Start Phishing Filter Start Malware URL Filter'l

Advanced Setting

Ignore IP address from Web-scanning
Select this option to enter IP address form Web-Scanning.

Enable Unknown Browser detection
Select this option to enable/disable unknown browser detection.
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Enable allowing of WhiteL.isted Site during BlockTime
Select this option to enable/disable white listed site during block time.

Enable Online Web-Scanning Module
Select this option to enable/disable online web-scanning module.

Disable Web Warning Page
Select this option to enable/disable web warning page.

Enable HTTPS Popup
Select this option to enable/disable HTTPS Popup.
Show External Page for Web blocking (Page to be define under External Page)

Select this option to enable/disable external page for web blocking.

External Page Link for Web blocking (Depends on Show External Page)
Select this option to enter external page link for web blocking.

Force inclusion of Application into Layer scanning (MW Layer)
Select this option to enter Force inclusion of Application into Layer scanning.

Enable HTTP Popup (1 = Enable/0 = Disable)
Select this option to enable/disable HTTP pop-ups.

Ignore Reference of sub-link
Select this option to enable/disable Ignore Reference of sub-link.

Allow access to SubDomain for Whitelisted sites(Only HTTP Sites)
Select this option to enable/disable access to SubDomain for Whitelisted sites.

Allow access to SubDomain for Whitelisted sites(Only HTTPS Sites)
Select this option to enable/disable access to SubDomain for Whitelisted sites.

Enable logging of visited websites
Select this option to enable/disable logging of visited websites.

Block EXE download from HTTP Sites (1 = Enable/0 = Disable)
Select this option to enable/disable block download of .exe files from HTTP websites.

Block HTTP Traffic only on Web Browser
Select this option to enable/disable block HTTP Traffic on Web Browser.

Allow website list (Depends on ""Block HTTP Traffic only on Web Browser™")
Select this option to enter to block HTTP Traffic on Web Browser.

Block Microsoft EDGE Browser (1 = Enable/0 = Disable)
Select this option to enable/disable blocking Microsoft Edge browser.

Enable Web Protection using Filter driver (1 = Enable/0 = Disable)
Select this option to enable/disable web protection using filter driver.

Force Disable Web Protection using Filter driver (1 = Enable/0 = Disable)
Select this option to force enable/disable web protection using filter driver.

WEFP Exclude IP List (1 = Enable/0 = Disable)
Select this option to enable/disable excluding IP list from Web Filter Protection.

An SO 27001 Certified Company WWW,escanav.com



Firewall

Firewall module is designed to monitor all incoming and outgoing network traffic and protect your
computer from all types of network based attacks. eScan includes a set of predefined access control
rules that you can remove or customize as per your requirements. These rules enforce a boundary
between your computer and the network. Therefore, the Firewall feature first checks the rules,
analyzes network packets, and filters them on the basis of the specified rules. When you connect to
the Internet, you expose your computer to various security threats.

Firewall k4 Help

® Allow All O Limited Filter O Interactive Filter

Ignore Zone Rules & Local IP List

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

e .

Show Application Alert

Default Rules || Advanced Setting I[ OK || Cancel |

The Firewall feature of eScan protects your data when you:

» Connect to Internet Relay Chat (IRC) servers and join other people on the numerous
channels on the IRC network.

* Use Telnet to connect to a server on the Internet and then execute the commands on the
server.

* Use FTP to transfer files from a remote server to your computer.

*  Use Network Basic Input Output System (NetBIOS) to communicate with other users on
the LAN connected to the Internet.

» Use a computer that is a part of a Virtual Private Network (VPN).

»  Use a computer to browse the Internet.

» Use a computer to send or receive email.

By default, the firewall operates in the Allow All mode. However, you can customize the firewall by
using options like Limited Filter for filtering only incoming traffic and Interactive Filter to monitor
incoming and outgoing traffic. The eScan Firewall also lets you specify different set of rules for
allowing or blocking incoming or outgoing traffic. These rules include Zone Rules, Expert Rules,
Trusted Media Access Control (MAC) Address, and Local IP list. This page provides you with
options for configuring the module. You can configure the following settings to be deployed to the
eScan client systems:
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Allow All — Clicking Allow All disables the eScan Firewall i.e. all the incoming and outgoing
network traffic will not be monitored/filtered.

Limited Filter — Clicking Limited Filter enables eScan Firewall in limited mode which will monitor
all incoming traffic only and will be allowed or blocked as per the conditions or rules defined in the
Firewall.

Interactive — Clicking Interactive enables eScan Firewall to monitor all the incoming and outgoing
network traffic and will be allowed or blocked as per the conditions or rules defined in the Firewall.
Following tabs are available:

e Zone Rule

e Expert Rule

e Trusted MAC Address
e Local IP List

e Application Rule

Ignore Zone Rules & Local IP List — This option allows you to override the Zone Rule
configuration that has whitelisted IP ranges. It also overrides the Local IP list that consists trusted
local IP addresses. By selecting this checkbox, all the IP addresses listed under Zone Rule and Local
IP List will be monitored by Firewall as per selected filter type.

Zone Rule

This is a set of network access rules to make the decision of allowing/blocking of the access to the
system. This will contain the source IP address or source Host name or IP range either to be allowed
or blocked.

Buttons to configure a zone rule:

Add Host Name — This option lets you add a "host" in the zone rule. After clicking Add Host Name,
enter the HOST name of the system, select the zone (Trusted/Blocked) and enter a name for the zone
rule. Click OK to create the zone rule.

Add IP — This option lets you add an IP address of a system to be added in the zone rule. After
clicking Add IP, enter the IP address of the system, select the zone (Trusted/Blocked) and enter a
name for the zone rule. Click OK to create the Zone Rule.

Add IP Range — This option lets you add an IP range to be added in the zone rule. After clicking Add
IP Range, add the IP Range (i.e. a range of IP that the zone rules should be applied), select the zone
(Trusted/Blocked) and enter a name for the zone rule. Click OK to create the zone rule.

Modify — To modify/change any listed zone rule (s), select the zone rule to be modified and then click
Modify.

Remove - To remove any listed zone rule (s), select the zone rule and then click Remove.

Expert Rule

This tab lets you specify advanced rules and settings for the eScan firewall. You can configure expert
rules on the basis of the various rules, protocols, source IP address and port, destination IP address
and port, and ICMP types. You can create new expert rules.
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Firewall E Help

O allow all ® Limited Filter ) Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

Firewall Rula | Rule Action Summary
D UDP Rule Permits UDP packets on Any Interface between "My Netw
D ARP packet exchange - For mapping IP address to a hardware (MAC) address Permits ARP packets on Any Interface
D MetBios {LAN File Sharing} - Access files and folders on other computers, from your computer | Permits TCP and UDP packets on Any Interface between "
D MatBios (LAN File Sharing} - Access files and folders on my computer, from other computers | Blocks TCP and UDP packets on Any Intarface batwean "#
D ICMP messages Permits ICMP packets an Any Interface between "My Neb
D ICMPVE messages Permits ICMPWE packets on Any Interface between "My M
D DHCP/BOOTP packet exchange Permits UDP packsts on Any Interface between "Any Add
D FTP Control - For downloading and uploading files Permits TCP packets on Any Interface between "My Nebwi «
4 3
Add Modify Remove Shift up Shift down Enable
Disable

Show Application Alert

| Default Rules || Advanced Setting || [o]4 || Cancel |

However, configure these rules only if you are familiar with firewalls and networking protocols.
* Source IP Address/Host Name
* Source Port Number
* Destination IP Address/Host Name
* Destination Port Number

Buttons to configure an Expert Rule:
1. Add - Click Add to create a new Expert Rule. In the Add Firewall Rule Window:




lAdd Firewall Rule

General Source Destination Advanced

—Rule Mame

—Rule Actian

® permit packet Q Deny Packst

— Protocol

[ TCP and UDP v |

—&pply Rule on Interface

| Any Interface hd |

OK | | Cancel

General tab
In this section, specify the Rule settings:

Rule Name — Provide a name to the Rule.
Rule Action — Action to be taken, whether to Permit Packet or Deny Packet.
Protocol — Select the network protocol (e.g. TCP, UDP, ARP) on which the Rule will be applied.

Apply rule on Interface — Select the Network Interface on which the Rule will be applied.
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Source tab
In this section, specify/select the location from where the outgoing network traffic originates.

|Add Firewall Rule

General Source Destination Advanced

r—Source IP Address
O My Computer
':' Host Mame
O Single 1P Addrass
'::::' Whole IP Range
O Any IP Address

® My Netwaork

—Source Port
':é:' Any
':' Single Port
':' Fort Range

) port List

OK | | Cancel |

My Computer — The rule will be applied for the outgoing traffic originating from your computer.

Host Name — The rule will be applied for the outgoing traffic originating from the computer as per
the host name specified.

Single IP Address — The rule will be applied for the outgoing traffic originating from the computer as
per the IP address specified.

Whole IP Range — To enable the rule on a group of computers in series, you can specify a range of IP
address. The rule will be applied for the outgoing traffic from the computer(s) which is within the
defined IP range.

Any IP Address — When this option is selected, the rule will be applied for the traffic originating
from ANY IP address.

Any — When this option is selected, the rule gets applied for outgoing traffic originating from any port.

Single Port — When this option is selected, the rule gets applied for the outgoing traffic originating
from the specified/defined port.

Port Range — To enable the rule on a group of ports in series, you can specify a range of ports. The
rule will be applied for the outgoing traffic originating from the port which is within the defined range
of ports.

Port List — A list of port can be specified. The rule will be applied for the outgoing traffic originating
from the ports as per specified in the list.

9 The rule will be applied when the selected Source IP Address and Source Port matches
NOTE | together.
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Destination tab
In this section, specify/select the location of the computer where the incoming network traffic is

destined.

|Add Firewall Rule

General Source Destination Advanced

r— Destination 1P Address
'J:z' My Computer

J:z' Host Mame

'J:z' Single 1P Addrass
':::' Whele IP Rangs
'J:z' Any IF Address

- My Metwark

—Destination Port
'@:' Any

'J:z' Single Port
',:/' Part Range

—~
‘! Port List

OK | | Cancel

Destination IP Address
My Computer — The rule will be applied for the incoming traffic to your computer.

Host Name — The rule will be applied for the incoming traffic to the computer as per the host name
specified.

Single IP Address — The rule will be applied for the incoming traffic to the computer as per the IP
address specified.

Whole IP Range — To apply the rule on a group of computers in series, you can specify a range of IP
address. The rule will be applied for the incoming traffic to the computer(s) which are within the
defined IP range.

Any IP Address — When this option is selected, the rule will be applied for the incoming traffic to
ANY IP Addresses.

My Network — The rule will be applied for the incoming traffic to the networked computer(s).
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Destination Port
Any — After selecting this option, the rule will be applied for the incoming traffic to ANY port.

Single Port — After selecting this option, the rule will be applied for the incoming traffic to the
specified/defined port.

Port Range — To enable the rule on a group of ports in series, you can specify a range of ports. The
rule will be applied for the incoming traffic to the port which is within the defined range of ports.
Port List — A list of port can be specified/added. The rule will be applied for incoming traffic
originating from the ports as per specified in the list.

0 The rule will be applied when the selected Destination IP Address and Destination Port
NOTE | matches together.

Advanced tab
This tab contains advance setting for Expert Rule.

|Add Firewall Rule

General Source Destination Advanced

Enzble Advanced ICMP Procassing
—ICMP Type

=1

Destination Unreachable

Echo Reply (ping)

Echo Reguest (ping)

Information Reply

Infarmation Request

Parameter Problem

Aedirect

Source Quench

TTL Exceeded

D The packst must be from/to = trusted MAC addrass

[l Leg information when this rule applies

QK | | Cancel |

Enable Advanced ICMP Processing - This is activated when the ICMP protocol is selected in the
General tab.

The packet must be from/to a trusted MAC address — When this option is selected, the rule will
only be applied on the MAC address defined/listed in the Trusted MAC Address tab.

Log information when this rule applies — This will enable to log information of the Rule when it is
applied.

Following are additional buttons the Expert Rule tab provides:
Modify — Clicking Modify lets you modify any Expert Rule.

Remove — Clicking Remove lets you delete a rule from the Expert Rule.
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Shift Up and Shift Down — The UP and DOWN arrow button will enable to move the rules up or
down as required and will take precedence over the rule listed below it.

Enable / Disable— These buttons lets you enable or disable a particular selected rule from the list.

Trusted MAC Address

This section contains the information of the MAC address of the system. A MAC address is a
hardware address that uniquely identifies each node of a network. The Trusted MAC address list will
be checked along with the Expert Rule only when "The packet must be from/to a trusted MAC
address" option is checked and the action will be as per specified in the rule. (Refer to the Advance
Tab of the Expert Rule).

Buttons (to configure the Trusted MAC Address)
Add — To add a MAC address click on this button. Enter the MAC address to be added in the list for

eg. 00-13-
Edit — To modify/change the MAC Address, click Edit.
Remove — To delete the MAC Address, click Remove.

Clear All — To delete the entire listed MAC Address, click Clear All.

Local IP List

This section contains a list of Local IP addresses.

FireWall a Help

O allow & ® Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List Application Rule

| j0000:0000:0000:0000:0000:0000:0000: 0001

\:‘ 127.%, % %

||132.168.%.%

D JFEB0:0000:0000:0000:0000:0000: 0000: 0000

| Add Remove Clear All

Show Application Alert

| Default Rules || Advanced Setting || OK || Cancel |

Add —To add a local IP address, click Add.

Remove — To remove a local IP address, click Remove.

Clear All —To clear all local IP addresses, click Clear All.

Default List — To load the default list of IP addresses, click Default List.
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Application Rule

In this section you can define the permissions for different application. The application can be set to
Ask, Permit or Deny mode.

FireWall E Help

O allow al @ Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address (LR ITEY | Application Rule

| Application | Drescription

[ Add Remove Clear All

Show Application Alert

| Default Rules || Advanced setting || OK || cancel

Defining permission for an application
To define permission for an application:
1. Click Add.

2. Add New Application window appears.

Add New Application

Application mame with path

) ask ® permit ) pe ny

| 0K || Cancel |

3. Enter the application name with path and select permission.
4. Click OK.

The permission for the application will be defined.

Removing permission of an application
Select an application and then click Remove. The application will no longer have the permission.
Other Buttons:
e Clear All - This option will clear/delete all the information stored by the Firewall cache.
o Show Application Alert — Selecting this option will display an eScan Firewall Alert
displaying the blocking of any application as defined in the Application Rule.
o Default Rules - This button will load/reset the rules to the Default settings present during the
installation of eScan. This will remove all the settings defined by user.
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e Advanced Setting: Clicking this button displays additional advanced settings:

Advanced Setting

Name ‘ Value ‘

D Disable Trojan Rule

D Black Portscan

o Disable Trojan Rule: It allows you to disable the blocking of programs that are either
Trojan malware or follow Trojan rule.

o Block Portscan: It allows you to block the scanning of network ports.
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Endpoint Security

Endpoint Security module protects your computer or Computers from data thefts and security threats
through USB or FireWire® based portable devices. It comes with Application Control feature that lets
you block unwanted applications from running on your computer. In addition, this feature provides
you with a comprehensive reporting feature that lets you determine which applications and portable
devices are allowed or blocked by eScan.

EndPoint Security E Help

® start O Stop

_[ Application Control Device Control Device Encryption DLP

- D Enable Application Contral

Block List White List Define Time-Restrictions

Enter Application to Block

List of Blocked Applications

Block
+ Custom Group A This Group
- Import
+ Computer Game allows This Group Delete
+ Instant Messengers A This Group
+ Music Video Players allows This Group
+ P2P Applications Allow This Group
= Remote Applications allow: This Groun
Default | | Advanced Setting || oK | | Cancel

This page provides you with information regarding the status of the module and options for
configuring it.

Start/Stop: It lets you enable or disable Endpoint Security module. Click the appropriate option.

There are four tabs — Application Control, Device Control, Device Encryption and DLP, which are as
follows:
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Application Control

This tab lets you control the execution of programs on the computer. All the controls on this tab are
disabled by default. You can configure the following settings:

Enable Application Control
Select this option if you want to enable the Application Control feature of the Endpoint Security
module.

Block List

Enter Application to Block: It indicates the name of the application you want to block from
execution. Enter the full name of the application to be blocked.

List of Blocked Applications

This list contains blocked executables of applications that are predefined by MicroWorld. Each of the
applications listed in the predefined categories are blocked by default. In addition, you can also add
executables that you need to block only to the Custom Group category. If you want, you can unblock
the predefined application by clicking the Unblock link. The predefined categories include computer
games, instant messengers, music & video players, and P2P applications. The Allow This Group
checkbox in front of each group allows that entire group.

White List

Enable White Listing
Select this checkbox to enable the whitelisting feature of the Endpoint Security module.

Enter Application to whitelist
Enter the name of the application to be whitelisted.

White Listed Applications

This list contains whitelisted applications that are predefined by MicroWorld. Each of the applications
listed in the predefined categories are allowed by default. If you want to block the predefined
applications, select the Block option.

Define Time Restrictions

This option lets you enable/disable application control feature. This feature lets you define time
restriction when you want to allow or block access to the applications based on specific days and
between pre-defined hours during a day.

For example, the administrator can block computer games, instant messengers, for the whole day but
allow during lunch hours without violating the Application Control Policies.

Datewise Restrictions
This feature lets you define datewise restrictions when you want to allow or block access to the
applications based on specific dates and between pre-defined hours during that date.
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Device Control

The Endpoint Security module protects your computer from unauthorized portable storage devices
prompting you for the password whenever you plug in such devices. The devices are also scanned
immediately when connected to prevent any infected files running and infecting the computer.

EndPoint Security

E Help

® start ) stop

Application Control Device Control

Device Encryption DLP

r D Enable Device Control

—USB Settings

Elock USE Ports

Ask for Password

Use eScan Administrator Password

Use Other Password

Do Virus Scan

Read Only - USB

Allows user to cancel scan

Disable AutoPlay

— Whitelist

Scan Whitelisted USE Devices Remove Read Only access for Whitelisted USB Device

REES NN TR

Add
Import
Edit
Delete
Remaoveall

Print

Disable Web Cam

Disable 5D Cards

Diszable Blustooth Configure

Disable Hotspot

—CD /[ DVD Settings

Block CD / DVD

Read Only - CD / DVD

Defaulk || Advanced Setting || oK

| | Cancel

You can configure the following settings:
Enable Device Control [Default]

Select this option if you want to monitor all the USB storages devices connected to your endpoint.

This will enable all the options in this tab.

USB Settings

This section lets you customize the settings for controlling access to USB storage devices.

Block USB Ports

Select this option if you want to block all the USB storage devices from sharing data with endpoints.
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Ask for Password

Select this option, if you want eScan to prompt for a password whenever a USB storage device is
connected to the computer. You have to enter the correct password to access USB storage device. It is
recommended that you always keep this checkbox selected.

e Use eScan Administrator: This option is available only when you select the Ask for
Password checkbox. Click this option if you want to assign eScan Administrator password
for accessing USB storage device.

e Use Other Password: This option is available only when you select the Ask for Password
checkbox. Click this option if you want assign a unique password for accessing USB storage
device.

Do Virus Scan [Default]
When you select this option, the Endpoint Security module runs a virus scan if the USB storage
device is connected. It is recommended that you always keep this checkbox selected.

Allow user to cancel scan
Select this option to allow the user to cancel the scanning process of the USB device.

Read Only — USB
Select this option if you want to allow access of the USB device in read-only mode.

Disable AutoPlay [Default]
When you select this option, eScan disables the automatic execution of any program stored on a USB
storage device when you connect the device.

Whitelist

eScan provides a greater level of endpoint security by prompting you for a password whenever you
connect a USB drive. To disable password protection for a specific device, you can add it along with
its serial number to the whitelist. The next time you connect the device it will not ask for a password
but will directly display the files or folders stored on the device. This section displays the serial
number and device name of each of the whitelisted devices in a list. You can add devices to this list
by clicking Add. The Whitelist section displays the following button:

Scan Whitelisted USB Devices
By default, eScan does not scan whitelisted USB devices. Select this option, if you want eScan to scan
USB devices that have been added to the whitelist.

Remove Read Only access for Whitelisted USB Device
Select this option to remove the read-only access for the whitelisted USB Device.

e Add
Click Add to whitelist USB devices.
USB Whitelist window appears.
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USB Whitelist

Client Date and

Device Name Host Name Description

25/06/21

4:40:05 PM

oK | Cancel || Custom |

To whitelist the USB device, its details are required. If a USB device is connected to any
eScan installed endpoint, the USB details are sent to the server. The administrator will have to
manually whitelist the USB device. To manually add a USB device in USB Whitelist without
connecting to an endpoint, click Custom.

USE Whitelist

Serizl No.

Device Nams

Description

OK | Cancel |

Enter the USB details and then click OK.
The USB device will be added and whitelisted.

e Import
To whitelist USB devices from a CSV file, click Import. Click Choose File to import the file.
Click OK.

The list should be in following format:
Serial No 1, Device Name 1, Device Description 1(Optional)
NOTE | Serial No 2, Device Name 2

For Example: SDFSD677GFQW8NG6CN8CBN7CXVB, USB Drive 2.5, Whitelist by
XyzDFRGHHRS54456HGDF3470MCNAK, Flash Drive 2.2

o Edit: Click Edit to edit the description of the USB devices.

o Delete: Select the USB device and click Delete to remove the device from the list.
o Remove All: To remove all the USB devices from the list, click Remove All.

e Print: This will print all the USB devices in the list along with details for the same.

Disable Web Cam: Select this option to disable Webcams.
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Disable SD Cards: Select this option to disable SD cards.
Disable Bluetooth: Select this option to disable Bluetooth.

CD / DVD Settings

Block CD / DVD: Select this option to block all CD/DVD access.
Read Only - CD / DVD: Select this option to allow read-only access for CD/DVD.

0 Click Default to apply default settings done during eScan installation. It loads and resets the
NOTE | values to the default settings.
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Device Encryption (requires Enterprise DLP license)

eScan Device Encryption protects devices and data with full device encryption method for Windows
systems managed under eScan management console. It gives admin a visibility of devices across their
organization. The device encryption can be deployed on endpoints where administrator/users are
authorized to encrypt storage devices which are connected to the system. Once the encryption process
is completed, it gives an alert to the user. A notification will be sent to the server and administrator
can trigger an alert for the same.

E Help

EndPoint Security

@ start O stop

Application Control Device Control Device Encryption Lm

I Encrypt Device on Endpoints

Decrypt encrypted Device in endpeoint and within same network

Default || Advanced Setting ” O || Cancel

Encrypt Device on Endpoints
This option enables encryption settings to be configured for storage devices like external hard disks

and USB drives that are connected to the endpoint.

e On demand Encryption (With device format): This option formats the connected USB
device and encrypts it for further use of storing data in encrypted format.

¢ Instant Encryption (With Data write/delete on device): This option instantly encrypts the
device without formatting existing data.

Decrypt encrypted device in endpoint and within same network
This option allows the user to access the content of the encrypted device only when it is connected

within the same network.

www.escanav.com
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DLP (requires Enterprise DLP license)

The DLP tab lets you control attachment flow within your organization. You can block/allow all
attachments the user tries to send through specific processes that can be defined. You can exclude
specific domains/subdomains that you trust, from being blocked even if they are sent through the
blocked processes mentioned before.

Help

EndPoint Security

® Start ) stop

Application Control Device Control Device Encryption DLP ]

[ Attachment Control ] Sensitivity Labels/Content Control Sensitive FilefFolder Protection
Clipboard Control | File Activity Monitoring ] Workspace Apps J| Disk Encryption

Control sync settings

® attachment Allowed
() Attachment Blocked

Enter Process Name : Eg. Thunderbird.exs

Add Dielete

Blacklisted Process Ignore Whitslisted Sites only for Blacklisted process

M | Process Name Allow Only Whitelisted Site

Attachments will be allowed from below sites irespective of the above settings

Enter Site Name : Eg. Gmail.com, ¥zhoo

Add Delets

whitelisted sites

| artachment / Email report

[ Enable Shadow Capy for Attachment Allowed

Advance Document settings

[ Turn off Save As PDF for Microsaft Office Document

| Defzult || Advanced Setting || oK. || Cancel |
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Attachment Control
The Attachment Control tab lets you control attachment flow within your organization.

Attachment Allowed [Default]
Select this option if you want attachments to be allowed through all processes except a specific set of
processes mentioned below.

Attachment Blocked
Select this option if you want attachments to be blocked through all processes except a specific set of
processes mentioned below.

Configure Extension/Group based Whitelisting

This option allows you to select/add group wise file extensions in the whitelist in order to allow the
attachments of those formats via mails and other processes. Apart from default extension groups, you
can add new group of extensions using the CUSTOM group.

Enter Process Name

Enter the name of the processes that should be excluded from the above selection. Enter process name
and then click Add. To delete the added process, select particular process in Blacklisted Process
column and then click Delete.

Blacklisted Process
This will display a list of process you excluded when you selected the Attachment Allowed option.
eScan will block all attachments through this process.

Whitelisted Process
This will display a list of process you excluded when you selected the Attachment Blocked option.
eScan will allow all attachments through this process.

Ignore Whitelisted Sites only for Blacklisted process [Default]
Select this checkbox to ignore the whitelisted sites for process mentioned in Blacklist.

Enter Site Name

Enter the name of the websites through which attachments should be allowed irrespective of the above
settings. To add site, enter site name and then click Add. To delete the added whitelisted site, select
particular site in Whitelisted sites section and then click Delete.

Whitelisted Sites
The websites added above to be white listed are displayed in this list.

Attachment / Email report

Report for Attachment Allowed

This will list all the attachment allowed along with Application used to send attachment. E.g. Google
chrome, Firefox, Outlook, Skype, yahoo messenger, etc.

Report for all email (Including Attachment)
This will list all the email attachment uploaded along with Application used and subject of the email.

Enable Shadow Copy for Attachment Allowed
Select this checkbox to create shadow copies of outgoing attachments. Enter the drive name or
complete UNC path in the provided field where these shadow copies need to be saved.

Advance Document setting
It disables the exporting of MS Office documents in PDF format.
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Sensitivity Labels/Content Control

This tab enables the administrator to monitor & control the type of information which can be sent
outside of the endpoints.

ety

EndPoint Security

® start © stop

Application Control || Device Control || Device Encryption JRLRGI]

p————— re—T—

Enable Blocking

® Block O Monicor

W Content list A
(0 ndian pan Card
O Indian Fassport

[J  Indian Voter ID
() Intemational Bank Account Number (IBAN)

() American Express - Credit Card

() Mastercard - Credic Card -

A

Clipboard Protection

Cha Applications Allow Drag and Drop
O Al Applications

Application File Access Protection
Passiword Protected Archives Password Protected Documents

Scan Archives

Removable Storage Protection

() Removable storage [ corovo
Image DLP [0CR] A
Sample |
) ocr
Removable Storage Protection
O removatle swrage O coovo
Image DLP [0CR] A
Sample |
O ocr
Time out in seconds 1
() Save visual image
Recipient Email Domain contral A

O Ensble Sending Content to whiclised Recipient Domain

Customised Contant List A

Ensble White List Content

I

Enable Black List Content

I —

o= ]

[ Brinter DLP Enabled

[ Defaul || Advanced Setting |[ 0K | Caned |
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Enable Blocking

Select this checkbox to allow all listed settings to be configured. Further, you can either select Block
to completely prevent any outflow of information, ensuring no data is transmitted, or select Monitor
to only report the outgoing information for specific analysis purposes without terminating the activity.

Content List
Select this option to block all list of content as per requirement.

Sensitivity Labels

Set the sensitivity labels (Data Classification) for your files based on its sensitivity and importance so
that the DLP will treat each file accordingly. Follow the steps below to define sensitivity labels. By
categorizing your files using these labels, you can apply appropriate security measures tailored to the
data's classification labels and respond quickly to potential data leaks. Below are the three categories
under which the data gets labelled:

o Normal: Select this label on files which you want to be accessible to external requests and
sharable outside the network.

e Internal: Select this label on files which you want to be accessible and sharable only within
the network.

e Confidential: Select this label on files which you don't want to be accessible for anyone
except the host user. The DLP will also restrict this file from being shared outside the
endpoint.

To configure this option for MS Office applications, follow the steps given below:

1. Under Sensitivity Labels, select the checkbox Classify using Sensitivity Labels and
Restrict.

2. Select the checkbox Sensitivity Labels Integration in MS Office Ribbon.
Channels

You can configure all types of channel, where you can transfer the content through this.

Clipboard Protection

o Chat Applications [Default]: Select this option to deny all chat applications from sharing the
data.

e Allow Drag and Drop [Default]: Select this option to allow the Drag and Drop function of
sensitive content.

o All Applications: Select this option to deny all the applications from sharing the data.

Application File Access Protection

e Password Protected Archives [Default]: Select this option to block all password protected
archives and from sharing it.

o Password Protected Document [Default]: Select this option to block all password protected
document and from sharing it.

e Scan Archives [Default]: select this option to scan all the archives files.
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Removable Storage Protection

¢ Removable Storage: select this option to deny all removable storage attached to the
computer from accessing the personal information.
e CD/DVD: Select this option to deny all CD/DVD access to confidential data.

Printer Protection

e Printers: Select this option to deny the use of network printers to print the sensitive data.

Image DLP [OCR]

The text-based DLP monitors only text in the content in order to prevent data leak outside the
network. However, the Image DLP prevents leakage of sensitive data from visuals files (images) like
photocopy of Credit/Debit card, PAN card, Aadhar card, Passport, and many more image files of
sensitive documents. Follow the steps given below to configure this feature:

1. After expanding the section, select the checkbox OCR.

2. In Time out in seconds field, define the maximum time (in seconds) eScan should consume
to scan the document.

3. Select the checkbox Save visual image to save the scanned image on a server.

Recipient Email Domain control

Enable this option to whitelist the domains through which content can be sent. It cannot be sent via
email domains other than the listed ones.

Customized Content List

o Enable White List Content: Select this option to allow all chat applications to share the
whitelisted data such as bank statement number, MICR code, etc.

e Enable Black List Content: Select this option to deny all chat applications to share the
blacklisted data.

Printer
This section allows you to add tight restrictions on print activity within the network. This helps
protecting the sensitive data present in each endpoint. To configure, follow the steps given below:

1. Enable the Printer DLP by selecting the provided checkbox.

2. Select the checkbox Printer Block Print with Sensitive Content to directly block the print
command for the documents that involve sensitive content in visual form.
(In case you do not want to block the print activity, add customized watermark on the same
prints by following the steps below)

3. Select the checkbox Enable adding watermark.
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4. From the Watermark String drop-down, select the preferred string that needs to be appeared
on the prints. Alternatively, you can enter the string of your choice in the provided textbox.

5. In the Opacity field, define the opacity of the watermark from the value 16 to 192 where 16
being the lightest and 192 being the darkest watermark.

6. To block the applications from printing the files, select the checkbox Block Applications
from Printing.

7. To blacklist the applications from printing, click on provided Add button.
The ‘Add Application name which will be blocked from printing’ prompt appears

8. Enter the application name with the extension .exe and click on Save.
The application will be blacklisted.

9. To whitelist the applications for printing, click on provided Add button.
The ‘Add Application name which will only be allowed to print’ prompt appears

10. Enter the application name with the extension .exe and click on Save.
The application will be whitelisted.

11. Select the checkbox Enable Shadow Copy for printer allowed to save the shadow copies
for the prints that are allowed.
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IM / Print Screen
The IM (Instant Messenger) / Print Screen tab allows user to configure settings such as blocking file
transfer via Instant messenger, disabling print screen, and screen capture options.

EndPoint Security i Help

® Start O stop

Application Control Device Control Device Encrypiion [ DLP |

Senity s contot v I
Clipboard Control File Activity Monitoring Disk Encryplion Remote Access Software

Block File Transfer from IM
Restrictad Environment enabled

olol|la||a
<[ €|[€]|€

Disable Print Screen
Block Run

") Enable Screen Capturs

| Default || Advanced Setting || 0K || Cancel |

Block File Transfer from IM (1 = Enable/0 = Disable)
Select this option to allow/block file transfer from Instant Messengers.

Restricted Environment enabled (1 = Enable/0 = Disable)
Selecting this option lets you enable/disable protected environment settings.

Disable Print Screen (1 = Enable/0 = Disable)
Select this option to enable/disable use of print screen feature.

Block Run (1 = Enable/0 = Disable)
Select this option to enable/disable Windows Run (Win+R) command.

Enable Screen Capture
Selecting this checkbox allow endpoint users to take screenshot.

o Upload: Select this checkbox to upload the captured screen shots on server.
o Delete By: Select the appropriate option from drop down list to delete the screenshot.
o Interval: If Interval option is selected, mention the maximum interval in days.
o Size: If Size option is selected, mention the maximum size in Mb.
o Both (Interval & Size): if Both option is selected, mention the maximum interval in
days and maximum size in Mb.

Snapshot Interval
It lets you define interval time in minutes to take snapshot of endpoint.
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Sensitive File/Folder Protection

The Sensitive File/Folder Protection tab ensures that sensitive data cannot be accessed using any other
application except the default application specified. Once a folder is classified as a "Sensitive", its
contents cannot be changed / deleted in any way. The files can be accessed using only the associated
apps and any kind of editing is blocked to avoid data modification.

EndPoint Security Help

® start ) stop

Application Control Device Control Device Encryption DLP |

Attachment Control Sensitivity Labels/ Content Control [ Sensitive File/Folder Protection |
g G Workepace Avr=

[ Enable Sensitive File/Folder Protection

Note : To add Whitelisted/Blacklisted Process requires DLP adden License. Once you add it please Ge to DLP-->>Attachment
Control--=> and use add Process option for the same.

| Default | [ Advanced Setting || oK [ Cancel

Enable Sensitive File/Folder Protection
Select this Checkbox to enable the Sensitive File and Folder protection.

e Sensitive Read/Write [Default]: Select this option to allow read/write access for sensitive
files/folders.
e Sensitive Read Only: Select this option to allow read-only access for sensitive files/folders.

Add Folder or Add Files
Enter the folder or file name to classify as a sensitive.

Add Exclude Process List
This option excludes entered process from accessing sensitive files/folders.

Associated Apps (Full Access)
Enter the associated application name that has full access on sensitive files/folders.

Associated Apps (Read/Write Access)
Enter the associated application name that has read/write access on sensitive files/folders.
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Clipboard Control

For a device, once data is copied into the clipboard by any app, it can also be accessed from any other
app. With Copy/Paste option disabled, a user is prohibited from copying any information to the
clipboard.

EndPoint Security i Help

® Start L' Stop

Y pcaion Coro ] DeiceCotrol § Devic Emrypion TN

Sensitivity Labels/Content Control IM / Print Screen Sensitive File/Folder Protection
[ Cipboord control

[ pisable COPY/PASTE

[ Default |[ Advanced Setting || 0K | [ Cancel |

Disable COPY/PASTE
Select this option if you want to disable copy/paste action performed on computer. This will enable all
the options on this tab.

Block all COPY/PASTE: Select this option to block all copy/paste actions.
Allow all COPY/PASTE: Select this option to allow all copy/paste actions.

Block all COPY/PASTE in REMOTE SESSIONS: Select this option to block all copy/paste actions
perform in remote sessions.

Allow COPY/PASTE within RDP Session: Select this option to allow copy/paste actions within
RDP sessions.

Allow COPY/PASTE from local to RDP [Default]: Select this option to allow copy/paste actions
from local to RDP sessions.

Block COPY/PASTE from RDP to local: Select this option to block copy/paste actions from RDP
to local sessions.

Block COPY/PASTE from local to RDP: Select this option to block copy/paste actions from Local
to RDP sessions.

1) To add Whitelisted/Blacklisted Process requires DLP add-on License. Once you add it
NOTE | please Go to DLP-->>Attachment Control-->> and use add Process option for the same.
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File Activity Monitoring
The File Activity Monitoring tab generates a record of the files created, copied, modified, and deleted

on computers. Additionally, in case of misuse of any official files, the same can be tracked down to
the user through the details captured in the report.

® ctart ) stop

Application Control Device Control Device Enaryplion DLP ]
S T——— e r—r——

Clipboard Control [ File Activity Monitoring ] [ ———

[ Enable File Activity Menitering
Record Files Copied To USB / CD
Record Files Copied To Local
Record Files Copied To Netwark

Ignore System Drive

Log Files Copy to User Network Path

Add User Path from connected Network: (Eg.\\192. al)
Add Delete

Add Force Incude Extensions: Add Force Exclude Extensions:

Add Delete Add Delete

Add System Drive Folder to menitor: Add Folders to Exclude:

Add Delete Add Delete

Contacts', ~
Desktop),

Documents',

Downloads',

Music',

Pictures),

Videos\,

Dropbas,

Google Drive),

OneDrivel,

Enable Shadow Copy for files copied to USB

[ Default || Advanced Setting || Ok Il Cancel |
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Enable File Activity Monitoring
Select this checkbox if you want to enable monitoring of file activity on computer. This will enable all
the options on this tab.

Record Files copied To USB/CD
Select this checkbox if you want eScan to create a record of the files copied from the system to USB
drive.

Record Files Copied To Local

Select this checkbox if you want eScan to create a record of the files copied from the one drive to
another drive of the system. Please note that if you have selected "lgnore System Drive" along with
this option no record will be captured if the files are copied from system drive (the drive in which OS
is installed) to another drive.

Record Files Copied To Network
Select this checkbox if you want eScan to create a record of the files copied from managed computers
to the network drive connected to it.

Ignore System Drive
Select this checkbox in case of you do not want eScan to record files that are copied from system
drive of managed computers to either network drive or any local drive.

Log Files Copy to User Network Path

Add User Path from connected Network: (E.g.\\192.168.X.XX\abc)
Enter the user path from connected network to monitor. You can add or delete user path from
connected network from the list of by clicking Add/Delete.

Add Force Include Extensions
Select this option to include File Extension for File Activity Monitoring (e.g. EXE). You can add or
delete included extensions from the list of by clicking Add/Delete.

Add Force Exclude Extensions
Select this option to exclude File Extension for File Activity Monitoring (e.g. EXE). You can add or
delete excluded extensions from the list of by clicking Add/Delete.

Add System Drive Folder to monitor
Select this option if you want eScan to monitor all the system drives installed on the computer. You
can add or delete system drive folder from the list of by clicking Add/Delete.

Add Folder to Exclude
Select this checkbox if you want to exclude all the listed files, folders, and sub folders while it is
monitoring folders. You can add or delete files/folders from the list of by clicking Add/Delete.

Enable Shadow Copy for files copied to USB
Select this checkbox to create shadow copies of files copied to USB devices. Enter the drive name or
complete UNC path in the provided field where these shadow copies need to be saved.
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Workspace Apps

To avoid any possible leak, eScan DLP provides functionality to block personal account access to
Cloud-hosted services. This tab ensures that team members can only access the services using their
corporate login credentials and not their personal credentials.

EndPoint Security Help

® Start ) stop

Application Control Device Control Device Encryption DLP ]

Attachment Control Sensitivity Labels/Content Control Sensitive File/ Folder Protection
Clipboard Contral ] File Activity Monitoring [ Workspace Apps ] Disk Encryption

] Block GMail

Enter Google Domain:
(If left blank 2|l Corparate Gmail Account will be allowed)

(] Block Microsoft Outleak
Enter Outlook Domain:

(If left blank all Corparate Microsoft Outlock Account will be allowed)
Qutlook Tenant ID:

(If left blank zll Corporate Microsoft Outleck Tenant ID will be allowed)
Block Personal Microsoft Account

[) Block Microsoft Teams & Office 365 Account

Advance Level Settings

[_) Disabled Repair Profile Option for MS Qutleok

[ Block Drepbox Login

Allewed DropBox team name :

[~ Block Slack Login
Allewed Slack Workspace :
Allowed Slack Workspace Requester :

) Block webex Login
Allowed Webex Domain: *
(If left blank 2l Legin will be zllovwed)
I Block Zoom Legin
Allowed Zoom Email Account/Domain: *
(If left blank all Lagin will be zllovwed)
Allowed Zoom Account I0: *
(If left blank zll Account ID will be allowed)

) Block weTransfer Legin

Allowed weTransfer Email
Account/Domain: *
(1If left blank 2l Login will be zllowead)

’:.' Block AutoDesk
gllowed AutoDesk Email Account/Domain:

(If l=ft blank zll Lagin will be zllowed)

[ Block BitBucket
g]lowed BitBucket Email Account/Domain:

(If left blank 2l Legin will be zllovwed)

| Default || Advanced Setting ” Ok || Cancel |

Block GMail
Select this checkbox to block the personal Gmail account.
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e Allowed Corporate Gmail Account: Enter the corporate email id to be allowed.

Block Microsoft Outlook
Select this checkbox to block the personal Microsoft Outlook account.

e Allowed Corporate Microsoft Outlook Account: Enter the Microsoft Outlook account
email id to be allowed.
e Allowed Corporate Microsoft Outlook Tenant ID: Enter the Microsoft Outlook Tenant id

to be allowed.

e Block Personal Microsoft Account: Select this checkbox to block personal Microsoft
account.

e Advance Level Settings: Select this checkbox to disable repair profile option for MS
Outlook.

Block Dropbox Login
Select this checkbox to block the Dropbox login.

¢ Allowed DropBox team name: Enter the team name of DropBox to be allowed.

Block Slack Login
Select this checkbox to block the Slack login.

o Allowed Slack Workspace: Enter the workspace email id to be allowed.
o Allowed Slack Workspace Requester: Enter the workspace requester’s email id to be
allowed.

Block Webex Login
Select this checkbox to block the Webex login.

e Allowed Webex domain: Enter a domain name to be allowed.

Block Zoom Login
Select this checkbox to block the zoom login.

e Allowed Zoom Email Account/Domain: Enter the zoom email id to be allowed.
e Allowed Zoom Account ID: Enter the account Id to be allowed.

Block WeTransfer Login
Select this checkbox to block the WeTransfer Login.

e Allowed WeTransfer Email Account/Domain: Enter the WeTransfer email id to be
allowed.

Block AutoDesk
Select this checkbox to block AutoDesk login.

e Allowed AutoDesk Email Account/Domain: Enter the Autodesk email id to be allowed.

Block BitBucket
Select this checkbox to block BitBucket login.

e Allowed BitBucket Email Account/Domain: Enter the BitBucket email id to be allowed.
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Disk Encryption
The Disk Encryption feature allows you to protect the data by encrypting particular folder or all the
drives in a client computer. A data from an encrypted folder or drives cannot be modified or

transferred to another location through any process.

Help

EndPoint Security

® start ) Step

Application Control Device Control Device Encryption DLP ]

AtachmentGanvol | St e/ Caent Cotr
Gt cone [ Dis Encryption |

Control sync settings

[ Enable Disk Encryption

[ Default |[ Advanced Serting || oK I Cancel |

Select the checkbox Enable Disk Encryption to enable the configuration of Disk Encryption settings.
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Folder Encryption

This option allows you to encrypt particular folder(s) in a client computer. Enter the folder path in the
provided field to encrypt the same. All the data from these folders will be protected by Endpoint DLP.

Follow the steps mentioned below to encrypt the folder(s):

1. In the Disk Encryption window, select the checkbox Enable Disk Encryption.
2. Select the option Folder encryption.
3. Enter the folder path in the provided field in Encrypt Folders section.
4. Click on Add.
The folder will be added in the list below and will get encrypted.

All drive data encryption

Selecting this option will encrypt all the drives of a computer in order to protect the data from being
exploited.

Enable Encryption of File/Folder block transmission

This option allows you to whitelist the processes through which the data from encrypted files/folders
can be transmitted without encryption.

Follow the steps mentioned below to whitelist the processes:

1. Inthe Disk Encryption window, select the checkbox Enable Encryption of File/Folder
block transmission.
2. Enter the application name with extension in the provided field.
3. Click Add.
The process will be whitelisted for transmitting the encrypted data.

Encrypt for All File/Folders Admin

Select this checkbox to enable the encryption of all the files/folders for the Administrator profile of
particular computer.

0 e This option will encrypt only folders if Folder encryption option is selected.
NOTE | ¢ |fthe All drive data encryption is selected, it will encrypt folders as well as files.
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Remote Access Software

Organizations frequently use remote access software to perform specific tasks such as technical
support sessions, system configuration, and installing workspace applications. This tab allows you to
access the settings needed to define critical restrictions on the remote access software used on client
endpoints.

EndPoint Security i Help

® start L) stop

Application Control Device Control Device Encryption DLP |

T

Cipboard Conre [ Remote Access software |

Black VPN clients [Black bypassing web-filtering and anenymizes your connection)
Disable Windows boeting in SafeMede
Turn off Andreid Debugging Bridge [Disconnect &ndroid Devices fer development mede changes)

oooad

Block Anydesk Desktop Application

[ Default |[Advanced Setting || oK I Cancel |

These restrictions are essential to prevent endpoints from performing unauthorized activities initiated
by an intruder or any other user. You can set these restrictions as explained below:

Block VPN clients (Block bypassing web-filtering and anonymizes your connection)
It blocks VPN clients on endpoints so users cannot bypass web-filtering to access unauthorized
content.

Disable Windows booting in SafeMode
It restricts booting of Windows in SafeMode on an endpoint via remote session.

Turn off Android Debugging Bridge (Disconnect Android Devices for Development mode
changes)

It denies the user to access Android device in its Development mode to avoid the misuse of
Development mode features.

Block Anydesk Desktop Application
It prevents launching of Anydesk Desktop Application on an endpoint. Only corporate Anydesk
account will be allowed use.
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Control sync settings

Controlling sync settings in corporate network is essential for safeguarding data, maintaining network
performance, and ensuring compliance with security and privacy regulations. It enables organizations
to prevent unauthorized data sharing, protect user privacy, and optimize network resources.

EndPoint Security Help

® start L) Step

Application Control Device Control Device Encryption DLP |

Attachment Control Sensitivity Labels/ Content Control Sensitive File/Folder Protection
St o oot eroopin

[ Control sync settings |

Prevent Sync for Application/Browser/Password/ Cradentials
Prevent File storage Sync on OneDrive

Disable sharing page from Chrome/Edge using QR [quick response) Code

oooad

Disable Wi-Fi password/character view

[ Black Settings of Google Chrome

[ Tum OM Restricted Mode for URL youtube.com

Mote: By selecting any filter maode, one can't view/add comments on the videos being watched.

Screen lock if idle for EI Seconds

[ Default |[Advanced Setting || oK I Cancel |

As an administrator or security team, you can provide greater network security by retaining control
over where and how data is accessed and synced. Below are the options you can configure:

Prevent Sync for Application/Browser/Password/Credentials

Select this checkbox to disable synchronization activity for application/browser/password/credentials
on a client endpoint.

Prevent File storage Sync on OneDrive

Select this checkbox to disable synchronization activity for storing files on OneDrive.

Disable sharing page from Chrome/Edge using QR (quick response) Code

Select this checkbox to disable the page sharing using QR Code from the browsers (Chrome and Edge)
installed on client machines.

Disable Wi-Fi password/character view

Select this checkbox to prevent viewing of Wi-Fi password/characters.

Block Settings of Google Chrome

An ISO 27001 Certified Company WWw.escanav.com



Wielt{H»

e Block chrome settings: Select this option to restrict users from accessing the Chrome
settings.

e Block all settings: Select this option to restrict users from configuring Chrome settings like
appearance and notifications settings.

Turn ON Restricted Mode for URL youtube.com

e Select Strict Restricted Mode filter (Most restrictive): It restricts adult videos that may
contain pornography, violence, nudity, and other videos that are sensitive in nature. It is
applicable for G Suite (corporate account) users.

e Select Moderate Restricted Mode filter: Select this option if you don’t want the restriction
to be extremely strict. This mode filters out less videos than the Strict restricted mode.

0 If any of the Youtube restriction modes is selected, users cannot view/add comments on
NOTE | the videos being watched.

The option Screen lock if idle for allows you to define auto screen lock time (in seconds) for client
computers. Define the value of seconds in provided field to enable this functionality.

DLP Discovery (requires Enterprise DLP license)

The policy Data Discovery allows you to locate and manage sensitive data across an organization’s
network and endpoints. It scans and generates a detailed report of your sensitive data present in the
endpoints. This helps you take informed decisions regarding the same and ultimately mitigate risks
associated with data breaches. Configure the policy using below steps:

DLP Discovery Scan E Help
I Scheduler |
1 1 12:00 every Monday 4 day(s) 18 hours 41 minutes
Clear All | | Add task Delete task Edit
| Default | | Save || Cancel |

1. Inthe DLP Discovery Scan window, click on Add task button to create new scanning job.

The Automatic DLP scan window opens
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Automatic DLP scan E Help

Job Analysis extent Content Schedule

Mame Active

Start Type
® start in fareground Allows user to cancel scan

) startin background

2. Under the Job tab, select the Active checkbox to enable the job status and ensure execution
according to the defined schedule(s). If left unchecked, the job will not be executed.

Enter the job name in the provided field.

Under the Start Type section, select the option Start in foreground to initiate scanning in the
foreground or select Start in background to start scanning in background on a target
endpoint(s).

5. Select the checkbox Allow user to cancel scan if you want users to cancel the scan if

required.
Automatic DLP scan E Help

Scan local hard drives

Scan System Drive
Scan Data Drives

I:I Scan network drives

Save Cancel

6. Under the Analysis extent tab, select target locations for scanning from system drive, data
drives, or network drives.

50 27001 Certified Company bbb A B AL



Auvtomatic DLP scan EHEIP

Job Analysis extent Content Schedule

[ 1Indian PAN Card

|:| Indian Passport

[ Indian Voter ID

|:| International Bank Account Mumber (IBAN)

D American Express - Credit Card

|:| Mastercard - Credit Card

[l Diners Club - Credit Card

[]  AwPay - Credit Card -

7. Under the Content tab, select the content types you want to scan.

Automatic DLP scan E Help

Job Analysis extent Content Schedule

— Execute
® onee @] Weekly
@] Howurhy O Maonthly
) paily ) with system startup

r—Date and time

8. Under the Schedule tab, select the scan execution option from once, hourly, daily, weekly,
monthly, or with system startup.

9. Define the date and time for scanning to initiate.
10. Click on Save to save the policy.

DLP Discovery Scan window has below buttons apart from Add task button:

e Clear All: This removes all the jobs from the list.
o Delete task: This deletes the selected jobs from the list.

e Edit: This allows you to view and make changes in the existing jobs.
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Advanced Setting
Clicking Advanced Setting displays additional advanced settings.

- ________________5

Advanced Setting

| ame | vatue |

Allows Composite USE Device

Allow USB Modem

Enable Predefined USE Exclusion for Data Outflow

Enable CO/DVD Scanning

Enable USB Whitalisting option on prompt for eScan clients

Enable USB on Terminal Client

Enable Demain Password for USE

Show System Files Execution Events

Allow mounting of Imaging device

Block File Transfer from IM

Allows WIFI Network

Whitelisted WIFI S5ID (Comma Separated)

Allovs Netwaork Printer

Whitelisted Network Printer list{Comma Separated)

Disable Print Screen

Allovs eToken Devices

Include File Extension for File Activity Monitoring (e.g EXE) -

Q
2

Allow Composite USB Device (1 = Enable/0 = Disable)
Select this option to allow/block use of composite USB devices.

Allow USB Modem (1 = Enable/0 = Disable)
Select this option to allow/block use of USB modem.

Enable Predefined USB Exclusion for Data Outflow (1 = Enable/0 = Disable)
Select this option to enable/disable use of predefined USB.

Enable CD/DVD Scanning (1 = Enable/0 = Disable)
Select this option enable/disable scanning of CD/DVD.

Enable USB Whitelisting option on prompt for eScan clients (1 = Enable/0 = Disable)
Select this option to enable/disable USB Whitelisting option on prompt for eScan clients.

Enable USB on Terminal Client (1 = Enable/0 = Disable)
Select this option to enable/disable USB on terminal client.

Enable Domain Password for USB (1 = Enable/0 = Disable)
Select this option to enable/disable domain password for USB.

Show System Files Execution Events (1 = Enable/0 = Disable)
Select this option allow/block system files execution events.

Allow mounting of Imaging device (1 = Enable/0 = Disable)
Select this option to allow/block mounting of imaging devices.

Block File Transfer from IM (1 = Enable/0 = Disable)
Select this option to allow/block file transfer from Instant Messengers.
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Allow Wi-Fi Network (1 = Enable/0 = Disable)
Select this option to allow/block use of Wi-Fi networks.

Whitelisted WIFI SSID (Comma Separated)
Select this option to whitelist WIFI SSID. Enter the WIFI SSID in comma separated format.

Allow Network Printer (1 = Enable/0 = Disable)
Select this option to allow/block use of network printers.

Whitelisted Network Printer list (Comma Separated)
Select this option to whitelist network printer list. Enter the name of printers in comma separated
format.

Disable Print Screen (1 = Enable/0 = Disable)
Select this option to enable/disable use of printer screen.

Allow eToken Devices (1 = Enable/0 = Disable)
Select this option to allow/block use of eToken devices.

Include File Extension for File Activity Monitoring (e.g EXE)
Select this option to include File Extension for File Activity Monitoring.

Exclude File Extension for File Activity Monitoring (e.g EXE)
Select this option to exclude File Extension for File Activity Monitoring (e.g EXE).

Auto Whitelist BitLocker encrypted USB Devices (1 = Enable/0 = Disable)
Select this option to allow/block auto whitelist BitLocker encrypted USB devices.

Ask Password for whitelisted Devices only (1 = Enable/0 = Disable)
Select this option to allow/block ask password for whitelisted devices.

0 Click Default to apply default settings done during eScan installation. It loads and resets
NOTE | the values to the default settings.
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Privacy Control

Privacy Control module protects your confidential information from theft by deleting all the
temporary information stored on your computer. This module lets you use the Internet without leaving
any history or residual data on your hard drive. It erases details of the sites and web pages you have
accessed while browsing. This page provides you with options for configuring the module.

Privacy Control

Scheduler Options

You can set to run this Tool Automatically at Various times. Select the times you would like Auto Erase to run from the
Options Below.

[} Run =t System Startup [ Run Everyday at [ '3'"'

Auto Erase Options

[} Clear Aute-Complete Memory [) Clezr Last Search Menu || clear Cache
[} Clear Last Run Menu [] Clezr Recent Documants || clear Cookies
[} Clear Temporary Folders [} clezr Favorites [_] clear Plugins
_| Clear Last Find Computer _| Clear Open/Save Dialog Box History ear Active
[) Clear Last Find Co [ ) Clezr open/szve Dialag Box Hi L) Clear activex
_| Clear Browser Address Bar History _| Empty 2 Bin ear History
[) Clears Address Bar Hi e le Bi [ Clear Hi

[ Clear All Download

Selact all

| Default |[ 0K |[ Cancel |

It consists following tabs:

e General
e Advanced

General tab

This tab lets you specify the unwanted files created by web browsers or other installed software that
should be deleted. You can configure the following settings:

Scheduler Options
You can set the scheduler to run at specific times and erase private information, such as the browsing
history from your computer. The following settings are available in the Scheduler Options section.

e Run at System Startup: It auto executes the Privacy Control module and performs the
desired auto-erase functions when the computer starts up.

o Run Everyday at: It auto-executes the Privacy Control module at specified times and
performs the desired auto erase functions. You can specify the time within the hours and
minutes boxes.

Auto Erase Options
The browser stores traceable information of the websites that you have visited in certain folders. This
information can be viewed by others. eScan lets you remove all traces of websites that you have
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visited. To do this, it auto detects the browsers that are installed on your computer. It then displays the
traceable component and default path where the temporary data is stored on your computer. You can
select the following options based on your requirements.

Clear Auto Complete Memory

Auto Complete Memory refers to the suggested matches that appear when you enter text in the
Address bar, the Run dialog box, or forms in web pages. Hackers can use this information to monitor
your surfing habits. When you select this checkbox, Privacy Control clears all this information from
the computer.

Clear Last Run Menu
When you select this option, Privacy Control clears this information in the Run dialog box.

Clear Temporary Folders

When you select this option, Privacy Control clears files in the Temporary folder. This folder contains
temporary files installed or saved by software. Clearing this folder creates space on the hard drive of
the computer and boosts the performance of the computer.

Clear Last Find Computer
When you select this option, Privacy Control clears the name of the computer for which you searched
last.

Clear Browser Address Bar History
When you select this checkbox, Privacy Control clears the websites from the browser's address bar
history.

Clear Last Search Menu
When you select this option, Privacy Control clears the name of the objects that you last searched for
by using the Search Menu.

Clear Recent Documents
When you select this checkbox, Privacy Control clears the names of the objects found in Recent
Documents.

Clear Files & Folders

When you select this checkbox, Privacy Control deletes selected Files and Folders. Use this option
with caution as it permanently deletes unwanted files and folders from the computer to free space on
the computer.

Clear Open/Save Dialog box History
When you select this checkbox, Privacy Control clears the links of all the opened and saved files.

Empty Recycle Bin
When you select this checkbox, Privacy Control clears the Recycle Bin.

NOGTE Use this option with caution as it permanently clears the recycle bin.

Clear Cache
When you select this checkbox, Privacy Control clears the Temporary Internet Files.

Clear Cookies
When you select this checkbox, Privacy Control clears the Cookies stored by websites in the
browser's cache.
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Clear Plugins
When you select this checkbox, Privacy Control removes the browser plug-in.

Clear ActiveX
When you select this checkbox, Privacy Control clears the ActiveX controls.

Clear History
When you select this checkbox, Privacy Control clears the history of all the websites that you have
visited.

In addition to these options, the Auto Erase Options section has below option as well.

Select All/ Unselect All
Click this button to select/unselect all the auto erase options.

Advanced tab

This tab lets you select unwanted or sensitive information stored in MS Office, other Windows files
and other locations that you need to clear.

Privacy Control E Help
M3 Office ——— — Windows Othars
|:| MS Ward |:| Temp files of Scan Disk Temp Files I:' Windows Madia Player Play List
|:| MS Excel |:| Clipboard Data I:' Windows Madia Player History
|:| MS PowerPaoint |:| Start Menu Order History
|:| MS FrontPage |:| Registry Streams MRU {Most recently used)
|:| MS Access |:| Application Log
Select All
Default | | oK ” Cancel |

MS Office

The .msi extension files will be cleared if these options are selected.

Windows

The respective unwanted files like temp files will be cleared.

Others

The unwanted files in the Windows media player will be cleared.

0 Click Default to apply default settings, which are done during installation of eScan. It loads
NOTE | and resets the values to the default settings.

Policy Details also lets you do the following for Windows Operating System.
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Advance Security policy

As an advanced security measures, this policy provides you with multiple threat protection options.
Through the Advance Security policy, you can safeguard the endpoints by blocking Unsigned Exe
files, WScripts, Child Exe, Internet downloaded files, and Archive files. It also offers the SHA256
protection to the networked computers. This module consist of following tabs to configure:

Advance Threat Protection
Block Downloads from Internet
Archive File Protection

Block Files Using sha256

Advance Security u Help

_[ Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256

! slock Unsigned Exe Downloaded From Internst
| slock Unsigned Exe From USB
Unsignad Exe White List (Cloud)

Add whitelisted files or folder

Block WScript From Running Downloaded Apps
Block Adobe Office Child Exe
[ Block Custom Child Exe

Add custom child exe Add

Default | | oK H Cancel

Advance Threat Protection

This tab allows you to block the execution of EXE files downloaded from Internet or present in the
USB devices. Along with this, you can restrict the WScript and Adobe reader from the execution of
child processes.

Block Unsigned Exe Downloaded from Internet
This option blocks the execution of untrusted/unknown executable files downloaded from the internet.

Block Unsigned Exe from USB
This option blocks the execution of untrusted/unknown executable files from portable storage devices
like USB drives.

Unsigned Exe White list (Cloud)
This option allows the execution of whitelisted executable files based on the eScan Cloud database. It
is enabled by default.

Whitelisting for unsigned exe Downloaded From Internet/on USB
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This option allows the user to whitelist the unknown executable files. After enabling the above listed
options, you can configure this option:

Whitelisting for unsigned exe Downloaded From Internet/on USE

|Adu:| whitelisted filas or folder Ad

e Add: To add an unknown executable file, enter the name of the file and click Add. The file
will be added in the list.

o Delete: To delete an executable file, select the particular file from the list and click Delete.

e Remove All: To remove all the files from the list, click Remove All.

Block WScript From Running Downloaded Apps
This option allows you to blocks the execution of any potentially malicious scripts (.js, PowerShell)
that running from the downloaded apps.

Block Adobe Office Child Exe
This option allows you to block the generation of any child process (VB macros, exploit code,
PowerShell commands) by Adobe Reader and Office apps.

Block Custom Child Exe

This option lets you to add or delete the custom child EXE.

After enabling this option, you can configure the following options:
e Add: To add custom child EXE, enter the name and click Add.
o Delete: To delete any child EXE, select the file and click Delete.
o Remove All: To remove all the file at once, click Remove All.

Block Downloads From Internet
This tab allows you to block or restrict the internet downloaded files and files downloaded from email
clients.

EDR Policy E Help

Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256

[_l Block 1nternet Dowinloaded Files

Exclude Email Clients

Default || Ok || Cancel |

Block Internet Downloaded Files
This option allows you to directly block the files while downloading from internet.
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Exclude Email Clients
This option allows the execution of attachment and auto-run executable files that are downloaded via
email clients (Outlook, Thunderbird, and more). It is enabled by default.

Archive File Protection
This tab allows or blocks the running of password-protected archive files (zip, rar, 7zip, and more).

EDR Policy E Help

Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256

Case of Password Protectad Archives: Allgwr All W

Allowe only default archive types
Allow only excluded axtenszions
Block All

| Default || oK || Cancel |

Following options can be configured:

Allow All
This option is enabled by default and allows running of all the password-protected archive files.

Allow only default archive types
This option allows the access of only default archive types and file name with extensions that are
added in the list.

EDR Policy E Help
Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256
Case of Password Protected Archives: | Allove only default archive types W |
Action :
Access denied
Add Custom Unsafe Extensions
| Add
Deleta
Remaoved
Default | | oK || Cancel
Action

This drop-down option allows you to select the action to be taken in case of password protected
archive file that does not belong to default type or whitelisted file extensions.

e Access Denied: This option will deny the access to the archive files that are not default type
or whitelisted file extensions.

e Quarantine archive: This option will quarantine all the archive files other than default types
or whitelisted file extensions.
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Add Custom Unsafe Extensions

This option allows you to add custom unsafe archive in the list.
e Add: To add custom unsafe extension, enter the extension and click Add.
o Delete: To delete any custom extension, select the extension and click Delete.
o Remove All: To remove all the extension at once, click Remove All.

Allow only excluded extensions
This option allows the access of only the archive files extensions that are added in the excluded list.

EDR Policy E Help
Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256
Case of Password Protected Archives: | Allow only excluded extensionz % |
Action :
- Access denied
[_] 1gnore Default Extensians
Exclusion List For Custom Extensions
elete
Removed
Default | | oK | | Cancel
Action

This drop-down option allows you to select the action to be taken in case of password-protected
archive file that does not belong to excluded file extensions.
e Access Denied: This option will deny the access to the archive files that are not added in the
exclusion list.

e Quarantine archive: This option will quarantine all the archive files that are not added in the
exclusion list.

Ignore Default Extensions
This checkbox will allow the access of default archive extensions by including them in the blacklist.

Exclusion List for Custom Extensions

This option allows you to add custom extension file type in the list.
e Add: To add custom extension, enter the extension and click Add.
o Delete: To delete any custom extension, select the extension and click Delete.
e Remove All: To remove all the extension at once, click Remove All.
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Block All

This option blocks the access of all the password-protected archive files types.

EDR Policy

E Help

Block Downloads from Internet

Advance Threat Protection

Casa of Password Protected Archives:

Action :

[Block an

v

Access denied
Qurantine archive

| Default | | oK || Cancel

Action

This drop-down option allows you to select the action to be taken on the password-protected archive

file types.

e Access Denied: This option will deny the access to all the password-protected archive files.
e Quarantine archive: This option will quarantine all the password-protected archive files.

Block Files Using sha256

This tab allows you to block the files that are encrypted using SHA256 encryption based on the hash

value of it.
Advance Security E Help
Advance Threat Protection Block Downloads from Internet Archive File Protection Block Files Using sha256 |
— [ Enable SHA256 Bratection
Filter Categories
Category Name
CLOP ransomw...
ThiefQuest r..
B5b7178473470576119cdb59b1122c2721895662a6d98bb01282de7a427 g
2 sfzoacc nansoEsE_bligadeddesraa Jle Lojshe a9
Add Delete
| Default || 0K ” Cancel

Enable SHA256 Protection

This option lets you enable the SHA256 protection to block the files having identical hash key.

Filter Categories

This option will be enabled after selecting the Enable SHA256 Protection option. You can use this
option to add or remove SHA256 categories and the hash values that has been added to the particular

category.
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Category Name
e Add: To add a filter category, enter the category name and click Add.
o Delete: To remove filter category, select the category name and click Delete.

Hash files
To add/remove the hash file in particular category, select the category and then add or delete the file.
e Add: To add a hash value, select the category in the Category Name column. Enter the hash
value and comment (optional) and click OK.

Add Hash Key
Hash Key:
(l |
Comment:

o Delete: To remove a hash file, select the category in the Category Name column. Select the
hash file and click Delete.
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Administrator Password

Administrator Password policy in eScan Vision Core XDR lets you create and change password for
administrative login of eScan Protection Center and Two-Factor Authentication.

eScan Password

Select the option Set Password and define a password as per your choice. It also lets you keep the
password as blank, wherein you can login to eScan Protection Center without entering any password
for read-only access.

Add/Change Password E Help

_[ eScan Password Two-Factor Authentication

Yy )
) Set Paszword ‘%) Blank Pazzword

Enter new Password

Confirm new Password

Password is case-sensitive

| use separate uninstall passwaord

Enter uninstall password

Confirm uninstall password

Default || Advanced Setting || oK || Cancel

Below are the mandatory criteria for strong password creation:

Password length: The password length should be of minimum 8 characters.

Lowercase: The password must contain at least 1 letter in Lowercase (a-z).

Uppercase: The password must contain at least 1 letter in Uppercase (A-Z).

Numeric: The password must contain at least 1 digit (0-9).

Special character: The password must contain at least 1 special character ($ @ ! % *#? _ &).
Password match: Both the entered passwords should be matching.

Additionally, there is an option to set an uninstall password. An uninstall password prevents
unauthorized uninstallation of eScan client from the endpoint. Upon selecting Uninstall option, eScan
asks for uninstall password before proceeding further. To set an uninstall password, select checkbox
Use separate uninstall password.
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Two-Factor Authentication (2FA) (requires additional license)

Your default system authentication (login/password) is Single-Factor Authentication which is
considered less secure as it may put your organization's data at high risk of compromise. The Two-
Factor Authentication, commonly known as 2FA, adds an extra layer of protection to your basic
system logon. The 2FA feature requires personnel to enter an additional passcode after entering the
system login password. So, even if an unauthorized person knows your system credentials, the 2FA
feature secures a system against unauthorized access.

With the 2FA feature enabled, the system will be protected with basic system login and eScan 2FA.
After entering the system credentials, eScan Authentication screen will appear as shown in the below
image. The personnel will have to enter the 2FA passcode to access the system. A maximum of three
attempts are allowed to enter the correct passcode. If the 2FA login fails, the personnel will have to
wait for 30 seconds to log in again. Read about managing 2FA license.

A

», eScan Authentication

@ Two-Factor Authentication

Enter your passcode:

| #1,

of DIGITAL
WORLD

eSgan
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Copyright MicreWerld

Wed, 04 Aug 2021 01:17:00 PM UTC

= —

To enable the Two-Factor Authentication feature, follow the steps given below:

1. Inthe eScan web console, go to Managed Computers.
2. Click Policy Templates > New Template.

0 You can enable 2FA for existing policy templates by selecting a template > Properties.
NOTE | And then continue with the steps below:

3. Select Administrator Password checkbox and then click Edit.
4. Click Two-Factor Authentication tab.
Add/Change Password window appears.
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Add/Change Password E Help

Two-Factor Authentication ]

|| Enzble Two-Factor Authentication

RODEP SafaMode Usar Logon Unlack

Use eScan Administrator Password
Use Other Password
Use Online Two-Factor Authentication

All Users Particular Users

MNote : Users can be added via Settings = Two-Factor Authentication > Users for 2FA option

Default || Advanced Setting ” oK || Cancel |

5. Select the checkbox Enable Two-Factor Authentication.
The Two-Factor Authentication feature gets enabled.

Login Scenarios
The 2FA feature can be used for all the following login scenarios:

RDP

RDP stands for Remote Desktop Protocol. Whenever someone takes remote connection of a client's
system, the personnel will have to enter system login credentials and 2FA passcode to access the
system.

Safe Mode
After a system is booted in Safe Mode, the personnel will have to enter system login credentials and

2FA passcode to access the system.

Local Logon
Whenever a system is powered on or restarted, the personnel will have to enter system login
credentials and 2FA passcode to access the system.

Unlock
Whenever a system is unlocked, the personnel will have to enter login credentials and 2FA passcode
to access the system.

Password Types

If the policy is applied to a group, the 2FA passcode will be same for all group members.
The 2FA passcode can also be set for specific computer(s).

You can use following all password types to log in:

Use eScan Administrator Password
You can use the existing eScan Administrator password for 2FA login. This password can be set in
eScan Password tab besides the Two-Factor Authentication tab.
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Use Other Password
You can set a new password which can be combination of uppercase, lowercase, numbers, and special
characters.

Use Online Two-Factor Authentication
This option can be enabled for all users or for particular user according to the requirement.
To learn more about adding user and enabling the 2FA, click here.

NOTE

Users can be added via Settings > Two-Factor Authentication > Users for 2FA option.

To use this feature, follow the steps given below:
1. Install the Authenticator app from Play Store for Android devices or App Store for iOS
devices.
2. Open the Authenticator app and tap Scan a barcode.
Select the checkbox Use Online Two-Factor Authentication.
4. Go to Managed Computers and below the top right corner, click QR code for 2FA.
A QR code appears.
5. Scan the onscreen QR code via the Authenticator app.
A Time-based One-Time Password (TOTP) appears on smart device.
6. Forward this TOTP to personnel for login.

@

Advanced Setting
Clicking Advanced Setting displays additional advanced settings.

-

Advanced Setting

Value |

Enable Automatic Downlozad

Enable Manual Download

Enzble Alternate Download

Sat Alternate Download Interval{In Hours) 6

Disable download from Internet for Update Agents

Stop Auto change for download from Internat for Update Agents

Enable Download of AntiSpam update first on clients

Mo passwaord for pause protection

Download Signature Updates from Internet and Policy from Primary Server

Change ICON to 25can

Stop Patch Motification

Set IPONLY

Enable HTTPS Download -

[=]
2

Enable Automatic Download (1 = Enable/0 = Disable)
It lets you Enable/Disable Automatic download of Antivirus signature updates.

Enable Manual Download (1 = Enable/0 = Disable)
It lets you Enable/Disable Manual download of Antivirus signature updates
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Enable Alternate Download (1 = Enable/0 = Disable)
It lets you Enable/Disable download of signatures from eScan (Internet) if eScan Server is not
reachable.

Set Alternate Download Interval (In Hours)
It lets you define time interval to check for updates from eScan (Internet) and download it on
managed computers.

Disable download from Internet for Update Agents (1 = Enable/0 = Disable)
Selecting this option lets you disable Update Agents from downloading the virus signature from
internet.

Stop Auto change for download from Internet for Update Agents (1 = Enable/0 = Disable)

This option is used when an Update Agent didn't find the primary server to download virus signature,
then it tries to get virus signature from internet, so to stop Update Agent from downloading from
internet this option is to be set to 1(one).

Enable Download of Anti-Spam update first on clients (1 = Enable/0 = Disable)
Normally while updating a system for virus signatures, we first download the anti-virus signature and
then anti-spam signature. This option lets you first download Anti-spam updates on clients.

No password for pause protection
Selecting this option lets you pause the eScan protection without entering password.
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ODS/Schedule Scan

ODS (On Demand Scanning)/Schedule Scan provides you with various options like — checking for
viruses, and making settings for creating logs and receiving alerts. You can also create task in the
scheduler for automatic virus scanning.

0 Click Default to apply default settings, which are done during installation of eScan. It loads
NOTE | and resets the values to the default settings.

It consists following tabs:
e Options
e Scheduler

0D5/Schedule Scan EHelp

In the case of an infection: | Automatic o |
Prigrity of scanner: | MNarmal {nermal runtime) w |
File types: | Automatic type recognition b |

L) use separate exclude list for ODS: Add / Delet=

Limit CPU Usage | Enable far ODS only i |
CPU Percantage Value :
Default | | Advanced Setting || Save | | Cancel

Options
Options tab lets you make the settings for checking viruses and receiving alerts. There are two tabs —
Virus Check and Alerts. You can do the following activities:

e Virus Check

o Alerts

Virus Check
It lets you configure the settings for checking viruses.
To set Virus Check:
1. Specify the following field details:
¢ In the case of an infection: Select an appropriate option from the drop-down list. For
example, Log only, Delete infected file, and Automatic [Default]. If the option
Automatic is selected, eScan will quarantine the infected file. In this case, if the
action Delete object is selected in File Anti-Virus module, the object will be deleted.
e Priority of scanner: Select an appropriate option from the drop-down list. For
example,
o High (short runtime)
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o Normal (normal runtime) [Default]
o Low (long runtime)
o File types: Select an appropriate option from the drop-down list. For example,
\[Default\] Automatic type recognition and only program files.
e Use separate exclude list for ODS: Select this option to add a list of file/folders that
should be excluded from scan.
2. Click Save.

Alerts tab
It lets you configure the settings for virus alert. You can also create a log of the infected viruses.

0ODS/Schedule Scan EHelp

rAlert
Warn, if virus signature is maore than days old.
| warn, i the last computer analysis was more than 3 days ago
r— Log Settings

Prapare Log
'i!:' Only infection to be logged

2 Full log

| Default || Advanced Setting || Save || Cancel |

To set alerts,

1. Under Alert section, Select the [Default] Warn, if virus signature is more than x days old
checkbox, and then enter the number of days in the x days old field, if you want to receive
alerts when virus signature exceeds the specified days. By default, value 3 appears in the field.

2. Select the Warn, if the last computer analysis was more than x days ago checkbox, and then
enter the number of days in the x days ago field, if you want to receive alerts when last
computer analysis exceeds the specified days. By default, 3 appear in the field.

3. Under Log Settings section, select the [Default] Prepare Log checkbox, if you want to
prepare log of the infected files, and then select an appropriate option.

4. Click Save.

0 Click Default to apply default settings, which are done during installation of eScan. It loads
NOTE | and resets the values to the default settings.
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Scheduler

Scheduler tab lets you create/delete various tasks in the scheduler for automatic virus scanning.

ODS/Schedule Scan EHelp

MNext start

Clear Al Delete task Edit

| Dafault || Advanced Satting || Save || Cancel |

0 Click Default to apply default settings, which are done during installation of eScan. It loads
NOTE | and resets the values to the default settings.

Clear All - This button will clear all the listed tasks.
Add Task

Auwutomatic virus scan E Help

Job Analysis extent Schedule Virus scan

Name Active

Start Type
® startin fareground Allows user to cancel scan

) Startin background

Quit:
| Do not quit if virus detected W |

Scan only when idle D Automatically shutdown machine after scan

l:l Allovs user to delete and to change properties of this job

Automatic Virus Scan window lets you do following activities:
a) Creating job
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b) Setting analysis extent
c) Scheduling virus execution
d) Scheduling virus scan

a) Job
It lets you create the job details for virus scanning.

1. Click the Job tab.
2. Specify the following field details.
e Name: Enter a name for the task.
e Active [Default]: Select this checkbox, if you want to allow the client to schedule the
task.
e Start in foreground [Default]: Click this option if you want to view scanning
process running in front of you.
When this option is selected, the Scan only when idle option becomes unavailable.
e Start in background: Click this option if you want scanning process to run in the
background. By default, Do not quit if virus is detected option is selected. When you
select this option, the Quit drop-down list becomes unavailable.
3. Click Save.

b) Analysis Extent
It lets you configure analysis extent settings for virus scanning.

Automatic virus scan EHEIF

Job Analysis extent Schedule Virus scan

) scan Startup
) scan memory, registry and servicas
Scan local hard drives

Scan System Drive
Scan Data Drives

| scan network drives

Save | Cancel |

1. Click the Analysis Extent tab.

2. Select the Scan Startup option, if you want to scan all startup entries.

3. Select the Scan memory, registry and services option, if you want to scan memory,
registry and services.

4. Select the [Default] Scan local hard drives option, if you want to scan local hard drives.

5. Select Scan network drives option, if you want to scan network drives. Users should note
that scanning a network drive may affect system performance.

6. Click Save.

¢) Scheduling
It lets you schedule the date and time of execution for virus scanning.
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Automatic virus scan E Help

Job Analysis extent Schedule Virus scan

— Execute
@ once O Weskly
) Hou rhy O Maonthly
':::' Diaily ':::' With system startup

—Date and time

07/01/2021 = 12:00 pm

1. Click Schedule tab.

2. Under Execute section, select an appropriate option. For example, [Default] Once, weekly,
hourly, and so on.

3. Under Date and time section, click the calendar icon. The calendar appears.

4. Select an appropriate date from the calendar.

0 Click the left < and right > sign to navigate to the previous or next month and year from the
NOTE | calendar respectively.

5. Click the Time icon. The Timer appears.

6. Click the AM tab to view the before noon time and PM tab to view the afternoon time, and
then select an appropriate time from the list.

7. Click Save.

d) Virus Scan
It lets you schedule virus scanning.

Automatic virus scan E Help

Job Analysis extent Schedule Virus scan

In the casa of an infaction: | Automatic V|

Priority of scanner: | Hormal {normal runtime} V|

Filz types: | Automatic type recognition b |
Log Settings

Prepare Log
()] Only infection to be logged

) Full lag

1. Click the Virus Scan tab.
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2. Specify the following field details:
¢ In the case of an infection: Select an appropriate option from the drop-down list. For
example, Log only, Delete infected file, and [Default] Automatic.
e Priority of scanner: Select an appropriate priority from the drop-down list.
o File types: Select an appropriate option from the drop-down list. For example,
[Default] Automatic type recognition and Only program files.

3. Under Log Settings section, select the [Default] Prepare Log checkbox, if you want to prepare
log of the infected files, and then click an appropriate option.
4. Click Save.

Delete Task — Clicking Delete Task lets you delete the particular task from the list.
Edit — Clicking Edit lets you edit the properties of the particular task from the list.

Advanced Setting
Autorun System Scanning if System not scanned for days defined
This option let you define days for autorun system scanning if system is not scanned.

Ignore Battery Status
Select this option to Ignore Battery Status.

Scan USB when All Drive option selected
Select this option to scan USB when all drive options are selected.

Remove LNK
This option lets you Enable/Disable Removal of LNK.

Start Background Scan in System Mode
Select this option to start background scan in system mode.

Enable Scan Caching
This option lets you Enable/Disable scanning of cache.

Check for Corrupted Files
Select this option to check for corrupted files.

Scan in low Priority Mode
It lets you Enable/Disable the scan in low priority mode on the computer.

Enable Unhiding of USB Files & Folder
This option let you enable/disable unhiding USB files & folders.

Enable Missed schedule scan JOB’s to run
This option let you enable/disable missed schedule scan JOB’s to run.
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MWL (MicroWorld WinSock Layer)

eScan's "MicroWorld-WinSock Layer" (MWL) is a revolutionary concept in scanning Internet traffic
on a real-time basis. It has changed the way the world deals with Content Security threats. Unlike the
other products and technologies, MWL tackles a threat before it reaches your applications. MWL is
technically placed above the WinSock layer and acts as a "Transparent Gatekeeper" on the WinSock
layer of the operating system. All content passing through WinSock has to mandatorily pass through
MWL, where it is checked for any security violating data. If such data occurs, it is removed and the
clean data is passed on to the application.

MWL Inclusion List

Inclusion List contains the name of all executable files which will bind itself to MWTSP.DLL. All
other files are excluded.

0 Click Default to apply default settings, done during eScan installation. It loads and resets
NOTE | the values to the default settings.

You can do the following activities.
* Adding files to Inclusion List
* Deleting files from Inclusion List
* Removing all files from Inclusion List

MWL Inclusion List E Help

— Add
|_ltelnet.exe

Delete
|:| msimn.axea

Remawveall
|:| outlook.exe
D eudora.exs
|:| winpm-32.exe
D phoenix.exe
[Clthebat.exs
Djrew.e:-oe

|_| Ire.exs

D inetinfo.exe v

| Default | | ok || Cancel

Add files to Inclusion List

To add executable files to the Inclusion List,
1. Enter the executable file name and then click Add.
The executable file will be added to the Inclusion List.
2. Click OK.

Delete files from Inclusion List
To delete executable files from the Inclusion List, follow the steps given below:
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1. Select executable files, and then click Delete.
A confirmation prompt appears.
2. Click OK.
The executable file will be deleted from the Inclusion List.

Remove all files from Inclusion List

To remove all executable files from the Inclusion List,
1. Click Remove All.
A confirmation prompt appears.
2. Click OK.

All executable files will be removed from the Inclusion List.

MWL Exclusion List

MWL (MicroWorld WinSock Layer) Exclusion List contains the name of all executable files
which will not bind itself to MWTSP.DLL.

0 Click Default to apply default settings, which are done during installation of eScan. It loads
NOTE | and resets the values to the default settings.

You can do the following activities:
« Adding files to Exclusion List
«  Deleting files from Exclusion List
« Removing all files from Exclusion List

MWL Exclusion List E Help

— Add
[ INETINFO.EXE

Delete
[(JvuTTPD32.DLL Removedll |

[ ns-aDMIN.EXE
[ ns-sLAPD.EXE
[CJTcpeves.ExE
[ svcHOST.EXE
[JeseERV.EXE

[ oownLOAD.EXE
(Jre.ExE

(] spoOLER.EXE w7

| Default | | Ok || Cancel |
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Adding files to Exclusion List
To add executable files to the Exclusion List:
1. Enter the executable file name and then click Add.

The executable file gets added to the Exclusion List.
2. Click OK.

Deleting files from Exclusion List

To delete executable files from the Exclusion List:
1. Select the appropriate file checkbox, and then click Delete.
A confirmation prompt appears.
2. Click OK.
The executable file gets deleted from the Exclusion List.

Removing all files from Exclusion List
To remove all executable files from the Exclusion List:
1. Click Remove All.
A confirmation prompt appears.
2. Click OK.
All executable files get removed from the Exclusion List.
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Notifications and Events

Notifications & Events [ Help

Notifications

— Warning MNotification Setting

— Wirus Alert: — Warning Mail

Fram To

Show Alert Dialog-box

|pn—-1-u—g+—-+-- com ||pr'—-wu—g+—-+-¢ com

— Mail Server Settings — Delete Mails From User

[ | Add

SMTE Mail Server

SMTP Port Delete

Authentication{Cpt.)

Authentication
Password{Opt.)

Usar | | RemaoveAll

Attachment Removad Warning To Sender
Attachment Removed Warning To Recipient
Virus Warning To Sender

Wirus Warning To Recipient

] content Waming To Sender

Content Warning To Recipient

| attrem.snd

#Lines starting with # are comment lines.

#This file specifies warning sent to Mail-Sender by
#eScan when it deletes attachments,

The attachment(s) that you sent with the following mail
was deleted by eScan [not delivered to the recipient)

The Mail came from  : %f

The Mail recipient @ %t

Subject of the Mail : %s =
Message-ID %

Raceived : S P

| Dafault || Advanced Satting || oK || Cancel

Notifications

Notifications tab lets you configure the notification settings. It lets you send emails to specific
recipients when malicious code is detected in an email or email attachment. It also lets you send alerts
and warning messages to the sender or recipient of an infected message. You can configure the
following settings:

Virus Alerts [Default]
This section contains Show Alert Dialog box option. Select this option if you want Mail Anti-Virus
to alert you when it detects a malicious object in an email.

Warning Mails
Configure this setting if you want Mail Anti-Virus to send warning emails and alerts to a given sender
or recipient. The default sender is postmaster and the default recipient is postmaster.

Attachment Removed Warning to Sender [Default]

Select this checkbox if you want Mail Anti-Virus to send a warning message to the sender of an
infected attachment. Mail Anti-Virus sends this email when it encounters a virus infected attachment
in an email. The email content is displayed in the preview box.
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Attachment Removed Warning to Recipient [Default]
Select this checkbox if you want Mail Anti-Virus to send a warning message to the recipient when it
removes an infected attachment. The email content is displayed in the preview box.

Virus Warning to Sender [Default]
Select this checkbox if you want Mail Anti-Virus to send a virus warning message to the sender. The
email content is displayed in the preview box.

Virus Warning to Recipient [Default]
Select this checkbox if you want Mail Anti-Virus to send a virus warning message to the recipient.
The email content is displayed in the preview box.

Content Warning to Sender
Select this checkbox if you want Mail scanner to send a content warning message to the sender. The
email content is displayed in the preview box.

Content Warning to Recipient [Default]
Select this checkbox if you want Mail scanner to send a content warning message to the recipient. The
email content is displayed in the preview box.

Delete Mails from User

You can configure eScan to automatically delete emails that have been sent by specific users. For this,
you need to add the email addresses of such users to the Delete Mails From User field. The Add,
Delete, and Remove All buttons appear as dimmed. After you enter text in the Delete Mails From
User field, the buttons get enabled.

Events

Events tab lets you define the settings to allow/restrict clients from sending alert for following events:
* Executable Allowed
*  Website Allowed

* Cleaned Mail
By default, all events are selected.

Notifications & Events E Help

Do not allow client to send event for

Exacutable allowied
WebSite Allowed
Cleanad Mail

Default || Advanced Setting || QK || Cancel |
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Advanced Setting
&

Advanced Setting

Name

Enable Caching of Unsent Events

Show 'Secured by 2Scan' on startup

IOl

Show eScan Splash window

mi

Send Only Defined Event Ids

Enable Gaming Meode

ok

Enable Caching of Unseen Events (1 = Enable/0= Disable)
It lets you Enable/Disable automatic caching of unseen events.

Show 'Secured by eScan’ on startup (1 = Enable/0= Disable)
It lets you Enable/Disable the display of 'Secured by eScan' at the startup of the computers.

Show eScan Splash window (1 = Enable/0= Disable)
It lets you Enable/Disable display of eScan Splash Window.

Send Only Defined Event Ids
It lets you send only the defined events such as File Antivirus IDs, Mail Antivirus IDs, and more.

Enable Gaming Mode (1 = Enable/0 = Disable)
It lets you Enable/Disable the gaming mode on the computer.
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Schedule Update

The Schedule Update lets you schedule eScan database updates.

Schedule Update u Help
®/ putomatic Download Schedule Download
Daily
Weekly Mon Tue Wed Thu
Fni Sat Sun
Monthly 1 v
At 12:00 am
| Default || Advanced Setting || Ok || Cancel |

The updates can be downloaded automatically with Automatic Download option.

-OR-

The updates can be downloaded on a schedule basis with Schedule Download option. Select intervals

and time basis as per your preferences.

Advanced Setting

Set bandwidth limit for download (in kb/sec)
It lets you define bandwidth limit for download on managed computers, if you have limited internet

connection or other network issues.

Retry schedule download (Default retry interval is 15 minutes)
It lets you define time to retry for download updates (Default retry interval is 15 minutes) on managed

computers.
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The Tools lets you configure eBackup and Remote Monitoring Management (RMM) Settings.
Tools E Help

[+ Add Backup Set [Z}Edit Backup Se:| Lj Delete Backup Set

Created On

{ =) eBackup policy is not applicable for Policy Criteria Templates.

Ok | | Cancel |

EBackup (requires additional license for Network and Cloud backup)

Taking regular backup of your critical files stored on your computer is very important, as files may
get misplaced or damaged due to issues such as virus outbreak, modification by a ransomware or
another user. This feature of eScan allows you to take backup of your important files stored on your
computer such as documents, photos, media files, music files, contacts, and so on. It allows you to
schedule the backup process by creating tasks. The backed up data is stored in an encrypted format in
a folder secured by eScan's real-time protection. You can create Backup jobs by adding files, folders
to take a backup either manually or schedule the backup at a defined time or day.

With eBackup feature you can:
o Create, schedule, edit, and delete backup jobs as per requirement.
e Take a backup of specific folder(s)/file extension(s) on local endpoint, external drives or
network drive.
o Exclude specific folder(s)/file extension(s) from being backed up.
e Add specific file extensions to be backed up along with regular backup as per requirement.
e Save the backup data in external hard drive or local drive.

The eBackup option has following tabs to configure:
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Using this tab you can schedule the eBackup task.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Active

Mame

— Scheduler

— Execute

. —
@.—' ance L) Weekly
9] Hourly 9] Monthly

O Daily ) with systam startup

— Dates and tima

Day | Thursday hd Dat= | 07/08/2021 Time |4:57 PM

D Set Restore Password

MNote® : Password can be s=t only whilz adding new job.

| Save | | Cancel

Active
Select this option to set the configuring eBackup option as active.

Scheduler

This option allows you to schedule the eBackup to repeat the process such as Once, Hourly, Daily,
Weekly, Monthly, or with system startup.

Date and time
This option allows you select the day, time, and date for running the scheduled eBackup task.

Set Restore Password
Select this option to set a password for restoring backup file on the computer.
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Backup Source and Exclusion
This tab allows to include and exclude the folder and files for backup.

Add Backup Set E Help

_mJ Backup Source and Exclusion

rBackup Source

[ a
[N N |
Ueiete

rFolder Settings
rAdd File Types for Backup r File/Folder Excl
rAdd File/Folder

Office Documents Customize T =
. @ rolder () Exclude by mask
) Al Files [ |

n File /Folder =

| Save l | Cancel

Backup Source
This option allows to add the folder path(s) on which the backup has to be performed. Apart from that

you can select the document types to be backed up from these particular folders.

Folder Settings
e Add File Type for Backup: Select the type of files for backup. By default, Office Documents
option is selected.
e File/Folder Exclusion: In this section, you can exclude a specific folder or a file format from
getting backed up. You can add, delete, and remove the files for the same.
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Backup Location
This tab allows to define the storage location for the backup created.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local/Network Google Drive DropBox OneDrive

Store backup on Local/MNetwork drive

— Local Drive Setting

Destination Path for Backed up Files, UserMame Password

Note : Only Drive name or full UNC path is Allawed.
Eg: 1. "e\"
2. "\\152.168.0.56\external\backup”

| Save | | Cancel

Local/Network
Administrator can save the backup set in the Local/Network Drive by providing the path of the drive
and Username and password for the network drive.

Network storage of backup set will be available in the trial period. To continue the
0 use of this feature user need to avail the license for the same.

In case of system crash or hardware failure, user can recover the created data
backup, so storing the backup in the network drive, mapped drive, or NAS drive
would be useful in such scenarios.

NOTE
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Google Drive
Administrator can save the backup set in the Google Drive by selecting the appropriate Gmail account
and password for the same.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local/Network Google Drive DropBox OneDrive

D Store backup on Google Drive.

—Google drive sattings

Select gmail account :
Refresh token :

Check Storage Login

Remove gmail account :
Mark for deletion Unmark

*Note: the selected email will be permantly deleted only after saving the policy.

Mote: To store backup on the Soogle Drive, selzct the zppropriate Google account. If you have 2 Google account, click "Lagin®,
additionally, the "Login” button also lets you creatz an account if you wank to use account other than your existing accounts.

Save | | Cancel |

To store backup on the Google Drive, select the appropriate Google account. If you have
o a Google account, click "Login". Additionally, the "Login" button also lets you create
e an account if you want to use account other than your existing accounts.

50 27001 Certified Company bbb A B AL



“N @
- -..-
of DIGITA
ODRLD

DropBox
Administrator can save the backup set in the DropBox by selecting the appropriate DropBox account
and password for the same.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local f Network Google Drive DropBox OneDrive

O store backup on DropBox.

[ DropBox settings

Select DropBox sccount :
Refresh token :

Check Starage Login

Remova dropbox account ¢
Mark for deletion Unmark

®Note: the selected email will be permantly deleted only after saving the policy.

Mote: To store backup on the DropSex, select the appropriate DropBox account, If you have a DropBox account, click "Login”, Additionally, the
Login" button also lets you craate an account i you want to use account other than your existing accounts.

[ save  |[ camcal |

0 To store backup on the DropBox, select the appropriate DropBox account. If you have a
DropBox account, click "Login". Additionally, the "Login" button also lets you create an

NOTE | account if you want to use account other than your existing accounts.

50 27001 Certified Company bbb A B AL



Wielt{H»

OneDrive
Administrator can save the backup set in the OneDrive by selecting the appropriate OneDrive account
and password for the same.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local / Network Google Drive DropBox OneDrive

|| store backup on CneDrive.

— OneDrive Setting:

Select Onelrive account :
Refresh token :

Check Storage Login

Remove onedrive account :
Mark for deletion Unmark

#MNota: the salectad email will be parmantly deleted anly aftar saving tha policy.

Note: To store backup on the OneDrive, select the appropriate OneDrive account. If you have a OneDrive account, click "Login”, Additionally, the
Login" butten alss lets you creats =n account if you want to use account othar than your existing accounts.

Save || Cancel |

0 To store backup on the OneDrive, select the appropriate OneDrive account. If you have
NOTE OneDrive account, click "Login". Additionally, the "Login™ button also lets you create an
account if you want to use account other than your existing accounts.

Add Backup Set
To create a Backup Set:
1. Go to Managed Computers.
2. Click Policy Templates > New Template.

You can add the backup set for existing Policy Templates by selecting a Policy Template
NOTE and then clicking Properties. Then, follow the steps given below:

w

Select Tools checkbox and then click Edit.

Click Add Backup Set.

Add Backup Set window appears.

In Job tab, enter a name.

In the Scheduler section, select a preferred interval for backup execution.

Click Backup Source and Exclusion tab and configure the same accordingly.
Click Backup Location tab, select the appropriate option to save the backup file.
Click Save.

The Backup Set will be created.

e

© oo NGO

0 By default, Active option is selected. If Active option is not selected, a Backup Set
NOTE | will be created but eScan won't backup data.
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Edit Backup Set
To edit a Backup Set:
1. Select a Backup Set.
2. Click Edit Backup Set.
3. After making the necessary changes, click Save.
The Backup Set will be edited and saved.

Delete Backup Set
To delete a Backup Set:
2. Select a Backup Set.
3. Click Delete Backup Set.
A confirmation prompt appears.
4. Click OK.
The Backup Set will be deleted.
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RMM Settings (requires additional license)

The RMM settings let you configure default connection settings for connecting to client computers.
You will get the following configuration options:

Tools E Help

EBackup RMM Settings

P
® Manual Start

) Auto Start
[ user Acceptance Requirad

Show RMM Connection Alert

| Ol | | Cancel |

¢ Manual Start: If this option is selected, client endpoint users have to manually start the
RMM service to establish a RMM connection.

e Auto Start: If this option is selected, RMM service will be started automatically and all client
endpoints will be connected to your main eScan server.

e User Acceptance Required: If this checkbox is selected, a pop-up appears on client endpoint
for RMM connection acceptance. If left unselected, pop-up doesn't appear and you get direct
access to the client endpoint.

o Show RMM Connection Alert: If this checkbox is selected, a notification appears on client
endpoint informing about active RMM connection. If left unselected, notification doesn't
appear on client endpoint.

After making the necessary changes click OK.
Click Save. The Policy Template gets saved.

RMM - Manual Start
To take a remote connection by using Manual Start option

1. Tell the client endpoint user to right-click the eScan Protection Center icon @ and click Start
eScanRMM.

' Open eScan Protection Center

Li Pause Protection

Q, Scan My Computer
& Update Now

& View Current Network Activity
5 System Information

(& Virtual Keyboard

& eScan Remote Support

Im Start eScanRMM I

| g About eScan
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2. After the client endpoint user has clicked Start eScanRMM, select the target endpoint and
then click Client Action List > Connect to Client (RMM).
Following disclaimer appears.

Disclaimer

** The aScan RMM option is available for any number of devices
during trial period.However, this option is not part of default eScan
Corporate License. To use eScan RMM during contract period
customer needs to purchase an Add-on License.

eScan RMM allows administrator to connect to the client system
using web browser It help administrator to see user(s) screen
and/or control user{s) computer remotely to offer precise assistanca.
During trial pericd Administratorget direct option connect to client by
szlecting Connect to Client{RMM) cption available under "Cliznt
Action List". Once Administrator add the eScan RMM Add-on License
to console, Administrator get option to add Client{s) toRMM license
and get option to connect client under "Client Action List".

| Accept | | Cancel |

If you are using eScan product in Trial version, this disclaimer will appear each time you
(1] are connecting to an endpoint via RMM feature.
NOTE

A local server won't be part of RMM and can't be connected via RMM.

3. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome, Mozilla Firefox,
MS Edge, etc.)

[& <Scen Remote Access B - Google Chrome RN —— —— = | () e

@ Not secure @

Reconnect Disconnect De-Activate Screen Quality  Send Key Combo Hide
View Only Settings

Following notification appears on client endpoint displaying IP address of RMM connecting
endpoint and connection ID (If Show RMM Connection Alert option is selected).

RMM - Auto Start

If Auto Start option is selected, then client endpoints get automatically connected to your eScan
server.
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1. Go to Managed Computers, select the target endpoint and then click Client Action List >
Connect to Client (RMM).
RMM disclaimer appears.

2. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome, Mozilla Firefox,
MS Edge, etc.)

After you are done performing an activity, click the Disconnect icon to end remote connection.

NOTE

To get detailed information about RMM feature, click here.
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Application Patch Management (requires additional license)

The Application Patch Management helps in patching the applications in the client machines from
eScan primary server.

NOTE

To enable the patching of unavailable applications, open Patch Report from navigation
panel > Application Patch Report > Show patch application list.
Select the required applications and click Save.

Application Patch Management u

Application List 2

|:| Zein

Block Software Installation | owv |

Note : Application marked with icon 0 are not available for patching from eScan primary server.

To enable it, Select Application(s) from console --> Left menu --> Patch Report --> Application path report --
= Show patch application list

| OK l ' Cancel! |

Patching the Applications
To use this function, select the applications to be patched and click on OK. After the policy gets
applied, the selected applications will automatically get updated in the client systems.

Block Software Installation
This option allows you to block the software installations in the client systems. To block the
installations, select 1 from the provided drop-down.
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Configuring eScan Policies for Linux and Mac
Computers

eScan lets you define settings for File Anti-Virus, Endpoint Security, On Demand scanning and
Schedule Scan module for Linux and Mac computers connected to the network. Click Edit to
configure the eScan module settings for computers with respective operating systems.

L File Anti-virus ) & Ec [ endeoint security ) &

Assign From Assign From

L ops Settings a & Edit [l schedule scan a ‘, Edit
Assign From Assign From

() schedule Update a Edit [J Administrator Password a Edit
Assign From Assign From

['I WebiProtection a E L) Network Security a Edit
Assign From Assign From

[ Tools a Edit

Assign From

Icons next to every module displays that the settings are valid for the respective operating
systems only.

NOTE | It lets you define settings for Scanning; you can also define action to be taken in case of an
infection. It also lets you define the number of days for which the logs should be kept as
well as create list for Masks, Files or Folders to be excluded from scanning.
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File Anti-Virus (&)

File Anti-virus ) & [ Help

‘ In the case of an infection: | Disinfect (if not possible, quarantine) w | ‘

—Scan Settings
O Archives #) [ mails -
Packed a E [ Cross file svstema
U Follov symbalic links 8}

Display attention messages

Mumber of days log should be kept | 365

O Exclude by mask [

Add

Delete

Remaoveall

[ Exclude Files / Foldersa E

Add

Delete

Add Directory for realtime scan a

| | Add
I:‘ fhome Delete

Ciemp Remaoveall

| D=fault | | oK | Cancel

Actions in case of infection [Drop-down]
It displays a list of actions eScan should take, in case of virus detection.

In the case of an infection: Disinfect (if not possible, quarantine) v
Log only

Disinfect (if not possible, log)

Disinfect (if not possible, dalste file)

D Archives a ‘_, Disinfect (if not possible, quarantine)

—Scan Settings

Delete

F'ack'.eda E Quarantine

I:l Faollows symbalic Iinksa
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By default, Disinfect (if not possible, quarantine file) option is selected. Following are the types of
actions:
e Log Only: This option indicates or alerts the user about the infection detected (No Action is
taken; only logs are maintained).

o Disinfect (if not possible, log): This option tries to disinfect and if disinfection is not possible
it logs the information of only the infected object.

o Disinfect (if not possible, delete file): This option tries to disinfect and if disinfection is not
possible it deletes the infected object.

o Disinfect (if not possible, quarantine file): This option tries to disinfect and if disinfection is
not possible it quarantines the infected object.

e Delete: This option deletes the infected object.

e Quarantine: This option quarantines the infected object.

Scan Settings

e Mails - It indicates scanning the mail files. By default, it is selected. Select this checkbox if
you want eScan real-time protection to scan mails.

e Archives - It indicates the archived files, such as zip, rar, and so on. Select this checkbox if
you want eScan real-time protection to scan archived files.

e Packed - It indicates the compressed executable. Select this checkbox if you want eScan real-
time protection to scan packed files.

e Cross File System that facilitates scanning of files over cross-file systems.

e Follow Symbolic Links: scans the files following the symbolic links.

Exclude by Mask (file types) - Select this option if you want eScan real-time protection to exclude
specific file extensions.

Exclude Folders and files - Select this option if you want eScan real-time protection to exclude
Folders and files from scanning. eScan lets you add; Remove any or all Added Files or Folders
whenever required.

Add Directory for Real-Time Scan - If you want eScan to perform real-time scan on any of the
directories add them in this list.

You can restore default eScan settings by clicking Default.
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Endpoint Security (&) &

The Endpoint Security module lets you centrally manage all endpoints on your network and closely
monitor all USB activities in real-time. With eScan USB control, you can prevent data theft by
blocking all except your trusted USB storage devices and Stop your files from being taken away on
thumb drives, iPod, mp3 players and portable USB hard drives.

Application Control

The Application Control tab allows to block the execution of application or package.

E Help

Endpoint Security

® start O step

— D Enable Application Contral ﬂ

Enter Application/Package to Block
List of Blocked Applications/Packages

Delste

Remave Al

| Default | | oK | Cancel

Enable Application Control
Select the checkbox to enable the application control feature.

Enter Application/Package to block
Enter the application or package name to add them in the list of application/packages blocked.

To delete the application/package, select the specific app/package and click Delete.
To delete all the application from the list, click Remove All.

C www.escanav.com
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Device Control

The Device Control tab enables you to allow/block the access to the USB devices and the CD/DVD in
client computers.

Endpoint Security 4 Help

@ start O stop

Application Control Device Control File Integrity Monitor

A K

- D Enable Device Control

USE Contral

Allowe All Block All Ask Password

Use Escan Administrator Password

Use Other Password

Blacklist
Block Blacklisted USE Davices
Add
Edit
Delete
RemoveAl
Print
Monitor to USE a Autoscan to USE
—CD / DVD Settings a
() Block o / DVD (O Read Only - €D / DVD [ pisable

[ Default I oK |

Cancel |

Enable Device Control: Select this checkbox to configure the Device Control settings.

e USB Control: This option lets you allow, block, or set password for the USB device
connected to the endpoint. It has following options:

o Allow All: Select this option to allow all the connected USB devices.

o Block All: Select this option to block all the connected USB devices.

o Ask Password: Select this option to set password for the connected USB devices.
This will ask password before allowing USB devices to connect to the system. You
can either set a password or use the administrator password using the options Use
Other Password and Use Escan Administrator Password respectively.

e Blacklist: This option lets you add USB devices to the blacklist. You can add, delete, modify
USB devices using the following options:
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o Add: Use this button to enter USB serial number, name, and description of the USB
devices in order to blacklist it.

USE Whitelist

Serizl No.

Device Namea

Description

OK Cancel

Import: It allows you to blacklist multiple USB devices at once using CSV file.
Edit: It allows you to edit the details of the USB devices.

Delete: It allows you to remove the USB device from the list.

Remove All: It allows you to remove all the USB devices from the list.

Print: It allows you to print the USB device list along with their details.

o O O O O

o Whitelist: This option lets you add USB devices to the whitelist. You can add, delete, modify
USB devices using the following options:
o Add: Use this button to enter USB serial number, name, and description of the USB
devices in order to whitelist it.

USE Whitelist

Serizl No.

Device Name

Description

OK Cancel

Import: It allows you to whitelist multiple USB devices at once using CSV file.
Edit: It allows you to edit the details of the USB devices.

Delete: It allows you to remove the USB device from the list.

Remove All: It allows you to remove all the USB devices from the list.

Print: It allows you to print the USB device list along with their details.

O 0 O O O

e Monitor to USB: Select this checkbox to monitor all the USB devices connected to the
endpoints.

e Autoscan to USB: Select this option to auto-scan all the USB devices connected to the
endpoints.

CD/DVD Settings
This option lets administrator to block, allow, and disable the CD/DVD settings. You have following
options to configure:

e Block CD/DVD: This option blocks CD/DVD inserted in the computer.
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¢ Read Only CD/DVD: This option allows limited (only reading) access to the user for the
data stored in inserted CD/DVD.
o Disable: This option disables the configured settings for CD/DVD.

File Integrity Monitor

Endpoint Security E Help
® start O stop
— [ Enabls FIm o |
File Integrity Check Alert Craate New Baseline :|
Enter Directory Name

[ oefaule || oK |

Cancel

Enable FIM
Select this checkbox to enable the File Integrity Monitor option.

e File Integrity Check Alert: This checkbox will check the file integrity and alert the admin
accordingly.

e Create baseline: This checkbox will create a baseline for the selected directories and the FIM
will begin monitoring changes for the selected directories.

Enter Directory Name
Enter the directory name to add it to the integrity monitoring.

You can also select the directory name from the pre-defined list in the below table to add them to
monitoring.

To delete a specific directory from monitoring, select the directory, and click Delete.
To remove all the directory from monitoring, click Remove All.

Default
This button will reset all the settings of the window to their default values.
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ODS Settings &
With ODS Settings you can define actions in case of infection, you can also define list of files by
mask, Files or Folders to be excluded from Scanning. It also lets you configure settings for various

other Scan options like Include Sub directories, Mails, Archives Heuristic Scanning etc. by selecting
respective options.

0DS Settings a E 4 Hetp
In the case of an infection: | Disinfect (if not possible, quaranting) w
Priority of scanner: | Mormal {narmal runtime) » |

D Exclude by mask

[ exclude Files / Folders

Add

Delate

Remaoveh

—Scan Options

Include sub directories D Mails

Heuristic Archives

D Cross filasystem Packed

D Follow symbalic links Mamory Scan
| Default | | OK || Cancel |

Actions in case of infection [Drop-down]
It indicates a type of action which you want eScan real-time protection to take, in case of virus
detection.

In the case of an infection: Disinfect (if not possible, quarantine]

Lag anly

Disinfect [if not possible, log)
Disinfect (if not possible, dzlete file)
Disinfect [if not possible, Rename File)
) Exclude by mask
Dzlate Infacted File
Renzme Infected File Add
Quarantine

Priority of scanner:

Delete

Removeh

By default, Disinfect (if not possible, quarantine file) option is selected. Following actions can be
taken:

e Log Only: It indicates or alerts the user about the infection detected.

o Disinfect (if not possible, log): It tries to disinfect and if disinfection is not possible it logs
the information of only the infected object.
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o Disinfect (if not possible, delete file): It tries to disinfect and if disinfection is not possible it
deletes the infected object.

o Disinfect (if not possible, Rename file): It tries to disinfect and if disinfection is not possible
it renames the infected object.

o Disinfect (if not possible, quarantine): It tries to disinfect and if disinfection is not possible
it quarantines the infected object.

o Delete Infected File: It deletes the infected object.
¢ Rename Infected File: It renames the infected object.

e Quarantine: It quarantines the infected object.

Priority of Scanner — You can select the priority of scanning as High (short runtime), Normal
(normal runtime), or Low (long runtime).

e High (short runtime) — Has a short runtime.
e Normal (normal runtime) — Has a normal runtime.
e Low (long runtime) — Has a long runtime.

Exclude by Mask — Select this checkbox if you want eScan real-time protection to exclude specific
files, and Remove any or all Added Files whenever required.

Exclude Folders and Files — Select this checkbox if you want eScan real-time protection to exclude
Folders and files from scanning. eScan lets you add; Remove any or all Added Files or Folders
whenever required during On Demand Scanning.

Scan options

e Mails — It indicates scanning the mail files. By default, it is selected. Select this checkbox if
you want eScan real-time protection to scan mails.

e Archives — It indicates the archived files, such as zip, rar, and so on. Select this checkbox if
you want eScan real-time protection to scan archived files.

e Packed - It indicates the compressed executable.

e Memory Scan — This option ensures eScan scans the system's memory for any infection from
malwares.

e Include Sub Directories — This option ensures eScan scans all the sub directories recursively
under every directory and not only the first level of directories.

e Heuristic — Heuristic scanning is almost identical to signature scanning, which instead of
looking for specific signatures looks for certain instructions or commands within a
program/application. This results in the detection of potentially malicious function in
program/application.

o Cross File System — that facilitates scanning of files over cross-file systems.
e Follow Symbolic Links — scans the files following the symbolic links.
e Memory Scan — This will scan the memory of the system.

You can restore default eScan settings by clicking Default.
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Schedule Scan (&) &

Schedule Scan a ‘,. E Help

Schedule Typs Schedule On

Clear Al Delete task Edit

| Save | | Cancel |

It lets you add a task for scheduling a scan.
Adding a task - It lets you schedule and define options for Analysis extent and the files or folders to

be scanned.

Automatic Virus Scan

Schedule
. )

E Help

lIAutomatic virus scan

Name

Schedule Analysis sxtent Virus scan

Executs

=9 Y

® once L Weekly
) Hou rly o Maonthly
Pt

‘. Daily

Date and tima
|7Month:|? v|Date:[2 v [1z:00 om |

Using this tab you can define the task name and schedule it as desired. You can schedule the scan
once, weekly basis, every hour, monthly or daily. It also lets you schedule virus scan at desired date

and time.

www.escanav.com
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Analysis Extent

lAutomatic virus scan E Help

Name

EScan Options m ‘_‘

Include sub directories I mails

Heuristic Archives

) cross filesystemn Packad

) Follaw symbolic links Memaory Scan a
Save | Cancel |

Using this tab you can define the scan options for Linux and Mac computers connected to the network.
e Include sub Directories — This option lets you include sub directories while conducting an
automatic scan.

e Heuristic Scan — Heuristic scanning is almost identical to signature scanning, which instead
of looking for specific signatures looks for certain instructions or commands within a
program/application. This results in the detection of potentially malicious function in
program/application.

e Cross File System facilitates scanning of files over cross-file systems.
e Symbolic Link Scanning scans the files following the symbolic links.

e Mails - It indicates scanning the mail files. By default, it is selected. Select this checkbox if
you want eScan real-time protection to scan mails.

e Archives - It indicates the archived files, such as zip, rar, and so on. Select this checkbox if
you want eScan real-time protection to scan archived files.

e Packed - It indicates the compressed executable. Select this checkbox if you want eScan real-
time protection to scan packed files.

e Memory Scan - This option will only scan the memory of the system.
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Virus Scan

lAutomatic virus scan E Help)

Name

Schedule Analysis extent Virus scan

In the case of an infection: m K [ Disinfect [if not possible, quaranting] |

Priority of scanner: a ‘,. | MNormal {normal runtime) Vl

) Exclude by mask a [

Delete

Removesl

I_! Exclude Files / Folders a E

Delete

Remavedl

ave Cancel |

Actions in case of Infection [Drop-down]
It displays a list of actions eScan should take, in case of virus detection. By default, Disinfect (if not
possible, quarantine file) option is selected. Following are the types of actions:

e Log Only: Itindicates or alerts the user about the infection detected.

o Disinfect (if not possible, log): It tries to disinfect and if disinfection is not possible it logs
the information of only the infected object.

o Disinfect (if not possible, delete file): It tries to disinfect and if disinfection is not possible it
deletes the infected object.

o Disinfect (if not possible, quarantine file): It tries to disinfect and if disinfection is not
possible it quarantines the infected object.

o Delete: Infected objects are deleted with this option.

e Quarantine: Infected objects are quarantined with this option.

Exclude file types (Mask) - Select this checkbox if you want eScan real-time protection to exclude
specific files, and then add the directories and files that you want to exclude by clicking Add. eScan
lets you Remove any or all Added Files whenever required.

Exclude Folders and files - Select this checkbox if you want eScan real-time protection to exclude
Folders and files from scanning. eScan lets you add; Remove any or all Added Files or Folders
whenever required.
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Schedule Update a)

This module lets you schedule the updates for Linux computers

Schedule Update

E Help
) automatic Download
Start at 12:00 pm Every hours(s)
B @:’ Schedule Download
@:‘ Once O Weekly

Q2 Hourly Q2 Manthly
L Daily

Date and time

Month:[1 w|Date:[1 w||12:00 AM

(e

| Default | | ok || Cancel |

The updates can be downloaded automatically with Automatic Download option.
L]

The updates can be downloaded on a schedule basis with Schedule Download option. Select
intervals and time basis as per your preferences.
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Administrator Password (&)

Administrator Password lets you create and change password for administrative login of eScan
protection center for Linux computers. It also lets you keep the password as blank, wherein you can
login to eScan protection center without entering any password. It also lets you define uninstallation
password which will be required before uninstalling eScan Client from managed computers manually.
The user will not be able to uninstall eScan Client without entering uninstallation password.

Add/Change Password E Help

I eScan Password I

() zet password ® giznk Passward

Enter new Password

Confirm new Pazsword

Fassword is case-sensitive

) use separate uninstall password

Enter uninstall passwaord

Confirm uninstall password

Default /| Ok || cancel |

To Add/Change eScan administrator password:

Set Password
Click this option, if you want to set password.

Blank Password

Click this option, if you do not want to set any password for login.

When you click this option, the Enter new Password and Confirm new Password fields become
unavailable.

Enter new Password
Enter the new password.

Confirm new Password
Re-enter the new password for confirmation.

Use separate uninstall password
Click this option, if you want to set password before uninstallation of eScan Client.

Enter uninstall Password
Enter the uninstallation password.

Confirm uninstall Password
Re-enter the uninstallation password for confirmation.

After filling all fields, click OK. The Password will be saved.
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Web Protection &/
Web Protection module lets you block websites containing pornographic or offensive material for
Linux computers. This feature is extremely beneficial to parents because it prevents kids from
accessing websites containing harmful or restricted content. Administrators can also use this feature to
prevent employees from accessing non-work-related websites during work hours. You can configure
the following settings:

Start/Stop
It lets you enable/disable Web-Protection module. Click the appropriate option.
Web Protection E Help
O stat | ® siop
Filter Categories... allay Block Site Name

v

m
[al
£

m
n
<

(1]
[al
<

m
[al
£

m
[al
<

You can configure the following settings.

Filtering Options
This tab has predefined categories that help you control access to the Internet.

Status

This section lets you allow or block access to specific websites based on Filter Categories. You can
set the status as Active or Block web access. Select the Block Web Access option if you want to
block all the websites except the ones that have been listed in the Filter Categories. When you select
this option, only Filtering Options and Pop-up Filter tabs are available.

Filter Categories
This section uses the following color codes for allowed and blocked websites.

e Green: It represents an allowed websites category.
e Red: It represents a blocked websites category.
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The filter categories used in this section include categories like Pornography, Gambling, Chat,
Alcohol, Violence, Drugs, Ratings block category, Websites Allowed, etc. You can also add
or delete filter categories depending on your requirement.

Category Name

This section shows the Words/Phrases list. It lists the words or phrases present in the selected
category. In addition, the section displays the Site Names list, which lists the websites belonging to
the selected category. You can also add or delete filter categories depending on your requirement.

Filter Options

This section includes the Add sites rejected by the filter to Block category checkbox. Select this
option if you want eScan to add websites that are denied access to the Block category database
automatically.

Network Security \ 4)

Network Security module helps to set Firewall configuration to monitor all incoming and outgoing
network traffic and protect your computer from all types of network based attacks. It also prevents the
Reverse Shell Exploits and blocks the Port Scan. Enabling this features will prevents Zero-day attacks
and all other cyber threats.

Network Security a E Help
Firewall Reverse Shell Block Port Scan
@ allow Al O Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

- e .
Allow Local Network 152.168.%.% 152.168.0.1-152,168.254.254 IF Rangs Trusted

Add IP Add IP Range

Enzble Trojan Rule

Default | | Save || Cancel
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Firewall

This tab is designed to monitor all incoming and outgoing network traffic and protect your endpoint
from all types of network based attacks. eScan includes a set of predefined access control rules that
you can remove or customize as per your requirements. These rules enforce a boundary between your
computer and the network. These rules include Zone Rules, Expert Rules, Trusted Media Access
Control (MAC) Address, and Local IP list.

Network Security a E Help
Firewall Reverse Shell Block Port Scan
O allow Al ® Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

[J [Allow Local Network 152,04 192. e -152.168 2% S5 1P Rangs Trusted

| Add IP || Add IP Range Modify Remove

] enable Trojan Ruls

| Default | | Save | | Cancel |

You can configure the following settings to be deployed to the eScan client systems.
Allow All — Clicking Allow All disables the eScan Firewall i.e. all the incoming and outgoing
network traffic will not be monitored/filtered.

Limited Filter — Clicking Limited Filter enables eScan Firewall in limited mode which will monitor
all incoming traffic only and will be allowed or blocked as per the conditions or rules defined in the
Firewall.

Interactive — Clicking Interactive enables eScan Firewall to monitor all the incoming and outgoing
network traffic and will be allowed or blocked as per the conditions or rules defined in the Firewall.

Following tabs are available:
e Zone Rule
e Expert Rule
e Trusted MAC Address
e Local IP List
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Zone Rule

This is a set of network access rules to make the decision of allowing/blocking of the access to the
system. This will contain the source IP address or source Host name or IP range either to be allowed
or blocked. The following buttons are available for configuring zone rule:

o Add Host Name — This option lets you add a "host" in the zone rule. After clicking Add
Host Name, enter the HOST name of the system, select the zone (Trusted/Blocked) and enter
a name for the zone rule. Click OK to create the zone rule.

e Add IP — This option lets you add an IP address of a system to be added in the zone rule.
After clicking Add IP, enter the IP address of the system, select the zone (Trusted/Blocked)
and enter a name for the zone rule. Click OK to create the Zone Rule.

e Add IP Range — This option lets you add an IP range to be added in the zone rule. After
clicking Add IP Range, add the IP Range (i.e. a range of IP that the zone rules should be
applied), select the zone (Trusted/Blocked) and enter a name for the zone rule. Click OK to
create the zone rule.

e Modify — To modify/change any listed zone rule(s), select the zone rule to be modified and
then click Modify.

¢ Remove - To remove any listed zone rule(s), select the zone rule and then click Remove.

Expert Rule

This tab lets you specify advanced rules and settings for the eScan firewall. You can configure expert
rules on the basis of the various rules, protocols, source IP address and port, destination IP address
and port, and ICMP types. You can create new expert rules.

Metwork Security ﬂ Help

Firewall Reverse Shall Block Port Scan

O allow & ® Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

Firewall Rule Rule Action Summary
|| |UDP Rule Permits UDP packets on Any Interface between "F
|_| |ARP packet exchange - For mapping IP address to a hardware {MAC) address Permits ARP packets on Any Interface

MetBios (LAN File Sharing) - Access files and folders on other computers, from your computer | Permits TCP and UDP packets on Any Interface be

NetBios (LAN File Sharing) - Access files and folders on my computer, from other computers |Blocks TCP and UDP packets on Any Interface bet

ICMP messages Permits ICMP packets on Any Interface between '

|| [1CMPVE messages Permits ICMPWE packets on Any Interface betwee
|_| |DHCP/BOGTP packet exchange Permits UDP packets on Any Interface between "¢
|_| |FTP Contral - For dewnloading and uploading files Permits TCP packets on Any Interface between "h +
»
| Add Modify Remeve shift up Shift down
Enable Disabla

|| Enzble Trojan Rule

Default | | Save | | Cancel

However, configure these rules only if you are familiar with firewalls and networking protocols.
* Source IP Address/Host Name
* Source Port Number
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* Destination IP Address/Host Name
* Destination Port Number

The following buttons are available to configure an Expert Rule:
1. Add - Click Add to create a new Expert Rule. In the Add Firewall Rule Window:

lAdd Firewall Rule

General Source Destination Advanced

—Rule Mame

— Rule Action

£ Pt
® pormit Packet ' Deny Packet

— Protocol

[ TCP and UDP |

—&pply Rule on Interface

| Any Interface w |

OK | | Cancel

General tab
In this section, specify the Rule settings:

Rule Name — Provide a name to the Rule.
Rule Action — Action to be taken, whether to Permit Packet or Deny Packet.
Protocol — Select the network protocol (e.g. TCP, UDP, ARP) on which the Rule will be applied.

Apply rule on Interface — Select the Network Interface on which the Rule will be applied.
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Source tab
In this section, specify/select the location from where the outgoing network traffic originates.

|Add Firewall Rule

General Source Destination Advanced

r—Source IP Address
':' My Computer
L) Host Name
O Single 1P Addrass
':' Whole IP Range
':' Any IP Address

® My Netwaork

—Source Port
':é:' Any
O Single Port

":_::' Fort Range

) port List

OK | | Cancel |

Source IP Address:
My Computer — The rule will be applied for the outgoing traffic originating from your computer.

Host Name — The rule will be applied for the outgoing traffic originating from the computer as per
the host name specified.

Single IP Address — The rule will be applied for the outgoing traffic originating from the computer as
per the IP address specified.

Whole IP Range — To enable the rule on a group of computers in series, you can specify a range of IP
address. The rule will be applied for the outgoing traffic from the computer(s) which is within the
defined IP range.

Any IP Address — When this option is selected, the rule will be applied for the traffic originating
from ANY IP address.

Source Port:
Any — When this option is selected, the rule gets applied for outgoing traffic originating from any port.

Single Port — When this option is selected, the rule gets applied for the outgoing traffic originating
from the specified/defined port.

Port Range — To enable the rule on a group of ports in series, you can specify a range of ports. The
rule will be applied for the outgoing traffic originating from the port which is within the defined range
of ports.

Port List — A list of port can be specified. The rule will be applied for the outgoing traffic originating
from the ports as per specified in the list.
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0 The rule will be applied when the selected Source IP Address and Source Port matches
NOTE | together.

Destination tab
In this section, specify/select the location of the computer where the incoming network traffic is
destined.

|add Firewall Rule

General Source Destination Advanced

r— Destination IP Address
':' My Computer

':' Host Mame

':' Single IP Address
':' Whale IP Range
'::::' Any IP Address

=
® My Network

— Destination Port
'@:' Any
':' Single Port
':' Port Range

() part List

QK || Cancel |

Destination IP Address:
My Computer — The rule will be applied for the incoming traffic to your computer.

Host Name — The rule will be applied for the incoming traffic to the computer as per the host name
specified.

Single IP Address — The rule will be applied for the incoming traffic to the computer as per the IP
address specified.

Whole IP Range — To apply the rule on a group of computers in series, you can specify a range of IP
address. The rule will be applied for the incoming traffic to the computer(s) which is within the
defined IP range.

Any IP Address — When this option is selected, the rule will be applied for the incoming traffic to
ANY IP Addresses.

Destination IP Port:
Any — After selecting this option, the rule will be applied for the incoming traffic to ANY port.

Single Port — After selecting this option, the rule will be applied for the incoming traffic to the
specified/defined port.

Port Range — To enable the rule on a group of ports in series, you can specify a range of ports.

Port List — A list of port can be specified/added. The rule will be applied for incoming traffic
originating from the ports as per specified in the list.
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0 The rule will be applied when the selected Destination IP Address and Destination Port
NOTE | matches together.

Advanced tab
This tab contains advance setting for Expert Rule.

|Add Firewall Rule

General Source Destination Advanced

Enzble Advanced ICMP Procassing
—ICMP Type

R IE]

Destination Unreachable

Echo Reply (ping)

Echo Request (ping)

Information Reply

Information Request

Parameter Problem

Rediract

Source Quench

TTL Exceeded

E] The packet must be from/to a trusted MAC address

[l Leg information when this rule applies

QK | | Cancel |

Enable Advanced ICMP Processing - This is activated when the ICMP protocol is selected in the
General tab.

The packet must be from/to a trusted MAC address — When this option is selected, the rule will
only be applied on the MAC address defined/listed in the Trusted MAC Address tab.

Log information when this rule applies — This will enable to log information of the Rule when it is
implied.

Use the following buttons in this tab as and when required:

Modify — Clicking Modify lets you modify any Expert Rule.

Remove — Clicking Remove lets you delete a rule from the Expert Rule.

Shift Up and Shift Down— The UP and DOWN arrow button will enable to move the rules up or
down as required and will take precedence over the rule listed below it.

Enable Rule/Disable Rule — These buttons lets you enable or disable a particular selected rule from
the list.

Trusted MAC Address
This section contains the information of the MAC address of the system. A MAC address is a
hardware address that uniquely identifies each node of a network. The Trusted MAC address list will
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be checked along with the Expert Rule only when "The packet must be from/to a trusted MAC
address" option is checked and the action will be as per specified in the rule. (Refer to the Advance
Tab of the Expert Rule). The following buttons are available to configure the Trusted Mac Address:

e Add - To add a MAC address click on this button. Enter the MAC address to be added in the
list for e.g. 00-13-50 = s

e Edit — To modify/change the MAC Address, click Edit.

e Remove — To delete the MAC Address, click Remove.

e Clear All — To delete the entire listed MAC Address, click Clear All.

Local IP List

This section contains a list of Local IP addresses.

Natwork Security a 4 Help
Firewall Reverse Shell Block Port Scan
O allow all @ Limited Filter O Interactive Filter

Zone Rule Expert Rule | Trusted MAC Address Local IP List

[ |FEE0:0000:0000:0000:0000:0000:0000: 0000

|19z s
Cpzr
O

0000:0000:0000:0000: 0000:0000:0000: 0001

Add Remove Clear all

D Enzble Trojan Rule

[ Default [ save | cancel |

Add — To add a local IP address, click Add.
Remove — To remove a local IP address, click Remove.
Clear All — To clear all local IP addresses, click Clear All.

Enable Trojan Rule
Select this checkbox, to enable the Trojan Rule.
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Reverse Shell

This tab allows you to block the reverse shell attacks by blocking the script languages that the
attackers use to initiate remote shell connection with the networked endpoint.

MNetwork Security a E Help
FireWall Reverse Shell Block Port Scan
':::' Start '@' Stop
() Enable white List
Ad
bash Delate
python Removeh
perl -
|:| Enable Black List
Ad
apache Delete
apache2 Remaovahl
httpd
| Default || Save ” Cancel
Start/Stop

It allows you enable/disable Network Security module.
After enabling this, you can configure the following settings:

Enable White List
Select this checkbox to whitelist the trusted script languages, such as bash, Python, Perl, and more.
You can add and delete the script languages from whitelisting.

e Add: To add a script language, select the language and click Add.
o Delete: To delete a script language, select a language and click Delete.
e Remove All: To remove all the whitelisted script language, click Remove All.

Enable Black List
Select this checkbox to blacklist the untrusted and risky script languages.

e Add: To add a script language, select the language and click Add.
o Delete: To delete a script language, select a language and click Delete.
e Remove All: To remove all the blacklisted script language, click Remove All.
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Block Port Scan
This tab allows admin to configure the port scan option.
Network Security m E Help

FireWall Reverse Shell Block Port Scan

D Enzble Block Port Scan
Excluded IP(Port Scan)

Add

Delete

Removesll

| Default ” Save || Cancel

Enable Block Port Scan

Select this checkbox to enable the port scan option. You can add and delete the IP addresses that need

to exclude from the port scan.
e Add: To add an IP, enter the IP address and click Add.
e Delete: To delete an IP, select the IP address and click Delete.
¢ Remove All: To remove all the excluded IP addresses, click Remove All.
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Tools &
The RMM settings let you configure default connection settings for connecting to client computers.
You will get the following configuration options:

Tools E Help

RMM Settings

® Manual Start

) Autn start
|_| User Acceptance Required

Show RMM Connaction Alert

| Ok | | Cancel |

¢ Manual Start: If this option is selected, client endpoint users have to manually start the
RMM service to establish a RMM connection.

e Auto Start: If this option is selected, RMM service will be started automatically and all client
endpoints will be connected to your main eScan server.

e User Acceptance Required: If this checkbox is selected, a pop-up appears on client endpoint
for RMM connection acceptance. If left unselected, pop-up doesn't appear and you get direct
access to the client endpoint.

o Show RMM Connection Alert: If this checkbox is selected, a notification appears on client
endpoint informing about active RMM connection. If left unselected, notification doesn't
appear on client endpoint.

After making the necessary changes click OK.
Click Save. The Policy Template gets saved.
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Assigning Policy Template to a group

There are two ways to assign the policy template to group:

Method 1

To assign a Policy to a group:
1. Inthe Managed Computers screen, click Policy Templates.
Policy Templates window appears.
2. Inthe Policy Templates window, select a policy template.

Policy Templates : Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy Lj eEE Sl B Assign to Group(s) il B Assign to Computer(s) i B Copy Template ExportTa ¥

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)
. Jun 19 2021 06:07:27 PM Jun 29 2021 01:01:43 PM
[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM P, -

3. Click Assign to Group(s).
Select Group window appears.

Assign template to group E Help

—Select Group

B I:I ﬁ Managed Computers

ok | | Cancel

4. Select the group(s) and then click OK.
The policy will be assigned to the selected group(s).

An 1SO 27001 Certified Company www.escanav.com



Method 2

To assign a Policy to the group:

1. Inthe Managed Computers folder tree, select a group.
2. Under the group, click Policy.
Policy pane appears on the right side.

iﬁl Action List = iﬁl Client Action List v | B Policy Templates | B Policy Criteria Templates

E‘ﬁ Manzged Computars
i Polic -

Bolicy Y % Refresh E Help
@ Group Tasks

M client computers (4) B Select Template

ﬁ Roaming Users
ﬁ Linux / Mac Assigned Template Date And Time of Assigned Template

Group Default Pelicy Jul 02 2021 11:24:52 AM

[+ Select Criteria Ed Change Criteria | L‘] Remaove

{ =) Criteria to be set in case of conflict

B |Crileria Assigned Policy Template | Date And Time of Assigned Criteria

3. Inthe right pane, click Select Template.
New Policy window appears.

New Policy E Help

Policy Template Selection

Group Default Policy
S A, =
| Select | | Cancel |

4. Select a policy template and then click Select.
The default Policy Template for group will be saved and updated.
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Assigning Policy Template to Computer(s)

To assign a policy template to computers:
1. Inthe Policy Templates window, select a policy.

Policy Templates : Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy Lj eEE Sl B Assign to Group(s) il B Assign to Computer(s) i B Copy Template ExportTa ¥

B | Name of Template Assigned to Group(s) Assigned to Computer(s)
. Jun 19 2021 06:07:27 PM Jun 29 2021 01:01:43 PM
[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM P, -

2. Click Assign to Computer(s).
3. Assign Template to computer window appears.

E Help

Assign template to group

—Select Group

- I:I ﬁ Managed Computers

ok | | Cancel

4. Click Managed Computers.
5. Select the computer(s) and then click OK.
The policy template will be assigned to the selected computers.

www.escanav.com
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Copying a Policy Template
To copy a Policy Template:
1. Inthe Policy Templates window, select a policy.

Policy Templates

: Refresh E Help

B | Name of Template

D SAMPLES

Jun 15 2021 06:07:27 PM

Jun 29 2021 12:25:32 PM

Modified On
Jun 29 2021 01:01:42 PM

Jun 29 2021 12:25:32 PM

E+ New Template B Properties |l B8 Parent Policy Lj REESN B Assign to Group(s) B Assign to Computer(s) B Copy Template ExportTa

Assigned to Group(s)

Fnigias Smme

Assigned to Computer(s)

2. Click Copy Template.

New Template window appears displaying settings from the original template.
3. Enter a name for the template.
4. Make the necessary changes and then click Save.

The template will be copied.

Exporting a Policy Template report
To copy a Policy Template:

1. In the Policy Templates window, select a policy.

Policy Templates : Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy RSl B Assign to Group(s) il B Assign to Computer(s) i B Copy Template ExportTa

B | Name of Template Modified On Assigned to Computer(s)

Assigned to Group(s)

. Jum 19 2021 06:07:27 PM Jum 29 2021 01:01:43 PM

[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM -, -

2. Click Export To.
3. Select the file format from the drop-down menu (HTML, PDF, and Excel).

4. The Policy template report will be generated.

Q Exported Successfully Click here to Open/Download

www.escanav.com
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Parent Policy

The Parent Policy lets you to implement a change in policy setting to multiple policies at the same
time. For example, if you want to make a policy change in a single module like File Anti-Virus in
multiple policies; you can do this all at a time using Parent Policy.
To configure Parent Policy, follow the steps given below:
1. Inthe Managed Computers screen, click Policy Templates.
Policy Templates window appears.
2. In the Policy Template window, click Parent Policy.

-

Policy Templates * Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy Lj RSN B Assign to Group(s) [l B Assign to Computer(s) il B Copy Template ExportTa

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)
. Jun 19 2021 06:07:27 PM Jun 29 2021 01:01:43 PM
[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM i, e

Properties (Parent Policy) window appears displaying all the policies.

Properties (Parent Policy)
I Policy Details |
T
-
Fila Anti-Virus D Mail Anti-Virus Edit
Aszign To Salect Policy - Assign To
D Anki-Spam Edit D Wab Protection Edit
Assign To Assign Ta
D FireWsall Edit D EndPaint Security Edit
Assign To Assign To
D Privacy Control Edit
Assign To
__ =l
-
D Administrator Password Edit D 0Ds/Schedule Scan Edit
Assign To Assign To

3. Select and edit the required module according to your preferences.
4. Click Assign To drop-down and select the policies for which the parent policy changes
should be applied.
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File Anti-Virus

Assign To Select Policy -
Filter

|:| Anti-Spa |Er:er Key Word |
W Checlk All 3 Uncheck All £}

Assign To
| D =
(] Firewal WEE
Assign To
D Privacy {
Assign To

5. Click OK. The Parent policy will be updated and changes will be applied to all the policies
selected.

0 Before disabling a module in Parent Policy, ensure that policies are unchecked from Assign
NOTE | To drop-down.
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Policy Criteria Templates

This button allows to add criteria template based on the endpoints conditions.

Adding a Policy Criteria Template
To define Policy Criteria Template, follow the steps given below:
1. Inthe Managed Computers screen, click Policy Criteria Templates.
Policy Criteria screen appears.

-
Policy Criteria ¥ Refresh E Help

i:+ Mew Criteria VY 3'0:varties| L] Delete Criteria | D Assign To |

B | Name of Criteria |Created On | Modified On Assigned to Group(s)

2. Click New Criteria.
Policy Criteria screen displays parameter for creation.

Policy Criteria E Help
Criteria Name: | |
Description:

P
— Conditions for criteria:
[GIEEERd = Edit | | [ Delete

3. Enter Name and Description.
4. Click Add drop-down.
5. Click Add AND Condition.

www.escanav.com
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Specify Criteria screen appears.

Specify criteria E Help
Type : |Dc|m|:|uter IF Address Vl
® 1f the client computer has one of the IP addresses listed below
() 1f all of the IPF addressas of the client computer are listed below
() 1f the client computer does not have any of the addresses listed balow
— Condition
| |1'I:E |Cnntent | -
-
L | bk
Add Edit Dalete
| ok || Cancel |

6. Click the Type drop-down. It displays following options:

e Computer IP Address

e Management Server Connection
e Users

e Machine Name

Depending upon the option, the conditions and settings vary.

Computer IP Address

1. Select the appropriate condition.
2. Click Add.

Address window appears.

Address

Type :

IP Address : | |
| ok | | Cancel |

3. Enter the IP address.
4. Click OK.

The Policy Criteria Template for an IP Address will be saved.
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Management Server Connection

Specify criteria E Help

Type : [I‘~1 znagement Server Connaction V]

@ 1f the client computer can connect to the management server

() If the cliznt computer can not connect to the management sarver

| Ck | | Cancel |

1. Select the appropriate condition.
2. Click OK.
The Policy Criteria Template for Management Server Connection will be saved.

Users

Specify criteria E Help

Type : | Users V|

@ 1f the client computer has one of the Username listed balow

r— Condition

n_l‘

| Add || Add AD users | Edit Delate

| ok || Cancel |

Adding Local Users

1. Toadd local users, click Add.
Username window appears.

Username

Username : I| I

2. Enter a Username.
3. Click OK.
The local user will be added.
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Adding Active Directory Users

To add Active Directory users, follow the steps given below:
1. Click Add AD Users.
Add Active Directory Users window appears.

Add Active Directory Us E Help

User Accounts > Add Activirectory Users

Search Criteria

User's name™: | |

For Example: user or user®

Damain®: | |

AD IP Address™: | |

AD Admin User nams™: | |

For Active Directory account: domain‘username

AD Admin Password*: | |

Use SSL Auth.: [

AdsPort®: [289 |

Search Results

Users Selected Users

| Ok || Cancel ) Mandatory Fizlds

2. Enter data in mandatory fields.

Click Search.

4. Search Results section displays a list of discovered users in Users list. Select a user and then
click | | button to add the user to Selected Users list.

Vice versa the added user can be moved from Selected Users to Users by clicking L=
button.

5. Click OK.
The Policy Criteria Template for Users will be saved.

w
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Machine Name

Specify criteria E Help

Type : [Machine Name w]

® 1f the client computer has one of the machine name listed below

— Condition

= -
| ‘Hachme Name ‘

Add Delete

| ok || Cancel |

1. Click Add. Select Computer screen appears displaying all managed computers.

Select Computer E Help
e

— Select Computer

Elﬁ Managad Computers -

H-RY e sl a7
ﬁ Roaming Usars

ﬁ Linux / Mac

B o

Add

Remove

Cike | | Cancel

2. Select the computer(s) to be added under this criterion and click Add > OK.
The Policy Criteria Template for selected machines will be saved.
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Viewing Properties of a Policy Criteria template

To view the properties of a Policy Criteria Template, follow the steps given below:
1. Select a policy criteria template.
2. Click Properties.

-
Policy Criteria £ Refresh E Help

- New Criteria [l BV Properties IR s SIECN el LENEl [ Assign To =

dases Jul 04:21:58 PM Jul £¥ BHES 04:21:58 PM Group Default Policy
Managed Computers

Policy Criteria window appears.

Policy Criteria E Help
Criteria Name: d

Description: ‘

— Conditions for criteria:

O !f the client computer can connect to the management server

Save Close

3. Make the necessary changes and click Save.
The Policy Criteria template will be saved and updated.
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Deleting a Policy Criteria template

To delete assigned policy criteria template, follow the steps given below:
The Policy Criteria window displays to which group or computer the template is assigned in Assigned
to Group(s) or Assigned to Computer(s) column.
For explanation, we are following the procedure as per the screenshots below:
1. Select a policy criteria template.
2. Click Assign To > Groups.

-
Policy Criteria £ Refresh E Help

[ New Criteria L? Delete Criteria iil Assign To =
ame o eria £

ed O pdified O

dases Jul 04:21:58 PM Jul £% BHE 04:21:58 PM Group Default Policy
Managed Computers

Assign Criteria to Group window appears.

Assign Criteria to group E
Group Default Paolicy "
-
Ok | Cancel |

3. Click Group Policy Template > OK.
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Assign Criteria to group window displays Managed Computers folder tree.

Assign Criteria to group E Help

—Select Group

Bl ﬁ Managed Computers

ok | | Cancel

4. Uncheck the selected group.

5. Click OK.
The Policy Criteria Template will no longer be assigned to any group. This enables Delete

Criteria button.

-
Policy Criteria < Refresh E Help

+ Mew Criteria % Properties |l i Delete Criteria Assign To v
l il

Group Default Policy

dase Jul 04:21:58 PM Jul t 04:21:58 PM
Managed Computers

6. Select the template.
7. Click Delete Criteria.
A confirmation window appears.

Policy Criteria

Do you want to delete selacted policy criterials)?

| ok | | Cancel

8. Click Ok.
The Policy Criteria Template will be deleted.

www.escanav.com
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eScan Remediation Console

eScan Remediation Console offers unified dashboard for visibility across all endpoints in the network.
It helps security team view real-time information and events about a particular client endpoint from a
network. This includes system hardware and OS details, task manager activities, task scheduler,
network connection activities, and a bunch of other components as well.

This console allows security team or administrators to perform certain remediation actions to manage
the activities which are running on particular endpoints. E.g., under the 'Services' tab, admin can start,
pause, restart, and stop particular service as and when required. Additionally, the console allows
exporting the displayed information in common document formats. It consists following submodules:

e System Details
o Task Manager

e Services
e View Network
e Registry

o Directories

o Task Scheduler

e CMD

e Run Scripts

e Startup Application

System Details

The submodule displays endpoint’s system details such as user profile, OS, and hardware
configuration.

RDP Info | SMB Info | URL Access History

System Details Task Manager Services View Nebwork Registry Directories Task Scheduler CHMD Run Scripts Startup Applications

HostName A

Desc AT/E =
LastBoot 11/22/2024 12:15:02 PM
UpTime 15 Minutes, 36 Seconds.
VM Virtual PC not detected
SysType x64 (AMD or Intel) - PC

Name Windows 10
ersion 2.2.19045
InsDate Tuesday, July 2, 2024
WinSockDesc WinSock 2.0
WinSackVer 2.2
WinSockStatus Running
Processor

Name Intel(R) Pentium(R) CPU G2020 @ 2.50GHz
Manufacturar Genuinelntel
Desc x64 (AMD or Intel) Family 6 Madel 10 Stepping 9
ClockSpeed 2.948GHz.
Arch
PageSize 40%€ Kb
ProcessorCount 2

i 64 bit
Memory 2957 MB (457472 KB free)
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Task Manager

This module displays live task manager of client’s computer. It includes Process Name, PID, memory
(KB), users, threads, parent PID, and command line. The security team monitors these activities when
required.

RDP Info | SMB Info | URL Access History

' Task Manager‘ Services e i ir C as| er | CMD Run Scripts Startup Applications

& start

Filtering Task Manager

To filter the Task Manager as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

e 0= Sl | Task Manager Services | View Nebwork Registry Directories Task Scheduler | CMD Run Scripts Startup Applications

Filter Criteria

Process Name :
Search Reset

* Start

B |Process Name PID Memory (KB) Usar Threads

Enter the Process Name to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report. After making
the necessary selections, click Search.

Exporting Task Manager

To export the Application Patch Report, click Export Option. Export Option field expands.

RDP Info | SMB Info | URL Access History

System Details Task Manager Services View Network Registry Directories Task Scheduler CHMD Run Scripts Startup Applications

Exports Option
O ExceL O poF ® Wi

Select the preferred option and then click Export.
A success message appears.

e Exported Successfully Click here to Open/Download

Click the link to open/download the report file.
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Services

The Services module allows security team keep track of the programs that are currently running on
the endpoint. If required, the team can start, pause, restart, or stop any particular service.

[oor i

UV IR view Metwork | Registry | Directories | Task scheduler | cMD | Run saipts | startup Applications
% Refresh Last Updated : 22-11-2024, 12:33:35
0 Adobe Acrobat Update Servica Starced Automatic LocalSystem
[m] Alloyn Router Service Stareed Marual NT AUTHORITVLscalServies
[m] Application Layer Gateway Service Stopped Manual NT AUTHORITV\LocalService
O Application Identity Stopped Marual NT Authority\LocalService
O Application Infarmation Started Manual LocalSystem
] Application Management Stopped Manual LocalSystem
[m} App Readiness. Stopped Manual LocalSystem
O Microsoft App-V Client Stopped Diabled LocalSystem
O AppX Deployment Service (AppXSWC) Started Manual LocalSystem
[m} AssignedAccessManager Service. Stopped Manual LocalSystem
) ‘Windows Audio Endpaint Builder Started Autornatic LocalSystem
O ‘Windows Audio Started Automnatic NT AUTHORTTV\LocalService
O Cellular Time Stopped Marual NT AUTHORITV\LocalService
] Activex Installer (AxInstsy) Stopped maznual Localsystem
O BitLocker Drive Encryption Service Stopped Manual localsystem
O Base Filtering Engine. Started Automatic NT AUTHORITY\LacalService
[m} Background Intelligent Transfer Service Stopped Marnual LocalSystem
[m} Background Tasks Infrastructure Service Started Automnatic LocalSystem
0 Bluetooth Audio Gateway Senice Stopped Manual NT AUTHORITVLscalServies
[m] ANCTP service Stopped Manual NT AUTHORITV\LocalService
m] eluctosth Support Service Started Manual NT AUTHORITVLocalService
(] Capability Access Manager Service Started Manual LocalSystem
O ‘Connected Devices Platform Service Started Automatic NT AUTHORITV\LocalService
[m} Certificate Propagation Stopped Marnual LocalSystem
[m] Client Licanse Serviee (ClipSVC) Stopped Manual LocalSystem
=] Microsoft Cloud Identity Service Stopped Manual NT AUTHORITViNgtviorkService
[m} COM+ System Application Stopped Manual LocalSystem
] CoreMessaging Started Automatic NT AUTHORITV\LocalService
) Intel(R) Content Protection HECI Service Stopped Manual LocalSystem
O Cryptographic Services Started Automatic NT Authority\NetworkService
O Offline Files Stopped Marnual Localsystem
O DCOM Server Process Launcher Stareed Automatic LocalSystem
0 Declared Configuration(DC) service Stopped Manual LocalSystem
[m} Optimize drives Stopped Marnual localSystem
) Device Association Service Started Manual LocalSystem
O Device Install Service Stopped Marual LocalSystem
O DevQuery Background Discovery Broker Stopped Manual LocalSystem
[m] DHCP Clisnt Started Automatic NT Authority\LocalService
[m} Microsoft (R) Diagnestics Hub Standard Collector Service Stopped Manual LocalSystem
O Dizgnostic Execution Service Stopped Marnual LocalSystem -

Filtering Services

To filter the Services as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

Services View Network Directories Startup Applications
Filter Criteria

Service Name : F |[Enclude ]

Enter the Process Name to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report. After making
the necessary selections, click Search.




Exporting Services
To export the Application Patch Report, click Export Option. Export Option field expands.

System Details | Task Manager Services View Network Registry Directories Task Scheduler CMD Run Scripts Startup Applications

Exports Option

) ExceL O poF

@

® HmiL Expart

Select the preferred option and then click Export.
A success message appears.

@ Exported Successfully Click hers to Open/Download

Click the link to open/download the report file.

View Network

View Network displays the processes and their details running via active and established connections
on an endpoint. Apart from this, it also shows IP Radar map to trace the locations of the connection on
a geographical map.

Active

This tab displays processes and their details running via active connections on an endpoint. Select
particular process and click on Terminate Process to end it.

YRS | Regisiry | Directories | Task Scheduler | CMD | Run Scripts | Stariup Applications
% Refresh
Last Updated : 22-11-2024, 12:33:20
[acive
] Process Name Protocol Local Address Status
(m] System Process:700 Tcp admin:49737 Listening
O System Process: 560 e admin:49665 admin:0 Listening
0 System Process: 5048 TP admini 7680 admin:0 Listening
] System Process:4 TCP admin.dc.escan: 139 (netbios-ssn) admin:0 Listening
) System Process:4 TCR admin:445 (microsoft-ds) admin:0 Listening
O System Process:4 TCP admin:5357 admin:0 Listening
O System Processid uDR 2dmin.dc.escan: 137 (netbios-ns) Fhres -
[m] Systsm Procsss:4 upe admin.dc.escan:138 (netbios-dgm) e
] Systam Process:0 Tce admin.dc.escan: 2227 admin,de.escan:50721 Time_wait
0 System Process:0 TCp admin.dc.escan: 50562 52.231.186.36:443 (hrips) Time_Wait
(m] System Process:0 Tcp admin dc.escan: 50580 20.44.229.112:443 (https) Time_Wait
[m] System Process:0 Tcp admin.dc.escan: 50594 20.44.229.112:442 (htips) Time_Wait
0 System Process:0 Tcp admin.dc.escan: 50688 pbomb-ac-in-f14,12100.net:443 (htips) Time_Wait
[m] System Process:0 Tcp admin.dc.escan: 50690 bom12520-in-£2.1e100.net:443 (htips) Time_Wait
m] Systam Process:0 e admin.dc.escan: 50691 bomi2515-in-f5.12100.net:443 (hups) Time_Wwait
[m] System Process:0 Tce admin.dc.escan: 50692 bom12515-in-F10.1e100.net:443 (hetps) Time_wait
O System Process:0 e admin.dc.escan: 50693 bom07535-in-f1.12100.net:443 (htps) Time_Wait
O System Process:0 Tcp admin.de.escan: 50654 bom07529-in-£1.12100.net: 443 (hetps) Time_wait
m] System Process:0 Tcp admin.dc.escan: 50696 pbomb-ac-in-f14,12100.net:443 (htps) Time_Wait
0 System Process:0 Tcp admin.dc.escan: 50658 bom 12520-in-£3.1e100.net:443 (htips) Time_wait
] System Process:0 Tcp admin.dc.escan: 50699 bom07537-in-F14.1e100.net:443 (hetps) Time_Wait
[m] System Process:0 Tce admin.de.escan: 50700 bom07532-in-F14.1e100.net:443 (hetps) Time_wait
] System Process:0 e admin.dc.escan: 50701 bom07537-in-f14.12100.nec:443 (heps) Time_Wait
0 System Process:0 Tce admin.dc.escan: 50702 bom12519-in-£3.12100.net:443 (hps) Time_wait
(] Systam Process:0 TP admin.dc.escan: 50702 bom07535-in-F1.12100.net:443 (hetps) Time_Wait
[m] System Process:0 Tcp admin.dc.escan: 50704 sd-in-f84.1e100.net: 443 (hips) Time_wait
0 System Process:0 TP admin.dc.escan: 50705 bom07535-in-£1.12100.net:443 (heips) Time_Wait
0 System Process:0 Tcp admin.dc.escan: 50706 prbomb-ac-in-F14,1e100.net:443 (htips) Time_wait
] System Process:0 Tcp admin.dc.escan: 50707 bom12515-in-f5.12100.net:443 (htips) Time_Wait
O System Process:0 Tce admin.dc.escan: 50708 prbomb-ac-in-f14,12100.net:443 (hups) Time_wait
0 System Process:0 Tcp admin.dc.escan: 50709 192.7.241.35.bc googleusercontent,com: 442 (https) Time_Wait
] System Process:0 e admin.dc.escan: 50710 bom07530-in-F10.12100.nex:443 (herps) Time_Wwiit
m] System Process:0 Tcp admin.dc.escan: 50712 prbomb-ac-in-F14,12100.net: 443 (heips) Time_Wait
[m] System Process:0 e admin dc.escan: 50713 bom07529-in-f3.12100.net:443 (hps) Time_Wwait
0 System Process:0 Tcp admin.dc.escan: 50714 prbomb-ac-in-F14,12100.net: 443 (heips) Time_wait
] System Process:0 Tcp admin.dc.escan: 50716 pbomb-ac-in-F14,1e100.net:443 (https) Time_wait
O System Process:0 Tce admin dc.escan: 50717 bom12s15-in-f5.12100.net:443 (htips) Time_wait =
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Filtering View Network from Active Connections

To filter the View Network from all active connections, click on Filter Criteria.
The Filter Criteria field expands.

YT T i eror | T T (T T T |
Filter Criteria
Process Name : * Include W

Enter the Process Name to be included in the filtered report.

Include/Exclude
Select Include/Exclude from the provided drop-down to include or exclude the parameter from the
report. After making the selections, click Search. The report will be filtered and displayed to you.

Exporting Active View Network
To export the report, click Export Option.

System Details Task Manager Services View Network Registry Directories Task Scheduler CcMD Run Scripts Startup Applications

¥ Exports Option

Exports Option

O exce O roF ® Export

From the expanded field, select the preferred file format and then click Export.
A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open and download the report file.
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Established

This tab displays processes and their details running via established connections on an endpoint.
Select particular process and click on Terminate Process to end it.

System Details | Task Manager | Services |RUCUEGATCU S| Registry | Directories | Task Scheduler | cMD | Run Scripts | Startup Applications
% Refresh

W (Process Name Protocol Local Address Remote Address

] svchost.exe:1064 TP ‘admin.dc.escan: 49803 20.198.119.84:443 (https)

[ svchost.exe:1064 TP ‘admin.dc.escan: 49897 20.198.119.84:443 [https)

T] mwagent.exs:2384 TP admin.dc.escan: 2222 escanantivirus:64067

[ msedge.exe:10872 TP ‘admin.dc.escan: 49976 20.212.88.117:443 {https)

[ HxTsnexe:1944 TP admin.dc.escan: 50449 40.99.9.66:443 (https)

[ eScanRa.EXE:6992 TP ‘admin.dc.escan: 49833 escanantivirus:2219

] escanmen.exe: 3628 TP admin.dc.escan: 50722 229c23 75.awsglobal m:443 (https)
(] download.exei12104 TP ‘admin.dc.escan: 50730 escanantivirus:2221

[ chrome.ex=:9288 TP ‘admin.dc.escan: 49913 sb-in-F188.1e100.net:5228

(] chrome.exe:9288 TP admin.dc.escan: 50227 bom12520-in-F10.1e100.net 443 (https)
[ chrome.ex=:9288 TP ‘admin.dc.escan: 50729 shin-F102.1a100.net:443 [https)

[ chrome.ex=:9288 TP ‘admin.dc.escan: 50731 bom12520-in-F3.12100.net:443 (htps)

Filtering Established View Network

To filter the Established View Network as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

System Details | Task Manager | Services ( View Network ]

v Filter Criteria

Filter Criteria

Process Name : * Include %

Enter the Process Name to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report. After making
the necessary selections, click Search.

Exporting Established View Network

To export the Established View Network, click Export Option. Export Option field expands.

[ Svotem Detaits | Task Mansger | Services IR CR| Revistry | Directories ] Task Scheduler ] CHD ] Run Scripts | Startup Applications

% Exporits Option

Exports Option

@] EXCEL O pOF \-i: HTML Export

Select the preferred option and then click Export.
A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the report file.
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IP Radar

IP Radar’s geographical map helps trace the locations of the current connections running on an

RDP Info | SMB Info | URL Access History
System Details | Task Manager | Services |RU R s Cll| Registry | Directories cMD | Run Scripts | Startup Applications
A Fiter Criteria A Exports Option
% Refresh
Last Updated : 22-11-2024, 12:33:20
IR I |
ACTIVE ; s ESTABLISHED : e Select Region:[All_____ V|
o s = N g P e
]| el <
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Filtering IP Radar View Network

To filter the IP radar View Network as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

System Details | Task Manager | Services |RUGTALGEATLLS

WV Filter Criteria
Filter Criteria

Process Name : * Include %

Enter the Process Name to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report. After making

the necessary selections, click Search.

Exporting IP radar View Network
To export the IP radar View Network, click Export Option. Export Option field expands.

SPSRERUMMINRT | .51oiry | Dicectories ] Task Scheduler ] CMD | Run Scripts. | Startup Applications

W Exports Option

Exports Option

O ExceL O poF ® i Export

Select the preferred option and then click Export.
A success message appears.

An 1SO 27001 Certified Company www.escanav.com



Wielt{H»

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Registry
This tab displays the registry key holdings, a set of registry values that stores configurations and

settings running on an endpoint. If required, the team can manage particular registered key(s) to
customize or troubleshoot the operating system or software.

RDP Info | SMB Info | URL Access History

System Details | Task Manager | Services | View Network |[RENEOVE Directories | Task Scheduler | €MD | Run Scripts | Startup Applications
v Registry Options

% Refresh Add Key &) Delete Key Add Value & Modify Key

n ‘ Name ‘ Type ‘U’ilne
] (Default) REG_SZ {058f2470-bae0-11cd-h579-08002030bfeb}

= M compurer
[ HKEV_CLASSES_ROOT
;.;x
(@001
ENSEL
- [E) PersistentHandler
& @ afr
#- () shellEx
;-Q.agz
@ 2a0
;-;.kpz
;':-3999
+-:.3mf
L@
o

Registry Options
Click on Registry Options drop-down, to filter the settings as per your requirements.
The field expands.

System Details Task Manager Services View Network Reqgistry Directories | Task Scheduler Startup Applications

v Registry Options

: Refresh Add Key Q Delete Key Add Value = Modify Key

You can select any registry from the computer and perform required activities available such as Add,
delete, and more.
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Directories

The Directories module allows the security team to keep track of files that are organized, easily
accessible and manageable within a system currently running on the endpoint. If required, the team
can delete directories folder or file. It also allows downloading of the file.

RDP Info | SMB Info | URL Access History
|
) =0eScanProtectsd.dace 8/7/2021 3:20:38 PM 8/7/2021 3:20:37 PM
=@ O =teScanProsecred.doc docx 12 8/7/2021 3:20:38 PM 8/7/2021 3:20:37 P
@ O boswgm.da dac 3 3/24/2023 7:33:54 B 3/24/2023 7:33:54 B
0 ESNExp.bod.LOG LOG 2 8/5/2021 9:03:30 AM 8/5/2021 9:03:30 AM
- (@ System Reserved (E:) [ ESNExp.bed.LOGL \LOG1 o 8/5/2021 9:03:30 AM 8/5/2021 9:03:30 AM
&@n O)  EShExp.bed.LOG2 LoG2 0 8/5/2021 9:03:30 AM 8/5/2021 9:03:30 M
. [ Esnexpbed bed 2 8/3/2021 9:03:30 AM 8/5/2021 9:03:31 AM
- (@ $RecycleBin ) gridrmbr .mbr 9 8/5/2021 9:03:30 AM 6/21/2009 12:12:36 AM
I g ik O orldr 212 8/5/2021 9:03:30 AM /10/2012 4:49:40 PM
O hiberfilsys ys -1915340 7/18/2021 11:45:29 AW 7/2/2024 2:17:33 M
+ @0 [C)  tocalDisk (D) - Shorccutink Ink. 0 3/28/2022 §:33:52 PM 3/28/2022 6:32:52 M
@ 0 menulsc Jse 0 /5/2021 5:03:30 AM 8/5/2021 9:03:30 AM
. O pagsflesys s -1155684 7/18/2021 11:45:30 AM 7/2/2024 2:17:35 P
- (@@ boot [ rescuzini i 0 8/5/2021 9:03:30 AM 8/5/2021 9:03:30 AM
i+ (@ Config.Msi
- (g Documents and Sewings
w e

Directories Options

Click on Directories Option, to filter the settings as per your requirements.
The Directory Option field expands.

System Details i View Neitwork Directories Task Scheduler

v Directory Options

Search File : * ||II‘IdIJl:|-E bdl
| Search || Reset |

: Refresh

Enter the Process Name to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report. After making

the necessary selections, click Search.
The Directories list will appear.
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A Task Scheduler is a tool in operating systems used to automate the execution of tasks on a specific
schedule or in response to certain events. The Task Scheduler tab displays Name, application, status,
last run time, and next run time of a particular endpoint.
System Details | Task Manager | Services Registry | Directories 'M‘ CMD | Run Scripts | Startup Applications
E| E;F:-DEE CONNECTION TO THE HOST HAS T undefined undefined )
Task Scheduler Options
Click on Task Scheduler Option, to filter the settings as per your requirements.
The Task Scheduler Option field expands.
System Details | Tack Manager | Services Registry | Directories [ Task Scheduler BT Run Scripts | Startup Applications
* Refresh

You can refresh the settings, run task, stop task, and delete task using provided buttons.
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CMD

The CMD in the Remediation console enables administrators to execute a range of system commands
on endpoints, helping to resolve issues, implement fixes, or carry out tasks. Clicking the ARP cache
button allows you to view IP-to-MAC address mappings. Click on the nslookup button to resolve
domain names to IP addresses.

RDP Info | SMB Info | URL Access History

System Details Task Manager Services View Network Registry Directories Task Scheduler CMD Run Scripts Startup Applications

Run Scripts

The Run Scripts tab displays the execution of the files containing a sequence of commands. The EDR
Search tab involves searching through data collected by an Endpoint Detection and Response system
to identify threats or suspicious behaviour. Scripts are files containing instructions that automate tasks
or add functionality to systems or applications.

SCRIPTS

The Scripts tab displays the Script Name, Script File Name, DateTime, Execute, and Result.

RDP Info | SMB Info | URL Access History
System Details = Registry | Directories | Task Scheduler [ Run scripts |[ENTa

Script File Name DateTime Execute Result

No Records Found!

SCRIPT Options

Click on Scripts Option, to filter the settings as per your requirements.
Script Option field expands.

System Details Task Manager | Services View Network Registry Directories Run Scripts

EDR Search
v SCRIPT Options
Upload Script

e Upload Script: Click on this button to upload the script.
o Delete Script: Select a script and click on Delete button.
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EDR Search

Click on EDR Search tab, to filter the settings as per your requirements.
The field expands.

System Details | Task Manager | Services | View Network | Registry | Directories | Task Scheduler | CMD Run Scripts |l TN Tel

EDR Search

History :

DateTime

24-11-2023 16:50:42

21-03-2024 16:47:51

27-06-2024 11:17:53 Migw

¢ New Search: Click on this button and enter new search.
e Delete: Select an option from the history and click on delete.

www.escanav.com
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Startup Application

The startup application feature performs real-time scanning of the programs set to run at system
startup. Administrators can view endpoint’s details of Startup applications and the currently defined
actions on those applications (enabled or disabled).

System Details | Task Manager | Services | View Network | Registry | Directories [ Startup Applications |
| Mame State Command Location
: ERROR: CONNECTION TO THE HOST HAS FAILED. undefined undefinad undefined

Startup Application Options

You can refresh the list, enable or disable the program, and download the file.

System Details | Task Manager | Services Registry Directories ( Startup Applications ]

w Startup Application Options

RDP Info

Remote Desktop Protocol (RDP) is a widely used protocol that enables users to connect to and control
remote systems over a network. The RDP info tab allows the security team to view basic session
details, including the date, time when the RDP sessions are connected and disconnected of an

endpoint.
Date Time |C|ient Action

Remote Desktop Services: Session has been
03-09-2024 20:51:26

disconnected:

Femaote Desktop Services: User authentication
03-09-2024 20:22:32

succeeded:

The server accepted a new TCP connection fram
03-09-2024 20:22:30

client 152.168.0.143:62251

The server accepted a new TCP connection fram
03-09-2024 20:22:22

client 152.168.0.142:62249

Remote Desktop Services: Session has been
02-09-2024 20:05:30

disconnected:
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SMB Info

The eScan's SMB Info module allows the security team to view details about the applications that
have been accessed, providing information on which specific application was used and when it was
accessed, thus enabling better tracking and monitoring of application usage on a particular endpoint.

SME Info : NN R (Wowul (it.log)

[consctlx.exe] 84 Jan 2825 16:86:16.838 81888 84588 - [SMBv2][192.168.8.138:64954][L] File Accessed: HRdata -
[consctlx.exe] @4 Jan 2025 16:06:17.713 21083 245388 - [SMBv2][192.168.0.130:645954][L] File Accessed: HRdata
[consctlx.exe] @4 Jan 2025 16:086:20.192 21083 94588 - [SMBv2][192.168.0.130:64954][L] File Accessed: HRdata\Offline
Patching Tool.docx

[consctlx.exe] @4 Jan 2025 16:096:41.%902 21083 @4588 - [SMBv2][192.168.0.130:64954][L] File Accessed: HRdata\Offline
Patching Tool.docx

[consctlx.exe] @4 Jan 2825 16:87:83.854 816558 94588 - [SMBv2][192.168.6.138:64554][L] File Accessed: HRdata\Offline
Patching Tool.docx

[consctlx.exe] @4 Jan 2025 16:87:84.244 81038 94588 - [SMBv2][192.168.8.13@:64954][L] File Accessed: 23990098.3%%
[consctlx.exe] @4 Jan 2625 16:87:84.247 816558 94588 - [SMBv2][1592.168.6.138:64554][L] File Accessed: AUTOFTP.LOG
[consctlx.exe] @4 Jan 2025 16:97:84.810 @1085 945388 - [SMBv2][192.168.0.130:64954][L] File Accessed: Desktop.ini
[consctlx.exe] @4 Jan 2025 16:87:84.816 @1083 94588 - [SMBv2][192.168.8.138:64954][L] File Accessed: AutoRun.inf
[consctlx.exe] @4 Jan 2625 16:87:85.821 816558 94588 - [SMBv2][192.168.6.138:64554][L] File Accessed: HRdata‘\Offline
Patching Tool.docx

[consctlx.exe] @4 Jan 2025 16:87:26.724 81033 @4588 - [SMBv2][192.168.8.138:64954][L] File Accessed: HRdata\Offline
Patching Tool.docx

[consctlx.exe] @4 Jan 2025 16:97:26.751 @1085 94588 - [SMBv2][192.168.0.130:64954][L] File Accessed: HRdata‘\~3fline
Patching Tool.docx

[consctlx.exe] @4 Jan 2825 16:67:27.061 91083 @4588 - [SMBv2][192.168.0.130:64954][L] File Accessed: HRdata\Offline
Patching Tool.docx

[consctlx.exe] @4 Jan 2025 16:87:50.530 81083 @4588 - [SMBv2][192.168.8.138:64954][L] File Accessed: HRdata\Offline
Patching Tool.docx

[consctlx.exe] @4 Jan 2025 16:987:50.546 @1033 94588 - [SMBv2][192.168.0.130:64954][L] File Accessed: HRdata‘\~3fline
Patching Tool.docx

[consctlx.exe] @4 Jan 2825 16:67:57.221 91083 @4588 - [SMBv2][192.168.0.130:64954][L] File Accessed: HRdata\Offline
Patching Tool.docx

[consctlx.exe] @84 Jan 2025 17:03:24.802 84580 93496 - [SMBv2][192.168.8.138:49700][L] File Accessed: Desktop.ini
[consctlx.exe] @4 Jan 2025 17:83:24.917 84580 @3496 - [SMBv2][192.168.0.130:49700][L] File Accessed: AutoRun.inf
[consctlx.exe] @4 Jan 2025 17:87:83.336 @4580 83496 - [SMBv2][192.168.0.130:4970@][L] File Accessed: Desktop.ini
[consctlx.exe] @4 Jan 2025 17:087:83.336 84580 93496 - [SMBv2][192.168.8.138:49700][L] File Accessed: AutoRun.inf

URL Access History

URL Access History is the record of web addresses (URLS) that a user has accessed over a specific
period of time. This sub module allows security team to view the details, such as date, time, and the
URLSs that were visited on a particular endpoint.

URL Access History : | E

Date Time URL

01-02-2025 17:26:05 https:/{www.bing.com
01-02-2025 18:25:35 https: /v bing.com
01-04-2025 12:15:41 https:/ /v bing.com
01-04-2025 12:35:58 https:/fwww.bing.com
01-04-2025 12:22:37 https:/{www.bing.com
01-04-2025 13:22:48 https:f wwnwmicrasoft.com
01-04-2025 13:23:06 https:ffwww.msn.com
01-04-2025 16:24:47 https:ff v bing.com
01-04-2025 16:41:36 https:ffwwnwbing.com

A -NA-2N7% 1647012 btrnes flunneg annnla ~re v
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Unmanaged Computers

To install eScan Client, define policies and tasks on the basis of group, it is necessary to move
computers to the created groups. You can move the computers from Unmanaged Computers to
desired groups created in the Managed Computers using the following submodules:

o Network Computers

e IP Range

e Active Directory

o New Computers Found

Network Computers

This submodule displays a list of available networks. You can move the computers from the list of
computers present in the Network Computers using the following steps:
1. Inthe navigation panel, click Unmanaged Computers > Network Computers.
2. Click Microsoft Windows Network.
3. Select the workgroup from where you want to move computers to the group created in
Managed Computers section. A list of computers appears.

Network Computers

% Refresh [l Help

[ Action List = Refresh Client
4¥s Network Computers 1P Address
i~ ¢f§ VMware Shared Felders -
H O | ] we Unknown status
— s Microsoft Windows Matwork
. [0 | [ acessm=sesna Unknown status
¢ WORKGROUD (81)
[} Al Unknown status
#ls Web Client Network - IZ'
[ | [ AbsesE=-pc Unknowin status
O | [ cews Unknown status
O | cemessr Unknown status

4. Select the computer(s) you want to move to the desired groups.
5. Click Action List > Move to Group. Select Group window appears.

An ISO 27001 Certified Company
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6. Click Managed Computers tree to view the groups.

Select Group E Help

—Mowve Computer{s) to Group

- ﬁ Managed Computers

MNew Group || ok | | Cancel

7. Select the group where you wish to move the selected computer(s) and click OK.
The selected computer(s) will be moved to the group.
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Creating a New Group from the Select Group
window

To create a new group from the Select Group window, follow the steps given below:
1. Inthe Select Group window, click Managed Computers > New Group.

Select Group E Help

—Mowve Computer(s) to Group

- ﬁ Managed Computers

MNew Group ' ok | | Cancel

Creating New Group window appears.

Creating New Group E Help
Create Mew Group

|7 Mew Group Mame || I

| ok || Cancel |

2. Enter a name for the group.
3. Click OK. A new group will be created.
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IP Range

The IP Range submodule lets you scan the desired IP address or range of IP address and add the
required computers to any of the managed groups. It also lets you add, search and delete an IP range.

Adding New IP Range

To add an IP range, follow the steps given below:
1. Inthe IP range screen, click New IP Range.
Specify IP Range window appears.

Specify IP Range E Help

Starting IP Addrass*: I| I . | | . | | . | |

Ending IP Address™: . . I:l . I:I

| Ok || cancel | [*] Mandatory Fislds

2. Enter the Starting and Ending IP address.
3. Click OK. The IP Range will be added.

Please enter the start and end IP address even if you want to search for single IP address,
0 both the entries will have the same IP address in such a case. The selected IP Range will be
added to the IP Range tree.

When you select the IP Range all computers present in that IP Range will be displayed on
the interface in the right.

NOTE

Other details like IP Address of the computer, its group, Protection status
(Unmanaged/Unknown/Protected/Not installed, Critical/Unknown); the table also displays Status of
all modules of eScan.

Moving an IP Range to a Group

To move an entire IP range to a group, follow the steps given below:
1. Select an IP range.
Select the checkbox next to Computer Name column.
Click Action List > Move to Group. Select Group window appears.
Select the destination group.
Click OK. The IP range will be moved to the specified group.

a ko
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Deleting an IP Range

To delete an IP range, follow the steps given below:
1. Select an IP Range.
2. Click Delete IP Range.

e e ofs -0 e St e 1
£‘£
I:I o By dF b :F Ty F b
..... o #is
| oty s st b eRd et
A confirmation prompt appears.
110443 says

Do you really want to delete selected IP Range(s)?

3. Click OK. The IP range will be deleted.

Active Directory

The Active Directory submodule lets you add computers from an Active Directory.

Adding an Active Directory

To add an Active Directory, follow the steps given below:
1. Click Unmanaged Computers > Active Directory.
2. Click Properties.

Active Directory

By ron -

g Active Directory

Properties window appears.
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elrp
Properties
oty | i oelee |
|Ac|:i|ﬂ! Directory Domain Controller Address
3. Click Add. Login Settings window appears.
Login Settings E Help

AD IP Address *:

User name *:

Confirm Password *:

Use SSL Auth.:

Fassword =1 | |

AdsPort®:

@]
~

|| Cancel | [*] Mandatory Fizlds

4. Fill in the required Login Credentials and click OK.
The details including IP Addresses from active directory will be added instantly.

Properties EHEIP

E Maodify | ﬁ Delats |

Active Directory Domain Controller Address

(]| 192.

5. Select the Active Directory and click OK. The selected Active Directory will be added to the
Active directory tree.
6. To view the details, click the Active Directory.

www.escanav.com



Wielt{H»

-
Active Directory % Refresh E Help

iﬂl Action List v | B Properties Refresh Client

= fy Active Directory Username  |eScan Status | Version|Last Connection (YYYY/MM/DD)

(=N #a DO=—ip 0 mimmeme 0 =
NP

g Vg

S PSS B———-

R

A“ YISy | i gl i

- o

- e

Py p———

FPp—

I e—

O |Z| fa—bims Unknown status

Moving Computers from an Active Directory

To move computers from an Active Directory, follow the steps given below:
1. Click an Active Directory.
2. Select the computers you want to move to other group.
3. Click Action List > Move to Group.
Select Group window appears.
4. Select the Group and Click OK.
The selected computers will be moved to the selected group.

New Computers Found

The New Computers Found submodule displays list of all new computers connected to the network.
With the Action List drop-down you can set Host Configuration, Move Computers to a Group, view
Properties and Refresh Client. You can also export the New Computers List to .xls file format.
After the computers are moved from Unmanaged Computers to groups under Managed Computers,
you can assign tasks to them, Set host configuration, Manage Policies, Deploy/Upgrade Client or
deploy a Hotfix on all or any of the Managed Computer individually or in group.

New Computars Found & Refresh [ Help

n Belongs To| eScan Status | Version | Last Connection | Installed Directory | Monitor Status| Anti-S)

O | 152, s 02 Jul 2021 13:54:27  Server Unknown status

O [ 102, ik i 35 02 Jul 2021 12:54:45 Sarver Unknown status

O | 152 sk b o 02 Jul 2021 13:54:26  Server Unknown status

O [ 152 i b 5% 02 Jul 2021 13:54:28 Sarver Unknown status

(| 152 sk b i 02 Jul 2021 13:54:27  Server Unknown status

O [ 152 g b £ % 02 Jul 2021 13:54:28 Sarver Unknown status

O | = 152, i 02 Jul 2021 13:54:28  Server Unknown status

[ 152 ek b S48 02 Jul 2021 13:25:43  Sarver Unknown status

O = 152 i : 02 Jul 2021 13:54:27 | Server Unknown status

[ 152, jpih i i 02 Jul 2021 13:54:27  Server Unknown status

O = 152 st 02 Jul 2021 12:54:27 | Servar Unknown status

[ 192 i & 5 02 Jul 2021 13:54:27  Server Unknown status

O = 152 a2 02 Jul 2021 12:54:46 | Servar Unknown status

(| 152wtk i e 02 Jul 2021 13:54:27  Server Unknown status -

3
[ Unmanaged [H] Protected [H] Not Installed / Critical [&] unknown status
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Filter Criteria

The Filter Criteria lets you filter new computers found according to date range.

i'm Action List W* | W Filter Criteria

r— Filter Criteria
Date Range
From (MM/DDSYYYY) 07/02/2021
To (MM/DDYY) 07/02/2021
| Search | | Reseat |

1. Select appropriate date in From and To fields.
2. Click Search.
A list of computers discovered by eScan in the date range will be displayed.

Action List

This drop-down provides following options:
e Set Host Configuration: To learn more, click here.
o Deploy/Upgrade Client: To learn more, click here.
e Move to Group: To learn more, click here.
o Refresh Client: To learn more, click here.
o Export to Excel: This option lets you to export the status of particular system into Excel
reports.
e Properties: To learn more, click here.
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Auto Discovery

The Auto Discovery allows you to keep automatically detecting the new computers connected to the
network after a user-defined time interval.

= =
Auto Discovery 5 Refresh u Help

Auto Discover Client Setting

Time Interval: | 28 | Mins

Enable Auto Discovery

(U Auto Discover for Same Subnet
P
® Auto Discover for Different Subnet *

Auto Discover for different Subnet

Note: Discovered Computer(s) will be displayed under "New Computers Found" option,
* Different Subnet discovery depends upon Successful Connection from eScan server to different subnet(s)

Enable Auto Discovery
This option enables you to configure the settings involved in this submodule.

Auto Discover for Same Subnet
Using this option, you can allow eScan to automatically discover new computers connected to the
same sub network.

Auto Discover for Different Subnet
Select this option to allow eScan to automatically discover new computers connected to the different

sub network as per your requirement. To use this function, you need to add IP Address, IP Address
with wildcard or IP range in the provided field.

www.escanav.com
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Report Templates

The Report Templates module lets you create template and schedule them according to your
preferences. The module also consists of pre-loaded templates according to which the report can be
created and scheduled.

o e
Report Templates Ldl Properties 30 Refresh E Help

- New Template | By Create Schedule |IEESEREES | [ Delete
Template Name

[] | wirus Report SE a K
[ update Report g5 a L
|:| Scan Report Bg a ‘_.

[C] web Protection Report 5m

|:| Application Control Report B

[_]  Attachment Contrel Report ]

(]  Anti-Spam Report KR

[ Mail Anti-Virus Report SH

[C] use Control Report BE a KE

[] Group Summary Report ] ] a L

[ | Hardware Report 20 a K

[_] software Report B& a K5

(] | File Activity Report S

[] Computers with Critical Status Report 25 #) &
[] | msset Changes (Software) Report ] a E
|:| Asset Changes (Hardware) Report S5 a E..
|:| Top 10 Summary Report B8 a ‘_

D Anti-Ransomware Report ==

[} application Access Report iR

[(] | Session Activity Report B

|:| eBackup Report ==

[ | Endpoint Incident Report iR
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Creating a Report Template

To create a Report Template, follow the steps given below:
1. In the navigation panel, click Report Templates.
2. Click New Template.
New Template screen appears.

New Template E Help

Beport Templates >Mew Template

Hew Template Name :* I Mew Template I

—Report Type
® virus Report S& a E O Anti-Spam Report SR
! Update Report [+ ] a ‘,. () Mail Anti-Virus Report B
! web Protection Report [ 1] ﬂ ) Us8 Cantrol Report [ ] n ‘..
() Group Summary Report [} ] a ‘_ () application Control Report [} ]
" Hardware Report BE a ,‘,‘ " Attachment Control Report B8
() 5can Report H la 9 () software Report HH la E
O Computers with Critical Status Report B a E O File Activity Report BE
O asset Changes (Hardware) Report §E a E ) asset Changes (Software) Repert §R a K
Q eBackup Report BR a 9 O Top 10 Summary Report BR a 9
O Endpoint Incident Report S5 (O Anti-Ransomurare Report B
O Application Access Report S
O sacsion Activity Report 28

— Date Options

'\?z' Today O This week
"/ This Month ) This Year

) Since Installed O Dpate Range
O Last Manth

—Sort By

= ~

® pate L Wirus

— —

" Computer L. Action Taken
— Options

| show only On Demand Scan Results

| Save | | Cancel | (*) Mandatory Fizlds

3. Enter a name for the template.
4. Select a report type.
Depending upon the report type, the additional setting varies.
5. After making the necessary selections/filling data, click Save.
The template will be created according to your preferences.
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Creating Schedule for a Report Template

The Report Template module lets you create a new schedule for the report templates. To learn more,
click here.

Viewing Properties of a Report Template

To view the properties of Report Template, follow the steps given below:
1. Select the Report Template whose properties you want to view.
2. Click Properties. Properties screen appears.

EHelp

Properties

Beport Templates = Virus Report Properties

General | TRl Y-

— Report Mame
Report Mame : Virus Report

r— Details
Selectad Template Type: [vIRUS REPORT |
Created: [/30/2021 5:33:118 BM |
Modified: |6_."30,"2l321 5:33:18 PM |

| Save | | Cancel

NooTE Depending upon the Report Template enter, the Properties varies.

3. After making the necessary changes, click Save.
The Report Template's properties will be updated.

Deleting a Report Template

To delete a Report Template, follow the steps given below:
1. Select the template you want to delete.

2. Click Delete.
A confirmation prompt appears.
3. Click OK.

The Report Template will be deleted.

NOTE Default Report Templates cannot be deleted.

www.escanav.com
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Report Scheduler

The Report Scheduler module lets you create schedule, update and run the task according to your
preferences.

Creating a Schedule

To create a Schedule:
1. Inthe Report Scheduler screen, click New Schedule.
New Schedule screen appears.

MNew Schedule E Help

Report Scheduler = New Schedule

New Report Name :¥ [Mew Report |

r— Select a Template for creating a Report
® [ wirus Report 25 a &

B (] web protection Report 25 )

) anti-spam rReport 28
B L) mail anti-virus Report 25
] application Control Report B

B () astachment Control Report 2R

& (] use contral Report 55 AL
[ Update Report 25 /) &

[ croup summary report 25 ) &

O Hardware Report Bm a 4

2. Enter a name for the report.
3. Inthe Settings section, select preferred templates.
4. In the Select Condition section, select a condition for groups or specific computers.

~ Select Condition

':!:' Generate 2 Report for Groups

() Generate = Report for a List of Computers

" |_| ﬁ Managed Computers

5. In the Send Report by email section, fill the required information to receive reports via email.
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Report Sender®: | prisfaiisBasaia com |

Report Recipient™: | | Add
pr=fa s Bassaiae COM Delete

Mail Server 1P Address: | 192, e

User Authentication: |

|
Wail Server Part: |25 |
|
|

Password Authentication: |

* For Example: user@yourcompany.com

| HTML page d

6. Select the preferred report format.
7. In Report Scheduling Settings section, make the necessary changes.

‘ ®) gnable Scheduler ) Manual Start ‘
® paily
L Weekly Man Tue Wed Thu
Fri Sat Sun
O Monthly

) Last Day of Month

® «

8. Click Save.
New schedule will be created.
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Viewing Reports on Demand

To view a report or a set of reports immediately:
1. Click Report Scheduler > View & Create.
New Schedule screen appears.

Report Scheduler > New Schedule

r— Select a Template for creating a Report
& (O virus Report mm a KE -

- I:I Web Protection Report Em a

" L Anti-Spam Report ==

#- [ Mail Anti-virus Report 5

-- Application Control Report ==
-- |:| Attachment Control Report S
B [J use control Report 55 n L
[ Update Report =2 a E

I:I Group Summary Report == m ‘.-

---- O Hardware Report 5E a [ 8

r— Select Condition

® Ganerate Report for Groups

\._! Generate a Report for 2 List of Computers

& ﬁ Managed Computers

| Create Schedule || Cancel || Viawr | [*) Mandatory Fizlds

2. Select the Template options, the Condition and the Target Groups.
3. Click View.
4. A new window appears displaying the created report.

Clicking Create Schedule lets you create a new Schedule.
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Managing Existing Schedules

The Report Scheduler module lets you manage the existing schedules.

Report Scheduler : Refresh E Help

By startTask [E] Results | B Properties | jiii Delete il [+ New Schedule | [y View & Create

Schedule Name Report Recipient Scheduler Type

Meww Saspenrt P s s Bas i COM Autornatic Schaduler Wigws

Generating Task Report of a Schedule

To generate a task report, select the preferred report schedule name and then click Start Task.
A task window appears displaying the name of the report being generated.

Viewing Results of a Schedule

To see the results of a schedule and its time stamp, select the report schedule and then click Results.
Results screen appears.

Results(EDR) E Help
Report Scheduler >Results

Status Time |
Completad 772021 1:35:05 PM

Completed 7/7/2021 1:21:47 PM

Completed 7/7/2021 1:17:39 PM

Completad 77,2021 1:12:01 PM

Completed 7772021 1:08:25 PM

Completed 7/7/2021 1:02:29 PM

Completad 772021 12:53:48 PM

Completed 7/772021 12:37:36 PM
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Viewing Properties of a Schedule

To view the properties of a schedule:
1. Select a schedule.
2. Click Properties.
Properties screen appears.

Properties E Help

Beport Scheduler »Properties

General Schedule Settings Groups

Schadule Name :* | e |
Craated: [07/02/21 11:17:32 AM |
Status: |Task niot perfarmed yat |
| Ok || Cancel | [*] Mandatory Fislds

The properties screen displays general properties and lets you configure Schedule, Settings and
Groups settings.

Deleting a Schedule

To delete a report schedule:
1. Select a schedule.
2. Click Delete.
A confirmation prompt appears.

Report Scheduler

Do you want to Delete the Selected Task(s) ?

| Ok | | Cancel

3. Click OK.
The schedule will be deleted.
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Events and Computers

eScan Management Console maintains the record of all the events sent by the client computer.
Through the events & computers module, the administrator can monitor the Events and Computers;
the module lets you sort the computer with specific properties.

-
Events & Computers <+ Refresh EHeIp

[y Settings | [y Edit Selection ~
B- Ewents & Computers Events & Computers

Events Status

-- Events Status

- Computers Selection
Cumputer Selaction

- Softvare/Hardware C

= F Tirme Violation: || —
. Date / Time Vialztion: Suﬂ'r.'are.:"HardwarE Changes

.‘u‘iolatinns

o Information Q Critical

Events Status

The Event Status subfolder is divided into following sections:
e Recent
e Critical
o Information

Recent
The Recent section displays both Information and Critical events.

Critical &

The Critical section displays Critical events and immediate attention.

For example, Virus detection, Monitor disabled.

The Critical events can be filtered on the basis of date range and the report can be exported in .xIs
or .html format.

Information
The Information section displays basic information events.
For example, Virus database update, Status.

An ISO 27001 Certified Company WWw.escanav.com



Wielt{H»

Computer Selection

The Computer Selection subfolder displays computers that fall under different categories. It lets you
select the computer and take the preferred action. You can also set the criteria for each section and
sort the computer accordingly.

-
Events & Computers % Refresh EHelp

i‘ﬂl Settings i‘ﬂl Edit Selection v
=8 ﬁ Events & Computers Computer Selection

" Events Status

) T_(}CDmputers with the "Critical Status”
= ﬁ Computers Selection
'LT Computers with the "l:: Sacondary Server Status (Mot Updated)
T;_ Secondary Server S ;
Tico k ith the "Warning Status"
TJ_ Computars with Live e OMpUEErS Wi = i s
Tk C ters with th
= Lomputers wi = T_(}Database are Outdatad
|\, Dratabase are Outda
,
1L Many viruses Detect .} Many Viruses Detacted
T;_ Mo eScan Antivirus 1
'T‘;_ Mot Connected for = T_(}No eScan Antivirus Installed
Tt Mot Scanned for a lc
71 Protaction is off 1.} Not Connacted for a long tima

T;. Update Agent Status

L T;ill“lot Scannead for a long time
[+]- Software/Hardware Cl

-- ﬁ Date / Time Violations T;_. Protection is off

N
L Update Agent Status

o Information 0 Critical

The Computer Selection subfolder consists following sections:
o Computers with "Critical Status"
e Secondary Server Status (Not Updated)
o Computers with Live Status
o Computer with "Warning Status"
e Database is outdated
e Many Viruses Detected
e No eScan Installed
e Not connected for a long time
¢ Not scanned for a long time
e Protection is off
e Update Agent Status

This section displays computers marked with Critical status.

Computers with critical status
This section displays computers marked with Critical status.
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Secondary Server Status (Not Updated)
A secondary server receives downloads from the primary server and further distributes to the client
computers. If the secondary server is not updated, it will be mentioned in the log.

Computers with Live status
This section displays whether the computers present in the network are online or offline.

To get the details of the specific computers' status, select Computers with Live Status option. This
will display the computers with default online status along with other details such as IP Address,
Group, Description, and more. To display all the endpoints in the network, you can use filter options
that filters out based on Status Type.

After selecting the computer from the list, you can choose System Action List drop-down option
from the top panel. This option allows you to perform specific set of actions on the selected endpoints.

0 The required action can be performed only if the endpoint system is online.

The @ symbol indicates that the endpoint is online and LX) symbol indicates that the
NOTE . .
system is offline.

The following actions can be performed on the online system according to the need of the user:
* Log off: This option will log off the system from the current user.
* Force Log off: This option will log off the current user forcefully.
* Lock Machine: This option will lock the system automatically.
* Shutdown Machine: This option will shut down the system.
* Force Shutdown Machine: This option will shut down the system forcefully.
* Restart Machine: This option will restart the system.
* Force Restart Machine: This option will restart the system forcefully.

* Hibernate Machine: This option will hibernate the system that will consume less power than
sleep mode and resumes back to the previous states when you start-up the system.

* Stand By Machine: This option will put the machine in the standby mode. The standby mode
is similar to as that of Hibernate mode.

Computers with warning status
This section displays computer with a warning status.

Database is outdated
This section displays computers whose virus database is outdated.

Many Viruses Detected
This section displays the computers whose virus count has exceeded.

No eScan installed
This section displays computers on which eScan is not installed.

Not connected for a long time
This section displays the computers which didn’t connect to the eScan server for the set duration.
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Not scanned for a long time
This section displays the computers which weren’t scanned for the set duration.

Protection is off
This section displays the computers on which File Protection is disabled.

Update Agent Status
This section displays the status of computers assigned as Update Agent.

The additional settings vary depending upon the Computer Status.

Edit Selection

This drop-down menu allows to configure various option based on selected options. The following
options are present in the menu:

e Protection: This option displays the protection status of the selected computer.

Protection E Help

Computers Status Critica

Monitor Disabled; Mot Scanned for a long time

| Close |

e Events: This option displays the events that were performed in particular computer.

Events & Computers : Refrash EHelp
Recent Events [l 3] 1-100of 822 page
User's name | Event Id Module Name | Description
€) 7/3/2021  12:52:35 e File Anti-Virus (10154} update = o bbb s Bk deesl # #ied upd
o 7/3/2021 12:52:35 e File Anti-Virus {10740} winclient | e e e L] g B el 4 TR Rl R s &Scq
o 7/3/2021 | 12:52:34 | e File Anti-\irus (10154} update s e B R e E i #aie% | Upd
o 7/3/2021 | 12:52:34 | e File Anti-Virus {10740} winclient L e W L Ty =5 eak b 3 ER Skl md ma 25¢]
o 7/3/2021  11:20:18 | e File Anti-Virus (10154} update e vt Habiailames it Sl s il g S upd
o 7/3/2021 11:30:15 e File Anti-Virus {10740} winclient | e e e L] g B el 4 TR Rl R s &Scq
€) 7/3/2021 11:30:18 e Filz Anti-Virus (10740}  winclient - e ] kg ni ped = i eSc
o 7/3/2021 11:30:18 wsee File Anti-Virus {10154} update Mag cons bpbgaees dels Bl Emiled Sttt s B L emie® Upd
o 7372021 10:30:14 | e File Anti-Virus (10740} winclient - e L] g = %t 2 g eSc
o 7/3/2021 | 10:30:14  Hee File Anti-Virus (10154} update Flag vy Pabailames apbant @eb mpailesd  Bhge B0 S mgE S gmie® Upd

o Deploy/Upgrade Client: To learn about this option, click here.
e Check Connection: This option will verify if the client machine is online or offline.
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Connecting to Computer...AN & £
Connection : Successful

e Remove from Group: To learn about this option, click here.

e Connect to Client (RMM): To learn about this option, click here.
e Force Download: To learn about this option, click here.

e On Demand Scanning: To learn about this option, click here.

¢ Send Message: To learn about this option, click here.

e Properties: To learn about this option, click here.

Software/Hardware Changes

This subfolder displays all software/ hardware changes that occurred on computers. It consists
following sections:

e Software Changes
e Hardware Changes
e Existing System Info

Events & Computers : Refresh EHelp

iﬂl Settings iﬂl Edit Selection
= Events & Computers Software/Hardware Changes

-- Events Status

i 'E,Sﬂﬂ'r.'are Changes
-- Computers Selection

: — gl
=- Software/Hardware Cl L. Hardware Changes

T e
" k& Softwiare Changes 'L},Existing System Info

, Hardware Changes

'T"
Ve
: -1 e
i it Existing System Infe
-- Date / Time Violations

o Information a Critical

Software Changes
This section displays software changes i.e. installation, uninstallation or software upgrades.

Hardware Changes

This section displays hardware changes that occurred on computers. For example, IP address. Hard
Disk, RAM etc.

Existing System Info
This section displays a computer's existing hardware information.
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Violations

Date/Time Violations
This subfolder consists Date/Time Violations that displays client computers whose users attempted to
modify date and time.

-
Events & Computers & Refresh  [ggHelp

[y Edit Selection v

E| (@ Events & Computers
:. " #  Filter Criteria #  Export Optlion

-- Events Status
Computers Selection Date / Time Violations Events 1-10oftl page 1 of 1y Rows per page: m

- [ Software/Hardware Changes Machine Name | IP Address |User's name |Event Id Module Name | Client Action
& {§ Date / Time Vialations

..... .., Date / Time Violati

€9 7/6/2021 13:05:53 WIN-QADD7 S8 | 152,084 0 8% WHL wii " ss | File Anti-Virus (1805) eScan Monitor | Device/Computer Modif

Settings

You can define the Settings for Events, Computer Selection and Software/Hardware changes by
clicking on the Settings option and defining the desired settings using the Tabs and options present on
the Events and Computer settings window.

Event Status Setting

Basically, events are activities performed on client's computer.

Events & Computers Settings E Help

Events Status Computer Selection Software fHardware Changes

~Ewvents
S
Mumber Of Records 1000
Save | Cloze |

On the basis of severity, the events are categorized in to the following types:
o Recent: It displays both critical and information events that occurred recently on managed
client computers.
o Information: It displays all informative types of events, such as virus database update, status,
and so on.

Perform the following steps to define event status settings:
1. Select the appropriate Events Name.
2. Enter the number of events that you want to view in a list, in the Number of Records field.
3. Click Save. The settings get saved.
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Computer Selection

Events & Computers Settings E Help
m Computer Selection Software/Hardware Changes
r— Computers
Computers Status | Computers with the "Critical Status” e
Check for eScan Mot Installed
Check for Moniter Status
Check for Not Scanned
Check for Database Mot Updated
Check for Not Connected

Database Mot Updated from more than
System Mot Scanned from more than

System Mot Connected from more than

Mumber Of Records

Save | Cloze |

The Computer Selection lets you select and save the computer status settings. This module lets you
perform the following activities:

Critical Status: It displays a list of computers that are critical in status as per the criteria's selected in
computer settings. Specify the details in following fields:
o Check for eScan Not Installed: Select this checkbox to view the list of client systems under
managed computers on which eScan has not been installed.
e Check for Monitor Status: Select this checkbox to view the client systems on which eScan
monitor is not enabled.
o Check for Not Scanned: Select this checkbox to view the list of client systems which have
not been scanned.
e Check for Database Not Updated: Select this checkbox to view the list of client systems on
which database has not been updated.
e Check for Not Connected: Select this checkbox to view the list of eScan client systems that
have not been communicated with eScan server.
o Database Not Updated from more than: Enter the number of days from when the database
has not been updated.
e System Not Scanned for more than: Enter the number of days from when the system has
not been scanned.
e System Not Connected for more than: Enter the number of days from when the client
system has not been connected to eScan server.
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e Number Of Records: Enter the number of client systems that you want to view in the list.

Secondary Server Status (Not Updated): It displays the list of systems on which the Secondary
server status is not updated. Specify the following field details:
e Number of records: Enter the number of systems that you want to view in the list.

Live Status: It displays the list of systems on which the eScan protection is turned-on. Specify the
following field details:
o Number of records: Enter the number of systems that you want to view in the list.

Warning Status: It displays the list of systems which are warning in status, as per the criteria's
selected in computer settings. Specify the following field details:

e Check for Not Scanned: Select this checkbox to view the list of client systems which has not
been scanned.

e Check for Database Not Updated: Select this checkbox to view the list of client systems on
which database has not been updated.

o Check for Not Connected: Select this checkbox to view the list of eScan client systems that
have not been communicated with eScan server.

e Check for Protection off: Select this checkbox to view the list of client systems on which
protection for particular module is inactive.

e Check for Many Viruses: Select this checkbox to view the list of client systems on which
maximum viruses are detected.

e Database Not Updated from more than: Enter the number of days from when the database
has not been updated.

e System Not Scanned for more than: Enter the number of days from when the system has
not been scanned.

e System Not Connected for more than: Enter the number of days from when the client
system has not been connected to eScan server.

¢ Number Of Virus: Enter the number of viruses detected on client system.

¢ Number Of Records: Enter the number of client system that you want to view in the list.

Database are Outdated: It displays a list of systems on which virus database is outdated. Specify the
following field details:
e Database Not Updated from more than: Enter the number of days from when the database
has not been updated.
e Number of Records: Enter the number of client system that you want to view in the list.

Many viruses Detected: It displays a list of systems on which number of viruses exceed the specified
count in computer settings. Specify the following field details:

o Number of Virus: Enter the number of viruses detected on client system.

e Number of Records: Enter the number of client systems that you want to view in the list.

No eScan Antivirus Installed: It displays the list of systems on which eScan has not been installed.
Specify the following field detail:
o Number of Records: Enter the number of client system that you want to view in the list.

Not connected to the eScan server for a long time: It displays the list of systems which have not
been connected to the server from a long time. Specify the following field detail:
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e Number of Records: Enter the number of client system that you want to view in the list.

Not scanned for a long time: It displays the list of systems which have not been scanned from a long
time, as specified in computer settings. Specify the following field details:
e System Not Scanned for more than: Enter the number of days from when the system has
not been scanned.
o Number of Records: Enter the number of client system that you want to view in the list.

Protection is off: It displays the list of systems on which protection is inactive for any module, as per
the protection criteria's selected in computer settings. It shows the status as "Disabled” in the list.
Specify the following field details:
e Check for Monitor Status: Select this checkbox if you want to view the client systems on
which eScan monitor is not enabled.
e Check for Mail Anti-Phishing: Select this checkbox if you want to view the list of client
systems on which Mail Anti-Phishing protection is inactive.
e Check for Mail Anti-Virus: Select this checkbox if you want to view the list of client
systems on which Mail Anti-Virus protection is inactive.
e Check for Mail Anti-Spam: Select this checkbox if you want to view the list of client
systems on which Mail Anti- Spam protection is inactive.
o Check for Endpoint Security: Select this checkbox if you want to view the list of client
systems on which Endpoint Security protection is inactive.
e Check for Firewall: Select this checkbox if you want to view the list of client systems on
which Firewall protection is inactive.
e Check for Proactive: Select this checkbox if you want to view the list of client systems on
which Proactive protection is inactive.
e Check for Web Protection: Select this checkbox if you want to view the list of client
systems on which the Web Protection is inactive.
¢ Number of Records: Enter the number of client system that you want to view in the list.

Steps to define computer settings

To save the computer settings, follow the steps given below:
1. Click Computers Selection tab.
2. Select a type of status for which you want to set criteria, from the Computer status drop-
down.
3. Select the appropriate checkboxes, and then enter field details in the available fields. For
more information, refer [Types and criteria of computer status] section.
4. Click Save. The settings will be saved.
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Software/ Hardware Changes Setting

You can configure these settings to receive updates on any Software, Hardware, and existing system

changes.
Events & Computers Settings E Help
Events Status Computer Salaction Software/Hardware Changes |
—Updates
Saftware/Hardware Changesl Software Changes % |
Mumber OF Days days
Number Of Records 1000

The Software/ Hardware Changes enable you to do the following activities:
Type of Software/Hardware Changes:

e Software changes

e Hardware changes

e Existing system info

To Change software/hardware settings, follow the steps given below:
1. Click the Software/Hardware Changes tab.
2. Specify the following field details:
o Software/Hardware Changes: Click the drop-down and select the changes made.
o Number of Days: Enter the number of days, to view changes made within the
specified days.
¢ Number of Records: Enter the number of client systems that you want to view in the
list.
3. Click Save. The settings get saved.

Performing an action for computer

To perform an action for a computer, follow the steps given below:
1. Select a computer.
2. Click Edit Selection drop-down. To learn more click here.
3. Click the preferred action.
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Tasks for Specific Computers

The Tasks for Specific Computers module lets you create a new task for computer(s) according to
your preferences.

-,
Tasks For Specific Computers % Refresh E Help

= Properties | Results | |__:[ De ete|

Task Name ‘ Completed | Schedule Type

Creating a task for specific computers

To create a task for specific computer(s), follow the steps given below:
1. Inthe navigation panel, click Tasks for Specific Computers.
2. Click New Task.
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New Task Template form appears.

MNew Task Template 4 Help

Tasks For Spacific Computars »MNew Task Template

Task Mame:* “‘lew Task I

[ File anti-virus status 53 )

Enabled
Dizzbled

[ mail Anti-virus Status i ]

Enabled
Dizzbled

O Anti-Spam Status S

Enabled
Disabled
D Web Protection Status g
Enabled
Dizzbled

(] Endpoint Security Status S a E
Enabled
Dizzbled

[ sirewall status 0

Dizzble Firewall

Enable Limited Filter Mode of Firewall

Enable Interactive Filter Mode of Firewall
[ atternate Download Status i ] a E

Enabled

Disabled

(7] start/Stop Another Server 22

Start Server

Stop Server

O set Update Server B a [

NSERVE

o

Add Server Name/IP WIN-E

Remove Server Name/IP

Memory Scan B Registry Sm
System Folder 2@ Scan network drives Sg
Scan Local Drives Computer StartUp B

Scan System Drive B

Scan Data Drives @ a E

— Option
Scan Archives 28 a |4

Auto Shut Down After Scan Completion B

Scan Only B a K

[ZJ Force Cliant to Downlozd Update 25 a [

[} Sync System Time with eScan Server B

3. Provide a name for the task.
4. Inthe Assigned Tasks section, select the modules and scanning types with its options to be
run.




5. In the Select Computers/Groups section, select the computers/groups on which the tasks
should be run and then click Add.

[Select Computers/Groups

— Select Computers/Groups

& D ﬁ Managed Computers

Add

Remove

6. Inthe Tasks Scheduling Settings section, configure the schedule settings.

ask Scheduling Settings

® Enzble Scheduler () Manual Start

)] Daily

':::' Weekly Mon Tue Wed Thu
Fri Sat Sun

) m onthly

@ A 12:00 pm

| Save || Close | {*) Mandatory Fizlds

7. Click Save. The task will be saved and run for specific computers as per the preferences.
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Viewing Properties of a task

To view Properties of a task, select the task and click Properties.

New Task E Help
Tasks For Specific Computers » Properties
General Schedule Machines Settings
Tazk Hame | N S
Task Creation Time: o7/ 04:32:27 PM
Status: Task not performead yet

Last Run:

Save | Close

This section has following tabs to configure:
e General: This tab provides task name, details about the task creation, status, and last run.
e Schedule: This tab allows you to change the scheduler setting for particular task.
e Machines: This tab allows to add or remove the endpoints added to the particular task.
e Settings: This tab allows to modify or select the modules and scans to be run.

NOOTE To run a scheduled task manually, select the task and then click Start Task.

Viewing Results of a task

To view Results of a task, select the task and click Results.

Task Results (New Task) E Help

Tasks For Spacific Computers = Tazk Results

Client Computers Date/Tims
AN 0 Managed Computerss s - Mot Performed Yet
Esm o Managed Computersy # Mot Performed Yet

This option will provide the summary details about the task like clients computers, group to which
computers belong, status of the task, and more.
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Deleting a task for specific computers
To delete a task, follow the steps given below:

1. Inthe Tasks for Specific Computers screen, select the task you want to delete.

-

Tasks For Specific Computers -

Refresh E Help

Task Name Pending Completed Schedule Type
M - 2 o Automatic Scheduler Task Status
2. Click Delete.

A confirmation prompt appears.

Tasks For Specific Computers

Do you want to Delete the Selected Task(s) 7

| Ok Camcel |

3. Click OK. The task will be deleted.
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Asset Management

This module displays list of hardware configuration, software installed, software version number and
a Software report for Microsoft software installed on Managed Computers. The Asset Management
module consists following tabs:

e Hardware Report

e Software Report

e Software License

e Software Report (Microsoft)

Hardware Report

The Hardware Report tab displays hardware configuration of all Managed Computers.

-
Asset Management < Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft)

Computer Details 1-50af 5 4page 1 of 1 } »1 Rows per page:
Computer Name Group IP Address User's name Operating System

A it ) a MaFapnf Sagias | 192. )88 % |root Ubuntu Linux 16.10 64-Bit

ESEa Az T == Sakspium “mwe 192,086 B2  ESSaN 2 msnasator Windows XP Professional x64 Edition 64-bit
PRAGHEHSGe 2N Manigall Gonaniars | 102, 5604 PR » andssssssssitstor Windows 7 Home Basic Edition 32-bit

Wik ESanEEuER IR | Manmged Sengaiers | 192,088 0 08 | W ESlaNEEER aemuestor | Windows 8 Professional 32-bit

Wik gmist* §9 Qi_Eam 192, e & 42 W e - Windows 8.1 Professional £4-bit

The tab displays following details of managed computers:
o Computer Name
e Group
e IP Address
e User name
e Operating System
e Service Pack
e OS Version
e OS Installed Date
o Internet Explorer
e Processor
e Motherboard
¢ RAM
e HDD
e Local MAC Adapter(s)
e  Wi-Fi MAC [Adapter]
o USB MAC [Adapter]
e PC Identifying Number
e Motherboard Serial No
e Network Speed
o Disk Free Space
e PC Manufacturer
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e PC Model

e MB Manufacturer

e Graphic Card Details
e Machine Type

e BitLocker Status

o Keyboard Vendor

e Software

To view the list of Software along with the version and installation dates, click View in Software
column.

Filtering Hardware Report

To filter the Hardware Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

w Filter Criteria # Export Option

r—Filter Criteria
Select Al #Add Asset Information

Computer Name * - Internat Explorer | * || Include W |

User's name |* ||I""C|"“:|E v 05 Version |‘ ||Inc|ude v
Operating System |’ | | Include & | Processor | * || Include v |
Motharboard |* ||Include v] Local Adapter |‘ ||Inc|ude v]
RAM E |[1nclude v| Wifi Adzpter [= |[1nclude ]
Group |‘ ||I"1C|UdE v USBE Adapter |‘ ||Inc|ude v
PC IdentifyingNumber |* | | Include v | Motherboard Serial No | ® || Include v |
05 Type [* | [Include +] HDD
1P Address |’ | | Include | 03 Installed Date
Service Pack |* | | Include v | Disk Free Space
PC Manufacturer |‘ || Include Vl PC Model |‘ ||I"“:|'-":|E vl
ME Manufacturer |* | | Include w | Graphic Card Details | * || Include W |
Machine Typs * - BitLocker Status
| Search | | Resst | (*7 Wisw all Ttems

Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Hardware Report will be filtered according to your preferences.

Exporting Hardware Report

To export the Hardware Report, click Export Option. Export Option field expands.

A Filter Criteria v Export Option

Export Option
( i O ror ®

Select the preferred format and then click Export. A success message appears with the link to
Open/Download the file.
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Q Exported Successfully Click here to Open/Download

Software Report

The Software Report tab displays list of Software along with the number of computers on which they

are installed.

Asset Management

: Refresh E Help

M Filter Criteria

Hardware Report Software Report Software License Software Report (Microsoft)

#A  Export Option

Software Details

Brave

Client Authentication Agent
Dropbox

eScan Corporate - 360

eScan Corporate for Windows
Google Chrome

Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Mative Client
Microsoft SQL Server 2008 R2 Setup (English)

Microsoft SQL Sarver 2008 Setup Support Files

1-10of 10 {page 1 |of 1)

Software Name Computer Count

L (e S (e L R L (e U e

Raovis per page: m

To view the computers on which the specific software is installed, click the numerical in Computer

Count column.

Computer List >> Access Prompt

Thursday, June 08, 2023

Export To: | ---Select--- W l Export

Computer Name

1-40f4 14{page

Operating System

of 1 ) »I Rows per page:| 100 v | ©

Software Version

Installed Date

1.f 3 ‘ Linux / Mac 192.168. . Ubuntu Linux 18.04 32-Bit 20/10/2022
CEw istmns: Si0 ‘ Linux / Mac 192.168.4 &= centos Linux 7 64-Bit 10/03/2022
RUSel . Managed Computers 192,168, r a3 Ubuntu Linux 16.10 64-Bit 3.20.0-2ubuntu2 05/03/2022
VAt (1S . et ‘ Linux / Mac 192,168.4 4 * LinuxMint Linux 19.2 32-Bit 17/10/2022
N |
| Close |

Computer list window appears displaying following details:

e  Computer Name
e Group

e [P Address

e Operating System
e Software Version
e |Installed Date
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Filtering Software Report

To filter Software Report, click Filter Criteria field.
Filter Criteria field expands.

v Filter Criteria #A  Export Option

—Filter Criteriz
Group By
Software Name |== | | Include W | —
® softvsare Name
Computer Name = - —
L Cemputer Name
QS Type | * | | Include w | —
L Group
| Search || Reszet | (%) Wiewr All Ttams

The Software Report can be filtered on the basis of Software Name or Computer Name.

Software Name
Entering the Software name displays suggestions. Select the appropriate software.

Computer Name
Click the drop-down and select the preferred computer(s).

OS Type
Enter the OS type.

Group By
The results can be grouped by Software name, Computer name or Group.
If Group option is selected, the report can be filtered for a specific group.

After entering data in all fields, click Search.
The Software Report will be filtered according to your preferences.
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Exporting Software Report

To export the Software Report, click Export Option.
Export Option field expands.

#A Filter Criteria v Export Option

Export Option
’7 ) Exeel O roF ® L | Expot | [ Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

e Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Software License

The Software License tab displays list of Software Licenses of managed computers.

-
Asset Management < Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft)

M Filter Criteria M Export Option

1-4of4 {page 1 of 1 } »l Rows per pags:

License Key Computer Count
YOE STl S Es T o Windows 7 Home Basic Edition 32-bit S@ 1
NGmps aracape “2ow i sgrd s d Windows & Professional 22-bit §§ i
GOt Frupp Toctu - wips pogy Windows 8.1 Professional 64-bit == i
VOEatt ugetad mpoaany @ bl sep geie M Windows XP Professional =64 Edition 64-bit B 1

The log displays License Key, Software Name and Computer Count.
To see more details of the computer's license key installed, click the numerical value in License Key
or Computer Count column.
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Filtering Software License Report

To filter Software Report, click Filter Criteria field.
Filter Criteria field expands.

v Filter Criteria #A  Export Option

— Filter Criteria
Software Licensa Key |* || Include V|
Software Name |* || Include V| Group By
Computer Name * - ’7 ] Group
IF Address | = | | Include w |
0S Type | * | | Include w |
| Search || Reset | (= Wigw all Ttams

Software License Key
Entering the license key displays suggestions. Select the appropriate key.

Software Name
Entering the Software name displays suggestions. Select the appropriate software.

Computer Name
Click the drop-down and select the preferred computer(s).

IP Address
Entering the IP address displays suggestions. Select the appropriate IP address.

OS Type
Enter the OS type.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After entering data in all fields, click Search.
The Software License Report will be filtered according to your preferences.
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Exporting Software License Report

To export the Software License Report, click Export Option.
Export Option field expands.

#A Filter Criteria v Export Option

Export Option
’7 ":,' Excel 'f:;' PDF '@:‘ HTML | Export | | Export Detziled Raport | '.'u"lndm«.rs [a]] r-1icroso1"t Office

Select whether you want report for Windows OS and Microsoft Office.

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

e Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Software Report (Microsoft)

The Software Report (Microsoft) displays details of the Microsoft Software installed on the computers.

-
Asset Management < Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft) ]

_[ MS Office Software Report m

1-1aft {page 1 of 1 } pl Rows per page:| 20 W

Computer Count

Microsoft Office Professional Plus 2010 i

The tab consists following subtabs:
MS Office Software Report — It displays Microsoft software name and computer count.

Microsoft OS — It displays Operating System, Service Pack, OS version and computer count.

Filtering Software Report (Microsoft)

To filter Software Report (Microsoft), click Filter Criteria field.
Filter Criteria field expands.
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v Filter Criteria # Export Dption

Filtar Criteria
5 2 F—— = Group By
Software Name Microsoft Office™® -
I
Computer Name * - _! Group
| search || Reset (*1 View All Items

Computer Name
Click the drop-down and select the preferred computer(s).

Group By
If Group option is selected, the report can be filtered for a specific group.

After entering data in all fields, click Search.
The Software Report (Microsoft) will be filtered according to your preferences.

Exporting Software Report (Microsoft)

To export the Software Report (Microsoft), click Export Option.
Export Option field expands.

#  Filter Criteria v Export Option

Export Option
’7 'Z::'," Excel 'I:'," POF '@) HTML | Export | | Export Detziled Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Filtering Microsoft OS Report

To filter the Microsoft OS report, click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria A Export Option

—Filtar Criteria

Operating System | * | | Include |
Group By

Computar Name * - -
[}

Service Pack | * || Include Vl —/ Graup

05 Version |= ||]nc|ude |

Search || Reset 0#) Wiew &ll Itemns
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Operating System
Entering the operating system name displays list of suggestions. Select the appropriate OS.

Computer Name
Click the drop-down and select the preferred computer(s).

Service Pack
Entering the service pack name displays list of suggestions. Select the appropriate Service Pack.

OS Version
Entering the OS version displays list of suggestions. Select the appropriate OS version.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After filling all the fields, click Search.
The Microsoft OS report will be filtered according to your preferences.

Exporting Microsoft OS Report

To export the Microsoft OS Report, click Export Option.
Export Option field expands.

# Filter Criteria v Export Option

Export Option
’7 ) Excel ) poF @ b Export

Select the preferred option and then click Export. A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Phishing Simulator

eScan’s new functionality called Phishing Simulator enables organization's threat intelligence team to
assess employees' understanding of email phishing threats widely used by attackers. In simple terms,
phishing simulation is an internal activity where a mock phishing email is sent to employees to assess
whether they click on embedded links or ignore the email. These phishing mails are created by
mimicking the actual phishing emails. If the employees respond to the mail by clicking the email links,
the action gets stored for further analysis of conducting phishing awareness program.

SMTP Server Configuration

Follow the steps given below to setup a mail server (this is only the initial requirement):

1. Open Phishing Simulator from navigation panel
The Phishing Simulator’s dashboard opens.
2. Click on Settings on top-right corner of the window
The ‘SMTP Configuration’ prompt appears.
3. Enter the required details and click on Save Configuration.
You can test this server configuration by using Test Configuration option.

Configuring Test Setup

Follow the steps given below to configure a Phishing email setup:

1. Click on Setup Test Environment from the dashboard.

2. Click on Create New Test to setup a dummy mail.
The ‘Create New Test’ window appears.

3. Enter a test code in the provided field

4. Inthe Organization Name field, enter the organization’s name on whose behalf you wish to
send this simulated phishing email.

5. Using the Country drop-down, select your country where this test is being conducted

6. Select the company template from by whose name the email is to be sent using provided
drop-down

7. Inthe From Email id field, enter the email address from which this email is to be sent

In the Subject field, enter the email subject to be displayed in the mail

9. Click on Create Test to save the test.
The test is saved successfully.

o

Sending a Simulated Phishing Email

Follow the steps given below to send a simulated email to the users of the organization:

1. Go to Setup Test Environment from the dashboard

2. Find the test from which you want to use a mail template using available filters of ‘Date’ and
‘Countries’

3. Click on the Continue button provided for the test
The ‘Email Sender’ window appears.

4. Under ‘Create Group’ section, enter a group name and click on Create button
The group has created.
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5. The created group will be displayed in the Select Group drop-down.
6. Select the group from the drop-down list
7. Click on Next.
8. On the next page, enter target recipient name and the email address in the provided fields
9. Click on Add Email to add this user in recipient list

10. Alternatively, click on Choose File option under ‘Upload CSV’ section to upload the CSV
file with recipient list

11. Select the checkboxes to choose target recipients from the list

12. Click on Next.

13. On the next page, reconfirm/edit the displayed information

14. Click on Send Emails.
A confirmation prompt appears.

15. Click on Send to finally send the simulated phishing email.

Analyzing the Tests

This tab allows you to analyse the test results of all Phishing simulation tests. It shows the results
summary in both graphical as well as tabular format.

The Click Analysis Pie chart shows the number of users fell victim to the mock phishing email by
categorizing it under Clicked and Not Clicked.

The User Data table shows information of every user who responded or not responded to the mail.
This information is displayed under username, email id, group, clicks, date, and status columns. You
can filter the same using Filters button provided above the table.
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User Activity

The User Activity module lets you monitor Print, Session, and File activities occurring on the client
computers. It also provides the reports of the running applications. It consists following submodules:
e Print Activity
e Session Activity
o File Activity
o Application Access Report

Print Activity

The Print Activity monitors and logs print commands sent by all computers. It also lets you filter the
logs on the basis of Computer name, Printer, and Username. Furthermore, the module lets you export
a detailed print activity report in XLS, PDF, and HTML formats. The log report generated consists of
Print Date, Machine Name, IP Address, Username, Printer Name, Document Name along with
number of Copies and Pages.

- -
Print Activity [ Settings & Refresh [ Help
# Filter Criteria #  Export Option
1-1ef1 {page 1 of 1 } pl Rows perpage: | 10 W

Printer Name

Viewing Print Activity Log
To view the Print log of a Printer, click its numerical value under Copies or Pages column.
Print Activity window appears displaying the details.

Print Activity == NIMSile S8 jeil o g ot S0 WIS

Machine Mame : *(Inclucle) Export To: Export
1-5cf3 {page 1 of 1 } pl Rows perpage:| 10 W
Client Date Machine Name |IP Address Printer Name Document Name
05/08/21 4:23:03 PM Qe & & 192, b QA Ef elssnaigior | NitEbnl 35 ol e w8 wi #miss | Untitled - Notepad |1
05/08/21 4:22:40 PM Qe &8 192, 4 O QeEsit sBaanaitaior  NitEsbed S ol assecwE mith #emise Untitled - Notepad 1
05/08/21 4:22:09 PM | Qe =8 192, s 4 Qe =/ mbsasegor N Untitled - Notepad | L
05/08/21 4:21:42 PM Qe Ess 192, 4 et mpeanaitaior  NitEsbed 8 ol s w® mitd #emiss Untitled - Notepad 1
05/08/21 4:21:21 PM | Qe =8 192, e 4 Qe = mboasgpor NHB@m 2 0 sep ge mod oomi Untitled - Notepad | L

Exporting Print Activity Log
To export this generated log:

1. Click the Export to drop-down.

2. Select a preferred format.

3. Click Export.
A success message appears.
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Q Exported Successfully Click here to Open/Download

4. Click the link to open/download the file.

Filtering Print Activity Log
To filter the print activity log, click Filter Criteria.
Filter criteria field expands.

v Filter Criteria #A  Export Option
r— Filter Criteriz
Computar Name * - Group By
@ pr
Printar |‘ || Include V| - Print=r
User name |= || Include | -/ User name
Date Range
From {MM/DD/YYYY)| 07/03/2021
Ta (MM/DD/YYYY) 07/0372021
| Search || Resst | (= Viegw All Itzams

Computer Name
Click the drop-down and select the preferred computer.

Printer
Enter the printer's name.

User Name
Enter the User's name.

Include/Exclude
Selecting Include/Exclude for a Machine or Printer lets you include or exclude it from the log.

Date Range
To search the log between specific dates, select Date Range checkbox. Afterwards, click the calendar
icon and select From and To dates.

After filling all fields, click Search.
The Print activity log will be filtered and generated according to your preferences.

Group By
To view results by specific printer, select Printer, Date Range and then click Search.
To view results by specific user name, select User name, Date Range and then click Search.

Exporting Print Activity Report
To export the generated log, click Export Option.
Export Option field expands.

#A Filter Criteria v Export Option

Export Option
’7 ) Excel ) poF (O | Export | | Export Detailed Report
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Select the preferred option and then click Export.
OR
To export a detailed report, select the preferred option and then click Export Detailed Report.

A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Print Activity Settings

Print Activity Settings lets you keep track of printers by adding them in a group and assigning it an
alias name. The printers can be added or removed from this alias group.

To configure Print Activity Settings:

1. Inthe Print Activity screen, at the top right corner, click Settings.
Printer Merge Setting window appears.

Printer Merge Setting

Alias Name

Alias List Printer List

Add Remowve Add Remowve

Lo e ")

Save

2. Enter name in Alias Name field.
Select printer(s) for the alias.
4. Click Add.
The printer(s) will be added to the alias.
5. Click Save. The Print Activity Settings will be saved.

o
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Session Activity Report

This submodule monitors and logs the session activity of the managed computers. It displays a report
of the Operation type, Date, Computer name, Group, IP address and event description. With this

report the administrator can trace the user Logon and Logoff activity along with remote sessions that
took place on all managed computers.

Viewing Session Activity Log
In the navigation panel, click User Activity > Session Activity Report.

The log displays list of session activities and type of operation performed. Options for Filtering or
Exporting the log in desired formats are also present on the same interface.

Session Activity Report

-
-

Refresh [ Help

A Filter Criteria A Export Option

Operation Type

Session LogOn

Session LogOff

Remote Session Disconnact

Remote Session Connact

Remote Session Disconnact

Remote Session Connect

Startup

Session LogOn

Start up

Shut Down

Client Date

02/07/21 12:50:17 PM

02/07/21 10:55:49 AM

02/07/21 10:55:48 AM

02/07/21 10:55:47 AM

02/07/21 10:55:34 AM

02/07/21 10:55:33 AM

02/07/21 10:432:23 AM

03/07/21 10:42:09 AM

032/07/21 10:42:13 AM

02/07/21 10:37:44 AM

Computer Name/Ip

VIN Q& M
Wb mist Qe "EwM
Ui Qk M
Wik st QR TEaM
Ui Qk M
Wt it QRS
Wik il ametd g R Managed Computers

WIk T2 amazr el Managed Computers

W it Qa_"Eam

Wik dist st g R Managed Computers

1-100of 11

192 s

192, & @

192, e 4 o

{page 1

Description

User LogOn
User's nama: W1
User LogOff

User's name: WIN gt

Remots Session Connect

P

User's name: WIS Qi * g

MName of Remote PC: WI¥

IP of Remate PC: 192. ji & 4%

Remots Session Connact
User's name: WINsgumi =

Mame of Remote PC: WIK

IP of Remaote PC: 192. il & 48

User LogCn

User's name: WSS

Sl anasmagR

5 aaEagR

TR e

o

Filtering Session Activity Log

To filter session activities, click Filter Criteria field.
Filter Criteria field expands.

W Filter Criteria #A Export Option

—Filter Criteria

Computer Name
Operation Type
Description

Date Range
From (MM/DD/YYYY)
To (MM/DDIYYYY)

| search | | Reset |

¥ | Include v
-

Group

07/03/2021
07/03/2021

1P Address

|[Tncluds +]

| [ [Tnelude ]

(*) View All Items

Filter Criteria lets you filter and generate the log according to your preferences. The checkbox
selected will be added as a column in the report.

Computer Name

Click the drop-down and select the preferred computers.
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Operation Type
Click the drop-down and select the preferred activities.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the log.

IP Address
Enter the IP address in this field.

Group
Enter the group's name or click El and select a group.

Date Range
To search the log between specific dates, select Date Range checkbox. Afterwards, click the calendar
icon and select From and To dates.

After filling all fields, click Search.

Exporting Session Activity Report

To export the generated log, click Export Option.
Export Option field expands.

# Filter Criteria v Export Option

Export Option
’7 ) Excel O poe ® yraL Export

Select the preferred option and then click Export.
A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the file.

File Activity Report

The File Activity module displays a report of the files created, copied, modified, and deleted on
managed computers. Additionally in case of a misuse of any official files can be tracked down to the
user through the details captured in the report. Select and filter the report based on any of the details
captured.

Viewing File Activity Log
In the navigation panel, click User Activity > File Activity Report.

The log displays list of files and the type of operation performed on them. Options for Filtering or
Exporting the log in desired formats are also present on the same interface.
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1-10cf 51 144 pags of [6 } M Rows per page:
Client Date Computer Name[Ip | Group File Action Type |Drive Type |Source File D
6/19/2021 €:11:04 PM PRASHANT-QA Qa_SEai | 192, s ¥ PRa-s it # iissssator | Copy Fixed Drive C:\Users\Administrator| S i —eillicngd T TBED e et C
6/19/2021 €:11:13 PM PReSaws L Qe _SEaM 192,088 4 W80  PRASsES On alewneator  Modify Fixed Drive C:
6/19/2021 €:11:18 PM PR - Qh_SEaM | 192,58 PRAzstewrt . i wiater Delete Fixed Drive <
6/21/2021 11117106 AM Wil * Qi_SEaM 1952, el 4 0% WIk Gt Modify Fixed Drive <
6/22/2021 11:04:10 AM | Wi Qe SEaM | 152.0a8 Tt W¥ - - Delete Network Drive \!
6/22/2021 11:04:10 AM Wil * Qe_SEaM 1520 4 8% WIn mint © g Delete Network Drive W
6/22/2021 11:04:10 AM | Wi v Qe_SEah | 192,048 t W .- Delete Network Drive A\
6/22/2021 11:05:11 AM Wi Qi Qa_SsaMm  192. Wk it © s Delete Network Drive W
6/23/2021 11:29:58 AM | Wi v Qk_SSaM | 192088 s W .- Create Fixed Drive NewFile C:
6/23/2021 11:33:55 AM Wi i Qa_S=aM 192 488 4 e W gt S Modify Fixed Drive C:

Filtering File Activity Log

To filter file activities, click Filter Criteria field. Filter Criteria field expands.

w Filter Criteria # Export Option

[ Filter Criteriz

Computer Name [* |[Tnclude ~] 1 Address [ | [Tnchugz v
User's name [ | [include w] Group [= |[Tnclude +]
File Action Typa = - Drive Type - .
Sourcs File [= |[tnclude w| Destination Sile [= | [Tnciucz v
Application [* |[1nclude w]

Date Range

From (MM/DD/YYYY) 07/02/2021
To (MM/DD/YYYY)

[ search || Reset | (=) View All Ttems

|:| Enable search by typing keywords on above fields [ Mots: By enabling this option page loading can gst delayed )

Filter Criteria lets you filter and generate the log according to your preferences. The checkbox
selected will be added as a column in the report.

Computer Name

Click the drop-down and select the preferred computers.

Username
Enter the username of the computer.

File Action type
Click the drop-down and select a preferred file action.

Source File
Enter the source file's name.

Application
Enter an application’'s name.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the log.

IP Address
Enter an IP address.

Group
Enter the group’s name or click El and select a group.

Drive Type
Click the drop-down and select the drive type.
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Destination File
Enter the file path.

Date Range
To search the log between specific dates, select Date Range checkbox. Afterwards, click the calendar
icon and select From and To dates.

Enable search by typing keywords on above fields
Select this checkbox to filter the report as per keyword for particular field.

After filling all fields, click Search.
The Activity Log will be displayed.
Exporting File activity Report

To export the generated report, click Export Option.
Export Option field expands.

# Filter Criteria v Export Option

Export Option
’7 ) Excel ) pDF @y Expart

Select the preferred option and then click Export.
A success message appears.

e Exported Successfully Click hers to Open/Download

Click the link to open/download the file.

Application Access Report

The Application Access Report module gives the detailed view of all the applications accessed by the
computers in the Managed Computers.

Viewing Application Access Report

In the navigation panel, click User Activity > Application Access Report.
The log displays list of files and the type of operation performed on them. Options for Filtering or
Exporting the log in desired formats are also present on the same interface.
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Application Activity Report

£ Refresh [ Help

# Filter Criteria #  Export Option

Application Name
Dropbos

‘Google Chrome
Internet Explorer
Notepad

Ot Qtwebengineprocess

Remote Dasktop Connection

Total Duration (DD:HH:MM:55)

00:00:06:10

Secunia PSI Tray 00:02:22:45
Windows Command Processor 00:00:21:22
WordWeb 00:02:30:56

1-9af3 dpage| 1 of 1

Rows per page:

By clicking on the duration present under Total Duration (DD:HH:MM:SS) column, you will get
the details of the computer name accessed the app and duration.

Application Name == Dropbox

Expart To:
Rowvis per page:

Export

1-1ofl ipage 1 of 1 )

Total Duration (DD:HH:MM:55)

Wi+ 2= awass.zf BF 00:;13:50:41

Again, if you click on the duration, you will get detailed view of the app accessed by the computer
along with the date, time, and application path.

Computer List == Wik & & ARt st R
Expart To: Export
Rows per page:

Application Path

1-10ft 14{page 1 of 1}

Application Name | Start Time

Total Duration (DD:HH:MM:SS

A w—exe 0%/07/21 11:51:05 AM 09/07/21 12:05:14 PM 00:00:14:08 Ci\Program Filas\s g —exe

Close

You can export this report in PDF, CSV, and HTML format.

Filtering Application Access Report

To filter file activities, click Filter Criteria field. Filter Criteria field expands.

v Filter Criteria # Export Options

[~ Filter Criteria

Application Name
Computer Name

IP Address

Date Range
From (MM/DD/YYYY)
To (MM/DD/YYYY)

| Search H Reset

| *

|| Include v |

=

v [Include vl

| *

|| Include Vv |

[0s/08/2022

|

06/08/2023

[

Group By
® application Name

@) Computer Name

) View All Items
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Filter Criteria lets you filter and generate the log according to your preferences. The checkbox
selected will be added as a column in the report.

Application Name
Entering the Application name displays suggestions. Select the appropriate application.

Computer Name
Click the drop-down and select the preferred computer(s).

IP Address
Click the drop-down and select the preferred IP Address.

Group By
The results can be grouped by Application name or Computer name.

Date Range
To search the log between specific dates, select Date Range checkbox. Afterwards, click the calendar
icon and select From and To dates.

After entering data in all fields, click Search. The Application Access Report will be filtered
according to your preferences.

Exporting Application Access Report

To export the generated report, click Export Option. Export Option field expands.
Select the preferred option and then click Export.
A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Patch Report

The Patch Report module displays the number of windows security patches, Microsoft patches, and
other third party application patches installed and not installed on the managed computers. This will
help an administrator to identify the number of vulnerable systems in the network and to install the

critical patches quickly.

>3 =
Patch Management & Refresh [ Help

Windows Patch Report Windows All Patch Report Application Patch Report

A Filter Criteria A Export Options

1-100f185 I« (page| 1 |of 19 ) M Rows perpage:| 10 wv| *
Patch Name Applied Count Not Applied Count
KB2286198 Q ® U
KB2347290 0 1
KB2506223 0 3
KB2507618 0 3

Windows Patch Report

The Windows Patch Report tab displays the Patch Name, Applied Count, and Not Applied Count.
Clicking the numerical displays the patch name, details about the computer, the group it belongs to, IP
address and User's name.

Computer List == Not Applicable Count For > KB953644

Export To: Export

1-5¢cf 5 {ipage| 1 of 1 } ¥l Rows perpage:| 20 W
Computer Name Group User's name Dperating_System
A i B Managed Computers 192, b | e Ubuntu Linux 16,10 54-Bit
Ezx: A Aot Managed Computers Saespes Sssm | 192,088 & B ESian S5 ENS mpmunsias ‘Windows XP Professional x64 Edition &4-bit
Ph-raiam " Managed Computers 192, e PRraster T Meban e g Windows 7 Home Basic Edition 32-bit
Wi SRl aEERuES | Managed Computers 192, Bt & 058 | Wi ESlantEsL S apnenstaiee | Windows B Professional 22-bit
Managed Computers (& “EaM 192. ek L 4% (Wi n - Windows 8.1 Professional 84-bit

Filtering Patch Report

To filter the Patch Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

w Filter Criteria #A Export Options

[ Filter Criteria
— Group By

Compliance Status
Mon-Compliance Status

Computer Name * -
Info - Pending Status

Operating System | * -
Mote : It is necessary to click Search, in order to export
the Patch report using Group By filter,

Search | | Resat (*) view All Itams

Enter the Patch Name and Computer Name to be included in the filtered report.
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Include/Exclude
Selecting Include/Exclude allows you to include or exclude the parameter from the report.

After making the necessary selections, click Search.
The Patch Report will be filtered and displayed as per ‘Group By’ selection.

Exporting Patch Report

To export the Patch Report, click Export Option. Export Option field expands.

# Filter Criteria v Export Option

Export Option
’7 ) Exeel ) poF @ HaL | Export | | Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Other than security patch — for all patch Microsoft patch based on events
File AV > Advanced Setting

Windows All Patch Report

The Windows All Patch Report tab displays all Microsoft patches based on following specific events:

» 1-KB patches
» 2-Security Update

* 4-Hotfix

* 8-Update

* 16-Service Pack
« 31-All

- =
Patch Management & Refresh g Help

Windows All Patch Report Application Patch Report

1-10of S0 (page| 1 | of 5 )M Rowsperpage:| 10 |

Patch Name Computer Count
KB2655992
KB2691442
KB2705219-v2
KB2718522
KB2724197
KB2727528
KB2731847-v2
KB2753842-v2

KB2758857

T T T T T =Y

KB2761226
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Filtering All Patch Report

To filter the All Patch Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

w Filter Criteria # Export Options
r—Filter Criteria
Group By
Patch Name [ | [Tnclude w]
® patch Name
Computer Name = -
() Computer Name
Operating System * -
Mote | It is necessary to click Search, in order to export
the Patch report using Group By filter.
Search || Reset 1) View all Items

Mote : To enable All Patch Report Configure policy under File Antivirus-->&dvanced Setting-->Send Windows Security Patch Events.

Enter the Patch Name and Computer Name to be included in the filtered report.

(1] To enable All Patch Report Configure policy by going to File Antivirus--> Advanced
NOTE | Setting-->Send Windows Security Patch Events.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Patch Report will be filtered according to your preferences.

Exporting All Patch Report

To export the All Patch Report, click Export Option. Export Option field expands.

#A  Filter Criteria v Export Option

Export Option
’7 ) Excel O roF ® L | Export | [ Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

@ Exported Successfully Click hers to Open/Download

Click the link to open/download the file.

Application Patch Report

The Application Patch Report tab displays the Application name, VVulnerable applications count, Non-
vulnerable applications count, and Computer count. Clicking the numerical displays the application
name, details about the computer, the group it belongs to, IP address and User's name, etc.
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= —
Patch Management & Refresh [gg Help

Windows Patch Report Windows All Patch Report Application Patch Report

4 Filter Criteria # Export Options

1-100f23 14(page| 1 | of 2 b M Rows perpage:| 10 v| *

Computer Count

Application Name Vulnerable Non Vulnerable

AnyDesk

Brave

Chrome Remote Desktop Host
Microsoft Teams

Microsoft Update Health Tools

o v o o o Ik
s O W ke ko
[ T T T S S T

Microsoft Web Deploy 4.0

Filtering Application Patch Report

To filter the Application Patch Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands with both Windows and Linux OS data.

% Filter Criteria #A  Export Options

[ Filter Criteria
) O
Software Name [= | [Tnclude | > Software ' Computer
Group By
Computer Name = -
®' application Name
() vulnerable Softwares
) Non Vulnerable Softwares
Note : It is necessary to click Search, in order to export
the Patch report using Group By filter,
Search ||  Reset (*) view all Items

Enter the Software Name and Computer Name to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Application Patch Report will be filtered and displayed as per ‘Group By’ selection.

Exporting Application Patch Report

To export the Application Patch Report, click Export Option. Export Option field expands.

#A  Filter Criteria v Export Option

Export Option
’7 ) Excel O roF ® L | Export | [ Export Detailed Report

Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Notifications

This module lets you configure notifications for different actions/incidents that occur on the server.
The Notifications module consists following submodules:

e Outbreak Alert

o Event Alert

e Unlicensed Move Alert

e New Computer Alert

o Configure SIEM

e Scan Alert Notification

e SMTP Settings

Outbreak Alert

If the virus count exceeds the limits set by you, an outbreak email notification will be sent to the
recipient.

To set an outbreak alert, follow the steps given below:
1. Inthe navigation panel, click Notifications > Outbreak Alert.
Outbreak Notification window appears.

E Help

DutBreak Notification

OutBreak Alert Seitings

[_) send Notification, If virus count exceeds threshald value within the defined time duration

Count | 25 Time Duration 1 Configure SMTP Satfings

2. Select the checkbox Send notification.
3. Enter the preferred values in Count and Time Limit field.

Auto Isolation Setlings

) Aute Isolation for Dutbreak

Send Qutbreak, If virus count axceads threshold value within the defined time duration

Count |25 Time Duration 1 View Auto Isolated Endpoints

Automatically restora outbreak prevention after hours(s)

Client(s) list excluded from Auto Isolation

Remave

ildcard

| Save | | Cancel |

4. In Auto Isolation Settings section, select checkbox Auto Isolation for Outbreak.
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5. Enter the preferred values in Count and Time Limit field.
Select the value in Automatically restore outbreak prevention after hours(s) field.
7. You can also add/remove clients list to exclude it from auto isolation in the below table. To
do the same, refer the following:
e Enter the host name, IP Address, or IP address range and click Add.
o To delete a particular client, select the client and click Remove.
8. After configuring accordingly, click Save. Outbreak Alert Settings will be saved.

o

In order to receive notification emails, it is necessary to configure SMTP settings.
o Learn more about SMTP Settings by clicking here.

NOTE | To view the Auto-Isolated Endpoints, click View Auto Isolated Endpoints hyperlink in the
window. The list of auto-isolated endpoints will be displayed.

Event Alert

This submodule lets you enable email notifications about any event that occurs on the client
computers connected to the server.

E Help

Event Notification

Events Alert Settings

I_! Enable email zlert Motification Configure SMTP Settings

Save Cancel

To enable the event alert:

1. Inthe navigation panel, click Notifications > Event Alert.
2. Select the checkbox Enable email alert Notification.
3. Select the events from the list for which you prefer an alert.

www.escanav.com
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Events Alert Settings

Enable amail slert Netification Configure SMTP Sattings
[0 Send Infarmation anly in subject line
—Select Event Id
Select activities for which email alert is requirad

O 100 ESCAN_DUMMY_EVENT

O 1 MWAV_FOUND_MALWARE

[ MWAV_FOUND_VIRUS_AND_DELETED

O a2 MWAV_FOUND_VIRUS_AND_CLEANED

O a MWAV_FOUND_ADWARE

O s MWAV_FOUND_ERROR

[ MWAV_FOUND_VIRUS_AND_RENAMED

0 = MWAV_FOUND_ADWARE_AND_DELETED

O s MWAV_LAST_COMBUTER_SCAN

O s MWAV_START

O 10 MWAV_SUMMARY

O so1 SCHED_MWAV_FOUND_MALWARE

] soz SCHED_MWAV_FOUND_VIRUS_AND_DELETED

[ s03 SCHED_MWAV_FOUND_VIRUS_AND_CLEANED

] so4 SCHED_MWAV_FOUND_ADWARE .

4. Select the required hosts or group.

2 All Hosts

() selactad Hosts

Select Computers

ﬁ Managed Computers

| Save | | Cancel |

5. Click Save.
The Event Alert Settings will be saved.
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Unlicensed Move Alert

This sub module lets you enable notification alert when a computer automatically moves to
Unlicensed Computers category based on the setting done (under events and computers) for the
computer which is not connected to the server for a long time.

E Help

Unlicense Move Notification

Unlicense Move Alert Settings

|_| sand notification for unlicensed computers. Configure SMTP Settings

Cancel

1]

Saw

To enable the unlicensed move alert:
1. In the navigation panel, click Notifications > Unlicensed Move Alert.
2. Select the checkbox Send notification for unlicensed computers.

3. Click Save.
The Unlicensed Move Alert Settings will be saved.

New Computer Alert

This submodule lets eScan send you a notification alert when a new computer is connected to the
server within the IP range mentioned under the Managed Computers.

E Help

New Computers MNotification

New Computers Alert Settings

| send new Computers added notification within the shown time

Time Limit | 1 Configure SMTP Settings

Save Cance

To enable the new computer alert, follow the steps given below:

1. Inthe navigation panel, click Notifications > New Computer Alert.

Select the checkbox Send new Computers added notification within the shown time.
Enter the preferred values in Time limit field.

Click Save.

The New Computer Alert Settings will be saved.

E A

www.escanav.com
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Configure SIEM
SIEM technology provides real-time management of security events generated for hardware changes
and applications installed/uninstalled/upgraded where eScan is installed. eScan is equipped with
variety of features that facilitate real-time monitoring, correlating captured events, notifications and
console views and provides long-term storage, analysis and reporting of data.
Configure SIEM E Help
Enable event forward to SIEM / SYSLOG Server
'@' Add IP Address '::::' Add Hostname
SIEM f SYSLOG Server IP Addrass | 192,
SIEM / SYSLOG Sarver UDP port
To configure SIEM, follow the steps given below:
1. Inthe navigation panel, click Notification > Configure SIEM.
2. Select the Enable event forward to SIEM/SYSLOG Server checkbox.
3. After selecting the checkbox, it will enable the rest of the options that can be configured. You
can enter the details of the SIEM/SYSLOG Server.
4. Click Save.
The SIEM settings will be saved.
Scan Alert Notification
This submodule allows you to send an alert notification to the user-defined email ID if the computer is
not scanned for the defined period of time. You can define the threshold period between 1-365 days.
Scan Alert Notification E Help

Computer Not Scanned for long time notification Alert

[_| send notification i computer scan date exceeds threshold value within the defined days duration.

Days 7 (1-365) Configure SMTP Sattings

Select the column/field name where user email ids are added

Note : The field valuz is configured in Asset Management >> Hardware Details tab.

To configure this setting, follow the steps given below:

1. Select the checkbox Send notification if computer scan date exceeds threshold value
within the defined days duration.

2. Enter the value (days) to define the threshold period in provided field.
Select field from the added user email IDs using provided drop-down.
4. Click on Configure SMTP Settings to configure SMTP parameters for alert notifications to
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be sent.

5. After configuring SMTP settings, click on Save.
The Scan Alert Notification settings have been set.

SMTP Settings

This submodule lets you configure the SMTP settings for all the email notifications.

SMTP Settings [ Hele

SMTP Settings

Sender: |pr-—-~—--—§4—----r «com |

Recipient: |prl—-1v--—5+—----r «com |
SMTP Sarvar: [192. 000 |
SMTR Port:

[ Use SMTE Authentication

User namea:

Password:

Save Cancel

To configure the SMTP settings, follow the steps given below:

1. In the navigation panel, click Notifications > SMTP Settings.
2. Enter all the details.
3. Click Save.

The SMTP Settings will be saved.

To test the newly saved settings, click Test.
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Settings
The Settings module lets you to configure general settings using following submodules:

e EMC Settings: This submodule lets you define settings for FTP sessions, Log Settings,
Client Grouping and Client connection settings.

o \Web Console Settings: This submodule lets you define settings for web console timeout,
Dashboard Settings, Login Page settings, SQL Server Connection settings, SQL Database
compression settings.

e Update Settings: This submodule lets you define settings for General Configuration, Update
Notifications, and Scheduling.

e Auto-Grouping: This submodule lets you define settings for Grouping of computers after
installation of eScan client is carried out.

¢ Two-Factor Authentication: This submodule lets you to add extra layer of protection to your
endpoints.

e Roaming Client: This submodule allows the remote client to download all the updates via
Cloud while Server uploads all the required client updates to Cloud.

EMC Settings

The EMC (eScan Management Console) Settings lets you configure the eScan Management Console.
You can configure the FTP settings, Bind to IP Settings, Log Settings, Client Grouping and Client
Connection Settings.

You can bind announcement of FTP server to particular IP by selecting the IP address in the list.
However, you can choose to leave it as 0.0.0.0, which mean it will announce on all available
interface/IP.

EMC Settings 4 Help
—FTP Setting Setting
Allows log upload from clients Bind IF
Maximum ftp download session allowed by clients D 0.0.0.0 e
0 = Unlimited

—LOG Settings

|| Delete the user sattings and user log files after uninstalling.
Mo of days Client logs should be kept 7

r— Client Grouping
‘Group Clients by
@ neta1os

) ons Domain

r— Client Connection Settings

Increase Thread count {1-100}

Increase Query Interval { In seconds } (1-100)

|_| Restore default values
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FTP Settings
This setting lets you approve the log upload from client computers. It also lets you set the maximum
FTP download sessions allowed for client computers. (Note: 0 means unlimited)

Bind IP Settings
This setting lets you bind an IP address. Click the drop-down and select the preferred IP address for
binding. The default IP address is 0.0.0.0.

Log Settings

This setting provides you with the option to delete the User settings and Log files after uninstallation
of eScan from the computer. To enable the above setting, select the checkbox. After selecting the
checkbox, you can store client logs for the preferred number of days.

Client Grouping

This setting lets you manually manage domains and computers grouped under them after
performing the fresh installations.

Select NetBIOS, if you want to group clients only by hostname.

Select DNS Domain, if you want to group clients by hostname containing the domain name.

Client Connection Settings
This setting lets you modify Thread Count and Query Interval (In Seconds). To reset the values,
select Restore default values checkbox.

After performing the necessary changes, click Save. The EMC Settings will be updated.

SSL Settings
This option enables Secure Sockets Layer (SSL) for the web console.
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Web Console Settings

Web Console Settings submodule lets you configure web console Timeout, Dashboard, Login Page,
SQL Server Connection, SQL Database compression, Password Policy Settings, and Delete Log
Settings.

Web Console Settings u Help

Web Console Timeout Setting

(] Enable Timeout Setting

Automatically log out the Web Console after minutes

Show Status for Last | 100 [days {1- 365)

Login Page Setting

Show Client Setup Link

Show eScan AV Report Link

Logo Settings

Logo : I £ 3

= to have the size 300 x
» be in .png or .jpg (RGB Color) PCF‘)‘Z‘

anc neecs

| change I Def;

Sql Server Connection Setting

) Microsoft Windows Authentication Mods

SQL Server Authentication Mode

Server instance: [Epimay smries |[ Browse

Host Name/IP Address: [1 |

Login name [s2 |

Password [sseseesnnane | [ Test Connection |

SQL Database Purge Settings

[] Enable Database Purge
Database Size threshold in (MB) 1024 (500 - 2027)

Purge data older than specified days, if above = ey ,
threshold is met days (7 - 265)

! Activate View Only

@ pe-activats View Only

Screen Quality [ Medium v |

Screen Ratio | 0% W |

Password Policy Settings

Password Age : |90 |days (20-180 days) 0 = Password Never Expires

Password History : 3 (2-10 Passwords) 0 = No password history is maintained
Maximum Failed login attempts : |3 | (2-10 times) 0 = Unlimitad failed attempts allowed

Default I

Note: The above restrictions are not zpplicable to "Root” login

Delete log settings

Delete Uploaded log files (Forensics\Debug\Screenshots) after |7 days (1 - 365)

n
W
m

Cancel |
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Web Console Timeout Settings
To enable web console Timeout, select Enable Timeout Setting option.
After selecting the checkbox, click the drop-down and select the preferred duration.

Dashboard Setting
This setting lets you set number of days for which you wish to View the Status, Statistics and
Protection Status Charts in the Dashboard. Enter the preferred number of days.

Login Page Setting
This setting lets you show or hide the download links shared for eScan Client setup, Agent setup and
AV Report. To show the download links on login page, select the checkboxes of respective links.

Logo Settings
This setting allows you to add the organization logo in PNG or JPEG format. So the console and
reports will have the uploaded logo for customization.

To have the default eScan logo, click Default.
To have customized logo, click Change.

SQL Server Connection settings

This setting lets you select an authentication mode between Microsoft Windows Authentication Mode
to SQL Server Authentication Mode. Select the SQL Server Authentication Mode and define
Server instance and Host Name along with the credentials for connecting to the database.

Server Instance
It displays the current server instance in use. To select another server instance, click Browse. Select
an instance from the list and click OK.

Hostname/IP Address
It displays the Hostname or IP Address of the server instance computer.

Enter the credentials in Username and Password fields.
To check whether correct credentials are entered, click Test Connection.

SQL Database Purge Settings

This setting lets you define the maximum SQL database size in MB and purge data older than the
specified days. To enable SQL Database Purge Settings, select Enable Database Purge checkbox.
Enter the preferred value in Database Size threshold in (MB) field.

Enter the preferred number of days in Purge data older than specified days, if above threshold is
met field.

RMM Settings
This setting lets you configure default RMM setting for connecting to client via RMM service:

Activate View Only
By default, after taking a remote connection, you can only view the endpoint screen and are unable to
perform any activity.

De-Activate View Only
To perform activity on an endpoint after taking remote connection, click De-Activate View Only.
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Screen Quality Settings
This option lets you configure the screen as per your requirements. It consists following suboptions:

e Screen Quality can be set to Medium or High.

Screen Quailty Screen Ratio

'‘Medium v | 80% v
Medium

e Screen Ratio can be set to anywhere from 20% to 100%.

Screen Quailty Screen Ratio

Medium v 80% hd

100%
90%

T0%
60%
50%
40%
30%
20%

NOTE

To build a safe RMM connection between a Client to Server, Client to Update Agent, and
Update Agent to Server, ensure that ports 2219, 2220 and 8098 are open.

Password Policy Settings
This setting allows the admin to configure the password settings for other users.
e Password Age: Enter the preferred value (between 30-180); this will prompt user to reset the
password after specified number of days. Here, 0 indicates that password never expires.
o Password History: Enter the preferred value (between 3-10); this maintains the password
history for specified count. Here, 0 indicates, no password history is maintained.
o Maximum Failed login attempts: Enter the preferred value (between 3-10); this will restrict
the user from logging after specified attempts. Here, 0 indicates unlimited login attempts.

NOTE

This setting will not be applicable for the root login

After making necessary changes, click Save. The web console Settings will be updated.

Delete log settings
This option allows you to delete the uploaded log files on eScan server after user-defined time interval.
You can set the time interval between 1-365 days. The default time is 7 days.
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Update Settings

The Update Settings submodule keeps your virus definitions up-to-date and protects your computer
from emerging species of viruses and other malicious programs. This submodule lets you configure
update settings, update notifications and schedule updates according to your need.

You can configure eScan to download updates automatically either from eScan update servers or from
the local network by using FTP or HTTP. You can configure following settings:

General Config

This tab allows you to configure update settings. The settings let you select the mode of update and
configure proxy settings.

Update Settings

J General Config Update Notification ] Scheduling Update Distribution

Select Mode
O rm ® urmes
Proxy Settings
] Download via Presxy
HTTPS
HTTP Proxy Server IP : Port:
Login Name : Password :
FTP
Logon Type
FTP Proxy Server IP: — User@siteaddress
Port: LLia OPEN siteaddress
Legin Name : anonymous BASY Mode
msﬁ'ﬂ'ﬂﬂj v FTREEEEEE EDE‘E
Save Cancel || Update |
Select Mode
Select the mode for downloading updates. Following options are available:
e FTP
o HTTPS

Proxy Settings
Proxy Settings lets you configure proxy for downloading updates.
To enable Proxy Settings, select Download via Proxy checkbox. You will be able to configure proxy

settings depending on the mode of selection.

If you are using HTTP proxy servers, enter the HTTP proxy server IP address, port number and HTTP
proxy server's authentication credentials.
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If you are using FTP proxy servers, along with HTTP settings mentioned above, you will have to
enter FTP proxy server IP address, Port number, FTP proxy server's authentication credentials and
Logon Type.

After filling the necessary data, click Save > Update. The General Config tab will be saved and
updated.

Update Notification

The Update Notification tab lets you configure email address and SMTP settings for email
notifications about database update.

Update Settings g Help
General Config Update Notification Scheduling Update Distribution
] Update Motification

Sender: pr com

Recipiant:

SMTP Server: 192 SMTP Port:

Use SMTP Authentication
User nama:
Password
Test
Cancel | | Update

Update Notification
To receive email notifications from eScan about virus signature database update, select this option.

Sender
Enter an email ID for sender.

Recipient
Enter the recipient's email ID.

SMTP Server and Port
Enter the SMTP server's IP address and Port number in the respective fields.

Use SMTP Authentication
If the SMTP server requires authentication, select this checkbox and enter the login credentials in the
Username and Password fields.

After filling the necessary data, click Save > Update. The Update Notification will be saved and
updated.

Scheduling

The Scheduling tab lets you schedule updates with Automatic or Schedule Download mode.
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Update Settings E Help

General Config Update Notification Scheduling Update Distribution

™ ® automatic Download

Query Interval minutes
~ () Schedule Download
Daily
Weskly Mon Tus Wed Thu
Fri Sat Sun
Monthly aof the manth

Ab 12:00 pm

Save | Cancel || Update

Automatic Download

The eScan Scheduler sends a query to the update server at set intervals and downloads the latest
updates if available. To set an interval, click the Query Interval drop-down and select a preferred
duration.

Schedule Download
The eScan Scheduler lets you set a schedule the download for daily, weekly, or monthly basis at a
specified time. The scheduled query will be sent to the update server as per your preferences.

After filling the necessary data, click Save > Update. The Scheduling tab will be saved and updated.

Update Distribution

The Update Distribution tab allows the admin to enable and disable the sharing of eScan Virus
signature to be distributed to air-gapped/isolated network.

Update Settings [ Hele

General Config uUpdate Notification Scheduling Update Distribution

g
‘ ) Enable Share ® Disable Shars ‘

Anti-spam/product Update:
’7 Anti-spam/product Updates : | Ci'\PUB\Updats | ‘

Antivirus Update:
32 bit share path : [cpuBiavx |

Enable 54 bit updats { Required only if 64 bit Linux and MAC system are in netwark)

&4 bit share path : [erpuBmaCiAvX |

Note: Sharing to be enabled only incase of eScan Virus Signature to be distributed to air-gapp
It is necessary to set the update me MNet ir-gapped eScan server through eScan Protection Center.
(Source UNC Bath for Network mode to be set 3z \\Serverfame'\esupd or \\ServerIP\esupd ]

Save Cancel
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Select Enable Share in Setting section, this will allow the distribution of eScan Virus Signatures to
the isolated/air-gapped network. After enabling this, it is mandatory to set the update mode to the
network in network that is isolated/air-gapped through eScan Protection Center.

To update it, follow the below steps:

1. Open the eScan Protection Center in air-gapped network; click Update option present in the
Quick Link section.

té Update

Configuration

Last Database Updated 13 08:53
Run Mode Automatic

Update Now | Settings

Reports
View Log

2. Click Settings. Update Settings window appears.

Update Settings

General Config |N‘ter Updatel Scheduling I

select Mode™ - -
) FIP ) HTTP |@ netwark | ‘

—Proxy Settings

CHTTP——

|192. T |3- :

[F® FTP Praoxy Server IP; Port I]_—

IEI"I-JH}"I'I'I':ILIS

Metwork
Source UNC Path |

3. Select Network option and set the Source UNC Path as \\ServerName\esupd or
\\ServerIP\esupd.

E.g.: \\192.0.2.0\esupd
After setting UNC path for the air-gapped network, the update will be available automatically

to the Isolated/Air-gapped network.
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Auto-Grouping
The Auto grouping submodule consists following subsections:
e Auto Add Client setting

o Client(s) list excluded from Auto adding under Managed Group(s)
e Group and Client selection criteria for Auto adding under Managed Group(s)

-
Auto Grouping < Refresh E Help

Auto Add Client setting

Auto adding client(s) under Managed Group(s)

Client{s) list excdluded from Auto adding under Managed Group(s)

Add

SUE

Ramove |
sz PC

Group Name Cliznt Criteria

Add | Add Run Mov

e.g.: groupl e.g.
grouplisubgroup...

Save | Cancel |

Auto Add Client setting
Selecting the checkbox Auto adding client(s) under Managed Group(s) enables automatic adding
computers under Managed group(s) after manual installation of eScan client.

Client(s) list excluded from Auto adding under Managed Group(s)

Adding a client in this list ensures that it does not auto add itself again after you remove it from the
Managed computer(s).

Group and Client selection criteria for Auto adding under Managed Group(s)

This section lets you define/create groups with client criteria for auto adding under managed group(s).
You can add a list of clients under a particular group name here and then add it under the exclusion
list if required.
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Excluding clients from auto adding under Managed
Group(s)

To exclude clients from auto adding under managed group(s), follow the steps given below:
1. Enter either the host name, host name with wildcard, IP address or IP address range.
2. Click Add. The computer will be displayed in the list below.

Removing clients from the excluded list

1. Select the computer you want to remove.
2. Click Remove. The computer will be removed from the list.

Group and Client selection criteria for Auto adding under Managed Group(s)
This feature can be used to automate the process of adding computers/clients under a particular group.
This process is manually done under unmanaged computers.

Defining a group and client selection criteria for
auto adding under managed computer(s)

To define group and client selection criteria for auto adding under managed groups(s), follow the
steps given below:

Group and Client selection criteria for Auto adding under Managed Group(s)

Group Mame Client Criteria
| | Add | | Add Run Mow

Ramove Ramove

Brovise

Doven

e.g.: groupl e.g.: Host Na
grouplisubgroup... Host Ma

1. Under the Group Name, enter the group's name and click Add.
OR
Click Browse and select the group from the existing list.

0 To change the order of the group in the list, click Up or Down.
NOTE

2. Select the group for which you want to define the criteria.

3. Under the Client Criteria, enter either Hostname, Hostname with wildcard, IP address or IP
address range and click Add. The clients displayed in the list will be added under the selected
group.

4. Click Save. The client will be saved under that group.

5. Toapply the settings for the newly added client, click Run Now.
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Two-Factor Authentication (2FA)*

The system login password is Single-Factor Authentication which is considered less secured and it
may put your organization's data at high risk of compromise. The Two-Factor Authentication, also
more commonly known as 2FA, adds an extra layer of protection to your eScan web console login.

The 2FA feature mandates you to enter a Time-based One-Time Password (TOTP) after entering
eScan credentials. So, even if somebody knows your eScan credentials, the 2FA feature secures data
against unauthorized logins. Only administrator can enable/disable the 2FA feature. It can also be
enabled for added users.

To use 2FA login feature, you need to install the Authenticator app for Android devices from Play
Store or for iOS devices from App Store on your smart device. The Authenticator app needs camera
access for scanning a QR code. If a COD or BYOD policy restricts you from using device’s camera in
your organization, enter the Account Key in the Authenticator app.

Two-Factor Authentication 4 Help

2FA Settings Manage Other User's Setlings Users For 2FA

w'e
.
D load eScan Authenticator from : ’ ‘
Or Use below key

76500 F A4 JER A @

Enable Two-Factor Authentication

MNote: Ensure that the smart device's date-time matches with the system's date-time else T-OTPs generated by the app
won't get validated.

0 Ensure that the smart device's date and time matches with the system'’s date and time or
NOTE | else TOTPs generated by app won't get validated.

o We recommend that you save/store the Account Key in offline storage or a
IMPORTANT | paperback copy, in case you lose the account access.

Enabling 2FA login

To enable 2FA login:
1. Go to Settings > Two-Factor Authentication.
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https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://apps.apple.com/in/app/escan-authenticator/id1503185587

2. Open the Authenticator app.
After basic configuration following screen appears on smart device.

“

Add an account

You can add an account selecting one of the following options:

E Scan a barcode

3 Enter a provided key

3. Select a preferred option. If you tapped Scan a barcode, scan the onscreen QR code via your
smart device. If you tapped Enter a provided key, enter the Account Key and then tap ADD.
After scanning the Account QR code or entering Account Key, the eScan server account gets
added to the Authenticator app. The app then starts displaying a Time-based One-Time
Password (TOTP) that is valid for 30 seconds.

Authenticator H

Account Added

536151 @

4. Click Enable Two-Factor Authentication.
Verify T-OTP window appears.

Two-Factor Authentication

Verify T-OTP

11:43:18Am

Tue, 13 July 2021

Enter T-OTP |

Verify T-OTP

5. Enter the TOTP displayed on smart device and then click Verify TOTP.
The 2FA login feature gets enabled.
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6. To apply the login feature for specific users, click Manage Other User Settings tab. The tab
displays list of added users and whether 2FA status is enabled or disabled as shown below.

® ). 2rA Disabled

- 2FA Enabled

Two-Factor Authentication k4 Help

2
2
VES A

¥
b4
|

7. Toenable 2FA login for an added user, click the button to check icon.
The 2FA login for added users gets enabled. After enabling the 2FA login for users, whenever
they log in to eScan web console Verify TOTP window appears.

8. To view the QR Code of specific user, click View option in the User Specified QR Code
column.

Disabling 2FA login
To disable 2FA login:

1. Go to Settings > Two Factor Authentication.
2. Click Disable Two-Factor Authentication.

Two-Factor Authentication E Help

T )
.
(o] load eScan Authenticator from : ' ‘
Or Use below key

760 FCF Ada JE AR @

Disable Two-Factor Authentication

Mote: Ensure that the smart device's date-time matches with the system’s date-time else
T-OTPs generated by the app won't get validated.

Verify T-OTP window appears.
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Verify T-OTP
11 4 9:34 Am
Tue, July 2021
Enter T-OTP |
3. Enter the T-OTP and then click Verify T-OTP.
The 2FA feature gets disabled.
0 After disabling the 2FA feature and enabling it again, the 2FA login status will be reinstated
NOTE | for added users.
Users For 2FA
This tab helps to add the users and apply 2FA to the endpoints via policy template. The users can be
added directly or from Active Directory.
Two-Factor Authentication E Help
2FA Settings Manage Other User's Settings Users For 2FA
e e
l:l W 12/3/2021 12:18:15 PM
() vt v 12/3/2021 12:18:27 PM - View

Method 1: Adding user

To add users for the same, follow the below steps:
1. Go to Settings > Two-Factor Authentication > Users For 2FA.

2. Click Add User.
Add User window appears.
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Add User

Username I I

Description | |

| ok ||

Cancel |

3. Enter the Username and Description.
4. Click OK.

Method 2: Adding User from Active Directory

To add users from Active Directory, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Add from Active Directory.
Add Active Directory Users window appears.

Add Active Directory Users

> Add Active Directory Ussrs

Search Criteria

User's name™: | |

For Example: user or user®

Domain®: | |

AD IR Address™:

AD Admin User nama™:

AD Admin Password™:
Use SSL Auth.:

AdsPort™:

Search Results

Users:

For Active Directory account: domain‘username

| |
O

EE) |

Selectad Users

II

{*) Mandatory Fislds
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3. Enter the required information.
4. Click Ok.
The Active Directory Users will be added.

Method 3: Importing Users

To import the users, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Import Users.
Import Users window appears.

Deleting Users
To delete the users, follow the below steps:
1. Go to Settings > Two-Factor Authentication > Users For 2FA.

2. Click Delete.
The Confirmation prompt appears.

192.168 5 % J0s4 | says

Do you want to delete user?

3. Click OK.
The user will be deleted.

Roaming Clients

Roaming Clients submodule provides protection for the remote endpoints when not connected to the
organization’s network, adding another layer of security. According to the needs of the business,
admins might want to continue the protection of roaming clients on the organization network. Using
this feature admin can provide protection via cloud for such clients connected to both organization’s
network and the internet.

This feature is quite helpful for the remote clients. Apart from this, it does not require any additional
machine set up other than the (on-premise) EPS Server in the network. All the communication is
handled by the EPS Server via Cloud to the client with stable internet connection.

Here, the remote clients will update their status and download the latest configuration from the EPS
Server via Cloud.
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Roaming Clients

In this section, You can set EPS clients as roaming. This feature will let the clients update their status, download latest
configuration from the EPS Server via Cloud based Roaming Service even when tha clients are outside your organization netwark

and connected through internet.

Roaming Service Status

A Mot Connected, You must connect to the EPS cloud platform in order to use Roaming Service.

Company Nama:™ | |

Email Address:* | | Generate Secret Code

Secrat Code:™ Code is valid for 10 Minutes only.

Connect to cloud platform

Mote: For enabling Roaming Service kindly allow "cl.escanav.com" in firewall.

This service allows admin to apply policies to the client from EPS Server. All events from the clients

such as Application Control Scan, Vulnerability Scan, Virus Scan, etc. are collected and managed on
EPS server via Cloud Platform.

Adding Roaming Client

To add roaming client, it is mandatory to connect to the Cloud Platform. Follow the below steps, to do

the same:

1. Go to Settings > Roaming Clients.
2. Enter the company name and email address.
3. Click Generate Secret Code.

Roaming Clients E Help

Roaming Clients

In this section, You can set EPS clients as rozming. This feature will let the clients update their status, download latest

configuration from the EPS Server wia Cloud based Roaming Service even whean the clients are outside your organization network

and connactad through internet.

Roaming Service Status

A Mot Connected. You must connect to the EPS cloud platform in order to uze Roaming Service.

Company Mame:™ |S}' |

Email Address:* sh Al Bgm i COM Generate Secret Code

Secrat Coder® |:| |:| |:| |:| |:| |:| Code is valid for 10 Minutes only.

Connect to cloud platform

Mote: For enabling Roaming Service kindly allow "cl.escanav.com” in firewall.
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A secret security code will be generated and sent to given email address.

Enterprise Security

e3can cloud Service

Security code

Please use the following security code for the eScan Cloud Service
account sh

Security code - 590
Date : Wednesday, August 11, 2021

Thanks
eScan Cloud Team

WWW.escanav.com

4. Enter the secret code received via email, click Connect to cloud platform.

Roaming Clients E Help

Roaming Clients

In this section, You can set EPS clients as roaming. This feature will let the clients update their status, download latest
configuration from the EPS Server via Cloud based Roaming Service even when the clisnts are outside your arganization network

and connected through internet.

Roaming Service Status

A Mot Connectad. You must connect te the EPS cloud platform in order to use Roaming Service.

Company Mame:*® |S}-.--a - |

Email Address:* |sh bl S ges . COM Generate Secret Code

Secret Code:™ |:| D |I| -_ E| E| |:| Code is valid for 10 Minutes only.

Connect to cloud platform |

Note: For enabling Roaming Service kindly allow "cl.escanav.com” in firewall.

5. A confirmation window appears. Click OK, this will authenticate and allows to connect to
Cloud Platform.

192.168.0 © | 10443 says

Do you want to register?

An information window appears.
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Q Roaming Service Successfully connected

[ ok

6. After connecting to the cloud platform successfully, you can manually enable and disable the
roaming service.

Roaming Clients Help

Roaming Clients

In this section, You can set EPS clients as reaming. This feature will et the clients update their status, download latest

configuration from the EPS Server via Cloud based Roaming Service even when the clients are outside your organization network
and connectad through internet.

Roaming Service Status
@ Your local EPS is successfully connected to the Cloud based Reaming Service, you may now use this service.

- B = =h

Company Name 5
Email Address: ¥ sh COMm
Connect to cloud platform

Mote: For enabling Roaming Service kindly allow "cl.escanav.com” in firawall.

Roaming Mode

Enzble Roaming Service Download Roaming_Client Setup

Apply

7. Click Download Roaming Client Setup to download the setup file. Install the set up file in
the client system to make it as roaming client and it should be connected to the internet.

eScan Server should be able to communicate to eScan Cloud Server. To allow communication,
make sure the cloud console URL and port is allowed under Gateway Security device.

NOTE | pore: 2221

The client system should be connected to the internet.

Installing Roaming Clients

To install Roaming Clients setup, follow the below steps:
1. Go to Settings > Roaming Clients > Download Roaming Client Setup.
2. Transfer the file to the client system.
3. Double-click and install the setup file.

It will connect to eScan Cloud Server and automatically gets added and managed by eScan
EPS Server.
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Administration

The Administration module lets you create User Accounts and allocate them Admin rights for using
eScan Management Console. In a large organization, installing eScan client on all computers may
consume lot of time and efforts. With this option, you can allocate rights to the other employees and
allow them to install eScan Client, implement Policies and Tasks.

The Administration module consists following submodules:

e User Accounts

e User Roles

e Export & Import
e Customize Setup
e Audit Trail

User Accounts

For a large organization, installing eScan Client and monitoring activities may become a difficult task.
With User Accounts submodule, you can create new user accounts and assign Administrator role to
added users and reduce the workload. This submodule displays a list of users and their details like
Domain, Role, Session Log and Status.

-
User Accounts % Refresh [ Help
[ Create New Account | 58 Add from Active Directory ﬁ Delate 1-1cft page of 1 Rows per page: | 10 W

Full Name

root Administrator account created during installation Administrator | Administrator | View Ca

[ Create New Account | 58 Add from Active Directory ﬁ Delete 1-1cf1 page of 1 Rows par page: | 10 W

Create New Account

To create a User Account:

1. Inthe User Accounts screen, click Create New Account.
Create User window appears.

Create User E Help

User Accounts = Create User

Account Type and Information

User's namea™:

Full Name™:

Confirm Password™:

Password®: | |

Email Address:®

For Exampla: user@yourcompany.com

Account Role

Raolz™: | Administrator hd |

Save || Cancel (*) Mandatory Fizlds
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2. After filling all the details, click Save.
The user will be added to the User Accounts list.

Adding Users from Active Directory

To add users from the Active Directory (AD), follow the steps below:

1. Inthe User Accounts screen, click Add from Active Directory.
Add Active Directory Users window appears.

Add Active Directory Users u Help

User Accounts > Add Active Directory Users

Search Criteria

User's name™: [ |

Domain*: [ I

AD 1P Address®: [ |

AD Admin User name™: [ |

AD Admin Password*: [ |

Use SSL Auth.: O

AdsPort*: [289 |

| Search |

Search Results

Users Selected Users

Account Role

4
\ ‘A"

Role*: | Administrator v |

Save [ Cancel } (*) Mandatory Fislds

After filling Search Criteria section details, click Search.
A list of users will be displayed in the Users section.

Select a user and then click button to add the user to Selected Users section.

Vice versa the added user can be moved from Selected Users to Users by clicking .
Select appropriate user role and MDM role using provided drop-downs in Account Role
section.

7. Click Save.

The user will be added to the User Accounts list.

ook~ wbd

Delete a User Account

To delete a user account:

1. Inthe User Accounts screen, select the user you want to delete.
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User Accounts : Refresh E Help

[+ Create New Account | PS5 Add from Active Directory ﬁ Delete 1-2af2 page of 1 Aows par page: | 10 W
0’ User's name |Full Name i Session Log | Status
kg (o Administrator Vl | Administrator w View
Administrator account created during installation Administrator Administrator View it
[+ Create New Account | F5 Add from Active Directory ﬁ Delete 1-20f2 page of 1 Rows par page: | 10 W
2. Click Delete.

A confirmation prompt appears.

User Accounts

Do you want to delete the selected user account(s) 7

| Ok | | Cancel

3. Click OK.
The User Account will be deleted.

User Roles

The User Roles submodule lets you create a role and assign it to the User Accounts with variable
permissions and rights as defined in the role being assigned to them. It can be an Administrator role
with set of permissions and rights, Group Admin Role or a Read only Role.

User Roles : Refresh E Help

i:+ Mew Role =} Properties | Lj Delete |

Description

Administrator

You can re-define the Properties of the created role for configuring access to various section of eScan
Management Console and the networked Computers. It also lets you delete any existing role after the
task is completed by them. It allows the administrator to give permission to sub administrators to
access defined modules of eScan and perform installation/uninstallation of eScan Client on network
computers or define Policies and tasks for the computers allocated to them.

New Role

To add a user role:

1. Inthe User Roles screen, click New Role.
New Role form appears.
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New Role [ Help

User Roles =New Role

Role Details

New Rala Name :* [ |

Descrigtion [ |

Select Group :

] & managed computers

[ ok

| cancel |

2. Enter name and description for the role.

3. Click Managed Computers and select the specific group to assign the role.
The added role will be able to manage and monitor only the selected group's activities.

4. Click OK.
Permissions section appears displaying Main Tree Menu and Client Tree Menu tabs. The
Main Tree Menu consists of Navigation Panel Access permissions while the Client Tree

Menu consists the permissions for selected group(s) that the user is allowed to take further.

Main Tree Menu Client Tree Menu

Configure
n

DazhBoard (]

Managed Computers

Unmanaged Computers

Metwark Computars

(!
(!

IP Range

Active Directory

Report Templates

Report Scheduler

0 O
OO |

Events & Computers

O

System Action List

Tasks For Specific Computers

Azzet Management

User Activity

Print Activity

Session Activity Report

] O

File Activity Report

O C

Application Access Report

Patch Report

Motifications

Outbreak Alert

Ll
L

Ewant flarck
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5. Select the checkboxes that will allow the role to view/configure the module.
6. After selecting the necessary checkboxes, click Save.
The role will be added to the User Roles list.

View Role Properties

To view the properties of a role:

1. Inthe User Roles screen, select a role.
2. This enables Properties and Delete buttons.

-
User Roles < Refresh E Help

f+ New Role | B Properties || i Delete

Role Name Description

Administrator

[ttty

3. Click Properties.
Properties screen appears. It lets you modify role description, permissions for accessing and
configuring modules and assign the role to other groups by clicking Select Group Tree.

Main Tree Menu Client Tree Menu

DashBoard ()
Managed Computers
Unmanaged Computers
Metwark Computars O (]
IP Range D D
Active Directory [H} [}
Repart Templates
Report Scheduler
Events & Computers O (]
System Action List [l
Tasks For Spacific Computars O [l
Asset Management (]
User Activity
Print Activity
Session Activity Report
File Activity Report
Application Access Raport
Patch Report
Notifications

4. To modify client configuration permissions, click Client Tree Menu.
Client Tree Menu
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Define the Actions that the created role can configure for the allocated group. The menu has
Action List, Client Action List, Select Policy Template, Policy Criteria, and Group Tasks.

ﬁ Eoaming Users e u

Bl (@ Linux / Mac

ﬁ " —_— Action List
Mew Sub Group ]
Set Group Configuration O
Deploy / Upgrade Client
Uninstzll eScan Client [l
Remove Group D
Synchronize with Active Directory O
Outbreak Bravantion O
Craate Client Setup ]
Properties

Client Action List

Set Host Configuration O
Deploy / Upgrade Cliant O
Uninstall eScan Client
Move to Group [l
Remaove from Group O
Refresh Client )]
Show Critical Events O
Expart
Show Installed Softwares J

5. To let the role configure these actions, under the Configure column select the checkboxes of
corresponding actions.

6. Click Save.
The Role Properties will be updated accordingly.

Delete a User Role

To delete a user role:

1. Inthe User Roles screen, select the user role you want to delete.

User Roles : Refresh E Help

f+ New Role | B Properties || i Delete
Role Name Description

Administrator

iy

2. Click Delete.
A delete confirmation prompt appears.
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Delete Role

Do you want to delete the sslectad Role(s)?

| Ok | | Cancel |

3. Click OK.
The User Role will be deleted.

Export & Import

The Export & Import submodule lets you to take a backup of your eScan server settings, in case you
want to replace the existing eScan server. You can export the Settings, Policies and the Database from
existing server to a local drive and import it to the new server.

Export Settings
This tab lets you export the eScan Server Settings, Policies, and Database. To export the eScan Server
settings, follow the steps given below:

1. Inthe Export Import Settings screen, click Export Settings tab.

a Help

Export Import Settings

Export Settings Import Settings Scheduling

WMC Settings and Policies

|:.I Database
[ Export |

View Exported Files

Export files path:|C:\F~' e i -—-:h-.r|| Change Path |

1. Select required settings
2. Click on "Export” to export eScan Management Console settings

2. To backup WMC Settings and Policies and Database, select both the checkboxes.
The backup file will be exported to the path shown in Export files path field. To change the
file path, click Change Path. In the Add Folder window, enter the file path and click Add.

3. Click Export.
The backup file will be exported to the destination path. A success message appears at the top
displaying date, time, and a download link for the exported file.

Settings Exported Successfully Download Exported File {7/13/2021 12:25:40 PM)
Mote : Exportad file can not be use on lower versions

www.escanav.com
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Import Settings
This tab lets you import the eScan Server Settings, Policies, and Database. To import the eScan Server
settings, follow the steps given below:

1. Inthe Export Import Settings screen, click Import Settings tab.

E Help

Export Import Settings

Filz Mame Choose Filz | Ma file chosen

WMC Settings and Palicies
D Database

Impaort

View Exported Files

1. Select file to import (EservConf_[YYYYMMDODhhmm][_SCHD].zip)
2. Select required settings
3. Click on "Import" button to import the saved settings

2. Click Choose File.
To import WMC Settings and Policies and Database, select both the checkboxes.

4. Click Import.
The backup file will be imported. A success message is displayed after complete import.

@

0 e After successfully taking a backup, eScan asks you to restart the server.
NOTE | ¢ The Import Settings tab lets you import only Settings and Policies or Database.

® WWW.escanav.com
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Scheduling

This tab lets you schedule auto-backing up of Settings, Policies, and Database.

Export Import Settings

Export Settings Import Settings Scheduling

Enable Export Scheduler

WMC Settings and Policies || patabasze

'@' Daily

) Weekly Mon Tue Wed Thu
Fri Sat Sun

‘.::’ Monthly

‘@,‘l At 12:00 pm ||OV'

l:l Enable Notification settings
Sender:

Recipient:

SMTP Server:

SMTP Port:

Use SMTP Authentication

User name:

Password:

Enable Optional Settings

Select how many backup files to store 2 v |
Create the backup only if drive space is greater than or equal to : | 500 I] MB v |
| pefault l

View Exported Files

Last schedule status : Settings Exported Successfully On ( MM/DD/YYYY ) 06/08/2022 12:02 PM

To create a Schedule for export, follow the steps given below:

1. Select Enable Export Scheduler checkbox.

Select the checkboxes whether to back up both Settings and Policies and Database.

Schedule the backup for a Daily, Weekly (Select a day) or Monthly (Select a date) basis.

For the At field, click the drop-down and select a time for backing up data.

If you want to receive email notifications about the procedure, select Enable Notifications
Settings checkbox and fill in the necessary details. If the SMTP server requires authentication,
select the Use SMTP Authentication checkbox and enter the credentials. To check if the
SMTP settings are correct, click Test. A test email will be sent to recipient email ID.

To configure additional settings for backup file, select the Enable Optional Settings, and make
the necessary changes. To restore the changes made, click Default.

o
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5. After performing all the necessary steps, click Save.
The export schedule will be saved.

Customize Setup

This submodule lets you create a customized setup for a Client or an Agent with fewer modules and
deploy it to various locations. This can be very useful, if there are locations to which a server is
unable to push the setup or locations that are unable to connect to the server directly. The custom
setup can be downloaded as a file and sent to different locations.

Create Customized Satup £ Refresh [ Help

Client \ Agent for Windows Client \ Agent for Linux » [IESgEEREEE L} Delete

D D De ptic ated O Do

Creating a customized setup for Windows

To create a customized setup for Windows, follow the steps given below:

1. In Create Customized Setup screen, click Client/Agent for Windows.
Customize New Setup screen appears.

Customize New Setup 55 4 Help

Customize Setup > Client ' Agent for Windows

Setup File Settings

Setup for®: ® clignt Agent

Description™: | |

Group: | I Browise |

Server IP*: | 192.168.0.151,132.168.7.151,192.168.60.1,192.168.174.1,Q |

|_|Enable Advance Settings

Create setup for: e5can Vision Core XDR W Create setup

Save || Cancel [*) Mandatory Fields
2. Select whether the setup file is being created for Client or Agent.

3. Enter description for the setup file.

4. Click Browse and select a group for which this setup is being created.

5. Enter eScan Server IP address.
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6. If you want to provide advanced settings with the setup, select the Enable Advance Settings
checkbox. Doing so enables the bottom field.

7. Select the product from provided drop-down list for which this setup is being created. Or else,
click on Create setup to setting up new setup or selecting from existing setups.

8. Select the settings’ checkboxes you want to provide.

9. Click Save.
The customized setup for Windows will be created.

Creating a customized setup for Linux

To create a customized setup for Linux, follow the steps given below:

1. In Create Customized Setup screen, click Client\Agent for Linux.
Customize New Setup screen appears.

Customize New Setup a u Help

Customize Setup > Linux

Setup File Settings |

Description™: ] ]
Distribution™: [RedHat v |
Source Setup file path*: I C:\Program Files el Sl maeis Suss. s ]
Group™: ] I Browse |
Server Ip: [192. e 40 |
[ Save || cancel | {*) Mandatory Fields

2. Enter a description for the setup.

3. Click on the Distribution drop-down to select whether the setup is to be created for Red Hat
or Debian.

4. Source Setup file path field displays the setup file's location. If you want to change path, enter
the new path in this field.

5. Click Browse and select a group for which this setup is being created.

Enter eScan Server IP address.

7. Click Save.
The customized setup for Linux will be created.

o
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Editing Setup Properties (only Windows)
The properties can be edited for only customized Windows setup. To edit the customized Windows
setup's properties, follow the steps given below:

Create Customized Setup : Refresh E Help
08/05/2021
Setup_ %t L =) 1§ 8 & | Windows | -- Sampls Download

13:01

1. Inthe Create Customized Setup screen, select the Windows setup you want to edit.

2. Click Properties.

Edit Customized Setup screen appears.
E Help

Edit Customized Setup E5

Customize Setup > Clisnt % Agent for Windows

Setup File Setfings

Setup for™: Client Agent

Description™: Sample

Group: | I Browse |
Server 1P | 1 |

Enable Advance Settings

Advance Settings for Customized Setup

& @) File antivirus

- D . Remove Mail Antivirus

- D ' Ramove AntiSpam

H- ! YRemove Firewsall

" :%,Remove End Point Security
. D I‘:i Remaove Privacy Control

B [ set password

- D Enabls Scheduls Scan
. DQEnable Cloud Scan

- glient Installation Settings

- Additional Settings

B [ schedule Download

| Save | | Cancel | (*] Mandatary Fizlds

3. Make the necessary changes and then click Save. The setup will be updated.

Deleting a Setup

To delete a setup, follow the steps given below:

1. Inthe Create Customized Setup screen, select the setup you want to delete.
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Create Customized Setup : Refresh E Help
Client \ Agent for Windows Client \ Agent for Linux 5o B Properties | jii Delete
oup Brve D
D D D D
08/05/2021
Setup_ e #s vt exa 15 s | Windows |-- Sample Download
1301

2. Click Delete.
A confirmation window appears.

Create Customized Setup

Do you really want to Delete?

| Ok | | Cancel |

3. Click Ok.
The setup will be deleted.

Audit Trall

The Audit Trail submodule lets you record the security relevant data, operation, event, Action, policy
updates. Audit logs are used to track the date, time and activity of each user, including the
policy/criteria that have been changed. A record of the changes that have been made to a database.
You can get audit trail of user activity across all these systems.

-
Audit Trail Repart & Refresh [ Help
A Filter Criteria £ Export Options
1-40f4 lipage| 1 |of 1))l Rows per page:
Session Id Client Date Client Time Audit Type Policy/Criteria Name Module Name
| e 1| 192.168 1 % w21 12388 Log OFF Console LagOut
- [DONE S e8] 192.168 4 1% w21 1238 Login Console Log:
[6CEE e as] 192,188 -t 128 3% Login Console Logln
- [ECHE e 8as] 192.163 4 44 i 21 12 Log OF Console LogOut

Filter all Audit Trail report
To filter the Audit Trail Report as per your requirements, click Filter Criteria drop-down.
Filter Criteria field expands.

W Filter Criteria A Export Options

Filter Criteria.

User Name [ |[Tncluce ] 1P Address [z |[nclude "]
Audit Type = - Policy/Criteria Name [ |[Tnclude +]
Module Name [ | (znclude +]

Date Range

From (MM/DD/YYYY)

To (MM/DD/YYYY) 05/09/2021

| search | [ Reset | [*) View All Items

Select the parameters you want to be included in the filtered report.
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Include/Exclude

Selecting Include/Exclude for a parameter lets you include or exclude it from the report.
After making the necessary selections, click Search.

The Hardware Report will be filtered according to your preferences.

Exporting Hardware Report
To export the Hardware Report, click Export Option. Export Option field expands.

#A  Filter Criteria v Export Option

Export Option
’7 ) Excel ) poF @

Select the preferred option and then click Export. A success message appears.

e Exported Successfully Click hare to Open/Download

Click the link to open/download the file.
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License

The License module lets you manage user licenses. You can add, activate, and view the total number
of licenses available for deployment, previously deployed licenses and remaining licenses with their
corresponding values. The module also lets you move the licensed computers to non-licensed
computers and vice versa. Here you can also view the number of Add-On licenses along with the
names.

-
Licensa % Refresh [ Help

Register Information

License Key(30 char) Activation Code({60 char) Registration Status | Contract Period Ends on Product Licenses

=Scan Enterprise
eScan EBackup
eScan Enterprise RMM

eScan Enterprise DLP
B! G PH Activated 30-Oct-2024 10

i

@Scan Two-Factor Authentication
2Scan Anti-Theft
2Scan Enterprise Patch Management

=Scan Device Encryption

To Add License Click Here

License =A ‘—‘

® LicenseinUse - 10 @ License Remaining - 0

[Manage License]

[Product Licenses]

Adding and Activating a License

To add and activate a license:

1. Inthe License screen, click the Click Here link.

To Add License Click Here

Add License Key dialog box appears.

Add 30 Character License Key.

[ |

2. Enter the license key and then click OK.
The license key will be added and displayed in the Register Information table.
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Moving Licensed Computers to Non-Licensed
Computers

To move licensed computers to non-licensed computers:

1. Inthe License statistics box, click Manage License.

License

ZAE

@ LlicenseinUse-238 @ License Remaining - 12

[Manage License]

[Product Licenses]

Manage License window appears.

Manage License

E Help

Licensed Computers / Devices (3) Filter License Wi Move to Non-License

Machine Mame

D [~ e a Managed Computersh -
D i e =it QR Managed Computers#is
ﬁ Wis e b == Mznaged Computars

-

MNon-Licensed Computers / Devices (0)

Filter License I Move to License
Mo Record Found | -

-
Close
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2. Under the Licensed Computers section, select the computer(s) that you want to move to Non-
Licensed Computers section.

3. Click Move to Non-License.

4. The selected computer(s) will be moved to Non-Licensed Computers section.

Manage License E Help
Licensed Computers [ Devices (2} Filter License W Move to Non-License
B | Machine Name |Gm|||g | -
D i v a Mzanaged Computars'. "
i WIn e St B9 Managed Computers
-
Non-Licensed Computers | Devices (1) Filter Licenze Wi Move to License
s Date - De -
D ﬁ w =i O Managed Computers\sis 05/08/2021 16:43:00
-

Moving Non-Licensed Computers to Licensed
Computers

To move licensed computers to Non-Licensed Computers, follow the steps given below:
1. Inthe License statistics box, click Manage License.

License =k

@ License in Use - 283 @ License Remaining - 12

[Manage License]
[Product Licenses]

Manage License window appears.
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E Help

Manage License

Licensed Computers / Devices (2] Filter License Wi Move to Non-License

| | Machine Name |Gmu|§ | -
D E - a Managed Computers'. e
E WIS s St OR Managed Computers
-

Non-Licensed Computers / Devices (1) Filter License Wi Move to License

-
e Date - D

O | geése == Managed Computersis & 05/08/2021 16:43:00

2. Under the Non-Licensed Computers section, select the computer(s) that you want to move to

Licensed Computers section.
3. Click Move to License.
4. The selected computer(s) will be moved to Licensed Computers section.

E Help

Manage License

Licensed Computers [ Devices (3) Filter License Wi Move to Non-License
n | Machine Name |Grn|||g | -
D i - a Managed Computers'. "
O | e geese 23 Managed Computers\§

i Wis - ™ == Mznaged Computers

-

Non-Licensed Computers / Devices (0) Filter Licensze Wi Move to License

| -

No Record Found

Close
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Managing Add-On Licenses

You can manage multiple Add-On licenses deployed for networked computers using the ADD On
License option from the License dashboard. This option allows you to Add or Delete particular Add-
On license to/from specific computer or the group. It also shows basic license information like license
size and remaining number of license for selected license type.

ADD On License 4 Help

Select Sub-Group Clients

Select Client Computers Clients Selected: 2

= [0 Managed Computers

Select ADD On License Type
E V]

Available License:
[a vl

License Size : 10

License Information
’7License Remaining : 8

[+ Add License
Licensed Computers / Devices (2) Filter License \2FA v # Remove ADD On License
@ ‘ Machine Name Licence Keys -
0| - sE2. Managed Computers\} Al . B
O |- ma= Managed Computers\ A B

| Close ‘

Adding an Add-On license

In order to add a license to the computer or the group, follow the steps given below:

1. Inthe License tab, click on ADD On License option.

The ADD On License window opens.

Select the computer/group on which the license is to be added.
Select the License type from the provided drop-down list.
Select available license from the provided drop-down list.
Click on Add License button.

The license is now added to the selected computer/group.

Removing Add-On license

In order to remove a license from the computer(s), follow the steps given below:

akrwn

1. Select the computer from the Licensed Computers/Devices list.
You can use the Filter License drop-down to filter the list.

2. Click on Remove ADD On License button.
The license is now removed from the selected computer(s).
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Contact Us

We offer 24/7 free online technical support to our customers through email and live chat. We also
provide free telephonic support to customers during our business hours.

Before you contact technical support team, ensure that your system meets all the requirements and
you have Administrator access to it. Also, ensure that a qualified person is available at the system in
case it becomes necessary to replicate the error/situation.

Ensure that you have the following information when you contact technical support:
e Endpoint hardware specifications
e Product version in use and patch level
o Network topology and NIC information
e Gateway, IP address and router details
e List of hardware, software and network changes if any carried out
e Step-by-step description of error/situation
e Step-by-step description of troubleshooting if any attempted
e Screenshots, error messages and log/debug files

In case you want the Technical Support team to take a remote connection:
e |P address and login credentials of the system

Forums

Join the Forum to discuss eScan related problems with experts.

Chat Support

The eScan Technical Support team is available round the clock to assist you with your queries via
Live Chat.

Email Support

If you have any queries, suggestions and comments regarding our products or this User Guide, write
to us at support@escanav.com
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