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Introduction

eScan Enterprise Data Leak Prevention (DLP) security solution based on set of strategies,
technologies, and techniques that ensure end users do not transmit critical or sensitive data outside an
organization. Whether transmission of data is through message, email, file transfers, or some other
way, information can end up in unauthorized locations, leading to compliance issues.

As an Enterprise Solution, DLP detects potential data breaches/data exfiltration attempts and prevents
the same by monitoring, detecting and blocking sensitive data while in use (Endpoint actions), in
motion (Network Traffic), and at rest (Data Storage). An effective DLP solution also employs
business rules to enforce regulatory compliance, classification and secure confidential information.
With its advanced features, it gives protection against exfiltration attempts, monitors sensitive data
access and/or leak, and permits 360 degree all round visibility of confidential file usage and protection
of data tagged as critical by a user.

Pre-requisites for eScan Enterprise DLP

Before installing eScan ensure that the following pre-requisites are met:

e Access to system as an Administrator.

e Uninstall the existing Anti-Virus software, if any.

o Check for free space on the hard disk/partition for installing eScan.

e Static IP address for eScan server.

e |P address of the mail server to which warning messages will be sent (optional).

0 If authentication for the mail server is mandatory for accepting emails, you will need a
NOTE | username and password to send emails.

An 1SO 27001 Certified Company www.escanav.com



s
o)
-

System Requirements

Hardware and Software Requirements

The software and hardware requirements for installing eScan are as follows:

Windows Requirements

Platforms Supported (Windows server & workstations)

Microsoft® Windows® 2022 / 2019 / 2016 / 2012 / SBS 2011 / Essential / 2008 R2 / 2008 / 2003 R2 /
2003/11/10/8.1/8/7/Vista/ XP SP 2 /2000 Service Pack 4 and Rollup Pack 1 (For 32-Bit and
64-Bit Editions)

Hardware Requirement for Server

e CPU - 2GHz Intel™ Core™ Duo processor or equivalent.
e Memory - 4 GB and above
e Disk Space (Free) — 8 GB and above

Hardware Requirement for Endpoints (Windows)

e CPU - 1.4 Ghz minimum (2.0 Ghz recommended) Intel Pentium or equivalent
e Memory - 1.0 GB and above
e Disk Space (Free) — 1 GB and above

eScan Management Console can be accessed by using below browsers:

e Internet Explorer 11 and above
o Firefox latest version
e Google Chrome latest version and all chromium-based browser

Linux Requirements

Platforms Supported (Linux Endpoints)

e RHEL 4 and above (32 and 64-hit)

e CentOS 5.10 and above (32 and 64-bit)

e SLES 10 SP3 and above (32 and 64-bit)

o Debian 4.0 and above (32 and 64-bit)

e 0penSUSE 10.1 and above (32 and 64-bit)
e Fedora 5.0 and above (32 and 64-bit)

e Ubuntu 6.06 and above (32 and 64-bit)

e Mint 12 and above (32 and 64-bit)

Hardware Requirements (Endpoints)

e CPU - Intel® Pentium or compatible or equivalent.

e Memory — 2 GB and above

o Disk Space — 2 GB free hard drive space for installation of the application and storage of
temporary files
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Mac Requirements

Platforms Supported (Mac Endpoints)

e (OS X Snow Leopard (10.6 or later)
e OS X Lion (10.7 or later)

e OS X Mountain Lion (10.8 or later)
e OS X Mavericks (10.9 or later)

e OS X Yosemite (10.10 or later)

e OS X El Capitan (10.11 or later)

e macOS Sierra (10.12 or later)

o macOS High Sierra (10.13 or later)
o macOS Mojave (10.14 or later)

e macOS Catalina (10.15 or later)

e MacOS Big Sur (11 or later)

e macOS Monterey (12.0 or later)

Hardware Requirements (Endpoints)

e CPU - Intel based Macintosh
e Memory — 2 GB and More recommended
e Disk Space — 2 GB and above

Installing eScan Enterprise DLP

e Installing eScan Enterprise DLP from CD/DVD
Installing eScan Enterprise DLP from the CD/DVD is very simple, insert the CD/DVD in the
ROM and wait few seconds for the Autorun to run the installation wizard. In case the
installation wizard does not run automatically, locate and double-click on WIMXXXXXX.exe
file on CD-ROM. This will run the installation wizard based setup of eScan Enterprise DLP.
To complete the installation, follow the instructions on screen.

e Downloading and installing eScan Enterprise DLP from internet
To download the setup file click here. To install eScan Server from the downloaded file,
double click on WMCTOTxxxx.exe file and follow the instructions on screen to complete
the installation process.
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Installation

To install the eScan Enterprise DLP, follow the steps given below:

1. The installation wizard displays following window.

Select Setup Language

|  Select the language to use during the installation:
Iy
5~

Egish |4

[ ok || Cancet |

2. Click the drop-down and select a desired language for installation.
3. Click OK.

© | The Default Language displayed in the drop-down menu is dependent on the Operating
NOTE | System's language installed on the computer.

The installation wizard welcomes you.

#1

Choice 3 .
- DIGITAL Welcome to the eScan Enterprise DLP Setup Wizard

WORLD

Welcome to the eScan Enterprise DLP Setup Wizard

Click Next to continue, or Cancel to exit Setup.

eS C an eScan Enterprise DLP

www.escanav.com

4. To proceed, click on Next >.
5. License Agreement screen appears. Please read the License Agreement completely. To
proceed with the installation, select the option I accept the agreement and then click Next.
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I ¥ Choice

License Agreement

ot DIGITAL Please read the following important information before continuing.
WORLD
Please read the following License Agreement. You must accept the terms of this
agr t before continuing with the installati
| eScan SOFTWARE END-USER LICENSE AGREEMENT I

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT ("AGREEMENT"), FOR THE LICENSE OF eScan (*SOFTWARE")
PRODUCED BY MICROWORLD SOFTWARE SERVICES PVT. LTD.
(*MICROWORLD").

IF YOU HAVE PURCHASED THIS SOFTWARE VIATHE INTERNET BY CLICKING
THE ACCEPT BUTTON, YOU (EMHER AN INDIVIDUAL OR A SINGLE ENTITY)
CONSENT TO BE BOUND BY AND BECOME A PARTY TO THIS AGREEMENT. IF v

® | accept the agreement
(2 1do not accept the agreement

escan eScan Enterprise DLP ’ e ” — ] [ — ]

www.escanav.com —

6. Select Destination Location for the installation of eScan Enterprise DLP. If you want to select
a different installation location, click Browse and select the destination folder for installation.

1 Chlc Select Destination Location

of DIGITAL Where should eScan Enterprise DLP be instalied?
WORLD

-
Y/ Setup will install eScan Enterprise DLP into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

[C-\Program Files\eScan -Browse...

At least 1,150.1 MB of free disk space is required.

escan eScan Enterprise DLP no— ]L — ] [ — ]

www.escanav.com =

@ | Default Path for eScan installation on a 32-bit PC — C:\Program Files\eScan
NOTE | Default path for eScan installation on a 64-bit PC — C:\Program Files (x86)\eScan

7. Click Next >.
The Ready to Install window appears.
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1 h!‘;c Ready to Install

C

of DIGITAL Setup is now ready to begin installing eScan Enterprise DLP on your computer.
WORLD
Click Install to conti with the i ion, or click Back if you want to review or
change any settings.
Destination location:
C:\Program Files\eScan
s eScan Enterprise DLP

www.escanav.com

8. Click Install.
The installation wizard initiates installation and displays the process.

#1

Choice
of DIGITAL
WORLD

Extracting files...
C:\Program Files\eScan\SETUPTMP eserv exe

==

e S c a n eScan Enterprise DLP

www.escanav.com

After the installation, the wizard asks you to configure the settings for SQL Server hosting
and Login settings for the eScan Management console.
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‘ rv\eScan Management Console Configuration Wizard

~ Welcome to the eScan Management Console
# Configuration Wizard

ot DIGITAL
WORLD This installation wizard will guide you through the steps

required to install and/or configure Microsoft SQL Server
Express for eScan Management Console application on your
computer.

Note: Microsoft and Windows are either registered trademarks
or trademarks of Microsoft Corporation in the United States
and/or other countries.

Click "Next" to continue.

eSgan

www.escanav.com
Copyright MicroWorld

9. To proceed, click Next. The configuration wizard requests you to select following SQL
version to install:

e SQL 2008 R2 - Express Edition
Select this option to install SQL version 2008 R2 - Express Edition.

\e Scan Management Console Configuration Wizard

Select SQL Version to Install :

(® SQL 2008 R2 - Express Edition

(O Download and Install SQL 2019 - Express Edition

D D

o Download and Install SQL 2019 - Express Edition
To download and install SQL version 2019 — Express Edition, select this option and
click on Download.

50 27001 Certified Company www.escanavicom



eScan Management Console Configuration Wizard

\

Select SQL Version to Install :

(O SQL 2008 R2 - Express Edition

(® Download and Install SQL 2019 - Express Edition

- D

The download process will begin as shown in the below window:

-\eScan Management Console Configuration Wizard

Select SQL Version to Install :

(0 SQL 2008 R2 - Express Edition

@ Download and Install SQL 2019 - Express Edition

(| 100%

File Downloaded Successfully

- D

10. After file gets downloaded, click on Install.
The configuration wizard will begin installation process of the Microsoft SQL Server
Express.
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”’ \eScan Management Console Configuration Wizard

This wizard will install following prerequisites along with Microsoft SQL
Server Express:

Microsoft Windows Installer
Microsoft Net Framework

Microsoft SQL Server Express Edition

Click "Install” to proceed.

11. To proceed, click Install.
Choose Directory For Extracted Files window appears.

Choose Directory For Extracted Files X

Choose Directory For Extracted Files
| \Program Files (x86)\» & o). 2 MiFTe e |

Cancel Browse...

12. Select the destination folder and click Ok.
The SQL will be installed as confirmed by below window:

Default Path for eScan installation on a 32-bit PC — C:\Program Files\Microsoft SQL
© | server
NOTE | Default path for eScan installation on a 64-bit PC — C:\Program Files (x86)\Microsoft
SQL Server

www.escanav.com
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”, \eScan Management Console Configuration Wizard

Installing Microsoft SQL Server Express

Microsoft SQL Server Express has been installed successfully on your
system.

«/ Microsoft Windows Installer
& Microsoft .Net Framework
&/ Microsoft SQL Server Express Edition

Click "Next" to continue

D B

13. To proceed, click Next.
The wizard requests you to enter the login credentials for the root user.

NOTE The default username for web console is root.

_eScan Management Console Configuration Wizard

h

eScan Management Console login information

Enter the login credentials for the root user to give permission to manage the
eScan Management Console.

User name: |rcct |

g & Armini A A . :
Description: Administrator account created during installation |

|
Password:* | |
|

Click "Mext” to continue

Email address:*

Confirm Password:®

14. After filling all the details, click Next.
The wizard displays installation successful message.

www.escanav.com
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eScan Management Console Configuration Wizard
Completed.

“ou have successfully installed / configured Microsoft SQL
Server Express on your computer. Click "Finish™ to proceed with
eScan installation.

eScan

WWW.BSCANAY.Com
Copyright MicroWorld

D

15. To exit the installation wizard, click Finish.

#1.

C
of DIGITAL

WORLD

Completing the eScan Enterprise DLP Setup Wizard

Setup has finished installing eScan Enterprise DLP on your computer. The application
may be launched by selecting the installed icons.

Click Finish to exit Setup.

eS :' an eScan Enterprise DLP

www.escanav.com

16. Click Finish to complete the installation process.

Ng'E To run eScan services fully it is recommended that you restart the PC.
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Components of eScan Server

The eScan Server is comprised of following components:

eScan Server

This is the core component that lets you manage, deploy and configure eScan client on
computers. It stores the configuration information and log files about the computers
connected across the network. Being the core component, it communicates with the following
components.

Agent
It manages the connection between the eScan server and the client computers.

eScan Management Console
It is a Web-based application hosted on the eScan Server. With this application,
administrators can manage and configure eScan on computers in the network.

Microsoft SQL Server Express Edition
It is a database for storing events and logs already included in the eScan Setup file.

Apache
It is an open source, cross-platform web server software essential for running eScan
Management Console. It's included in the eScan Setup file.

NOTE

For Windows 11 /10/8/8.1/2008 /2012 / 2016 / 2019 operating systems, the SQL
2008 Express edition will be installed.

For Windows 7 and below, SQL 2005 Express edition will be installed.

Uninstallation of eScan server won't remove SQL and APACHE from the endpoint. The
user will have to uninstall these components manually.

An 1SO 27001 Certified Company
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Web Console Login

The web console login page can be accessed via two methods.
To log in to the eScan Management Console, follow the steps given below:

1. Launch a web browser.
2. Enter the following URL: <IP address of the eScan Server installed system>:10443

Web console login page appears.

eSgan

Enterprise DLP - Management Console

Username

Password

3. Enter the login credentials defined during installation.
4. Click Login.

The second method to go to login page is as follows:

1. In the Taskbar, right-click the eScan Management Console iconii
A list of options appears.

a Client Live Updater
%+ DOpen Web Console

%9 Stop Announcement

wr About eScan Management Console
@ Shut Down

2. Click Open Web Console.
Default browser launches and displays web console login page.

An 1SO 27001 Certified Company
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Rests of the options are explained below:

Client Live Updater

Clicking this option displays live event feeds from all computers on your network. This feed consists
of IP Address, Username of the computers, Module Names and Client actions. This Live Feed list can
be exported to Excel if required.

& Scan
i
: Client Live Updater

[ate | Time | tachine Ma... | IP &ddress | User Mame | Event 1D | Madule Mame | Desori
30 Jul 2021 12.22.26 UL TR B ek 1 g LR File &nt..  [CleScanM.. ‘wWindo
30 Jul 202 12:22:26 UL TR = B ekt LR File Anti... [C]leScanM.. CAPrao
30 Jul 2021 122227 wa fi TR B sk lg LR File anti...  [C]eScan ... Admini
30 Jul 2021 122228 DL R B ety LR File &inti...  [C]eScant... REMO
30 Jul 202 122229 M TGy B ek g LI File Anti...  [C]WinEwvent A logo
30 Jul 2021 122230 L B sk lg L File Anti...  [C]'winEvent  Remot
30 Jul 2021 122232 LR B ety LR File &inti...  [C]eScant... REMO
30 Jul 2021 122236 i F TILHTER Il R L Ri= File Anti...  [C]eScant... REMO
30 Jul 201 12:32:03 Fi e W Wi File Anti...  Android Fuolicy

30 Jul 2021 123203 T e i i File Anti...  Confightndr..  Auto g
30 Jul 2021 123203 T e i i File finti...  Ant-Theft (... Anki-Tt
30 Jul 2021 123203 File Anti...  Webandad.. ‘web(
30 Jul 2021 12:32:03 File Anti...  wWebandd . Applic)
30 Jul 2021 12.32.04 i it e T File &nti...  Conhglandr...  Protec E|
30 Jul 2021 123204 Tt et m T File Anti...  Call&SMS ... Call/SI—
30 Jul 2021 12:32:04 T e i i File Anti...  Android Campli
30 Jul 2021 133209 i i e T File &nti...  Android Policy -
1| n | 3

Close

Stop Announcement
Clicking this option stops broadcast from and towards the server.

About eScan Management Console
Clicking this option displays Server Up Time and general information.

Shut Down
Clicking this option shuts down the eScan Management console.

It is recommended that you do not shut down the server, as doing so will stop the

0 communications between client and server.
NOTE

The "root" is the Superuser account created by eScan during Installation.
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Setup Links

The web console login page displays Setup Links options that let you to download client and agent

setup files.
e5can Client Setup (Windows) N
eScan Client Setup (Android) N
eScan Agent Setup (Windows) N
eScan Agent Setup (Linux) N
eScan Agent Setup (MAC) N

» eScan Client Setup (Windows)
This link can be shared via email to the computer users where remote installation is

impossible. By clicking this link users can download the eScan Client Setup and install it
manually on their computers. Users can also directly access the eScan Management console
from their Desktop.

» eScan Client Setup (Android)
This link can be shared via email to the android users where remote installation is impossible.

By clicking this link users can download the EMM application from eScan Client Setup and
install it manually on their android device. Users can also directly access the eScan
Management console from their Android device.

» eScan Agent Setup (Windows)
This link can be shared via email to the computer user where you are unable to get system

information or communication is breaking frequently. After the eScan Agent Setup is
downloaded and installed on the Managed Computer, it establishes the connection between
the server and client computers.

» eScan Agent Setup (Linux)
This link can be shared with the Linux computer user for manual installation.

» eScan Agent Setup (Mac)
This link can be shared with the Mac computer user for manual installation.
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Main Interface

Upon first login, console displays Setup Wizard that familiarizes you with the basic procedures.

D@

eScan Management Console (22.0.5m 25

& Refresh [ Help

The links in the top right corner are explained below:

About eScan
Clicking About eScan opens MircoWorld's homepage in a new tab.

Username

Clicking Username lets you edit User Login details like Full name, Password and email address that
you use to login in the eScan Management Console.

l\ge It is not allowed to configure your email address.

Edit User k4 Help

Enzble this account

Account Type and Information ‘

Custom Account

Username: root

Full Name™: | Administrator account creatad during instaliation l

New | l
Password:

Confirm
Password:

Email
Address:

For Example: user@yourcompany.com

Save | Cloze | (*) Mandatory Fizlds

Log off
Clicking Log off logs you out of the eScan Management Console.

Refresh s
Clicking Refresh let you refresh the eScan Management Console.

Help
This link displays the detailed information of eScan Management Console modules.
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Setup Wizard

The Setup Wizard helps you to quick start with the eScan Management Console, by allowing admin to
perform basic functions such as creating groups, adding computers to it, and installing eScan on it. It
is recommended that you follow the steps displayed, before proceeding to the other modules:

Setup Wizard E Help

Welcome to the Setup Wizard

This Wizard helps to create Groups, select computers for respective Groups and installation of eScan on selected Groups.

Click "Mext" to Procesed,

1. Inthe Setup Wizard screen, click Next.
Create Group to Manage Computers window appears.

Setup Wizard E Help

Create Group to Manage Computers.

" ﬁ Manzgad Computers

Mew Group

Click "Mext" to Proceed,

2. To create a new group, select a group (Managed Computers) and click New Group.

ertified Company
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Creating New Group popup appears.

Creating New Group E Help

Create Mew Group

MNew Group Mame :I I

Ok || Cancel |

w

Enter the name of the group and click OK.
4. After creating group, click Next> to add computers to the respective group.
Add IP/Host to respective Groups window appears.

Setup Wizard E Help

Create Group to Manage Computers.

E| ﬁ Managed Computers

""" ﬁ Roaming Users

ﬁ Linux / Mac

Mew Group

Click "Mext" to Proceed,

ertified Company www escanav.com



After creating a group, you can add computers to the group via following methods:
e |P Address/Host name
e Host from Network Computers

Setup Wizard E Help

iﬂ! Add IP/Host iﬁ! Add Host from Network Computers

E| ﬁ Managed Computers

""" ﬁ Roaming Users

ﬁ Linux / Mac

b ﬁ Samples_Team

Click "Mext" to Procesd.

Adding computers via IP Address/Host Name
To add the computers through IP Address, follow the below steps:

1. Select the group and click Add IP Address/Host Name.
Add Computers window appears.

T

Add Computers E Help

o Add |

| Add IF Address Range |

FRemaowe

Ok ” Cancal

2. Click Add.
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Select Computers popup appears.
I
Select Computer E Help

| Ok | | Cancel

3. Enter the IP Address/Host name and click OK.
The computer will be added.

OR

4. Toadd an IP range, click Add IP Address Range.
Add Computers By IP Range popup appears.

... [

Add Computer By IP Range E Help

Starting IP Addrass*:

Ending IP Address™:

Cl || Cancel (*} Mandatory Fields

5. Enter the Start and End IP Address.
6. Click Ok.
The computers will be added in the group.

www.escanav.com
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Adding Host Name from Network Computers
To add the computers from network, follow the below steps:

1. Select the group and click Add Host from Network Computers.
Add Host from Network Computers window appears.

-

Add Host from Network Computers

E Help

=- @y MNetwork Computers
&- I:I gfy Microsoft Windows Metwork

""" I:l g Web Client Network

ok

Cancel |

2. Select the network computers and click Ok.
The computers will be added to the group.

Setup Wizard

E Help

Add IP/Host to respective Groups.

i'w Add IPfHost ia| Add Host from Netweork Computers

E| ﬁ Mznaged Computers

Click "Mext" to Proceed,

An 1SO 27001 Certified Company
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3. After adding IP address and Client/Network computer in group, click Next.

Setup Wizard E Help
Select Groups for Installationf Deployment.
=- L ﬁ Managed Computers

Click "Mext" to Procesd.

| < Back || Next = |

4. Select the group having client computers then click Next.
Client Configuration window appears.

Setup Wizard E Help

Client Configuration.

|:| Auto Reboot after Install

|:| Sheow Progress on Client (Only for XP/2000)

() 1nstall without Fireveall

[ pisable auto downloading of Windows patches by eScan

Installation Path

<Default> hd || Add

Note: Computers with same or newer version of eScan will not be affected.

Click "MNext" to proceed with Installation/Deployment

5. To define a different installation path, click Add. (Skip this step if default path chosen).
6. Click Next.
A window displays File transfer progress.

After Installation, the eScan status will be updated in Managed Computers list.
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DashBoard

Setup Wizard

Managed Computers

Unmanaged Computers

Report Templates

Report Scheduler

Events & Computers

Tasks For Specific Computers

Asset Management

User Activity

Notifications

Settings

Administration

License
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Dashboard

The Dashboard module displays charts showing Deployment status, Protection status, Protection
Statistics, Summary Top 10, Asset Changes, and Live Status. The monitoring is done by Management
Console of the computers for security violations. To learn more, click here.

Setup Wizard
The Setup Wizard familiarizes you with the basic procedures and setup that is recommended by the
eScan. To learn more, click here.

Managed Computers

The Managed Computers module lets you can define/configure policies for computers. It provides
various options for creating groups, adding tasks, moving computers from one group to the other and
redefining properties of the computers from normal to roaming users and vice versa. To learn more,
click here.

Unmanaged Computers

The Unmanaged Computers module displays information about the computers that have not yet been
assigned to any group. This section also lets you set the host configuration, move computers to a
group, view the properties of a computer, or refresh the information about a client computer with
Action List menu. To learn more, click here.

Report Templates

The Report Templates module lets you create and view customized reports based on a given template,
for a given period; sorted by date, computer, or action taken; and for a selected condition or target
group. It also provides options for configuring or scheduling reports, viewing report properties, and
refreshing or deleting existing reports. To learn more, click here.

Report Scheduler
The Report Scheduler module lets you schedule a new reporting task, run an already created reporting
schedule, or view its properties. To learn more, click here.

Events and Computers

The Events and Computers module lets you monitor various activities performed on client's computer.
You can view log of all events based on Event Status, Computer Selection or Software/ Hardware
Changes on that client computer. Using the Settings option on the screen you can define settings as
desired. To learn more, click here.

Tasks for Specific Computers

The Tasks for Specific Computers module lets you create and run tasks like enable/disable
protection(s) on specific computers, it also lets you schedule or modify created tasks for selected
computers or groups. You can also easily re-define the settings of an already created task for a
computer. It also lets you view results of the completed tasks. To learn more, click here.

Asset Management

The Asset Management module provides you the entire hardware configuration and list of software
installed on computers in a tabular format. Using this module, you can easily keep a track of all the
Hardware as well as Software resources installed on all the Computers connected to the Network.
Based on different search criteria you can easily filter the information as per your requirement. It also
lets you export the entire system information available through this module in PDF, Microsoft Excel
or HTML formats. To learn more, click here.
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User Activity
The User Activity module lets you monitor different tasks/activities like printing, session login time
or actions on files in the client computers. To learn more, click here.

Notifications

The Notifications module provides you options to enable different notifications when different
actions/incidents occur on the endpoints. You may choose to be notified or not to be notified based on
the significance of these actions in your business. To learn more, click here.

Settings
The Settings module lets you configure eScan Console timeout settings, dashboard settings, and
exclude client settings for eScan. To learn more, click here.

Administration

The Administration module lets you create User Accounts and allocate them Admin rights for using
eScan Management Console. It is helpful in a large organization where installing eScan client on large
number of computers in the organization may consume lot of time and efforts. By using this module,
you can allocate rights to the other employees which will allow them to install eScan Client and
implement policies and tasks on other computers. To learn more, click here.

License

The License module lets you manage license of users. You can add, activate, and view the total
number of licenses available for deployment, number of licenses deployed, and number of licenses
remaining with their corresponding values. You can also move the licensed computers to non-licensed
computers and non-licensed computers to licensed computers. To learn more, click here.
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Dashboard

The Dashboard module displays statistics and status of eScan Client installed on computers in the
form of pie chart. It consists of following tabs:

* Deployment Status

* Protection Status

* Protection Statistics

*  Summary Top 10

* Asset Changes

* Live Status

* DLP Protection Status
* DLP Statistics

* DLP Discovery

Deployment Status

This tab displays information about eScan Client installed on computers, active licenses, and current
eScan version number in use.

DashBoard Date of virus s: 11May 2003 05:46 & Refresh [ Help

Configure Dashboard Display,

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes

Deployment Status

eScan Status =A ‘.l ( License =AK )

® Installed -4 @ Notlnstalled -0 @ Unknown - 1 ® LicenseinUse -5 @ License Remaining - 20

eScan Version == a '3

® Unknovn -1 @ 22.0.1.19-1 @ 22.0.1400.2518 - 3
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eScan Status

eScan Status

@ Installed - 1 @ Mot Installed -0 @ Unknown - 1

Installed — It displays the number of computers on which eScan Client is installed.

Not Installed - It displays the number of computers on which eScan Client is not installed.
Unknown - It displays the number of computers on which Client installation status is unknown.
(Server is unable to receive information from the computers for a long time)

License

License

® LlicenseInUse -5 @ Remaining License - 0

[Manage License]

.,

License in Use - It displays the number of licenses that are active.
Licenses Remaining - It displays the number of remaining licenses.

www.escanav.com
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eScan version

The eScan Version chart shows the total number of eScan versions installed on the computers in the

network.

@ 14.0.1400.2029 - 2
® 14.0.1400.2281 - 10 @ 14.0.1400.2331 - 1
@ 22.0.1400.2368 - 1

@ Unknown - 39

@ 14.0.1400.2245 - 3
22.0.1400.2258 - 1
22.0.1400.2379 - 1

eS5can Version

~ 54.9%

@ 14.0.1400.2232 - 1
@ 14.0.1400.2378 - 3
22.0.1400.2378 - 6

@ 14.0.1400.2150 - 2

@ 22.0.1400.2375 -1

Click on the numbers on the right-side of the each version, you can view the details of the computers.

Deployment Status >> eScan Version >> Unknown

Machine Name

Qe sromim ot

Close

NOTE

Clicking underlined numerical displays detailed information for computers.
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Protection Status

This tab displays the status of eScan Client's modules along with the Update and Scan status since last
7 days.

-
DashBoard £ Refresh g Help

Configure Dashboard Display

Protection Status

Deployment Status DLP Protection Status [l Protection Statistics [| DLP Statistics | Summary Top 10 [l Asset Changes [l Live Status

Protection Status
Web Protection = Endpoint Security ZAE
@ Started-1 @ Stopped -3 @ Unavailable - 0 Unknown - 0 @ Started-3 @ Stopped- 1 @ Unavailable - 0 Unknown - 0
[Other Devices... 1
Privacy =
100.0%
® Started -0 @ Stopped -0 @ Unavailable - 0 Unknown - 4

Web Protection

Web Protection

25.0%

30.0%

25.0% .

© Started - 2
Unknown - 1

0 Unavailable - 0

@ Stopped - 1

Started — It displays the number of computers on which the Web Protection module is in started state.
Stopped - It displays the number of computers on which the Web Protection module is in stopped
state.

)01 Certified Company
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Unavailable — It displays the number of computers on which the Web Protection module is
unavailable.

Unknown — It displays the number of computers on which the Web Protection module status is
unknown.

Endpoint Security

Endpoint Security

@ Started - 3 @ Stopped -0 Unavailable - 0
Unknown - 1

[Other Devices...]

Started - It displays the number of computers on which the Endpoint Security module is in started
state.

Stopped - It displays the number of computers on which the Endpoint Security module is in stopped
state.

Unavailable — It displays the number of computers on which the Endpoint Security module is
unavailable.

Unknown - It displays the number of computers on which the Endpoint Security module status is
unknown.

Clicking Other Devices displays details about other devices.

Other Devices Status

Dther Devices... |h||nwed Blocked Unavailalrl Unknown| Total
2 2 o i

5D Card

Web Cam

Bluetooth

USE Modem

Composite Devices

CD/DVD

Imaging Devices

WI-FI

Printer

(=T =T (=T NT="T NT="T =T AT=10 =]
= f =l |l fl= |l f ol |l |
(IS W W W S N A N Y

Jea g fea fea o | s fea |
= (1 = S e (e = =

Close

ified Company
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Privacy

Privacy

25.0%

L 75.0%

® Started -0 ® Stopped - 3 @ Unavailable - 0
Unknown - 1

s .

Started - It displays the number of computers on which the Privacy Control module is in started state.
Stopped - It displays the number of computers on which the Privacy Control module is in stopped

state.

Unavailable - It displays the number of computers on which the Privacy Control module of eScan is
unavailable.

Unknown - It displays the number of computers on which the Privacy Control module status is
unknown.
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Protection Statistics

This tab displays activity statistics and action taken by all modules of eScan Client since last seven
days in pie chart format.

DashBoard % Refresh Help

Confi

ure Dashboard Display,

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes

Reset Counter

Since Last 7 Days

Web Protection == | Endpoint Security-USB == B (%

29%

® Allowed - 7438 @ Blocked - 219 ® ussallowed -72 @ USB Blocked - 0

Suspected Phishing Site - [ 5 ]

Endpoint Security-Application =2

@ Applications Allowed - 157 @ Applications Blocked - 0

Reset Counter
Clicking Reset Counter resets all the statistics to zero.

Web Protection

Web Protection

® dlowed-12 @ Blocked - 18%

Suspected Phishing Site - [ 0 ]
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Allowed — It displays the number of websites to which access was allowed by Web Protection
module.

Blocked — It displays the number of websites to which access was blocked by Web Protection
module.

Suspected Phishing Site — It displays the number of systems on which suspected phishing sites were
blocked. After clicking the numerical, Suspected Phishing Site window appears displaying System
Name, Site Status, and Computer Group.

Clicking Site Status further displays Date, Time, Website name and action taken.

Endpoint Security-USB

Endpoint Security-USE

50.0% 50.0%

@ USE Allowed - 10 @ USE Blocked - 10

e

A

USB Allowed — It displays the number of USB access allowed along with the details for the same by
Endpoint Security-USB module.

USB Blocked — It displays the number of USB access blocked along with the details for the same by
Endpoint Security-USB module.

An 1SO 27001 Certified Company
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Endpoint Security-Application

Endpaint Security-Application

@ Applications Allowed - 349 @ Applications Blocked - 2

Applications Allowed — It displays the number of applications allowed by Endpoint Security-
Application module.
Applications Blocked — It displays the number of applications blocked by Endpoint Security-
Application module.
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Summary Top 10

This Tab displays top 10 Summary of various actions taken by eScan on all computers since last
seven days along with bar chart and graph. This tab can be configured by clicking Configure
Dashboard Display.

DashBoard % Refresh [ Help

Configure Dashboard Display
Deployment Status | Protection Status [l DLP Protection Status [l Protection Statistics | DLP Statistics JESITNNELVRLLBUME Asset Changes il Live Status

Since Last 7 Days
Top 10 USB Blocked Count

Computer Name USB Blocked in %
P71 o T3 66.67%
H —Tasi g SN 33.33%

Hits

03-01-2023

Top 10 Application Blocked Count by Application Name
i

tion Application blocked in %
55.56% —

Hits
w

The tab displays the summary for following parameters:
e Top 10 USB Blocked Count
e Top 10 Application Blocked Count by Application Name
e Top 10 Application Allowed Count by Application Name
e Top 10 Application Blocked Count by Computer Name
e Top 10 Application Allowed Count by Computer Name
e Top 10 Websites Blocked Count by Website Name
e Top 10 Websites Allowed Count by Website Name
o Top 10 Websites Blocked Count by Computer Name
o Top 10 Websites Allowed Count by Computer Name
e Top 10 Websites Blocked Count by Username
e Top 10 Websites Allowed Count by Username
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Asset Changes

This tab displays all hardware and software changes carried out on the endpoints since last seven
days.

DashBoard £ Refresh [ Help

Configure Dashboard Display,

Deployment Status [| Protection Status J| DLP Protection Status || Protection Statistics || DLP Statistics || Summary Top 10 || B LT

Since Last 7 Days

pescription_____________[MachineCount__|
(Rw 1
cPu 0

MOTHERBOARD o

HARD DISK 0

——— e —

achine Name |New Installed Softwares [Uninstalled Softwares
s | 0

| w1
[ |

=

=
1 {1

\ 1 |

Hardware Changes — Clicking the underlined numerical displays hardware changes on computers
since last seven days.

Software Changes - Clicking the underlined machine names displays softwares installed on the
computers since last seven days. Clicking the underlined numerical displays installed / uninstalled
softwares on computers since last seven days.

www.escanav.com
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Live Status

This tab displays the number of computers that are online and offline in a network.

- -
DashBoard & Refresh [ Help

Configure Dashboard Display,

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes Live Status

Live Status

Live Status =AK ‘

@ Online-2 @ Offline -0

Clicking the numerical displays the computer's username, status, eScan Client version number, and
the group under which it is categorized.
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DLP Protection Status

This tab displays the protection status of DLP modules on all the managed computers with eScan
client installed.

= —
DashBoard & Refresh [ Help

Configure Dashboard Display,

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes Live Status

Sensitive Folder Protection == | Attachment Upload Control =

@ Active-0 @ Inactive - 2 @ Enabled - 1 @ Disabled - 1

RMM

® Enabled -1 @ Disabled - 1

The DLP Protection Status tab contains the status information of the following modules:
e Sensitive Folder Protection
e Attachment Upload Control
e Device Encryption
e RMM

)01 Certified Company
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Sensitive Folder Protection

This chart displays the protection status of Sensitive Folder Protection module:

Sensitive Folder Protection

® Active-0 @ Inactive - 3

Active: It shows the number of computers on which the Sensitive Folder Protection is active.

e Inactive: It shows the number of computers on which the Sensitive Folder Protection is not
active.

© | You can view the computer details by clicking on the displayed numbers for each section
NOTE | of the module.

After clicking on the displayed number, a window opens as shown below, displaying the computer
details of the module:

Back

Friday, February 24, 2022
DLP >> Sensitive Folder Protection >> Susifius

Print
Machine Name | IP Address ‘ Group |
[ —1 198 st Mprapnt Sormgne
Wik it 29 197 vl 4 Metomgamd | st 0t
Vi a 193 44 Y [P —— .
ESiomn ner LadBink -t gt a 19% e 4 A% 28 2 e M gt igertims o e W
| Close |

Additionally, you can print this data using Print option at the top-right corner in the same window.
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Attachment Upload Control

This chart displays the protection status of Attachment Upload Control module:

Attachment Upload Control

@ Enabled-0 @ Disabled - 3

o Enabled: It shows the number of computers on which the Attachment Upload Control is
turned on.

o Disabled: It shows the number of computers on which the Attachment Upload Control is
turned off.

Device Encryption

This chart displays the protection status of Device Encryption module:

Device Encryption

® Enabled-0 @ Disabled - 3

e Enabled: It shows the number of computers on which the Device Encryption is turned on.

e Disabled: It shows the number of computers on which the Device Encryption is turned off.

0 Device Encryption is an Add-On feature and will be available after purchasing its Add-
NOTE | On license.

www.escanav.com
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RMM

This chart displays the protection status of RMM (Remote Monitoring & Management) module:

RMM

® Enabled-0 @ Disabled - 3

o Enabled: It shows the number of computers on which the RMM feature is turned on.

o Disabled: It shows the number of computers on which the RMM feature is turned off.
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DLP Statistics

This tab displays the protection statistics of DLP modules on all the managed computers with eScan
client installed.

-
DashBoard & Refresh [ Help

Configure Dashboard Display.

Deployment Status Protection Status DLP Protection Status Protection Statistics DLP Statistics Summary Top 10 Asset Changes

DLP Statistics

Content Control = EBackup ==

14.3%

® PanCard-4 @ Aadhar Card - 0 ® VISACard -0 Amex Card - 0
® Master Card - 0 @© Diners Card - 0 Maestro Card - 0 @ Rupay Card - 0
@ Driving License -0 @ Passport - 1 Voter ID - 2 ® Started-0 @ Finished-1 @ Aborted - 0
Attachment Control ] File Activity =

O

® Allowed-22 @ Blocked - 1 ® FixedDrive-0 @ Network Drive -4 @ Removable Drive - 0

File Integrity =

@ MNodified -2 @ Deleted - 0

The DLP Statistics tab contains the statistical information of the following modules:
e Content Control
o EBackup
e Attachment Control
o File Activity
o File Integrity
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Content Control

This chart displays the protection statistics of Content Control module:

Content Control

28.6%

-~ 57.1%

14.3%

® PanCard-4 @ Aadhar Card -0 ® ViSACard -0 Amex Card - 0
@ Master Card - 0 Diners Card -0 Maestro Card - 0 @ Rupay Card -0
@ Driving License - 0 @ Passport - 1 Voter D - 2

e Pan Card: It displays the number of computers by which the Pan Card details have been
uploaded.

e Aadhar Card: It displays the number of computers by which the Aadhar card details have
been uploaded.

e VISA Card: It displays the number of computers by which the VISA Debit/Credit card
details have been uploaded.

e Amex Card: It displays the number of computers by which the American Express
Debit/Credit card details have been uploaded.

e Master Card: It displays the number of computers by which the Master Debit/Credit card
details have been uploaded.

e Diners Card: It displays the number of computers by which the Diners card details have been
uploaded.

e Maestro Card: It displays the number of computers by which the Maestro card details have
been uploaded.

e Rupay Card: It displays the number of computers by which the Rupay Debit/Credit card
details have been uploaded.

o Driving License: It displays the number of computers by which the Driving license details
have been uploaded.

e Passport: It displays the number of computers by which the Passport details have been
uploaded.

e Voter ID: It displays the number of computers by which the Voter ID card details have been
uploaded.
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e eScan blocks the attempts by user to upload/leak the Confidential information
0 outside the network.
NOTE  ° You can view the sensitive file details that user attempted to upload (but blocked by
eScan) along with the computer details by clicking on the displayed numbers for
each object of the module.
After clicking on the displayed number of particular document type, a window opens as shown below,
displaying the computer details and drive count:
Back Friday, February 24, 20232

DLP Statistics >> Content Control >> S it

Machine Name Drive Count | 1P Address

w R 4 188 v Mgt eobiqper s

| Close |

Click on the Drive Count to view the uploaded document details.
Another window opens as shown below displaying the computer name and the path from where the
user attempted to upload/leak the confidential file.

Back Friday, February 24, 2022

DLP Statistics >> Content Control >> St © el - R s = m

Machine Name

| Close |

You can print this data using Print option at the top-right corner in the same window.
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EBackup

This chart displays the protection statistics of EBackup module:

EBackup

@ Started-0 @ Finished-1 @ Aborted -0

e Started: It shows the number of computers on which the EBackup session has started.
e Finished: It shows the number of computers on which the EBackup session has completed.

e Aborted: It shows the number of computers on which the EBackup session has aborted.

Attachment Control

This chart displays the protection statistics of Attachment Control module:

Attachment Control

® Allowed-22 @ Blocked - 1

e Allowed: It shows the number of attachments allowed from the managed computers.

e Blocked: It shows the number of attachments blocked from the managed computers.

7001 Certified Company www.escanav.com



File Activity

This chart displays the protection statistics of File Activity module:

File Activity

® FixedDrive-0 @ Network Drive -4 @ Removable Drive - 0

e Fixed Drive: It shows the number of file activities in the fixed drive of managed computers.

e Network Drive: It shows the number of file activities in the network drive of managed
computers.

¢ Removable Drive: It shows the number of file activities in the removable drive of managed
computers.

File Integrity

This chart displays the protection statistics of File Integrity module:

File Integrity

@ Modified -2 @ Deleted - 0

e Modified: It shows the number of files modified from the managed computers.

o Deleted: It shows the number of files deleted from the managed computers.

D 27001 Certified Company www.escanav.com



DLP Discovery

This tab displays DLP scan status for sensitive data on all the managed computers with eScan client
installed.

DLP Discovery

DLP Scan Status

Not Scanned — 4

@ Scanned - 1 @ HNot Scanned - 4

e Scanned: It shows the number of managed endpoints scanned for the files with sensitive data.

e Not Scanned: It shows the number of endpoints not yet scanned.
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Configure the Dashboard Display
To configure the Dashboard display:

1. Inthe Dashboard screen, at the upper right corner, click Configure Dashboard Display.
Configure Dashboard Display window appears displaying tabs and their parameters.

Configure Dashboard Display

— Deployment Status
e5can Status =5can Version

License Summary

— Protection Status
Update Status

Web Protection
Endpoint Security Privacy

— Protection Statistics

Web Protection
Endpoint Security-USE Endpoint Security-Application

—Summary Top 10
USE Blocked

Application allowed by Computer
Website Blocked by Computer
Application Blocked by App Hame
Website Blocked by Sites
Website Blocked by Usernams

application Blocked by Computer
Website Allovied by Computer
Application Allowed by App Name
Website Allovied by Sites
Website Allowed by Username

r— Liva Status
Live Status

—Graph Type
Show 30 Graph

| Ok | | Cancel |

gk~

Select the parameters checkboxes to be displayed in the respective tabs.

Select the Live Status checkbox to display the live status managed computers on dashboard.
Graph Type: select Shows 3D Graph checkbox to display 3D graph on dashboard.

Click OK.

The tabs will be updated according to the changes.

01 Certified Company

www.escanav.com



Managed Computers

To secure, manage, and monitor computers, it is necessary to add them in a group. The Managed
Computers module lets you create computer groups, add computers to group, define policy templates
for created groups and computers, create policy criteria templates, and tasks for specific groups.
Based on the departments, user roles and designations, you can create multiple groups and assign
them different policies. This lets you secure and manage computers in a better way.

In the navigation panel, click Managed Computers.
The Managed Computers screen appears on the right pane.

-
Managed Computers « Refresh E Help

| B Search IE‘:‘Updale Agent |

iﬁl Action List = iﬁl Client Action List v | B Policy Templates § BV Policy Criteria Templates 0OR Code for 2FA

= i —

. Palicy Policy
@ Group Tasks

i Client Computers (2}
E‘"ﬁ Roaming Users

@ Group Tasks

B Client Computers

@ Group Tasks AD Sync Mot Configurad
B Client Computers Total Subgroups 13
ﬁ Smiiar Total Computers 1]

The screen consists of following buttons:

e Search
* Update Agent
e Action List

+ Client Action List
* Policy Templates
* Policy Criteria Templates

ertified Company
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Search

The Search feature lets you find any computer added in Managed Computers. After clicking Search,
Search for Computers window appears.

Search for Computers E Help

Filtar

Computer Name / IP: || I

User's name: | |

Find Now

Client Action List

Computer Name|GrunE IP Address | User name | eScan Status | Version Anli—Sam| Mail A
There a

3

|:| Unmanagead |Z| Protectad |Z| Not Installed / Critical |Z| Unknown status ”.-.‘:‘ Update Agent EI RMM ‘ DLP  [ag Ebackup |:ET'~0-FA

Close

Computer Name/IP
Enter a computer name or IP address.

Username
Enter a username.

Click Find Now.
The console will display the result.

Client Action List
Client Action List lets you take action for specific computer(s) in a group from search field.
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Update Agent

eScan lets you use a client computer as an update agent to deploy updates on group of computers.

By default, eScan server distributes the virus definitions and policies to all the clients added in the
web console. But, to reduce server's workload, you can create an Update Agent for the respective
group(s). The Update Agent will receive virus definitions and policies from server and distribute it to
the assigned group(s). For more details, please refer eScan Update Agents.

In Managed Computers screen, clicking Update Agent displays a list of computers that are acting as
Update Agents for other computers in the group. This window also lets you add or remove Update
Agents from this list. You can set an Update Agent for multiple groups.

Adding an Update Agent

To add an Update Agent, follow the steps given below:

1. In Managed computers screen, click Update Agent.
Update Agent window appears.

Update Agent u Help

Select Group Name and Update Agent

Update Agent:

Group Name:

1]

Configure UA Settings Add

l Update Agent 1P Address Assigned to Group(s) Auto Discovery |
[

\ Close

2. Click | nextto Update Agent field, to select the computer.
Select Computer widow appears.
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Select Computer = - E Help

E| ﬁ Managed Computars

ﬁ Roaming Users

B -0

ﬁ QA

ok | | Cancel

* Note: Update Agent cannot be sat if Hostname exceed 15 characters.

3. Select a computer and click OK.

4. Click | | next to Group Name field, to select the Group Name.
The computer will act as an Update Agent for selected group and provide updates to
computers present in the group.

Select Group E Help

g- [l ﬁ Managed Computers

ﬁ Roaming Users

ok | | Cancel

5. Select the Group and click OK.
6. Click Add.
The Update Agent will be set for the selected group.

Configuring UA Settings

This option allows admin to configure the eScan Server by defining public IP address for directly
downloading the updates in case of Update Agent is not available.
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|_|Ignore Customize/Server IF and Hostname for UA clients

Add Customized FQDM / Server IF / Hostname of Primary server to UA / client setup :

: Changes will not affect already added Update Agents. To apply above changes, delete and re configure the

Ignore Customize/Server IP and Hostname for UA clients
Select this option to pause the update download for the clients until Update Agent is available to

distribute the updates.

Add Customized FQDN / Server IP / Hostname of Primary server to UA / client setup
Enter the public address that has been assigned to the eScan Server through which clients can

download the updates directly.
After assigning the IP address, click Test to test the connection.

Delete an Update Agent
To delete an Update Agent:

1. In Managed computers screen, click Update Agent.
Update Agent window appears.

E Help

Update Agent

Select Group Name and Update Agent

Update Agent:

Group Name:

Add

Configure UA Settings

Update Agent IP Address Assigned to Group(s)

192,448 4 48 Managed Computersiim “SaM  {ij

2. Inthe Assigned to Group(s) column, click @ icon.
A confirmation prompt appears.

10443 says

Do you want to remove update agent?

3. Click OK.
The Update Agent will be deleted.

www.escanav.com
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Action List

The Action List takes you action for a group. The drop-down contains following options:
* New Subgroup
» Set Group Configuration
* Deploy/Upgrade Client
* Uninstall eScan Client
* Remove Group
» Synchronize with Active Directory
+ Create Client Setup ==
* Properties

Creating a Group

To create a group, follow the steps given below:

1. Click Action List > New Subgroup.
Creating New Group window appears.

- ®
Creating New Group E Help
Create New Group
MNew Group Name : || I
Group Type @ | Marmal User Vl
Policy Templates : | Group Default Policy vl
Ok | | Cancel |

Enter a name for the group.

Click the Group Type drop-down and select a type.

Click the Policy Templates drop-down and select a policy for the group.
Click OK.

A new group will be created under the Managed Computers.

a ko

If the Group type is set to Normal User, then server will try to connect to the client
computer using the hostname.

0 If the Group type is set to Roaming User, then server will try to connect to the client
NOTE .
computer using the IP address.

Multiple groups can be created within a group.
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Removing a Group

To remove a group, follow the steps given below:

1. Select a group.
2. Click Action List > Remove Group.
A confirmation prompt appears.

Remove Group

Do you really want to remeove the group "ie" 2

| Ok | | Cancel |

3. Click OK.
The group will be removed.

NOTE A group will be removed only if it contains no computers.

Set Group Configuration

With this option you can define single Username and Password to login for all the computers in the
group.
To set a group configuration, follow the steps given below:

1. Select the group you want to configure.

2. Click Action List > Set Group Configuration.
Set Group Configuration window appears.

Set Group Configuration 4 Help

Login Information

Group Name: Managed Computers

Remarks: | |

User name: |Administrat|}r |

Passwaord: | |

Note: If Host Name is in another Domain, Please mention Domain Name Ex. Domainl \HostName

| Save || Cancel |

3. Enter Remarks and define Login credentials.
4. Click Save.
The group configuration will be saved.

Ng'E Please specify the Domain name, if hostname is in another Domain.
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Managing Installations

After grouping all computers in logical groups using eScan Management Console, you can now install
eScan Client as well as other third party software on the computers connected to your network.

[Conditions Apply]
This section will give you an overview on following activities:

Installing eScan Client
eScan Client can be installed on computers connected to the network in the following ways:

» Remote Installation: It lets you install eScan Client on all the computers in a selected group
at once. You can initiate and monitor eScan Client installation using eScan Management
Console. For more, click here.

» Manual Installation: In case remote installation fails, you can allow computer users to install
eScan client manually on their computers. It does not require any remote assistance. For
more, click here.

» Installing eScan using agent: Installation of agent ensures that you have Administrator rights
on the computer and you can now remotely install eScan Client on that computer. For more,
click here.

« Installing other Software (3" Party software): eScan Management Console lets you install
third party software on network computers remotely. For more, click here.

» Viewing Installed Software List: Using Show Installed Software option you can view list of
software installed on computers connected to your network. You will find this option in
Client Action list under Managed Computers when you select a computer.

» Force Download: This option is present under Client Action List in Managed Computers.
You can update eScan client on any network computer by using this option. It is required in
cases where client has not been updated on the computer for many days.

To initiate Force download, in the Managed Computers module, select the client computer and click
Client Action list > Force Download.
It will initiate the force download process on selected Client computers.

Conditions for third party software installation:

e After starting the installation from eScan Management Console, no manual
0 intervention should be required to complete the installation on Client computer.
NOTE | o«  Only automated installations can be done through eScan Management Console.
e Care should be taken that the installation file is not huge as it may impact internal
network speed of your organization.

Remote Installation of eScan Client

To prepare a client computer for the remote deployment of eScan Enterprise DLP; begin with
checking if the basic system requirements are in place.
Configure the settings on the client computer according to the OS installed on it

*  Windows XP Professional systems

*  Windows XP Home

*  Windows Vista/ Windows 7 / Windows 8 / Windows 8.1 / Windows 10 / Windows 11
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Configuring the settings on Windows XP Professional systems (Windows XP, 2000,
2003, all editions)

N~ E

9.
10.

Click Start > Control Panel.

Double-click the Administrative Tools icon.

Double-click the Local Security Policy icon.

On the navigation pane, click Local Policies folder, and then click Security Options folder.
Double-click Network Access: Sharing and Security Model for Local accounts policy.
Select Classic - Local user authenticate as themselves option from the drop-down list.

Click Apply, and then click OK.

Double-click the Accounts: Limit local account use of blank passwords to console logon only
policy.

The Accounts: Limit local account use of blank passwords to console logon only dialog box
appears.

Click Disabled option.

Click Apply, and then click OK.

If Windows firewall is enabled on all locations, select File and Printer Sharing checkbox, under
Exceptions tab (Control Panel >> Windows Firewall >> Exception).

For Windows XP Home

Since Windows XP Home has limitations with regards to remote deployment, MWAgent should be
installed on your system. You can download MWAgent from the eScan web console.

For Windows Vista / Windows 7 / Windows 8 / Windows 8.1 / Windows 10 / Windows

11

=

No ok

10.
11.

12.

13.
14.

Launch Run.

Enter secpol.msc, and then click OK.

Local Security Settings window appears.

On the navigation pane, click Local Policies folder, and then double-click Security Options
folder.

The security policy appears.

Double-click Network access: Sharing and security model for local accounts policy.

Select Classic - Local users authenticate as themselves option present in the drop-down.
Click Apply > OK.

Double-click Accounts: Limit local account use of blank passwords to console logon only
policy.

Select Disabled option.

Click Apply > OK.

If the firewall is enabled, select File and Printer Sharing checkbox, under Exceptions tab.
On Desktop, click Start, and right-click My Computer, click Manage.

Computer Management window appears.

On the navigation pane, click Local Users and Groups option, and then click Users folder,
and double-click Administrator.

Administrator Properties window appears.

Check Password never expires and uncheck Account is disabled checkbox.

Click Apply > OK.
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Deploy/Upgrade Client

To Deploy/Upgrade eScan client on all computers in a group or an individual computer, follow the
steps given below:

Installing eScan Client on a Group

1. Select the group on which you want to install eScan client.
2. Click Action List > Deploy/Upgrade Client.
Client Installation window appears.

Client Installation E Help

Select Application for Installation:

@ Install eScan

Select eScan Installation Options:

|:| Auto Reboot after Install

[ 1nstall without Firewall

|:I Disable auto downloading of Windows patches by eScan

Installztion Fath

| <Default> v|[  add

':::' Install Other Software

Parameters

() Install Agent

() Install local client setup

Fequired files for Installztion

3. Select Install eScan option.
By Default eScan is installed at the following Path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)

OR
C:\Program Files (x86)\eScan (default path for 64-bit computers).
4. To define a different installation path, click Add. (Skip this step if default path chosen)

5. Click Install.
A window displays File transfer progress.
After Installation, the eScan status will be updated in Managed Computers list.
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Installing eScan Client on an Individual Computer in a
Group

1. Select a group.

2. Under the group, click Client Computers.

3. Select a computer.

4. Click Client Action List > Deploy/Upgrade Client.
Client Installation window appears.

Client Installation E Help

Select Application for Installation:

® 1nstall eScan

Salect eScan Installation Options:

[ auto Reboot after Install

[ tnstal without Firewai)

|:| Disable auto downloading of Windows patches by eScan

Installztion Path

<Default= V|| Add

) Install Other Software

'::—" Install Agent

) Install lacal client setup

Required files for Installation

5. Select Install eScan option.
By default eScan is installed at the following path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)

OR

C:\Program Files (x86)\eScan (default path for 64-bit computers).
6. To define a different installation path, click Add. (Skip this step if default path chosen).
7. Click Install.

A window displays File transfer progress.

After eScan installation, the eScan status will be updated in Managed Computers list.

www.escanav.com
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Manual installation of eScan Client on network
computer(s)

If remote installation is not possible, you may manually install the eScan Management Console.

To install manually, the download links for manually installation of the eScan Client or Agent are
displayed on the Login Page > Setup Links of eScan Management Console. Forward this link to the
user of the client computer on mail and guide the user through the installation process.

eScan Client Setup (Windows) '

e5can Agent Setup (Windows) v

Installing eScan Client Using Agent

You may install the eScan Client using an Agent in following ways:
o Remotely installing agent on Client computer(s)
e Manually installing agent on Client computer(s)

Remotely installing agent on Client computer(s)

Click Managed Computers.

Select the computer(s) from a group.

Click Client Action List > Deploy/Upgrade Client.
Select Install Agent option and click Install.

eScan Agent will be installed on selected computers.

AN pE

0 This option useful in case there are glitches in the network connectivity between server
and Client computer. It will overcome those glitches and speed up the client installation

MO on the selected computers.

Manually installing eScan Agent on Client computer(s)

To manually install eScan Agent on computers, please send the link displayed on the Login Page >
Setup Links of eScan Management Console to the users of the Client computer on mail.

eScan Client Setup (Windows) A4

e5can Agent Setup (Windows) s

An 1SO 27001 Certified Company www.escanav.com



Installing other Software (Third Party Software)

To install third party software on computers, follow the steps given below:

1. Click Managed Computers.

2. Select a computer from a group.

3. Click Client Action List > Deploy/Upgrade Client.
Client Installation window appears.

4. Select Install Other Software option.

Client Installation u Help

Required packages for Linux Client Installation
-~

32 Bit deb. Packages Download
€4 Bit deb. Packages Download
22 Bit rpm. Packages Download

€4 Bit rpm. Packages Download

Select Application for Installation:

® 1nstall eScan

Select eScan Installation Options: B

[ Auto Reboot zfter Install

Installation Path

<Default> v . add

) Install Other Software

m

O 1Install Agent

5. Click Add.
Add Files window appears.

Add Files

Add Cancel

6. Enter the exact path of the EXE (on eScan Server) and click Add.
The selected EXE will be added to the “Required files for Installation~ list.
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@ Install Other Software

Required files for Installation

cihtest\bvnserver.exe

| Add
e
Executable file
| tvnserver.exe V| Edit Script
Parameters
| -remiave |

7. The Executable Filename will be displayed in the respective drop-down menu.
Define the command line parameters if required.
9. Click Install to initiate the installation process.

A confirmation message appears.

o

Client Installation E Help
503 #11:09:02 AM [l ] Connediing to Computer..
S/3f 00 e 110902 AaM [t ] Deploying other software files to host w0 Pls wWait ...
S/3f 00 e 110902 AaM [t ] Copying file 1 of 1
S/3f 00 e 110903 AM [l ] Completed 100 %%
5/ e 11:09:04 AM [kl ]: Task 'Install/Upgrade Software on Host' successfully scheduled an s

Claze Cancel

Uninstall eScan Client (Windows)

To uninstall eScan Client on all the computers in a group, follow the steps given below:

1. Select the group of computers for uninstallation.
2. Click Action List > Uninstall eScan Client.
Client Uninstallation window appears.

Client Uninstallation

Ready to Start Uninstallation
Click "Uninstall" to Start Uninstallation

| Uninstall || Cancel |

3. Click Uninstall.
The Client Uninstallation window displays the progress.

Client Uninstallation E Help
8/6/2021 2:41:13 PM : [[g» #88]: Connacting to Computer...
8/6/2021 2:41:14 PM : [Lm #58]: Reading Host Details...
g : [ @58 ]: Varsion 22.0.1400.
5 [ @& ]: Sarvice Pack 2373
=t [ #]: Task "Uninstall eScan on Host(s)' successfully scheduled on
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After the uninstallation process is over, click Close.

0 You can uninstall eScan Client from all the computers in the group by selecting the
NOTE | Group and then click Action List > Uninstall eScan Client.

Synchronize with Active Directory

To synchronize a group with Active Directory, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group for synchronization.
2. Click Action List > Synchronize with Active Directory.
Synchronize with Active Directory window appears.

Synchronize with Active Directory

— Target Groups :

Managed Computers || Browse

— Source Active Directory Organisation Unit @

|| Browss
— Synchronization interval :
Minutes [Minimum 5 Minutss)
r— Exclude From ADS Sync
Add to Exclude
Delete

— Search Filter :

e.g.: {ohjectClass=%)

|| 1nstall eScan client automatically

r— Select eScan Installation Options:

Install Without Firewall

*AD sync will not add the computers that are already present in any of the groups under Managed computers.Check
"e2Scan'log\ADSsync.log" for mare details,

Target Groups
Click Browse and select a Managed Group.

Source Active Directory Organization Unit
Click Browse and select an Active Directory.

Synchronization Interval
Enter the preferred duration (in minutes).
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Exclude from ADS Sync

This field displays a list of excluded Active Directory sources.

To exclude a source, select the source and then click Add to Exclude.

To delete a source, select the checkbox Excluded ADS Sources. Select a source(s) and then
click Delete.

Search Filter
It lets you search an Active Directory for an object class.

Install eScan client automatically
Selecting this option lets you install eScan client automatically on the computers.

Install without Firewall
Selecting this option lets you install eScan without firewall.

3. After performing the necessary actions, click OK.
The group will be synchronized with the Active Directory.

Create Client Setup ==

To create a Client setup, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group.
2. Click Action List > Create Client Setup.
Create Client Setup window appears.

Create Client Setup E Help

Setup Settings

Add Palicy

|l auto add to group

| Create Setup || Cancel

4. Select the necessary settings.
¢ Add Policy: This option is enabled after the policy applied to client computers.
¢ Auto add to group: This option will add the endpoint(s) to the respective group
automatically after endpoint installation.
5. Click Create Setup.
The Client setup will be created and a download link will be displayed in right pane.
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ﬁ Group Tasks

Download Client Setup Jj

i Client Computers

Group Information

AD Sync Mot Configured

Total Subgroups za

Total Computars

£l

Properties of a group
To view the properties of a group, follow the steps given below:

1. Select a group.
2. Click Action List > Properties.
Properties window appears.

Properties [(Managed Computers) E Help

| General |

MName :

| Managed Computers |

Parent Group @ | |

Group Type @ Mormal User W
Contains 16 Groups , 2 Computers
Created : 2022 01:19:28 PM

In Properties, General tab displays following details:
e Group Name
e Parent Group
e Group Type — Normal or Roaming User

e Contains — Number of Sub Groups and Computers in that Group
e Creation date of the Group
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Group Tasks

With the Group Tasks option, you can create a task, start a task, select a task and view its properties
and results as well as delete an already created task for a particular group. Tasks can include the
following.

e Enable/Disable desired Module

e Set Update Server

e Task Scheduling

Creating a Group Task

To create a Group Task, follow the steps given below:

1. Select a group.
2. Ingroup's folder tree, click Group Tasks.
3. Inthe Group Tasks pane, click New Task.

[y Action List | [fp Client Action List = OR Code for 2FA
B Managed Computers -

:ﬁ o P Group Tashks <+ Refresh E Help

Palicy

@ Group Tasks

: M Client Computers (3} E+ New Task D Start Task ||[Z Properties | Results | Lj Delete

ﬁ Roaming Users

. |Task Name |Task Performed |Assigned To Whom Schedule Type

ﬁ Linux / Mac

New Task Template window appears.

Mew Task Template E Help
Task Mame:* | Mew Task |

|| web protection Status

Enabled

Disabled

__| Endpoint Security Status
Enabled

Disabled
(= Update Server
Add Server Mame/1P WIN-CLGDSNKTS1U,192.168

Remove Server Name/IP

| force Client to Download Update

J Sync System Time with eScan Server

[ Apply for Subgroups

4. Enter the Task Name and configure the desired task settings.

5. Select the checkbox Apply for Subgroups, to assign the created task for subgroup also.
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6. Schedule the date and time for the execution of task.

ask Scheduling Settings
® =nable Scheduler () Manual Start
(O] Daily
) waskly Mon Tue Wed Thu
Fri Sat Sun
() Menth Iy
W ae 12:00 pm
| Save | | Close |
7. Click Save.

The selected group will be assigned a task template.

Managing a Group Task

Selecting a Group Task enables Start Task, Properties, Results, and Delete buttons.

Group Tasks : Refresh E Help

i+ New Task iﬁl Start Task | B Properties @RGIIHE Wi Delete

Task Name Task Performed Assigned To Whom Schedule Type
tech Mot Performed Yat 'Managed Computers' Automatic Scheduler Task Status
Start Task

To start a task manually, select a task and then click Start Task.

Properties

To view the properties of a task, select a task and then click Properties. The General tab displays the
information such as task name, creation date and time, status of the task, and last run date of task. It
also lets you modify or redefine the entire settings configured using Schedule and Settings tab. After
making the necessary changes, click Save.
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ODRLL
tech E Help
General Schedule Sattings

Task Mame | tach
Task Creation Timea: 06/30/21 02:37:25 BEM
Status: Task not performed yat
Last Run:

| Sawve | | Close |

The properties for the group task will be saved and updated.

Results
To view the results of a completed task, select a task and then click Results.

Group Tasks : Refresh E Help

=¢ Properties Results | L-] Delete

Task Name Task Performed Assigned To Whom
D et Completed 'Managed Computers’' Automatic Scheduler Task Status
Delete Task

To delete a task, select a particular task. The confirmation prompt appears. Click Delete.

Task Status
To view the status, select a task and then click Task Status.
A brief task summary is displayed.

Task Name : s

Ahorted for

I 0 Resdy To Runon
[ 2 Aborted for

B 0 Completed on
8 3 Returned error on

Completed on

Ready To Run on

Returned error on

Summary

« Applied To 5 Computers
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Assigning a Policy to the group
To assign a Policy to the group, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group.
2. Under the group name, click Policy.
Policy pane appears on the right side.

Bl [§§ Managed Computers

policy

Policy

: Refresh E Help

@ Group Tasks

oM Client Computers (3)

B Select Template

Assigned Template

ﬁ Roaming Users
& Linux / Mac

Date And Time of Assigned Template

Assigned Policy Template

| | | Criteria

@ Group Tasks
B client Computers (1)

a i iy Saewe SAMPLES Jun 25 2021 12:25:45 PM
- e
B e £ Changa Criteria | [ Remeva |
Eﬁ Samgies_ “sam
H Folicy { = Criteria to be set in case of conflict

Date And Time of Assigned Criteria

3. Toassign a Policy Template to group, click Select Template.

New policy window appears.

New Policy

E Help

Policy Template Selection

Group Default Policy
QA
SAMPLES

| Select | | Cancel |

4. Select a policy template and then click Select.
5. To assign criteria to the group, click Select Criteria.
Select Policy Criteria window appears.
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Select Policy Criteria E Help

[l set this criteria 25 a default criteria in case of conflict

Policy Template Selection

Group Default Policy

Criteria Template Selection

| Select | | Cancel |

6. If a computer falls under both conditions created by you, it will create a conflict. To avoid
such conflict, select the checkbox Set this criteria as a default criteria in case of conflict.
Then select the Policy Template and Criteria Template to be used in case of conflict.

7. Click Select.

The default Policy Template and Criteria Template for group will be saved and updated.

8. Click Change Criteria, to change the selected policy criteria.

9. Click Remove, it will delete the criteria for that group.
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Client Action List

The Client Action List lets you take action for specific computer(s) in a group. To enable this button,
select computer and then click Client Action List.
The drop-down consists of following options:

e Set Host Configuration

e Deploy/Upgrade Client

e Uninstall eScan Client

e Move to Group

¢ Remove from Group

e Refresh Client

e Connect to Client (RMM)
e Assign Policy Template

e Export

e Show Installed Softwares
e Force Download

e Collect Debug/Logs

e Check eScan Port(s)

¢ Send Message

e Create OTP

e Pause Protection

o Resume Protection

o Properties

The Client Action List contains few options similar to Action List. These options perform same,
except they perform the action only for selected computer(s).
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Set Host Configuration

If you are unable to view details of Windows OS installed computer with Properties option, set its
Host Configuration. Doing so will build communication between the server and selected computer,
displaying its details.

To set Host Configuration for a selected computer, follow the steps given below:

1. Select the computer.
2. Click Client Action List > Set Host Configuration.
Set Host Configuration window appears.

Set Host Configuration E Help

Login Information

Computer Name: Support-733

Ramarks: | |

User name: |Adr'1i'1istrat:r |

Password: | . |

Mote: If Host Mame is in another Domain, Please mention Domain Name Ex. Domainl\HostName

3. Enter Remarks and login credentials.
4. Click Save.
The Host will be configured as per new settings.

Deploy/Upgrade Client

To Deploy/Upgrade eScan client on selective computers in a group or an individual computer, follow
the steps given below:

Installing eScan Client on a Client Computer

1. Select a client computer within a group to install eScan client.
2. Click Client Action List > Deploy/Upgrade Client.
Client Installation window appears.

www.escanav.com
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Client Installation u Help

Required packages for Linux Client Installation :

22 Bit deb. Packages Download
€4 Bit deb, Packages Download
32 Bit rpm. Packages Download

€4 Bit rpm. Packages Download

Select Application for Installation:

® 1nstall eScan
Select eScan Installation Options: ::
] Aute Reboot after Install

Installation Path

Add

<Default> v
1

() Install Other Software

m

O Install Agent

3. Select Install eScan option.
By Default eScan is installed at the following Path on a Client computer.
C:\Program Files\eScan (default path for 32-bit computer)

OR

C:\Program Files (x86)\eScan (default path for 64-bit computers).
4. To define a different installation path, click Add. (Skip this step if default path chosen).
5. Click Install.

A window displays File transfer progress.

After Installation, the eScan status will be updated in Managed Computers list.

Uninstall eScan Client

To uninstall eScan Client on any computer, follow the steps given below:

1. Select the computer for uninstallation.
2. Click Client Action List > Uninstall eScan Client.
Client Uninstallation window appears.

Client Uninstallation

Ready to Start Uninstallation
Click "Uninstall" ta Start Uninstallation

| Uninstall || Cancel |
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3.

Click Uninstall.
The Client Uninstallation window displays the progress.

Client Uninstallation

0/26/2019 4:47:37 PM : [ ]: Connecting to Computer...

9/26/2019 4:47:37 PM : [ ]: Reading Host Details...

9/26/2019 4:47:37 PM : [ 1: Wersion + "

o/26/2019 4:47:37 PM : [ 1: Service Pack 2220

9/26/2019 4:47:37 PM : [ 1: Task "Uninstall eScan on Host(s)" successfully scheduled on

4.

After the uninstallation process is over, click Close.

0 You can uninstall eScan Client from all the computers in the group by selecting the
NOTE | Group and then Click Action List > Uninstall eScan Client.

Move to Group

To move computers from one group to other, follow the steps given below:

1
2.
3.
4

Go to Managed Computers.

Select the desired computers present in a group.

Click Client Action List > Move to Group.

Select the group in the tree to which you wish to move the selected computers and click
OK.

The computers will be moved to the selected group.

Remove from Group

To remove computers from a group, follow the steps given below:

1.
2.
3.

Go to Managed Computers.

Select the desired computers for removal.

Click Client Action List > Remove from Group.
A confirmation prompt appears.

Click OK.

The computers will be removed from the group.

Refresh Client

To refresh status of any client computer, follow the steps given below:

1.

An 1SO 27001 Certif

Under any group, click Client Computers.

A list of computers appears on the right pane.
Select a computer.

Click Refresh Client.
The Client status will be refreshed.
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Connect to Client (RMM)

To add a computer to RMM licensed category, follow the steps given below:

1. Go to Managed Computers.

2. Select the client computer which you want to connect to RMM.

3. Click Client Action List > Connect to Client (RMM).

4. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome, Mozilla Firefox,
MS Edge, etc.).

@ | After you done with performing an activity, click Disconnect icon to end remote
NOTE | connection.

Assign Policy Template

To assign policy template to specific computer, follow the steps given below:

1. Go to Managed Computers.
2. Select the client computer for which you want to assign policy template.
3. Click Client Action List > Assign Policy Template.

Policy Configuration window appears.

Paolicy Configuration E Help

Policy Template Selection

Assigned Group Policy(ESCAN_DEFAULT_POLICY)
QA
SAMPLES

Select Cancel |

4. Select the policy template and click Select to add.
The computer get assign with the selected policy template.

Export

To export a client computer's data, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.
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2. Select a client computer and then click Client Action List > Export.
Export Selected Columns window appears displaying export options and a variety of columns

to be exported.

Export Selected Columns

— Expeort Option

=
® Excel

~
‘.. PDF

Select All Columns

Computer Name

Last Policy Applied Time

1P Address IP Address of the connaction

Lzst eBackup Status

User name

Local Administrator User(s) eScan Status Varsion Last Connection
Installed Directory Monitor Status Anti-Spam Mail Anti-Virus
Web Protection Endpoint Security Firawal Last Update
Update Server Client 05 Status Last Palicy Applied

| Export | | Cancel |

3 [ )
5 arp a Ca
of I
o
[ Client Action List : Refresh Client [ Select Columns
E‘ﬁ Managed Computers o @ eScan Installed Q E eScan Mot Installed 1-30of23 1Mipage 1 ofl}p Row
Policy B |Computer Name |IP Address IP Address of the connection |User name
el Tazks
) croup Tas = == 197, 4 4 48 WINCR Y e
B Client Computers (3)
D |!| wipw o d 9 192. & & WINSLS
ﬁ Roaming Users
) O |m 192. 5 4
= PO —p—

3. Select the preferred export option.
Select the preferred report columns.
5. Click Export.
The report will be exported as per your preferences.

s

Show Installed Softwares

This feature displays a list of installed softwares on a computer.
To view the list of installed softwares, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

Action List v Client Action List v || 2 Refresh Client | & Anti-Theft v Select Columns
il il e il

() [H ezcan Mot Installed

E- 5 Manzged Computars O @ escan nstalled 1-30of2 Mdipage 1 of1}h Row

Policy

B |Computer Name |IP Address IP Address of the connection |User name
G Tasks

3 croup Tas [ v ss 28 197, 4 4 o WIN 5 i
B client comput
puters (3}

O [ wewans 38 | 152.048 04 WIN S g

ﬁ Roaming Users 0
=] 192, 4

- e

T ——

2. Select a client computer and then click Client Action List > Show Installed Softwares.
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Installed Softwares window appears displaying list of installed softwares and in the top right
corner displays total number of installed softwares.

Installed Softwares

E Help

Computer Name: WI

Currently Installed Programs

Adwvanced IP Scanner 2.5

Dropbox

eScan Corporate - 360

Google Chrome

Microsoft SQL Server 2008 R2

Microsoft SQL Server 2008 R2 Mative Client
Microsoft SQL Server 2008 R2 Setup (English)
Microsoft SQL Server 2008 Setup Support Files
Microsoft SQL Server Browser

Microsoft SQL Server VS5 Writer

VMware Toals

Microsoft Visual C++ 2017 Redistributable (x36) -

Total No.Of Installed Programs: 12

14.12.25810

| Cloze |

Force Download

The Force Download feature forces a client computer to download Policy Template modifications (if
any) and update virus signature database. To activate this feature, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By oo s By o coe

E| ﬁ Managed Computers

e Pelicy

- ﬁ Group Tasks

() [H escan Installed

() [ ezcan not Installed 1-30f2 144 pags of 1} 41 Row

Computer Name |IP Address IP Address of the connection |User name

= ] 192, WIN -t
i i Client Computers (3}
D |!| . :.'== 192 st b e WIN S g
ﬁ Roaming Users -
ﬁ . [ 192,588 4
T —
2. Select client computers and then click Client Action List > Force Download.
Client Status window appears displaying the process.

10/ £ 12:39:50 PM : Processing with group : Sample Group
10/ £ 12:39:50 PM : Connecting to Computer...
10/

£ 12:39:50 PM : Successfully Execute the Client Downloader on
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Collect Debug/Logs

This option helps user to record the system operation and errors that occurs while performing any
action on managed computers.

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.

The right pane displays the list of computers in the group and their detailed information.

By cio oo §y o oo

E- [ Manzged Computars O (M escan tstalles ) (M escan tot Instalizd 1-30f2 4 ipage| 1 of1}h Raw
Pelicy B |Computer Name |IP Address IP Address of the connection |User name
Group Tasks
= P ] [T 1928 & p i WINGEE e
- M client Computers (3
P &) O |!| U ] 192 b A& WINSLH
ﬁ Roaming Users
: ] 192 488 4
ez = [ =
o P —p—

2. Select client computers and then click Client Action List > Collect Debug/Logs.
Client Status window appears displaying the process.

.
E Help

Client Status

02-01-2023 11:25:09 : Connecting to Computer.. Sshesss
02-01-2022 11:35:0% : Successfully connected to @Scan RMT Agent, Port: 8098
02-01-2023 11:3 Successfully Exported Logs on 5. G &sse

Check eScan Port(s)

This option used to figure out the opened ports on particular client machine. Checking ports regularly
will help you to close the unnecessary ports.

1.

In the Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By coo e By oo

Elﬁ Managed Computers @] |!| eScan Installed @] E' eScan Mot Installed 1-3aof2 {page 1 of1p» Row
: ' Policy B |Computer Name |IP Address IP Address of the connection |User name
. Group Tasks
& P ] == 197, i g WIN & it
e i Client Computers (3}
[0 | wéwass 25 192 A& WINSH g
ﬁ Roaming Users _
: [ | 192, i d
ﬁ g
O R I aea——

2. Select client computers and then click Client Action List > Check eScan Ports.
Client Status window appears displaying the process.
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Client Status

| Export to PDF | E Help

23 11

02-01-2023 11:37:12 :
02-01-2023 11:37:33 :
02-01-2023 11:37:33
02-01-2023 11:37:33
02-01-2023 11:37:33 «
02-01-2023 11:37:33 :
02-01-2023 11:37:33

Connecting to Computer.. ShEEsss

Successfully connactad to eScan RMT J\gent Por‘t 8058

Succeszsfully connactad to server 132,168,
Successfully connectad to server 192,158,
Successfully connectad to server 132.168,
Successfully connactad to server 132,158,
Successfully connectad to server 132,163,
uccessfully connected to server 192,168,

# an port 2221 from Skitess
&% on port 2225 from Skifess
&% on port 3333 from SkifEs
&# on port B098 from SkifeEssh
&% an port 2220 from Skiessk
&% on port 2219 from Skifessh

¥
S8 FaN

Send Message

The Send Message feature lets you send a message to computers. To send message to computers,
follow the steps given below:

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

B- ﬁ Managed Computars

. Palicy

ﬁ Group Tasks

Izl eScan Installed IZ' eScan Mot Installed 1-3aof32 { page of 1 j ¥ Row

Computer Name |IP Address IP Address of the connection |User name

IC] 2 12 WIN —
i Client Computers (3)
O @u-‘ 4 29 19206048 WINSF
(- (55 Rezming Users —

O [ e 192488 4

B G M
- ) W —

2. Select client computers and then click Client Action List > Send Message.
Send Message window appears.

Mezzzge Text : 350,350

Send Cancel

3. Enter the message and click Send.
The message will be sent to the selected computer.
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Create OTP

The password protection restricts user access from violating a security policy deployed in a network.
For example, the administrator has deployed a security policy to block all USB devices, but a user
needs USB access for a genuine reason. In such situation, One Time Password (OTP) can be
generated to disable USB block policy on specific computer. The administrator can define policy
disable duration ranging from 10 minutes to an hour without violating existing policy.

Generating an OTP
To generate an OTP, follow the steps given below:

1. Inthe Managed Computers screen, select the client computer for which you want to generate

the OTP.
2. Click Client Action List > Create OTP.
Password Generator window appears.

Password generator

enerate One Time Password

Computer Name: * | DESK %4 4
Valid for:*
— Select Option
[ Mlow Change Ip 58 L) web Protection " |

ersuse 23 A &

— Mew Password

Paszward @ | @

Generate Password Close (*) Mandatory Fields

3. Inthe Valid for drop-down, select the preferred duration to bypass the protection module.
In Select Option section, select the module you want to disable.

5. Click Generate Password.
An OTP will be generated and displayed in Password field.

e
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Password generator

enerate One Time Password

Computer Name: * |DESk S ——
Vil fr:*

— Select Option

) allow to Change Ip == [ weh protection Eg _a

(ersuse 2z A &

— New Password

Password : AR T 1 ] |

Pzssword s czze-sansitive

Generate Password (*) Mandatary Fields

Entering an OTP

To enter an OTP, follow the steps given below:

1. Inthe Taskbar, right-click the eScan icon'.
An option list appears.

Open e5can Protection Center

L

Pause Protection

-
o

Scan My Computer

Update now

View Current Metwork Activity
Systern Informaticon

Virtual Keyboard

eScan Remote Support

Create Offline Update
About eScan

@ a@iisim ¢p

2. Click Pause Protection.
eScan Protection Center window appears.
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e5can Protection Center

Enter eScan Administrator Password

Diuration

15 minutes

k.

3. Enter an OTP in the field.
4. Click OK.

k eScan End Point DLP X
OTP: Protection paused for 10 minutes...

The selected module will be disabled for set duration.

Pause Protection

The Pause Protection feature lets you pause the protection for computers.
To pause the protection for computers, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By oo o oo

=@ Man=ged Computers O & escan nstalled ) [ escan ot Installed 1-30f2 14 {page| 1 of1) s Row
Policy B |Computer Name |IP Address IP Address of the connection |User name
Group Tasks

@ P (] e FH 192,588 4 5= WIN & i

i Client Computers (3}
[ [ wseces 28 152.asde WINSH
ﬁ Roaming Users .

O | W e 192,048 4

G- M

- [ en— — S

2. Select client computers and then click Client Action List > Pause Protection.
Client Status window appears displaying the progress.

Client Status

782021 12:53:15 PM : Processing with group : Q& _ " =aM
782021 12:53:15 PM : Connecting to Computer... W w7
7/8/2021 12:53:15 PM : Successfully Paused Protection on Wil Lasia 7

C WWW,escanav.com
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Resume Protection

The Resume Protection feature lets you resume protection for computers whose protection is paused.

To resume protection for computers, follow the steps given below:

1. Inthe Managed Computers folder tree, select a group and then click Client Computers.
The right pane displays the list of computers in the group and their detailed information.

By oo o oo

E- {8 Mansged Computers ) B escan tnstalled ) [H] eScan ot Installed 1-30f2 14ipage 1 of1} 4 Row
Palicy B |Computer Name |IP Address 1P Address of the connection |User name
Group Tasks
£ sroup Tl [ wwas S8 | 192,000 0 I e—

- Ml Client Computers (3)
. [0 [ wemcdes 35 192.0es i WINSH

O | [ gt 192, 4

" ﬁ Roaming Users

G- M

= [ ————

2. Select client computers and then click Client Action List > Resume Protection.
Client Status window appears displaying the progress.

Client Status

782021 12:54:31 PM : Processing with group : Qe saM
7F8/2021 12:54:21 PM : Connecting to Computer... W B w7
7482021 12:54:31 PM : Successfully Resumed Protection on Wik i 7
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Properties of Selected Computer

To view the properties of a selected computer, follow the steps given below:

1. Select a computer.
2. Click Client Action List > Properties.
Properties window appears displaying details.

Properties E Help
DESHK *S# #sa
Computer Name DESKSSng s
1P Address 192.168.5 58,192,168, © %=
User name DESK™ # & o\ Administratar
Operating System Windows 10 Professional 32-bit
Version 22.0.0- gt
Installed Directory C:\Program Files\eScan
Update Server vivrv.microworldsystems. com/sendinfo/
Last Update 202210412 10:48
Web Protaction Enabled
Endpoint Security Enabled
[Close |

NOOTE If multiple computers are selected, the Properties option will be disabled.

Refresh Client

To refresh the status of any client computer, follow the steps given below:

1. Under any group, click Client Computers.
A list of computers appears on the right pane.
2. Select a computer.
3. Click Refresh Client.
The Client will be refreshed.
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Ant|'Theft (requires additional license)

The Anti-Theft module lets you remotely locate and lock a device. This module also lets you wipe the
data available on a device.

By com i By e connes

B8 Menaged Computers O M escan Installed O [M] eScan ot Installed 1-30f2 |4 {page 1 |of1}pl Rows per page:
(@ policy Computer Name |IP Address 1P Address of the connection |User name Local Administrator User

ﬁ Group Tasks

B Client Computers (3)
& Roaming Users
- M.

ﬁ PO _—

-

(W] Protected [H] not Installed / Critica [ unknown status

Anti-Theft Options

To add computers in an Anti-theft, follow the steps given below:

1. Go to Managed Computers.
2. Select the desired computers to add in Anti-theft Portal.
3. Click Anti-Theft > Anti-Theft Options.
4. Enter the Email ID then Click OK.
The computer will add in Anti-Theft Portal.

Following is Email Id which will be use to Enable Anti-Theft on
client Computer. If vou want wou can change Email Id.

Email ID ;|| Sepmasns@esmrms com|

| Ok | | Cancel |

A confirmation prompt appears.

192.168 Wk | says

This will enable Anti-Theft and redirect to Anti-Theft options, do you

want to proceed?

5. Click OK.
This will redirect to Anti-Theft options.
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Devicelost  Reset  Configure Data wipe

Locate
View Details ©

Action Features =

Data wipe

Lock Scream Datawipe
View Details @ View Details @ v s View Details @

Anti-Theft Portal

It will display the anti-theft features that you can activate in case your system is lost or stolen.

Devicelost  Reset  Configure Data wipe

Locate
View Details ©

Action Features =

DELERTT

Lock Scream Alert Data wipe
View Details @ View Details @ View Details @ View Details @

In case of loss or theft, click on the system name that has been lost or stolen, the status bar under it
will display the system name again and when it was last seen.

1. Click Device Lost, this will allow you to enable the features locate, screenshot and take photo
by selecting the desired options.

Device Lost Reset Configure Data wipe

Locate
View Details ©
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2. Click Confirm to confirm that your system has been lost and to execute the commands
Locate, Screenshot, and Camera.

Set Device as lost

If you set your device as stolen, below command will be sent to the device.

Q al _ 0 -

Locate Screen Shot L Take photo [

Are you sure you want to set this device as lost?

e Locate: This option will allow you to locate the system in case of loss/theft. Click on the
Locate option on the anti-theft portal and the last known location of the system will be
displayed on the map. Procedure to Locate the system:

1) Click Locate, the status will change to Request Pending; the status will be updated
as soon as the system is synced with the server. Request pending indicates that
your request to locate the system is in progress.

2) View Details displays the Last Location of your system on a map. It also shows
details of last two successful executions of the Locate command.

e Screenshot: This option will take a screen shot of the system whenever it is synced to the
server.

1) Click Screenshot, the status will change to Request Pending; the status will be
updated as soon as the system is synced with the server. Request pending indicates
that your request to take a screenshot is in progress.

2) View Details displays the last two screenshots from the successful execution of the
screenshot command.

o Take Photo: This option will allow you to take a snapshot of the current user of the
system from the webcam on clicking the Camera option on the anti-theft portal.

1) Click Camera, the status will change to Request Pending; the status will be
updated as soon as the system is synced with the server. Request pending indicates
that your request to take a snapshot is in progress.

2) View Details displays the last two snapshots taken from your system.

Click Reset to reset the Action Features on the system; these actions can be performed on
the system when it has been lost or stolen.
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Data wipe

Lock Scream Alert Data wipe
View Details @ View Details © View Details © View Details ©

e Lock: The Lock feature will block the system from any further access. You will have to
unblock the system by entering the pin provided on the anti-theft portal. On the anti-theft
portal, select your System Alias name and then click Lock to remotely block your system, to
unblock your system you will have to enter the Secret Code provided at the time of executing
the lock command.

e Scream: Scream will allow you to raise a loud alarm on the system; this will allow you to
trace the system if it is in the vicinity. Click Scream option to remotely raise a loud alarm on
your system.

o Alert: This option will allow you to send an alert message (up to 200 characters) to the lost
system. This alert message will be displayed on the screen; you can write and send any
message for example: Request a call back or send your address or any kind of message to the
current holder of your system. With this option there will be higher chance of your lost system
being recovered. Click Alert option to remotely send a message to your lost system. Type in
your message in the send message section and click Confirm.

o Data wipe: The Data Wipe feature will delete all the selected files and folders that have been
added to the list to be deleted from the portal. Click Data Wipe option to remotely wipe all the
selected files and folders or only delete the cookies and click Confirm. Select the Delete
Cookies checkbox to delete cookies or select the Data wipe checkbox to wipe the data and
click on Confirm.

Disable Anti-Theft

To Disable Anti-Theft, follow the steps given below:

1. Go to Managed Computers.
2. Select the desired computers to disable Anti-theft Portal.
3. Click Anti-Theft > Disable Anti-Theft

The Anti-Theft will be disable on selected computer.
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Understanding the eScan Client Protection Status

|!| Protected

This status is displayed when the File anti-virus module of eScan
Client is enabled and eScan was updated in last 2 days.

(] not Installed / Critical

This status is displayed when either eScan is not installed on any
computer or File AV/Real Time Protection is disabled.

|2| Unknown status

This status is displayed when communication is broken between
Server and Client due to unknown reason.

’:'-._::‘ Updats Agent

This status is displayed when a computer is defined as an Update
Agent for the group.

—— This status is displayed when a computer is added to RMM license
— and the computer can be connected via RMM service.
£F Two-FA This status is displayed when a computer is added to 2FA license.
& DLP This status is displayed when a computer is added to DLP license.
© Anti-Theft This status is displayed when a computer is added to Anti-Theft
— Portal.
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Select Columns

You can customize the view regarding the details of devices, according to the requirement.

™ Sealect All Columns

Computer Name 1P Address
IP Address of the User name
connection
Local Administrator User(s) eScan Status

Version

(4]

Last Connection

Installed Directory

(4]

Last Update

Web Protection Endpoint Security
Update Server Client OS

Status Installation Status

Last Policy Applied Last Policy Applied Time
Last eBackup Status PC Model

PC IdentifyingNumber Domain/Workgroup
Screan Capture Debug

To configure this, select the computer and click Select/Add Columns option. You can select and
configure the required columns accordingly.
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Policy Template

This button allows you to add different security baseline policies for specific computer or group.

Managing Policies
With the policies you can define rule sets for all modules of eScan client to be implemented on the

Managed Computer groups. The security policies can be implemented for Windows as well as Linux
and Mac systems connected to the network.

Defining Policies Windows computers

On Windows OS policies can be defined for following eScan Client modules:

Web Protection
The Web Protection module lets you block offensive and unwanted websites. You can allow/block
websites on time-based access restriction. To learn more, click here.

Endpoint Security

The Endpoint Security module monitors the applications on client computers. It allows/ restricts USB,
Block list, White list, and defines time restrictions for applications. User can control the flow of
attachments within an organization. To learn more, click here.

Privacy Control

The Privacy Control module lets you schedule an auto-erase of your cache, ActiveX, cookies, plugins,
and history. You can also secure delete your files and folders where the files will be deleted directly
without any traces. To learn more, click here.

Administrator Password
The Administrator Password lets you create and change password for administrative login and
uninstallation password for eScan protection. To learn more, click here.

MWL Inclusion List
The MWL Inclusion List contains the name of all executable files which will bind itself to

MWTSP.DLL. All other files are excluded. To learn more, click here.

MWL Exclusion List
The MWL Exclusion List contains the name of all executable files which will not bind itself to
MWTSP.DLL. To learn more, click here.

Notifications & Events
The Notifications & Events allows to allow/restrict the alerts that are send to admin in case of any
suspicious activity or events occurred on managed computers. To learn more, click here.

Schedule Update
The Schedule Update policy lets you schedule eScan database updates. To learn more, click here.

Tools
The Tools policy let you configure EBackup and RMM Settings. To learn more, click here.

DLP Discovery Scan
This policy allows you to scan (discover) the sensitive data present in the managed endpoints. To
learn more, click here.
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Defining Policies Mac or Linux computers

You can define policies for the following modules of eScan Client on Mac or Linux OS.

Endpoint Security“w.‘g o

The Endpoint Security module monitors the application on client computers. It allows/restricts USB,
block listing, white listing, and defines time restrictions. You can monitor the difference between
current file and original file status. This option is available for both Linux and Mac computers. To
learn more, click here.

Schedule Update Q /
The Schedule Update module lets you schedule updates for Linux Agents. To learn more, click here.

Administrator Password -~

The Administrator Password module for Linux and Mac lets you create and change password for
administrative login of eScan protection center. It also lets you keep the password as blank, wherein
you can login to eScan protection center without entering any password.

It lets you define uninstallation password which will be required before uninstalling eScan Client
from managed computers manually. The user will not be able to uninstall eScan Client without
entering uninstallation password. To learn more, click here.

Network Security Q /

Network Security module helps to set Firewall to monitor all incoming and outgoing network traffic
and protect your computer from all types of network based attacks. Enabling this features will
prevents Zero-day attacks and all other cyber threats.

Tools -
Tools policy let you configure RMM Settings on Linux based systems. To learn more, click here.

0 Priority will be given to Policy assigned through Policy Criteria first, then the policy
given to a specific computer and lastly given to policy assigned to the group to which the

NOTE
computer belongs.
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Creating Policy Template for a group/specific computer

To create a Policy template for a group, follow the steps given below:

1. Click Managed Computers.
2. Select the desired group and then click Policy Template.
Policy Template window appears.

Policy Templates & Refresh [ Help

[+ MNew Template

SNl B Parent Policy Lj Del eta| & Assign to Group(s) | [ Assign to Computer{s} | =f Cepy Template |

M | Name of Template Created On Modified On Assigned to Group(s) Assigned to Computer(s)
O Jun 13 2021 06:07:27 PM Jun 29 2021 01:01:43 PM
[ sampies Jun 29 2021 12:25:32 PM Jun 25 2021 12:25:32 BM i L

3. Click New Template.
New Templates screen appears displaying modules for Windows computers.

New Template e Hele

|Select Rule-Sets

Enter Templats Name:® 1l

—
=

) web protection Edit O endreint security Edit
Assign From Assign From
) privacy contral Edit
Assign From

i

=
| Administrator Passwar t ] nelusion List Edit
L) administrater b d Ed L mwe tnel List i
Assign From Assign From
L) mwi Exclusion List ) notifications & Events
Assign From Assign From
[ schedule Update [ Tools
P

Assign From Assign From
[ endpoint security ) & Edit O schedule usdate ) Edit
Assign From Assign From
L administrator passviord ) Edit O ool 1y Edit
Assign From Assign From

Save (%) Mandatory Fields

4. Enter name for Template.
To edit a module, select it and then click Edit.
6. Make a changes and click Save.

The Policy Template will be saved.

o
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Configuring eScan Policies for Windows Computers

Each module of a policy template can be further edited to meet your requirements.

Web Protection

The Web Protection module scans the website content for specific words or phrases. It lets you block
websites containing pornographic or any offensive content. Administrators can use this feature to
prevent employees from accessing non-work related websites during preferred duration.

Web Protection E Help

O start ® stop [OJ start Phishing Filter

Filtering ODﬁOI'IS Scanning Options Define Time-Restriction

Filter Categories... B 2o B siock

OK | | Cancel |

Start/Stop: It lets you enable or disable Web Protection module. Click the appropriate option.

This tab has predefined categories that help you to control access to the Internet.

Status

This section lets you allow or block access to specific websites based on Filter Categories. You can
set the status as Active or Block web access. Select the Block Web Access option if you want to
block all the websites except the ones that have been listed in the Filter Categories. When you select
this option, Filtering Options tab is available.

Filter Categories

This section uses the following color codes for allowed and blocked websites.
Green [Allow]

It represents an allowed websites category.

Red [Block]
It represents a blocked websites category.
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The filter categories used in this section include categories like Pornography, Gambling, Chat,
Alcohol, Violence, Drugs, Ratings_block_category, Websites Allowed, etc. You can also add or
delete filter categories depending on your requirement. User cannot delete the default filter categories.

Category Name

This section shows the Words/Phrases list. It lists the words or phrases present in the selected
category. In addition, the section displays the Site Names list, which lists the websites belonging to
the selected category.

Filtering Options
Add sites rejected by the filter to Block category select this checkbox if you want eScan to add
websites that are denied access to the Block category database automatically.

This tab lets you enable log violations and shutdown program if it violates policies. It also lets you
specify ports that need monitoring.

Web Protection u Help

O start ® stop [0 start Phishing Filter

Filtering Options Scanning Options Define Time-Restriction

tting | | OK | | Cance! ]

Actions
This section lets you select the actions that eScan should perform when it detects a security violation.

Log Violations [Default]
Select this option if you want Web Protection to log all security violations for your future reference.

Shutdown Program in 30 Secs
Select this option if you want Web Protection to shut down the browser automatically in 30 seconds
when any of the defined rules or policies is violated.

Port Setting
This section lets you specify the port numbers that eScan should monitor for suspicious traffic.

Internet Access (HTTP Port)

Web browsers commonly use the port numbers 80, 8080, 3128, 6588, 4480, and 88 for accessing the
Internet. You can add port numbers to the Internet Access (HTTP Port) box to monitor the traffic on
those ports.
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This section lets you define policies to restrict access to the Internet for preferred time period.

Web Protection ﬁ Help

® start O stop () start Phishing Filter

[LJ Enable Time Restrictions for Web Access

0001020204050607 0809 10 11 1201 0203 04 05 06 07 08 09 10 11 12
Sunday
Monday
Tuesday
Wednesday
Thursday

Friday

Saturday

Active Inactive Block Web Access

‘ Default || Advanced Setting || OK || Cancel

Enable Time Restrictions for Web Access

Select this option if you want to set restrictions on when a user can access the Internet. By default, all
fields appear dimmed. The fields are available only when you select this option.

The time restriction feature is a grid-based module. The grid is divided into columns based on the
days of the week vertically and the time interval horizontally.

Active
Click Active and select the appropriate grid if you want to keep web access active on certain days for
a specific interval.

Inactive
Select this option if you want to keep web access inactive on certain days for a specific interval.

Block Web Access
Select this option if you want to block web access on certain days for a specific interval.

Phishing Filter
Under Web Protection eScan also provides options to enable Phishing filter which will detect and
prevent any phishing attempts on the system. To enable the filter, select Start Phishing Filter

checkbox.
Web Protection 4 Help
Start ® Stop Start Phishing Filter |

Clicking Advanced displays Advanced Settings.
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Advanced Setting

Name | Value ‘

Ignore IP address from Web-scanning

Enable Unknown Browsers detection

Enable allowing of WhiteListed Site during BlockTime

Enable Online Web-Scanning Module

Disable Web Warning Page

Enable HTTPS Popup

Show External Page for Web blocking (Page to be define under

External Page)

External Page Link for Web blocking {Depends on Show

External Page)

| | Force inclusion of Application into Layer scanning (MW Layer)

| | Enable HTTP Popup

| | 1gnore Reference of sub-link

| Allow access to SubDomain for Whitelisted sites{Cnly HTTP

Sites) v

ok |

Ignore IP address from Web-scanning
This option excludes entered IP address from web-scanning list and when you exclude IP Address,
any file that the user downloads from any location within that domain is always allowed.

Enable Unknown Browser detection (1 = Enable/0 = Disable)
Select this option to enable/disable unknown browser detection.

Enable allowing of WhiteL isted Site during BlockTime (1 = Enable/0 = Disable)
Select this option to enable/disable white listed site during block time.

Enable Online Web-Scanning Module (2 =eScan Cloud Server/1 =Online database/0 = Offline
database)
Select this option to enable/disable online web-scanning module.

Disable Web Warning Page (1 = Enable/0 = Disable)
Select this option to enable/disable web warning page.

Enable HTTPS Popup (1 = Enable/0 = Disable)
Select this option to enable/disable HTTPS Popup.

Show External Page for Web blocking (Page to be define under External Page) (1 = Enable/0 =
Disable)
Select this option to enable/disable external page for web blocking.

External Page Link for Web blocking (Depends on Show External Page)
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Select this option to enter external page link for web blocking.

Force inclusion of Application into Layer scanning (MW Layer)
Select this option to enter Force inclusion of Application into Layer scanning.

Enable HTTP Popup (1 = Enable/0 = Disable)
Select this option to enable/disable HTTP pop-ups.

Ignore Reference of sub-link (1 = Enable/0 = Disable)
Select this option to enable/disable Ignore Reference of sub-link.

Allow access to SubDomain for Whitelisted sites (Only HTTP Sites) (1 = Enable/0 = Disable)
Select this option to enable/disable access to SubDomain for Whitelisted sites.

Allow access to SubDomain for Whitelisted sites (Only HTTPS Sites) (1 = Enable/0 = Disable)
Select this option to enable/disable access to SubDomain for Whitelisted sites.

Enable logging of visited websites (1 = Enable/0 = Disable)
Select this option to enable/disable logging of visited websites.

Block EXE download from HTTP Sites (1 = Enable/0 = Disable)
Select this option to enable/disable block download of .exe files from HTTP websites.

Block HTTP Traffic only on Web Browser (1 = Enable/0 = Disable)
Select this option to enable/disable blocks HTTP Traffic on Web Browser.

Allow website list (Depends on ""Block HTTP Traffic only on Web Browser'")
Select this option to enter the website name need to be allowed.

Block Microsoft EDGE Browser (1 = Enable/0 = Disable)
Select this option to enable/disable blocking Microsoft Edge browser.

Enable Web Protection using Filter driver (1 = Enable/0 = Disable)
Select this option to enable/disable web protection using filter driver.

Force Disable Web Protection using Filter driver (1 = Enable/0 = Disable)
Select this option to force enable/disable web protection using filter driver.

WEFP Exclude IP List
This option excludes entered IP address from web protect filter.

0 Click Default to apply default settings done during eScan installation. It loads and resets
NOTE | the values to the default settings.

Endpoint Security

Endpoint Security module protects your computer or Computers from data thefts and security threats
through USB or FireWire® based portable devices. It comes with Application Control feature that lets
you block unwanted applications from running on your computer. In addition, this feature provides
you with a comprehensive reporting feature that lets you determine which applications and portable
devices are allowed or blocked by eScan. The DLP (Attachment Control) allows to block the
attachments the unauthorized user tries to send and keeps attachment flow secure.

An 1SO 27001 Certified Company WwWw.escanav.com



.L[.

An ISO

EndPoint Security E Help
® start () Stop
_[ Application Control Device Control Device Encryption DLP
r ! Enable Application Control
Block List White List Define Time-Restrictions
Enter Application to Block
List of Blocked Applications
" Black
+ Custom Group Allow This Group .
Import
+ Camputer Game Allow This Group Delets
+ Instant Messengers Allow This Group
+ Music Video Players aAllows This Groun
+ PZP Applications Allows This Group
+ Remote Applications Allow This Group
| Default | | Advanced Setting || CK || Cancel |

Start/Stop: It lets you enable or disable Endpoint Security module. Click the appropriate option.

There are three tabs — Application Control, Device Control, and DLP, which are as follows:

This tab lets you control the execution of programs on the computer. All the controls on this tab are
disabled by default. You can configure the following settings.

Enable Application Control
Select this option if you want to enable the Application Control feature of the Endpoint Security
module.

Block List

Enter Application to Block: It indicates the name of the application you want to block from
execution. Enter the name of the application to be blocked. Click Block to add application in Block
List.

List of Blocked Applications

This list contains blocked executables of applications that are predefined by MicroWorld. Each of the
applications listed in the predefined categories are blocked by default. In addition, you can also add
executables that you need to block only in the Custom Group category. If you want, you can unblock
the predefined application by clicking the UnBlock checkbox from unblock column. The predefined
categories include computer games, instant messengers, music & video players, P2P and remote
applications.
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Allow This Group
Select this checkbox to allow the execution of all application from the particular group.

Import
To block list applications from a CSV file, click Import. Click Choose File to import the file. Click
OK.

Delete
Select the application and click Delete to remove the application from Blocked Application list.

White List
Enable Whitelisting
Select this checkbox to enable the whitelisting feature of the Endpoint Security module.
R (e
— || Enzble whitelisting
Enter Application to White List
White Listed Applications o
AllowBleckApplication Name Original Mame Internal Name De; Hese
symbolic debugger f
MIMC.exe e3E., M 2xe micrasoft managem
MEtsC.exe u tIo.Ene remaote desktop com
4 b

An 1SO 27001 Certified Company www escanav.com



An ISO

Enter Application to White List
Enter the name of the application to be whitelisted. Click Whitelist to add application in White list.

White Listed Applications

This list contains whitelisted applications that are predefined by MicroWorld. Each of the applications
listed in the predefined categories are allowed by default. If you want to block the predefined
categories, select the Block option.

Delete
Select the application and click Delete to remove the application from White listed Application.

Define Time-Restrictions
This feature lets you define time restriction when you want to allow or block access to the
applications based on specific days and between pre-defined hours during a day.

For example, the administrator can block computer games, instant messengers, for the whole day but
allow during lunch hours without violating the Application Control Policies.

Define Time-Restrictions ]

| Enable Datewise Restrictions

00 01 02 02 04 05 06 OF O8 0% 10 11 12 01 02 03 0« 05 0& OF 0B 09 10 11 12
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday

Caturday

Enabled Disabled

Enable
This option lets you enable/disable Datewise Restriction feature.

Datewise Restrictions
This option lets you define datewise restrictions when you want to allow or block access to the
applications based on specific dates and between pre-defined hours during that date.
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The Endpoint Security module protects your computer from unauthorized portable storage devices
prompting you for the password whenever you plug in such devices. The devices are also scanned
immediately when connected to prevent any infected files running and infecting the computer.

@ start () Stap

Application Control Device Control DLP

. . Enable Device Control

— USE Settings

| Block UsB Parts | ask for Password

Usz eScan Administrater Password

Use COther Passwoaord

I_| mead Only - USB Disable AutoPlay

— Whitelist

Serial No. Device Name Description

|| Disable Web Cam || Disable Bluetooth

|| Disable 5D Cards

— CO / DWD Settings

| Block co 7 WD |_! Read only - €O f DVD

| Default || Advanced Setting || OK || Cancel

Enable Device Control [Default]
Select this option if you want to monitor all the USB storages devices connected to your endpoint.

This will enable all the options on this tab.

USB Settings
This section lets you customize the settings for controlling access to USB storage devices.

Block USB Ports
Select this option if you want to block all the USB storage devices from sharing data with endpoints.

Ask for Password

Select this option, if you want eScan to prompt for a password whenever a USB storage device is
connected to the computer. You have to enter the correct password to access USB storage device. It is
recommended that you always keep this checkbox selected. Following options are available only
when you select the Ask for Password checkbox.
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e Use eScan Administrator Password: Click this option if you want to assign eScan
Administrator password for accessing USB storage device.

e Use Other Password: Click this option if you want assign a unique password for accessing
USB storage device.

Read Only -USB
Select this option if you want to allow access of the USB device in read-only mode.

Disable AutoPlay [Default]
When you select this option, eScan disables the automatic execution of any program stored on a USB
storage device when you connect the device.

Whitelist

eScan provides a greater level of endpoint security by prompting you for a password whenever you
connect a USB drive. To disable password protection for a specific device, you can add it along with
its serial number to the whitelist. The next time when you connect the device it will not ask for a
password it will directly display the files or folders stored on the device. This section displays the
serial number and device name of each of the whitelisted devices in a list. You can add devices to this
list by clicking Add. The Whitelist section displays the following buttons.

e Add
Click Add to whitelist USB devices.
USB Whitelist window appears.

USB Whitelist

Client Date and

Device Name Host Name Description
Time

25/06/21

4:40:05 PM

oK | Cancel || Custom | Edit

To whitelist the USB device, its details are required. If a USB device is connected to any
eScan installed endpoint, the USB details are sent to the server. The administrator will have to
manually whitelist the USB device. To manually add a USB device in USB Whitelist without
connecting to an endpoint, click Custom.

USE Whitelist

Serizl No.

Device Nams

Description

OK Cancel |
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Enter the USB details and then click OK.
The USB device will be added and whitelisted.

e Import
To whitelist USB devices from a CSV file, click Import. Click Choose File to import the
file. Click OK.

The list should be in following format:

0 Serial No 1, Device Name 1, Device Description 1(Optional)

Serial No 2, Device Name 2

For Example: SDFSD677GFQWS8N6CN8SCBN7CXVB, USB Drive 2.5, Whitelist by
XyzDFRGHHRS54456HGDF3470MCNAK, Flash Drive 2.2

NOTE

e Edit: Click Edit to edit the description of the USB devices.

e Delete: Select the USB device and click Delete to remove the device from the list.
¢ Remove All: To remove all the USB devices from the list, click Remove All.

e Print: This will print all the USB devices in the list along with details for the same.

Disable Web Cam: Select this option to disable Webcams.
Disable SD Cards: Select this option to disable SD cards.
Disable Bluetooth: Select this option to disable Bluetooth.

CD/DVD Settings
Block CD / DVD: Select this option to block all CD/DVD access.
Read Only - CD / DVD: Select this option to allow read-only access for CD/DVD.
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eScan Device Encryption protects devices and data with full device encryption method for Windows
systems managed under eScan management console. It gives admin a visibility of devices across their
organization. The device encryption can be deployed on endpoints where administrator/users are
authorized to encrypt storage devices which are connected to the system. Once the encryption process
is completed, it gives an alert to the user. A notification will be sent to the server and administrator
can trigger an alert for the same.

EndPoint Security E Help

@ start O stop

oevice Encrypion | [0

I_J Encrypt Device on Endpoints

Decrypt encrypted Device in endpoint and within same netwark

Default | | Advanced Setting || OK | | Cancel

Encrypt Device on Endpoints
This option enables encryption settings to be configured for storage devices like external hard disks
and USB drives that are connected to the endpoint.

e On demand Encryption (With device format): This option formats the connected USB
device and encrypts it for further use of storing data in encrypted format.

¢ Instant Encryption (With Data write/delete on device): This option instantly encrypts the
device without formatting existing data.

Decrypt encrypted device in endpoint and within same network
This option allows the user to access the content of the encrypted device only when it is connected
within the same network.

ified Company
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The DLP tab lets you control attachment flow within your organization. You can block/allow all
attachments the user tries to send through specific processes that can be defined. You can exclude
specific domains/subdomains that you trust, from being blocked even if they are sent though the
blocked processes mentioned before.

EndPoint Security [ Help

® start ) stop

Application Control Device Control Device Encryption DLP

[ Attachment Control ] Sensitive File /Folder Protection
Clipboard Control File Activity Monitoring Waorkspace Apps Disk Encryption Remote Access Software
Control sync settings

® attachment Allowed

O attachment Blocked

Enter Process Name : Eg. Thunderbird.exe

Add Delsta

Blacklisted Process Ignore Whitelisted Sites only for Blacklisted process

B | Process Name Allow Only Whitelistad Site

Attachments will be allowed from below sites irrespective of the above settings

Enter Site Name : Eg. Gmail.com,Yahoo

Add Delsta

Whitelisted sites

- D Attachment / Email report

_ D Enable Shadow Copy for Attachment Allowed

r— Advance Document setti

(J Turn off Save As PDF for Micrasoft Office Document

Default | | Adwvanced Setting ” OK || Cancel
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Attachment Control
The Attachment Control tab lets you control attachment flow within your organization.

Attachment Allowed [Default]
Select this option if you want attachments to be allowed through all processes except a specific set of
processes mentioned below.

Attachment Blocked
Select this option if you want attachments to be blocked through all processes except a specific set of
processes mentioned below.

Configure Extension/Group based Whitelisting

This option allows you to select/add groupwise file extensions in the whitelist in order to allow the
attachments of those formats via mails and other processes. Apart from default extension groups, you
can add new group of extensions using the CUSTOM group.

Enter Process Name

Enter the name of the processes that should be excluded from the above selection. Enter process name
and then click Add. To delete the added process, select particular process in Blacklisted Process
column and then click Delete.

Blacklisted Process
This will display a list of process you excluded when you selected the Attachment Allowed option.
eScan will block all attachments through this process.

Whitelisted Process
This will display a list of process you excluded when you selected the Attachment Blocked option.
eScan will allow all attachments through this process.

Ignore Whitelisted Sites only for Blacklisted process [Default]
Select this checkbox to ignore the whitelisted sites for process mentioned in Blacklist.

Enter Site Name

Enter the name of the websites through which attachments should be allowed irrespective of the above
settings. To add site, enter site name and then click Add. To delete the added whitelisted site, select
particular site in Whitelisted sites section and then click Delete.

Whitelisted Sites
The websites added above to be white listed are displayed in this list.
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Attachment / Email report
Report for Attachment Allowed

This will list all the attachment allowed along with Application used to send attachment. E.g. Google
chrome, Firefox, Outlook, Skype, yahoo messenger, etc.

Report for all email (Including Attachment)
This will list all the email attachment uploaded along with Application used and subject of the email.

Enable Shadow Copy for Attachment Allowed
Select this checkbox to create shadow copies of outgoing attachments. Enter the drive name or
complete UNC path in the provided field where these shadow copies need to be saved.

Advance Document settings
It disables the exporting of MS Office documents in PDF format.

An 1SO 27001 Certified Company
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Content Control

This tab enables the administrator to monitor & control the type of information which can be sent
outside of the endpoints.

EndPoint Security i vetp

® start O stop

Application Control | Device Control NN

Attachment Control Content Control | M/ Screen Sensitive File/Folder Protection
Cipbosrd Cortrol rr—— T
Remote Access Software I Control sync settings

Enable Blocking

Block () Monitor

| Content list A B
Indian PAN Card

Indian Passport

Indian Voter ID

International Bank Account Number (IBAN)

American Express - Credit Card

oooood

Mastercard - Cradit Card <

Channels N

[~ Clipboard Protection
Chat Applications &llws Drag and Drop

) an applications

[ Application File Access Protection
Password Protacted Archives Password Protected Documents

Scan Archives

Remaovable Storage Protection
’7 [0 Remavable Storage O eo/ovo ‘

Printer Protaction
’7 D Printers ‘

pient Email Domain control A

Enable Sending Contant to whitelisted Recipient Domain

B | whitelisted Recipient Domain(s)

C ised Content List

r . Enable White List Content

Delete
Edit

BB enable Black List Content

Delete

Edit

Default || Advanced Setting || oK |[[ cancel
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Enable Blocking

Select this checkbox to allow all listed settings to be configured. Further, you can either select Block
to completely prevent any outflow of information, ensuring no data is transmitted, or select Monitor
to only report the outgoing information for specific analysis purposes without terminating the activity.

Content List
Select this option to block all list of content as per requirement.

Sensitivity Labels

The Sensitivity Labels (Data Classification) is a critical data security component that helps
organizations manage and protect their sensitive information. By categorizing data based on its
sensitivity and importance, organizations can apply appropriate security measures tailored to the data's
classification labels and respond quickly to potential data leaks, thus enhancing their overall security
system. Below are the three categories under which the data gets labelled:

o Normal: Regular, productivity data circulating in a network and can be shared externally for
business purpose.

o Internal: Internal, business data circulating in a network which cannot be shared externally.

e Confidential: Sensitive data which is not intended for sharing and needs to be protected from
being leaked outside the network (or an endpoint).

To configure this option for MS Office applications, follow the steps given below:

1. Under Sensitivity Labels, select the checkbox Classify using Sensitivity Labels and
Restrict.

2. Select the checkbox Sensitivity Labels Integration in MS Office Ribbon.

Channels
You can configure all types of channel, where you can transfer the content through this.

Clipboard Protection
o Chat Applications [Default]: Select this option to deny all chat applications from sharing the
data.
e Allow Drag and Drop [Default]: Select this option to allow the Drag and Drop function of
sensitive content.
o All Applications: Select this option to deny all the applications from sharing the data.

Application File Access Protection
e Password Protected Archives [Default]: Select this option to block all password protected
archives and from sharing it.
o Password Protected Document [Default]: Select this option to block all password protected
document and from sharing it.
e Scan Archives [Default]: select this option to scan all the archives files.

Removable Storage Protection
o Removable Storage: select this option to deny all removable storage attached to the
computer from accessing the personal information.
e CD/DVD: Select this option to deny all CD/DVD access to confidential data.
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Printer Protection
e Printers: Select this option to deny the use of network printers to print the sensitive data.

Image DLP [OCR]

Similar to regular DLP that monitors text based content in order to prevent its leakage outside the
network, the Image DLP prevents leakage of visual (images) data like photocopy of Credit/Debit card,
PAN card, Aadhar card, Passport, and many more image files of sensitive documents. Follow the
steps given below to configure this feature:

1. After expanding the section, select the checkbox OCR.

2. In Time out in seconds field, define the maximum time (in seconds) eScan should consume
to scan the document.

3. Select the checkbox Save visual image to save the scanned image on a server.

Recipient Email Domain control
Enable this option to whitelist the domains through which content can be sent. It cannot be sent via
email domains other than the listed ones.

Customized Content List

o Enable White List Content: Select this option to allow all chat applications to share the
whitelisted data such as bank statement number, MICR code, etc.

¢ Enable Black List Content: Select this option to deny all chat applications to share the
blacklisted data.

Printer
This section allows you to add tight restrictions on print activity within the network. This helps
protecting the sensitive data present in each endpoint. To configure, follow the steps given below:

1. Enable the Printer DLP by selecting the provided checkbox.

2. Select the checkbox Printer Block Print with Sensitive Content to directly block the print
command for the documents that involve sensitive content in visual form.

(In case you do not want to block the print activity, add customized watermark on the same
prints by following the steps below)

3. Select the checkbox Enable adding watermark.

4. From the Watermark String drop-down, select the preferred string that needs to be appeared
on the prints. Alternatively, you can enter the string of your choice in the provided textbox.

5. In the Opacity field, define the opacity of the watermark from the value 16 to 192 where 16
being the lightest and 192 being the darkest watermark.

6. To block the applications from printing the files, select the checkbox Block Applications
from Printing.

7. To blacklist the applications from printing, click on provided Add button.

An 1SO 27001 Certified Company
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The ‘Add Application name which will be blocked from printing’ prompt appears

8. Enter the application name with the extension .exe and click on Save.
The application will be blacklisted.

9. To whitelist the applications for printing, click on provided Add button.
The ‘Add Application name which will only be allowed to print” prompt appears

10. Enter the application name with the extension .exe and click on Save.
The application will be whitelisted.

11. Select the checkbox Enable Shadow Copy for printer allowed to save the shadow copies
for the prints that are allowed.
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IM / Print Screen
The IM (Instant Messenger) / Print Screen tab allows user to configure settings such as blocking file
transfer via Instant messenger, disabling print screen, and screen capture options.

EndPoint Security 4 Help

® start O stop

Application Control | Device Contral

Attachment Control Content Control I IM / Print Screen | Sensitive File/Folder Protection
Clipboard Control File Activity Monitoring Workspace Apps Disk Encryption
Remote Access Software | Control sync settings

Block File Transfer from IM
Restricted Environment enabled
Disable Print Screen

Block Run

alle][=][e
<<€

|| Enable Screen Capture

| Default || Advanced Setting || OK || Cancel |

Block File Transfer from IM (1 = Enable/0 = Disable)
Select this option to allow/block file transfer from Instant Messengers.

Restricted Environment enabled (1 = Enable/0 = Disable)
Selecting this option lets you enable/disable protected environment settings.

Disable Print Screen (1 = Enable/0 = Disable)
Select this option to enable/disable use of print screen feature.

Block Run (1 = Enable/0 = Disable)
Select this option to enable/disable Windows Run (Win+R) command.

Enable Screen Capture
Selecting this checkbox allow endpoint users to take screenshot.

e Upload: Select this checkbox to upload the captured screen shots on server.
o Delete By: Select the appropriate option from drop down list to delete the screenshot.
o Interval: If Interval option is selected, mention the maximum interval in days.
o Size: If Size option is selected, mention the maximum size in Mb.
o Both (Interval & Size): if Both option is selected, mention the maximum interval in
days and maximum size in Mb.

Snapshot Interval
It lets you define interval time in minutes to take snapshot of endpoint.
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Sensitive File/Folder Protection

The Sensitive File/Folder Protection tab ensures that sensitive data cannot be accessed using any other
application except the default application specified. Once a folder is classified as a "Sensitive", its
contents cannot be changed / deleted in any way. The files can be accessed using only the associated
apps and any kind of editing is blocked to avoid data modification.

EndPoint Security 4 Help

@ start O stop

Application Control Device Control Device Encryption DLP

Attachment Control Content Control IM / Print Screen [ Sensitive File/Folder Protection ]
Clipboard Control File Activity Monitoring Workspace Apps Disk Encryption
Remote Access Software Control sync settings

~ B Enable Sensitive File/Folder Protection

® sensitive Read/Writs () sensitive Read Only

Add Files/Folder | |
(eqg: ci'\test,a.txt)

Associated Apps (Full Access) | |

Associated Apps (Read/Write Access)

Add Process Name | |-“\||0',-.'ad Extensions Add

Process Name Delete

Note : To add Whitelisted/Blacklisted Process requires DLP addon License, Once you add it please Go to DLP--
==Attachment Control-->=> and use add Process option for the same.

Default || Advanced Setting || oK || Cancel

Enable Sensitive File/Folder Protection
Select this Checkbox to enable the Sensitive File and Folder protection.

o Sensitive Read/Write [Default]: Select this option to allow read/write access for sensitive
files/folders.
e Sensitive Read Only: Select this option to allow read-only access for sensitive files/folders.

Add Folder or Add Files
Enter the folder or file name to classify as a sensitive.

Add Exclude Process List
This option excludes entered process from accessing sensitive files/folders.

Associated Apps (Full Access)
Enter the associated application name that has full access on sensitive files/folders.

Associated Apps (Read/Write Access)
Enter the associated application name that has read/write access on sensitive files/folders.
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Clipboard Control

For a device, once data is copied into the clipboard by any app, it can also be accessed from any other
app. With Copy/Paste option disabled, a user is prohibited from copying any information to the
clipboard.

EndPoint Security (4 Help

@® start O stop

Application Control Device Control Device Encryption DLP

Attachment Control Content Control IM { Print Screen Sensitive File/Folder Protection
| Clipboard Control File Activity Monitoring Workspace Apps Disk Encryption
Remote Access Software Control sync settings

@ Disable coPY/PASTE
O Block all COPY/PASTE O Allow all COPY/PASTE
) Block all COPY/PASTE in REMOTE SESSIONS

Allows COPY/PASTE within RDP Session
® allow COPY/PASTE from Local to RDP
Block COPY/PASTE from RDP to Local

Block COPY/PASTE from local to RDP

Default || Advanced Setting || oK [ cancel

Disable COPY/PASTE
Select this option if you want to disable copy/paste action performed on computer. This will enable all
the options on this tab.

Block all COPY/PASTE: Select this option to block all copy/paste actions.
Allow all COPY/PASTE: Select this option to allow all copy/paste actions.

Block all COPY/PASTE in REMOTE SESSIONS: Select this option to block all copy/paste actions
perform in remote sessions.

Block all shares (clipboard, printer, localdrives etc.): Select this option to block all shares which
performs through the remote sessions (clipboard, printer, localdrives etc.).

Allow clipboard control for local to RDP [Default]: Select this option to allow clipboard control for
local to RDP.

Allow clipboard control for RDP to local: Select this option to allow clipboard control for RDP to
local.

Block COPY/PASTE from Local to RDP: Select this option to block all copy/paste actions in Local
to RDP.

(1) To add Whitelisted/Blacklisted Process requires DLP add-on License. Once you add it
NOTE | please Go to DLP-->>Attachment Control-->> and use add Process option for the same.
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File Activity Monitoring
The File Activity Monitoring tab generates a record of the files created, copied, modified, and deleted

on computers. Additionally, in case of misuse of any official files, the same can be tracked down to
the user through the details captured in the report.

EndPoint Security [ Help
® start O stop

Application Control Device Control Device Encryption DLP

Attachment Control Content Control | IM / Print Screen [l Sensitive File/Folder Protection | Clipboard Control

[ il Actnity Monioring |

) Enzble File Activity Menitoring
Record Files Copied To USB [/ CD
Record Files Copied To Local
Record Files Copied To Network

Ignore System Drive

Log Files Copy to User Metwork Path

Add User Path from connected Network:(Eg.\\192,168.0.56\external}
Add Delete

-

Add Force Include Extensions: Add Force Exclude Extensions:

Add Delete Add Delete

Add System Drive Folder to monitor: Add Folders to Exdude:

Add Delste Add Delete

Contacts\, o
Desktop!,

Documentsh,

Downloads),

Musicl,

Pictures',

Videos\,

Dropbox,

Google Drive',

OneDrivel,

Enable Shadow Copy for files copied to USB

| Default ” Advanced Setting || oK | | Cancel |
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Enable File Activity Monitoring
Select this checkbox if you want to enable monitoring of file activity on computer. This will enable all
the options on this tab.

Record Files copied To USB/CD
Select this checkbox if you want eScan to create a record of the files copied from the system to USB
drive.

Record Files Copied To Local

Select this checkbox if you want eScan to create a record of the files copied from the one drive to
another drive of the system. Please note that if you have selected "lgnore System Drive" along with
this option no record will be captured if the files are copied from system drive (the drive in which OS
is installed) to another drive.

Record Files Copied To Network
Select this checkbox if you want eScan to create a record of the files copied from managed computers
to the network drive connected to it.

Ignore System Drive
Select this checkbox in case of you do not want eScan to record files that are copied from system
drive of managed computers to either network drive or any local drive.

Log Files Copy to User Network Path

Add User Path from connected Network: (E.g.\\192.168.X.XX\abc)

Enter the user path from connected network to monitor. You can add or delete user path from
connected network from the list of by clicking Add/Delete.

Add Force Include Extensions
Select this option to include File Extension for File Activity Monitoring (e.g. EXE). You can add or
delete included extensions from the list of by clicking Add/Delete.

Add Force Exclude Extensions
Select this option to exclude File Extension for File Activity Monitoring (e.g. EXE). You can add or
delete excluded extensions from the list of by clicking Add/Delete.

Add System Drive Folder to monitor
Select this option if you want eScan to monitor all the system drives installed on the computer. You
can add or delete system drive folder from the list of by clicking Add/Delete.

Add Folder to Exclude
Select this checkbox if you want to exclude all the listed files, folders, and sub folders while it is
monitoring folders. You can add or delete files/folders from the list of by clicking Add/Delete.

Enable Shadow Copy for files copied to USB
Select this checkbox to create shadow copies of files copied to USB devices. Enter the drive name or
complete UNC path in the provided field where these shadow copies need to be saved.

An 1SO 27001 Certified Company

www.escanav.com



Workspace Apps

To avoid any possible leak, eScan DLP provides functionality to block personal account access to
Cloud-hosted services. This tab ensures that team members can only access the services using their
corporate login credentials and not their personal credentials.

EndPoint Security 4 Help

@ Start O stop

Application Control Device Control DLP

Clipboard Control File Activity Monitoring I Workspace Apps | Disk Encryption
Remote Access Software Control sync settings

[ Block GMail

Enter Google Domain:
(If left blank all Corporate Gmail Account will be allowed)

— [ slock microsoft outlaok
Enter Qutlook Domain:
(If left blank all Corporate Microsoft Cutlook Account will be allowed)
Outlook Tenant ID:
(If left blank all Corparate Microsoft Cutlook Tenant 1D will be allowad)

r Block Microsoft Account

[ Black Micrasoft Teams & Office 365 Account

— Advance Level Setti

D Disabled Repair Profile Option for MS Cutlock

[ Block Dropbex Login

Allowed DropBox team name :

- D Block Slack Login

Allowed Slack Workspace ¢

Allowed Slack Workspace Requester :

~ J Block webex Legin
Allowed Webex Domain: *
(If l=ft blank all Login will be allowed)

- D Block Zoom Legin
Allowed Zoom Email Account/Domain: *
(If left blank all Login will be zllowed)

Allowed Zoom Account ID: *
(If left blank all Account ID will be allowed)

- D Block WeTransfer Login

Allowed WeTransfer Email
Account/Domain: *

(If left blank all Login will be zllowed)

[ Block AutoDesk

Alluwed AuluDesk Email
Account/Domain: *

(If l=ft blank all Login will be zllowed)

= (O Block BitBucket

Allowed BitBucket Email
Account/Domain: *

(If l=ft blank all Login will be allowed)

Default || Advanced Setting || oK |[ cancel
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Block Gmail
Select this checkbox to block the personal Gmail account.

o Allowed Corporate Gmail Account: Enter the corporate email id to be allowed.

Block Outlook
Select this checkbox to block the personal Microsoft Outlook account.

e Allowed Corporate Microsoft Outlook Account: Enter the Microsoft Outlook account
email id to be allowed.

e Allowed Corporate Microsoft Outlook Tenant ID: Enter the Microsoft Outlook Tenant id
to be allowed.

Block Dropbox Login
Select this checkbox to block the Dropbox login.

e Allowed DropBox team name: Enter the team name of DropBox to be allowed.

Block Slack Login
Select this checkbox to block the Slack login.

o Allowed Slack Workspace: Enter the workspace email id to be allowed.
o Allowed Slack Workspace Requester: Enter the workspace requester’s email id to be
allowed.

Block Webex Login
Select this checkbox to block the Webex login.

e Allowed Webex domain: Enter a domain name to be allowed.

Block Zoom Login
Select this checkbox to block the zoom login.

e Allowed Zoom Email Account/Domain: Enter the zoom email id to be allowed.
e Allowed Zoom Account ID: Enter the account Id to be allowed.

Block WeTransfer Login
Select this checkbox to block the WeTransfer Login.

¢ Allowed WeTransfer Email Account/Domain: Enter the WeTransfer email id to be
allowed.

Block AutoDesk
Select this checkbox to block AutoDesk login.

e Allowed AutoDesk Email Account/Domain: Enter the Autodesk email id to be allowed.

Block BitBucket
Select this checkbox to block BitBucket login.

¢ Allowed BitBucket Email Account/Domain: Enter the BitBucket email id to be allowed.
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Disk Encryption

The Disk Encryption feature allows you to protect the data by encrypting particular folder or all the
drives in a client computer. A data from an encrypted folder or drives cannot be modified or
transferred to another location through any process.

EndPoint Security 4 Help

@ start ) stop

Application Control Device Control Device Encryption DLP

Attachment Control Content Control IM f Print Screen Sensitive File/Folder Protection
Clipboard Control File Activity Monitoring Workspace Apps [ Disk Encryption ]
Remote Access Software Control sync setting=

B D Enable Disk Encryption

| Default | | Advanced Setting || OK | | Cancel |

Select the checkbox Enable Disk Encryption to enable the configuration of Disk Encryption settings.

www.escanav.com
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Folder Encryption
This option allows you to encrypt particular folder(s) in a client computer. Enter the folder path in the
provided field to encrypt the same. All the data from these folders will be protected by EndPoint DLP.

Follow the steps mentioned below to encrypt the folder(s):

1. Inthe Disk Encryption window, select the checkbox Enable Disk Encryption.
2. Select the option Folder encryption.
3. Enter the folder path in the provided field in Encrypt Folders section.
4. Click on Add.
The folder will be added in the list below and will get encrypted.

All drive data encryption
Selecting this option will encrypt all the drives of a computer in order to protect the data from being
exploited.

Enable Encryption of File/Folder block transmission
This option allows you to whitelist the processes through which the data from encrypted files/folders
can be transmitted without encryption.

Follow the steps mentioned below to whitelist the processes:

1. Inthe Disk Encryption window, select the checkbox Enable Encryption of File/Folder
block transmission.

2. Enter the application name with extension in the provided field.

3. Click Add.
The process will be whitelisted for transmitting the encrypted data.

Encrypt for All File/Folders Admin
Select this checkbox to enable the encryption of all the files/folders for the Administrator profile of
particular computer.

0 e This option will encrypt only folders if Folder encryption option is selected.
NOTE | o If the All drive data encryption is selected, it will encrypt folders as well as files.

An 1SO 27001 Certified Company www.escanav.com



Remote Access Software
Organizations frequently use remote access software to perform specific tasks such as technical
support sessions, system configuration, and installing workspace applications. This tab allows you to

access the settings needed to define critical restrictions on the remote access software used on client
endpoints.

EndPoint Security E Help

® Start ) stop

Application Control Device Control Device Encryption DLP

Attachment Control Content Control IM { Print Screen Sensitive File/Folder Protection
Clipboard Control File Activity Monitoring Workspace Apps Disk Encryption
[ Remote Access Software ] Control sync settings

|| Block veN dlients {Block bypassing web-filtering and anonymizes your connection)

|_| pisable Windows booting in SafeMode
|| Turn off Android Debugging Bridge (Disconnect Android Devices for development mode changes)
| Block Anydesk Desktop Application

Default | | Advanced Setting || OK | | Cancel

These restrictions are essential to prevent endpoints from performing unauthorized activities initiated
by an intruder or any other user. You can set these restrictions as explained below:

Block VPN clients (Block bypassing web-filtering and anonymizes your connection)
It blocks VPN clients on endpoints so users cannot bypass web-filtering to access unauthorized
content.

Disable Windows booting in SafeMode
It restricts booting of Windows in SafeMode on an endpoint via remote session.

Turn off Android Debugging Bridge (Disconnect Android Devices for Development mode
changes)

It denies the user to access Android device in its Development mode to avoid the misuse of
Development mode features.

Block Anydesk Desktop Application

It prevents launching of Anydesk Desktop Application on an endpoint. Only corporate Anydesk
account will be allowed use.
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Control sync settings

Controlling sync settings in corporate network is essential for safeguarding data, maintaining network
performance, and ensuring compliance with security and privacy regulations. It enables organizations
to prevent unauthorized data sharing, protect user privacy, and optimize network resources.

EndPoint Security E Help

® start () Stop

Application Control Device Control Device Encryption DLP

Attachment Control Content Control IM / Print Screen Sensitive File/Folder Protection
Clipboard Control File Activity Monitoring Workspace Apps Disk Encryption

D Prevent Sync for Application/Browser/Password/Credentials

D Prevent File storage Sync on OneDrive
D Disable sharing page from Chrome/Edge using QR {quick response) Code
D Disable Wi-Fi passwaord/character view

[ Block Settings of Google Chrome

® Black chrome settings () Block all settings

- . Turn OM Restricted Mode for URL youtube.com

@ select Strict Restricted Mode filter (Most restrictive) ' Select Moderate Restricted Mode filter

Mote: By salecting any filker mode, one can't view/add comments on the videos being watched.

Screen lock if idle for ¢ \II Seconds

| Default | | Advanced Setting || oK || Cancel |

As an administrator or security team, you can provide greater network security by retaining control
over where and how data is accessed and synced. Below are the options you can configure:

Prevent Sync for Application/Browser/Password/Credentials
Select this checkbox to disable synchronization activity for application/browser/password/credentials
on a client endpoint.

Prevent File storage Sync on OneDrive
Select this checkbox to disable synchronization activity for storing files on OneDrive.

Disable sharing page from Chrome/Edge using QR (quick response) Code
Select this checkbox to disable the page sharing using QR Code from the browsers (Chrome and
Edge) installed on client machines.

Disable Wi-Fi password/character view
Select this checkbox to prevent viewing of Wi-Fi password/characters.
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Block Settings of Google Chrome
e Block chrome settings: Select this option to restrict users from accessing the Chrome
settings.
e Block all settings: Select this option to restrict users from configuring Chrome settings like
appearance and notifications settings.

Turn ON Restricted Mode for URL youtube.com

e Select Strict Restricted Mode filter (Most restrictive): It restricts adult videos that may
contain pornography, violence, nudity, and other videos that are sensitive in nature. It is
applicable for G Suite (corporate account) users.

e Select Moderate Restricted Mode filter: Select this option if you don’t want the restriction
to be extremely strict. This mode filters out less videos than the Strict restricted mode.

0 If any of the Youtube restriction modes is selected, users cannot view/add comments on
NOTE | the videos being watched.

The option Screen lock if idle for allows you to define auto screen lock time (in seconds) for client
computers. Define the value of seconds in provided field to enable this functionality.

Clicking Advanced Setting displays additional advanced settings.

-________________K

Advanced Setting

Name Value ‘

Allow Composite USE Device

Allow USB Modem

Enable Predefined USB Exclusion for Data Outflow

Enable CO/DVD Scanning

Enable USE Whitelisting option on prompt for eScan clients

Enable USB on Terminal Cliznt

Enable Domain Password for USE

Show System Files Execution Events

Allowr mounting of Imaging device

EBlock File Transfer from IM

Allow WIFI Network

Whitelistad WIFI SSID (Comma Separated)

Allovr Network Printer

Whitelisted Network Printer list{Comma Separated)

Dizable Print Screen

Allovwr eToken Devices

Include File Extension for File Activity Monitoring {e.g EXE}

[ ok |

Allow Composite USB Device (1 = Enable/0 = Disable)
Select this option to allow/block use of composite USB devices.
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Allow USB Modem (1 = Enable/0 = Disable)
Select this option to allow/block use of USB modem.

Enable Predefined USB Exclusion for Data Outflow (1 = Enable/0 = Disable)
Select this option to enable/disable use of predefined USB.

Enable CD/DVD Scanning (1 = Enable/0 = Disable)
Select this option enable/disable scanning of CD/DVD.

Enable USB Whitelisting option on prompt for eScan clients (1 = Enable/0 = Disable)
Select this option to enable/disable USB Whitelisting option on prompt for eScan clients.

Enable USB on Terminal Client (1 = Enable/0 = Disable)
Select this option to enable/disable USB on terminal client.

Enable Domain Password for USB (1 = Enable/0 = Disable)
Select this option to enable/disable domain password for USB.

Show System Files Execution Events (1 = Enable/0 = Disable)
Select this option allow/block system files execution events.

Allow mounting of Imaging device (1 = Enable/0 = Disable)
Select this option to allow/block mounting of imaging devices.

Block File Transfer from IM (1 = Enable/0 = Disable)
Select this option to allow/block file transfer from Instant Messengers.

Allow Wi-Fi Network (1 = Enable/0 = Disable)
Select this option to allow/block use of Wi-Fi networks.

Whitelisted WIFI SSID (Comma Separated)
Select this option to whitelist WIFI SSID. Enter the WIFI SSID in comma separated format.

Allow Network Printer (1 = Enable/0 = Disable)
Select this option to allow/block use of network printers.

Whitelisted Network Printer list (Comma Separated)
Select this option to whitelist network printer list. Enter the name of printers in comma separated
format.

Disable Print Screen (1 = Enable/0 = Disable)
Select this option to enable/disable use of printer screen.

Allow eToken Devices (1 = Enable/0 = Disable)
Select this option to allow/block use of eToken devices.

Include File Extension for File Activity Monitoring (e.g. EXE)
Select this option to include File Extension for File Activity Monitoring.

Exclude File Extension for File Activity Monitoring (e.g. EXE)
Select this option to exclude File Extension for File Activity Monitoring (e.g. EXE).

Auto Whitelist BitLocker encrypted USB Devices (1 = Enable/0 = Disable)
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Select this option to allow/block auto whitelist BitLocker encrypted USB devices.

Ask Password for whitelisted Devices only (1 = Enable/0 = Disable)
Select this option to allow/block ask password for whitelisted devices.

0 Click Default to apply default settings done during eScan installation. It loads and resets
NOTE | the values to the default settings.

Privacy Control

The Privacy Control module protects your confidential information from theft by deleting all the
temporary information stored on your computer. This module lets you use the Internet without leaving
any history or residual data on your hard drive. It erases details of sites and web pages you have
accessed while browsing.

Privacy Control E Help

General Advanced

—Scheduler Options

You can set o run this Tool Automatically at Various times. Select the times you would like Auto Erase to run from the
Options Below.

) Run at System Startup ) Run Everyday at @"

r—Auto Erase Options

|| clear Auto-Com plete Memary || clear Last Search Menu ) clear cache

] clear Last Run Menu ] clear Recent Documents ] clear cockies

Il clear Temporary Folders |l clear Favorites I clear Plugins
|| clzar Last Find Computer | clzar Cpen/Save Dialog Box History ) clear activex
|| clear 8rowser Address Bar History I Empty Recycle Bin ) clear Histary
Select All
Default | | oK || Cancel

This tab lets you specify the unwanted files created by web browsers or other installed software that
should be deleted. You can configure the following settings:

Scheduler Options

You can set the scheduler to run at specific times and erase private information, such as your
browsing history from your computer. The following settings are available in the Scheduler Options
section.

Run at System Startup
It auto executes the Privacy Control module and performs the desired auto-erase functions when the
computer starts up.
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Run Every day at
It auto-executes the Privacy Control module at specified times and performs the desired auto erase
functions. You can specify the time within the hours and minutes boxes.

Auto Erase Options

The browser stores traceable information of the websites that you have visited in certain folders. This
information can be viewed by others. eScan lets you remove all traces of websites that you have
visited. To do this, it auto detects the browsers that are installed on your computer. It then displays the
traceable component and default path where the temporary data is stored on your computer. You can
select the following options based on your requirements.

Clear Auto-Complete Memory

Auto Complete Memory refers to the suggested matches that appear when you enter text in the
Address bar, the Run dialog box, or forms in web pages. Hackers can use this information to monitor
your surfing habits. When you select this checkbox, Privacy Control clears all this information from
the computer.

Clear Last Run Menu
When you select this option, Privacy Control clears this information in the Run dialog box.

Clear Temporary Folders

When you select this option, Privacy Control clears files in the Temporary folder. This folder contains
temporary files installed or saved by software. Clearing this folder creates space on the hard drive of
the computer and boosts the performance of the computer.

Clear Last Find Computer
When you select this option, Privacy Control clears the name of the computer for which you searched
last.

Clear Browser Address Bar History
When you select this checkbox, Privacy Control clears the websites from the browser's address bar
history.

Clear Last Search Menu
When you select this option, Privacy Control clears the name of the objects that you last searched for
by using the Search Menu.

Clear Recent Documents
When you select this checkbox, Privacy Control clears the names of the objects found in Recent
Documents.

Clear Favorites
This checkbox clears Favorites added by the user in the computer.

Clear Open/Save Dialog Box History
When you select this checkbox, Privacy Control clears the links of all the opened and saved files.

Empty Recycle Bin
When you select this checkbox, Privacy Control clears the Recycle Bin. Use this option with caution
as it permanently clears the recycle bin.

Clear Cache
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When you select this checkbox, Privacy Control clears the Temporary Internet Files.

Clear Cookies
When you select this checkbox, Privacy Control clears the Cookies stored by websites in the
browser's cache.

Clear Plugins
When you select this checkbox, Privacy Control removes the browser plug-in.

Clear ActiveX
When you select this checkbox, Privacy Control clears the ActiveX controls.

Clear History
When you select this checkbox, Privacy Control clears the history of all the websites that you have
visited.

In addition to these options, the Auto Erase Options section has below option as well.

Select All/ Unselect All
Click this button to select/unselect all the auto erase options.

This tab lets you select unwanted or sensitive information stored in MS Office, other Windows files
and other locations that you need to clear.

Privacy Control E Help
Advanced
WS Office Windaws =
] ms word [ Temp files of Scan Disk Temp Files ) wWindows media player Play List
] ms Excel ) clipboard Data [ windows Madia Player History
] M5 powerbaint ] start Manu order Ristory
L Ms FrontPage [_) Registry Streams MRU {Most recently used)
L] M5 Accass [_J Application Leg
Select All
Default || oK Il Cancel |

MS Office
The most recently opened MS office files will be cleared if these options are selected.

Windows
The respective unwanted files like temp files will be cleared.

Others
The recent Windows media player playlist and its history will be cleared.

Select All/ Unselect All
Click this button to select/unselect all the options in Advanced tab.

9 Click Default to apply default settings, which are done during installation of eScan. It
NOTE | loads and resets the values to the default settings.
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Administrator Password

Administrator Password module lets you create and change password for administrative login of
eScan protection center, additionally allows to set the uninstallation password.

It also lets you keep the password as blank, wherein you can login to eScan protection center without
entering any password for read-only access or you can set a password for Login.

Add/Change Password E Help

_[ eScan Password TwoFactor Authentication

() set password @ glank password

Enter new Password

Confirm new Password

Password is case-sensitive

I_J use separate uninstall passwaord

Enter uninstall passwaord

Confirm uninstall password

Default || Advanced Setting || [o] 4 || Cancel |

There is also an option to set a uninstall password. An uninstallation password prevents personnel
from uninstalling eScan client from their endpoint. Upon selecting Uninstall option, eScan asks them
for uninstall password. To set an uninstall password, select checkbox Use separate uninstall
password.

9 Click Default to apply default settings done during eScan installation. It loads and resets
NOTE | the values to the default settings.

(requires additional license)
Your default system authentication (login/password) is Single-Factor Authentication which is
considered less secure as it may put your organization's data at high risk of compromise. The Two-
Factor Authentication, commonly known as 2FA, adds an extra layer of protection to your basic
system logon. The 2FA feature requires personnel to enter an additional passcode after entering the
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system login password. So, even if an unauthorized person knows your system credentials, the 2FA
feature secures a system against unauthorized access.

With the 2FA feature enabled, the system will be protected with basic system login and eScan 2FA.
After entering the system credentials, eScan Authentication screen will appear as shown in the below
image. The personnel will have to enter the 2FA passcode to access the system. A maximum of three
attempts are allowed to enter the correct passcode. If the 2FA login fails, the personnel will have to
wait for 30 seconds to log in again. Read about managing 2FA license.

To enable the Two-Factor Authentication feature, follow the steps given below:
1. Inthe eScan web console, go to Managed Computers.
2. Click Policy Templates > New Template.

0 You can enable the 2FA feature for existing Policy Templates by selecting a Policy
NOTE | Template and clicking Properties. Then, follow the steps given below.

3. Select Administrator Password checkbox and then click Edit.
4. Click Two-Factor Authentication tab.
Add/Change Password window appears.

Add/Change Passward E Help

Two-Factor Authentication ]

|| Enzhle Two-Factor Authentication

DR SafeMode Uszr Logon Unlack

Use eScan Administrator Password
Use Other Password
Use Online Twao-Factor Authentication

All Users Particular Users

Hote : Users can be added via Settings = Two-Factor Authentication = Users for 2FA option

| Default || Advanced Setting || K || Cancel |

5. Select the checkbox Enable Two-Factor Authentication.
The Two-Factor Authentication feature gets enabled.

Login Scenarios
The 2FA feature can be used for all the following login scenarios:

RDP
RDP stands for Remote Desktop Protocol. Whenever someone takes remote connection of a client's

system, the personnel will have to enter system login credentials and 2FA passcode to access the
system.

Safe Mode
After a system is booted in Safe Mode, the personnel will have to enter system login credentials and

2FA passcode to access the system.
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Local Logon
Whenever a system is powered on or restarted, the personnel will have to enter system login

credentials and 2FA passcode to access the system.

Unlock
Whenever a system is unlocked, the personnel will have to enter login credentials and 2FA passcode

to access the system.

Password Types

If the policy is applied to a group, the 2FA passcode will be same for all group members.
The 2FA passcode can also be set for specific computer(s).

You can use following all password types to log in:

Use eScan Administrator Password
You can use the existing eScan Administrator password for 2FA login. This password can be set in
eScan Password tab besides the Two-Factor Authentication tab.

Use Other Password
You can set a new password which can be combination of uppercase, lowercase, numbers, and special

characters.

Use Online Two-Factor Authentication
This option can be enabled for all users or for particular user according to the requirement.
To learn more about adding user and enabling the 2FA, click here.

NC?I’E Users can be added via Settings > Two-Factor Authentication > Users for 2FA option.

To use this feature, follow the steps given below:
1. Install the Authenticator app from Play Store for Android devices or App Store for iOS
devices.
2. Open the Authenticator app and tap Scan a barcode.
Select the checkbox Use Online Two-Factor Authentication.
4. Go to Managed Computers and below the top right corner, click QR code for 2FA.
A QR code appears.
5. Scan the onscreen QR code via the Authenticator app.
A Time-based One-Time Password (TOTP) appears on smart device.
Forward this TOTP to personnel for login.

w
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Clicking Advanced Setting displays Advance setting.
@

Advanced Setting

| Name Value |

Enable Automatic Download

Enable Manual Download

Enable Alternate Download

Set Alternate Download Interval(In Hours)

Disable download from Internat for Update Agents

Stop Auto change for download from Internet for Update Agents

Enable Download of AntiSpam update first on clients

Mo password for pause protection

Download Signature Updates from Internet and Policy from Primary Server

Change ICOM to eScan

Stop Patch Metification

Set IPOMNLY

Enable HTTPS Download -

[ ok |

Enable Automatic Download (1 = Enable/0 = Disable)
It lets you Enable/Disable Automatic download of Antivirus signature updates.

Enable Manual Download (1 = Enable/0 = Disable)
It lets you Enable/Disable Manual download of Antivirus signature updates.

Enable Alternate Download (1 = Enable/0 = Disable)
It lets you Enable/Disable download of signatures from eScan (Internet) if eScan Server is not
reachable.

Set Alternate Download Interval (In Hours)
It lets you define time interval to check for updates from eScan (Internet) and download it on
managed computers.

Disable download from Internet for Update Agents (1 = Enable/0 = Disable)
Selecting this option lets you disable Update Agents from downloading the virus signature from
internet.

Stop Auto change for download from Internet for Update Agents (1 = Enable/0 = Disable)

This option is used when an Update Agent didn't find the primary server to download virus signature,
then it tries to get virus signature from internet, so to stop Update Agent from downloading from
internet this option is to be set to 1(one).

Enable Download of Anti-Spam update first on clients (1 = Enable/0 = Disable)
Normally while updating a system for virus signatures, we first download the anti-virus signature and
then anti-spam signature. This option lets you first download Anti-spam updates on clients.

No password for pause protection
Selecting this option lets you pause the eScan protection without entering password.
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MWL (MicroWorld WinSock Layer)

eScan's "MicroWorld-WinSock Layer" (MWL) is a revolutionary concept in scanning Internet traffic
on a real-time basis. It has changed the way the world deals with Content Security threats. Unlike the
other products and technologies, MWL tackles a threat before it reaches your applications. MWL is
technically placed above the WinSock layer and acts as a "Transparent Gatekeeper" on the WinSock
layer of the operating system. All content passing through WinSock has to mandatorily pass through
MWL, where it is checked for any security violating data. If such data occurs, it is removed and the
clean data is passed on to the application.

MWL Inclusion List

The MWL Inclusion List contains the name of all executable files which will bind itself to
MWTSP.DLL. All other files are excluded.

MWL Inclusion List E Help

— Add
|_ltelnet.exe
Delate

msimn.exea
U Removeall |

|:| outlook.exe
D eudora.exs
|:| winpm-32.exe
D phoenix.exe
|:| thebat.exe
Djrew.e:-:e

|:| Ire.exsa

D inetinfo.exe A

| Default | | ok || Cancel

To add executable files to the Inclusion List,

1. Enter the executable file name and then click Add.
The executable file will be added to the Inclusion List.

To delete executable files from the Inclusion List, follow the steps given below:

1. Select executable files, and then click Delete.
A confirmation prompt appears.
2. Click OK.
The executable file will be deleted from the Inclusion List.
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To remove all executable files from the Inclusion List,

1. Click Remove All.
A confirmation prompt appears.
2. Click OK.
All executable files will be removed from the Inclusion List.

9 Click Default to apply default settings, done during eScan installation. It loads and resets
NOTE | the values to the default settings.

www.escanav.com
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MWL Exclusion List

The MWL (MicroWorld WinSock Layer) Exclusion List contains the name of all executable files
which will not bind itself to MWTSP.DLL.

MWL Exclusion List E Help
— Add
|_|IMETINFO.EXE

Delete
[JwHTTPDZ2.DLL T

[ ms-aDMIN.EXE
[ ms-sLAPD.EXE
[JTcpsves.ExE
[]swcHosT.EXE
[Jeserv.ExE

[ pownLOAD.EXE

(Jre.ExE

[ spooLER.EXE ~

| Default | | Ok || Cancel |

To add executable files to the Exclusion List,

1. Enter the executable file name and then click Add.
The executable file will be added to the Exclusion List.

To delete executable files from the Exclusion List,

1. Select the appropriate file checkbox, and then click Delete.
A confirmation prompt appears.

2. Click OK.
The executable file gets deleted from the Exclusion List.

To remove all executable files from the Exclusion List,

1. Click Remove All.
A confirmation prompt appears.
2. Click OK.
All executable files get removed from the Exclusion List.

0 Click Default to apply default settings, which are done during installation of eScan. It
NOTE | loads and resets the values to the default settings.
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Notifications and Events

Events tab lets you define the settings to allow/restrict clients from sending alert for following events:
* Executable Allowed

*  Website Allowed
By default, all events are selected.

Events E Help

I Events |

o not allow dient to send event for

Executable Allowed
WebSite Allovwed

| Default || Advanced Setting || Ok || Cancel |

0 Click Default to apply default settings, which are done during installation of eScan. It
NOTE | loads and resets the values to the default settings.

Clicking Advanced Setting displays Advance setting.

K

Advanced Setting

‘ Name ‘ Value |

Enable Caching of Unsent Events

Show 'Secured by eScan’ on startup

iml

Shew eScan Splash window

]I

Send Only Defined Event Ids

Enable Gaming Mode

Enable Caching of Unsent Events (1 = Enable/0= Disable)
It lets you Enable/Disable automatic caching of unsent events.

Show 'Secured by eScan’ on startup (1 = Enable/0= Disable)
It lets you Enable/Disable the display of 'Secured by eScan' at the startup of the computers.
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Show eScan Splash window (1 = Enable/0= Disable)
It lets you Enable/Disable display of eScan Splash Window.

Send Only Defined Event Ids

It lets you send only the defined events such as File Antivirus IDs, Mail Antivirus IDs, and more.

Enable Gaming Mode (1 = Enable/0 = Disable)
It lets you Enable/Disable the gaming mode on the computer.
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Schedule Update

The Schedule Update lets you schedule eScan database updates.

Schedule Update u Help
®' putomatic Download Schedule Download
Daily
Weekly Man Tue Wed Thu
Fn Sat Sun
Monthly 1 -
At 12:00 am @

| Default || Advanced Setting || Ok || Cancel |

The updates can be downloaded automatically with Automatic Download [Default] option.
-OR-

The updates can be downloaded on a schedule basis with Schedule Download option. Select intervals
and time basis as per your preferences.

Clicking Advanced Setting displays Advance setting.

K

Advanced Setting

‘Hame

[T |52t bandwidth limit for dewnload (in kb/zec)

| |Retry schedule download (Default retry interval is 15 minutes) 15

Set bandwidth limit for download (in kb/sec)
It lets you define bandwidth limit for download on managed computers.

Retry schedule download (Default retry interval is 15 minutes)

It lets you define time to retry for download updates (Default retry interval is 15 minutes) on managed
computers.
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Tools
The Tools lets you configure EBackup and Remote Monitoring Management (RMM) Settings.

Tools E Help

EBackup
i:+Add eI (=P Edit Backup Se:l l_] Delete Backup Set

Created On

([ # ) eBackup policy is not applicable for Policy Criteria Templates.

Ok | | Cancel

(requires additional license for Network storage)
Taking regular backup of your critical files stored on your computer is very important, as files may
get misplaced or damaged due to issues such as virus outbreak, modification by a ransomware or
another user. This feature of eScan allows you to take backup of your important files stored on your
computer such as documents, photos, media files, music files, contacts, and so on. It allows you to
schedule the backup process by creating tasks. The backed up data is stored in an encrypted format in
a folder secured by eScan's real-time protection. You can create Backup jobs by adding files, folders
to take a backup either manually or schedule the backup at a defined time or day.

With eBackup tab you can:
o Create, schedule, edit, and delete backup jobs as per requirement.
e Take a backup of specific folder(s)/file extension(s) on local endpoint, external drives or
network drive.
o Exclude specific folder(s)/file extension(s) from being backed up.
e Add specific file extensions to be backed up along with regular backup as per requirement.
e Save the backup data in external hard drive or local drive.
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To add a backup set, click Add Backup Set option. Following tabs are appears.

Job
This tab you can schedule the eBackup option.
Add Backup Set E Help
Job Backup Source and Exclusion Backup location
Active
Mame
|
— Scheduler
— Execute
@:‘ Once '::;' Waskly
:::‘ Hourly ':::' Monthly
O Daily () with system startup

— Datz z2nd tims

Day | Thursday hd Date | 07/08/2021 Time |4:57 PM

D Set Restore Password

Meote® : Password can be s=t only whilz adding new job.

| Save | | Cancel

Active
Select this option to set the configuring eBackup option as active.

Name
Enter a name for an eBackup task.

Scheduler
This option allows you to schedule the eBackup to repeat the process Once, Hourly, Daily, Weekly,
Monthly, or with system startup.

Date and time
This option allows you select the day, time, and date for running the scheduled eBackup task.

Set Restore Password
Select this option to set a password for restoring backup file on the computer.
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Backup Source and Exclusion
This tab allows to include and exclude the folder and files for backup.

Add Backup Set |4 Help
mj Backup Source and Exclusion
Backup Source
B |Folder Type
Edit
Folder Setting:
Add File Types for Backup File/Felder Exclusi
Office Documents Customize rAcd File/Folder
[ all Files ® Folder () Exclude by mask

Backup Source
Click on Add, to add the folder path for backup. Clicking Add, following window appears.

Enter Folder Path: | |

Office Documents L &l Files

Select whether you want to backup the offline documents or all files. Click Add.

o Click Delete, to delete the added folder path.
e Toremove all paths at a time, click Remove All.
e To modify, select folder and click Edit.

Folder Settings

e Add File Type for Backup: Select the type of files for backup. By default, Office Documents
option is selected.

File/Folder Exclusion
In this section, you can exclude a specific folder or a file format from getting backed up. You can add,
delete, and remove the files for the same.
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Backup Location
This tab allows to define the storage location for the backup created.

E Help

Add Backup Set

Job Backup Source and Exclusion Backup location ]

_[ Local/Network Google Drive DropBox OmeDrive

Store backup on Local/Network drive

— Loczl Drive Settings

Destinztion Path for Backed up Files. Uszerizme Paszward

WNete : Only Drive name or full UNC path is Allowed.
Eg: 1. "\
2. "\\152.168.0.96 \external| backup”

Local/Network
Administrator can save the backup set in the Local/Network Drive by providing the path of the drive

and Username and password for the network drive.

Network storage for backup set will be available in the trail period. To continue the use of
this feature user need to avail the license for the same.

o

NOTE | In case of system crash or hardware failure, user can recover the created data backup, so

storing the backup in the network drive, mapped drive, or NAS drive would be useful in
such scenarios.
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Google Drive
Administrator can save the backup set in the Google Drive by selecting the appropriate Gmail account
and password for the same.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

LocalfNetwork Google Drive DropBox OneDrive

D Store backup on Google Drive.

—Google drive settings

Select gmail account :
Refresh token :

Check Storage Login

Remowve gmail account @
Mark for deletion nmark
M £ U

*MNote: the selected email will be parmantly deleted only after saving the policy.

Mote: To store backup on the Google Drive, selsct the zppropriate Google account. If yvou have a Google account, click "Login®,
Additionally, the "Login" button also lets you creates an account if you want to use account other than your existing accounts,

Save | | Cancel |

To store backup on the Google Drive, select the appropriate Google account. If you
have a Google account, click "Login". Additionally, the "Login" button also lets you

NOTE . .
create an account if you want to use account other than your existing accounts.
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DropBox
Administrator can save the backup set in the DropBox by selecting the appropriate DropBox account
and password for the same.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local / Network Google Drive DropBox OneDrive

D Store backup on DropBox.

— DropBox settings

Select DropBox account @

Refresh token :

Check Storage Login

Remove dropbox account :

Mark for deletion Unmark

*MNote: the selected email will be parmantly deleted anly after saving the policy.

Ncte: To store backup on the DropBox, select the appropriate DropBox account. If you have a DropBox account, click "Login”. Additionally, the
Login" button also lets you create an account if you want to use account other than your existing accounts.

Save | | Cancel |

NOTE

To store backup on the DropBox, select the appropriate DropBox account. If you have a
DropBox account, click "Login". Additionally, the "Login" button also lets you create an
account if you want to use account other than your existing accounts.
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OneDrive
Administrator can save the backup set in the OneDrive by selecting the appropriate OneDrive account
and password for the same.

Add Backup Set E Help

Job Backup Source and Exclusion Backup location

Local /Network Google Drive DropBox OneDrive

| store backup on CneDrive.

— OneDrive Setting

Select OneDriva account @

Rafrash token !

Check Storage Login

Remove onedrive account

Mark for deletion Unmark

*MNote: the selected email will be permantly deleted only after saving the policy.

MNote: To store backup on the OneDrive, select the appropriate OneDrive account. If you have a CnaDrive account, click "Login', Additionally, the
Login" button also lets you create an account if you want to use account other than your existing accounts.

Sava | | Cancel |

0 To store backup on the OneDrive, select the appropriate OneDrive account. If you have
NOTE an OneDrive account, click "Login". Additionally, the "Login" button also lets you
create an account if you want to use account other than your existing accounts.

Add Backup Set
To create a Backup Set,
1. Go to Managed Computers.
2. Click Policy Templates > New Template.

You can add the backup set for existing Policy Templates by selecting a Policy Template
NOTE and then clicking Properties. Then, follow the steps given below:

w

Select Tools checkbox and then click Edit.

Click Add Backup Set.

Add Backup Set window appears.

In Job tab, enter a name.

In the Scheduler section, select a preferred interval for backup execution.

Click Backup Source and Exclusion tab and configure the same accordingly.
Click Backup Location tab, select the appropriate option to save the backup file.
Click Save.

The Backup Set will be created.

By default, Active option is selected. If Active option is not selected, a Backup Set will
NOTE | be created but eScan won't backup data.

E

© N U
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Edit Backup Set
To edit a Backup Set,

1. Select a Backup Set.

2. Click Edit Backup Set.

3. After making the necessary changes, click Save.
The Backup Set will be edited and saved.

Delete Backup Set
To delete a Backup Set,

1. Select a Backup Set.
2. Click Delete Backup Set.

A confirmation prompt appears.
3. Click OK.

The Backup Set will be deleted.

(requires additional license)
The RMM settings let you configure default connection settings for connecting to client computers.

Toaols E Help

EBackup RMM Settings

® Manual Start

) auto Start
) user Aczceptance Regquired

Show RMM Connaction alert

| Ok | | Cancel |

Manual Start [Default]: If this option is selected by default, client endpoint users have to manually
start the RMM service to establish a RMM connection.

Auto Start: If this option is selected, RMM service will be started automatically and all client
endpoints will be connected to your main eScan server.

User Acceptance Required: If this checkbox is selected, a pop-up appears on client endpoint for
RMM connection acceptance. If left unselected, pop-up doesn't appear and you get direct access to the
client endpoint.

Show RMM Connection Alert [Default]: If this checkbox is selected, a notification appears on
client endpoint informing about active RMM connection. If left unselected, notification doesn't appear
on client endpoint.

After making the necessary changes click OK.
Click Save.
The Policy Template gets saved.
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RMM - Manual Start
To take a remote connection by using Manual Start option,

1. Tell the client endpoint user to right-click the eScan Protection Center icon @ and click
Start eScanRMM.

' Open eScan Protection Center
L4 Pause Protection

Q, Scan My Computer
& Update Now

& View Current Network Activity
FD System Information

(= Virtual Keyboard

& eScan Remote Support
|m Start eScanRMM |

| @ About eScan

2. After the client endpoint user has clicked Start eScanRMM, select the target endpoint and
then click Client Action List > Connect to Client (RMM).
Following disclaimer appears.

Disclaimer

** The eScan RMM option is available for any number of devices
during trial period.Howewver, this option is not part of default eScan
Corporate License. To use eScan RMM during contract period
customer needs to purchase an Add-on License.

eScan RMM allows administrator to connect to the client system
using web browser It help administrator to see user(s) screen
and/or control user(s) computer remotely to offer precise assistance,
During trizal periocd Administratorget direct option connect to client by
selecting Connect to Client(RMM) option available under "Client
Action List". Once Administrator add the eScan RMM Add-on License
to console, Administrator get option to add Client({s]} toRMM license
and get option to connect client under "Client Action List".

| Accept | | Cancel |

o If you are using eScan product in Trial version, this disclaimer will appear each time
NOTE you are connecting to an endpoint via RMM feature.
A local server won't be part of RMM and can't be connected via RMM.

3. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window. (Google Chrome, Mozilla

Firefox, MS Edge, etc.)

www.escanav.com
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[ eScan Remote Access W) - Google Chrome PRSI R — =
cure |

Reconnect Disconnect De-Activate Screen Quality  Send Key Combo Hide
View Only Seftings

Following notification appears on client endpoint displaying IP address of RMM connecting
endpoint and connection 1D (If Show RMM Connection Alert option is selected).

RMM - Auto Start
If Auto Start option is selected, then client endpoints get automatically connected to your eScan
server.
1. Go to Managed Computers, select the target endpoint and then click Client Action List >
Connect to Client (RMM).
RMM disclaimer appears.
2. Read the disclaimer thoroughly and then click Accept.
Your default browser opens eScan Remote Access window (Google Chrome, Mozilla Firefox,
MS Edge, etc.)

After you are done performing an activity, click the Disconnect icon to end remote connection.

0 To get detailed information about RMM feature, click here.
NOTE
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DLP Discovery

The policy Data Discovery allows you to locate and manage sensitive data across an organization’s
network and endpoints. It scans and generates a detailed report of your sensitive data present in the
endpoints. This helps you take informed decisions regarding the same and ultimately mitigate risks
associated with data breaches. Configure the policy using below steps:

DLP Discovery Scan E Help
I Scheduler |
MNext start
D 1 1 12:00 every Monday 4 day{s) 18 hours 41 minutes
Clear All | | Add task Delete task Edit
| Default | | Save || Cancel |

1. Inthe DLP Discovery Scan window, click on Add task button to create new scanning job.

The Automatic DLP scan window opens

EHelp

Automatic DLP scan

Job Analysis extent Content Schedule

Name Active

Start Type
® start in fareground Allows user to cancel scan

) Startin background

2. Under the Job tab, select the Active checkbox to enable the job status and ensure execution
according to the defined schedule(s). If left unchecked, the job will not be executed.

3. Enter the job name in the provided field.

www.escanav.com
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4. Under the Start Type section, select the option Start in foreground to initiate scanning in the
foreground or select Start in background to start scanning in background on a target
endpoint(s).

5. Select the checkbox Allow user to cancel scan if you want users to cancel the scan if

required.
Automatic DLP scan E Help

Scan local hard drives

Scan System Drive
Scan Data Drives

|_| scan network drives

Cancel

[ ]
u
m

6. Under the Analysis extent tab, select target locations for scanning from system drive, data
drives, or network drives.

Auvtomatic DLP scan EHEIP

Job Analysis extent Content Schedule

[ 1Indian PAN Card

() 1ndian Passport

[l Indian Voter ID

[]  International Bank Account Number (IBAN]

D American Express - Credit Card

[ Mastercard - Credit Card

[l Diners Club - Credit Card

(] RuPay - Credit Card -

7. Under the Content tab, select the content types you want to scan.
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Automatic DLP scan E Help

Job Analysis extent Content Schedule

— Execute
® once @] Weekhy
@] Hourly @] Monthly
) Daily ) with system startup

— Date and time

8. Under the Schedule tab, select the scan execution option from once, hourly, daily, weekly,
monthly, or with system startup.

9. Define the date and time for scanning to initiate.

10. Click on Save to save the policy.
DLP Discovery Scan window has below buttons apart from Add task button:

e Clear All: This removes all the jobs from the list.
o Delete task: This deletes the selected jobs from the list.

e Edit: This allows you to view and make changes in the existing jobs.

An 1SO 27001 Certified Company www escanav.com



An SO 2

Configuring eScan Policies for Linux and Mac
Computers

eScan lets you define settings for Endpoint Security, Administrator password and Schedule update
module for Linux and Mac computers connected to the network. Click Edit to configure the eScan
module settings for computers with respective operating systems.

Icons next to every module displays that the settings are valid for the respective operating
systems only.

0

NOTE | It lets you define settings for Scanning; you can also define action to be taken in case of

an infection. It also lets you define the number of days for which the logs should be kept
as well as create list for Masks, Files or Folders to be excluded from scanning.

Endpoint Security (&

The Endpoint Security module lets you centrally manage all endpoints on your network and closely
monitor all USB activities in real-time. With eScan USB control, you can prevent data theft by
blocking all except your trusted USB storage devices and stop your files from being taken away on
thumb drives, iPod, mp3 players and portable USB hard drives. Allows to monitor and detect the
modifications in the files using File Integrity Monitor feature.

The Application Control tab allows to block the execution of application or package on Linux
computers.

Endpoint Security E Help

® Start ) Stop

— |_| Enable Application Contrel a

Enter Application/Package to Block

List of Blocksd Applications/Packages

T, -

Delete

Remaowve All

| Default || Advanced Setting || O || Cancel |

Start/Stop: It lets you enable or disable Endpoint Security module. Click the appropriate option.

Enable Application Control
Select this checkbox to enable the Application Control feature.
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Enter Application/Package to block

Enter the application or package name to add them in the list of application/packages blocked. Click
Add. The application will be blocked.

To delete the application/package, select the specific app/package name and click Delete.

To delete all the application from the list, click Remove All.

The Device Control tab helps to allow/block the USB/CD/DVD access on Linux and Mac systems.

Endpoint Security E Help

@ start O stop

Application Control Device Control File Integrity Monitor

-AE

~ (J Enable Device Control

USE Control
Allow All Block All Azl Password
Use Escan Administrator Password

Use Other Password

r Blacklist
Elock Blacklisted USBE Davices
Add
Edit
Delete
Remaoved
Print
Maonitor to USB a Autoscan to USE
—CD / DVD Settings a
) Black €0 / DVD ) Read Only - €0 / DVD (J pisable

| Default || Advanced Setfing || oK || Cancel

Enable Device Control
Select this checkbox to configure the Device Control settings.

USB Control
This option lets you to allow, block, or ask password for the USB device connected to the endpoint. It

has following options:
o Allow All: Select this option to allow all the connected USB devices.
e Block All: Select this option to block all the connected USB devices.
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o Ask Password: Select this option to set password for the connected USB devices. This will
ask password before allowing USB devices to connect to the system. You can either set a
password or use the administrator password using options Use Other Password and Use
Escan Administrator Password respectively.

Blacklist
This option is enabled when you select Allow All option in USB Control section. This option lets you
to add USB devices to the Blacklist. Select the Block Blacklisted USB Devices checkbox to block all
the USB devices from the Blacklist. You can add, delete, and modify using the following options:
e Add
Click Add to blacklist the USB devices.
USB Blacklist window appears.

USBE whitelist

Client Date and

Device Name Host Name Description
Time

25/06/21

4:40:05 PM

Ok | cancel || custom |

e To blacklist the USB device, its details are required. If a USB device is connected to any
eScan installed endpoint, the USB details are sent to the server. The administrator will have to
manually whitelist the USB device.

e To manually add a USB device in USB Blacklist without connecting to an endpoint, click
Custom. Enter the USB Details and click OK.

USE Whitelist

Serizl No.

Device Name

Description

OK Cancel

e Edit: Click Edit to edit the details of the USB devices.

e Delete: Select the USB device and click Delete to remove the device from the list.
e Remove All: To remove all the USB devices from the list, click Remove All.

e Print: This will print all the USB devices in the list along with details for the same.

Whitelist
This option is enabled when you select Block All option in USB Control section. This option lets you
to add USB devices to the Whitelist. You can add, delete, and modify using the following options:
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Add
Click Add to whitelist USB devices.
USB Whitelist window appears.

USB Whitelist

Client Date and

Device Name Host Name Description
Time

— 25/06/21
[BREL ] Gatate g @ia USE Device W et 7
4:40:08 PM

oK | Cancel || Custom | Edit

To whitelist the USB device, its details are required. If a USB device is connected to any
eScan installed endpoint, the USB details are sent to the server. The administrator will have to
manually whitelist the USB device.

To manually add a USB device in USB Whitelist without connecting to an endpoint, click
Custom. Enter the USB Details and click OK.

USB Whitelist

Serial No.

Device Nama

Description

OK Cancel

Edit: Click Edit to edit the details of the USB devices.

Delete: Select the USB device and click Delete to remove the device from the list.
Remove All: To remove all the USB devices from the list, click Remove All.
Print: This will print all the USB devices in the list along with details for the same.

Monitor to USB
Select this checkbox to monitor all the connected USB devices to the endpoints.

Autoscan to USB
Select this option to auto-scan all the USB devices connected to the endpoints.

CD/DVD Settings
This option lets administrator to block, allow, and disable the CD/DVD. You have following options
to configure:

Block CD/DVD: This option block all the CD and DVD.
Read Only CD/DVD: This option allows user to only read the content CD and DVD.
Disable: This option disables all the CD and DVD.
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Cybercriminals are using malware and advanced methods to compromise the important system files,
folders, registries, and data in order to conduct cyber attacks. The File Integrity Monitor features
monitors and detects the changes in the any object of the Linux systems.

Endpoint Security E Help

@ start O stop

— [ Enable FIm a

File Integrity Check Alert Craate New Baseline ]

Enter Directory Name

| Default | | Ok | Cancel

Enable FIM
Select this checkbox to enable the File Integrity Monitoring.

e File Integrity Check Alert [Default]: This checkbox will check the file integrity and alert
the admin accordingly.

o Create New Baseline: This checkbox will create a baseline for the selected directories and
the FIM will begin monitoring changes for the selected directories.

Enter Directory Name
Enter the directory name to add it to the integrity monitoring. You can also select the directory name
from the pre-defined list in the below table to add them to monitoring.

To delete a specific directory from monitoring, select the directory, and click Delete.
To remove all the directory from monitoring, click Remove All.

9 Click Default to apply default settings, which are done during installation of eScan. It
NOTE | loads and resets the values to the default settings.
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Schedule Update (&)

This module lets you schedule the updates for Linux computers.

Schedule Update

E Help

) Automnatic Download

Start at 12:00 pm Every hours{s)
- @:‘ Schedule Download
@:‘ Once i Weekly
9 Hourly @] Monthly
" Daily

Date and time

Month:[1 v |Date:[1 w|[12:00 AM

(=3

| Default | | ok || Cancel |

The updates can be downloaded automatically with Automatic Download option.

OR

The updates can be downloaded on a schedule basis with Schedule Download option. Select intervals

and time basis as per your preferences.

0 Click Default to apply default settings, which are done during installation of eScan. It
NOTE | loads and resets the values to the default settings.
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Administrator Password (&)

Administrator Password lets you create and change password for administrative login of eScan
protection center for Linux computers. It also lets you keep the password as blank, wherein you can
login to eScan protection center without entering any password. It also lets you define uninstallation
password which will be required before uninstalling eScan Client from managed computers manually.
The user will not be able to uninstall eScan Client without entering uninstallation password.

Add/Change Password E Help

_[ eScan Password ]

() zet Passweord ® 5iznk password

Enter new Passwaord

Caonfirm new Password

Password is case-sensitive

I_J use separate uninstall password

Enter uninstall password

Confirm uninstall password

Default | | oK || Cancel

Set Password
Click this option, if you want to set password.

Blank Password

Click this option, if you do not want to set any password for login.

When you click this option, the Enter new Password and Confirm new Password fields become
unavailable.

Enter new Password
Enter the new password.

Confirm new Password
Re-enter the new password for confirmation.

Use separate uninstall password
Click this option, if you want to set password before uninstallation of eScan Client.

Enter uninstall Password
Enter the uninstallation password.
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Confirm uninstall Password
Re-enter the uninstallation password for confirmation.

After filling all fields, click OK.
The Password will be saved.

9 Click Default to apply default settings, which are done during installation of eScan. It
NOTE | loads and resets the values to the default settings.

Network Security 4)

Network Security module helps to set Firewall configuration to monitor all incoming and outgoing
network traffic and protect your computer from all types of network based attacks. It also prevents the
Reverse Shell Exploits and blocks the Port Scan. Enabling this features will prevents Zero-day attacks
and all other cyber threats.

Network Security a E Help
Firewall Reverse Shell Block Port Scan
@ allgw Al O Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

e o P
Allow Local Metwork 152,168,%.% 192.168.0.1-152.168.254.254 IP Range Trusted

Add IP Add IP Range

Enzble Trojan Rule

Default | | Save | | Cancel
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This tab is designed to monitor all incoming and outgoing network traffic and protect your endpoint
from all types of network based attacks. eScan includes a set of predefined access control rules that
you can remove or customize as per your requirements. These rules enforce a boundary between your
computer and the network. These rules include Zone Rules, Expert Rules, Trusted Media Access
Control (MAC) Address, and Local IP list.

Network Security a E Help
Firewall Reverse Shell Block Port Scan
O allow Al ® Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

[J [Allow Local Network 152,04 192. e -152.168 2% S5 1P Rangs Trusted

| Add IP || Add IP Range Modify Remove

] enable Trojan Ruls

| Default | | Save | | Cancel |

You can configure the following settings to be deployed to the eScan client systems.
Allow All — Clicking Allow All disables the eScan Firewall i.e. all the incoming and outgoing
network traffic will not be monitored/filtered.

Limited Filter — Clicking Limited Filter enables eScan Firewall in limited mode which will monitor
all incoming traffic only and will be allowed or blocked as per the conditions or rules defined in the
Firewall.

Interactive — Clicking Interactive enables eScan Firewall to monitor all the incoming and outgoing
network traffic and will be allowed or blocked as per the conditions or rules defined in the Firewall.

Following tabs are available:

e Zone Rule

e Expert Rule

e Trusted MAC Address
e Local IP List
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This is a set of network access rules to make the decision of allowing/blocking of the access to the
system. This will contain the source IP address or source Host name or IP range either to be allowed
or blocked. The following buttons are available for configuring zone rule:

e Add Host Name — This option lets you add a "host" in the zone rule. After clicking Add
Host Name, enter the HOST name of the system, select the zone (Trusted/Blocked) and enter
a name for the zone rule. Click OK to create the zone rule.

e Add IP —This option lets you add an IP address of a system to be added in the zone rule.
After clicking Add IP, enter the IP address of the system, select the zone (Trusted/Blocked)
and enter a name for the zone rule. Click OK to create the Zone Rule.

e Add IP Range — This option lets you add an IP range to be added in the zone rule. After
clicking Add IP Range, add the IP Range (i.e. a range of IP that the zone rules should be
applied), select the zone (Trusted/Blocked) and enter a name for the zone rule. Click OK to
create the zone rule.

¢ Modify — To modify/change any listed zone rule(s), select the zone rule to be modified and
then click Modify.

o Remove - To remove any listed zone rule(s), select the zone rule and then click Remove.

This tab lets you specify advanced rules and settings for the eScan firewall. You can configure expert
rules on the basis of the various rules, protocols, source IP address and port, destination IP address
and port, and ICMP types. You can create new expert rules.

Metwork Security ﬂ Help

Firewall Reverse Shall Block Port Scan

O allow & ® Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address Local IP List

Firewall Rule Rule Action Summary
|| |UDP Rule Permits UDP packets on Any Interface between "F
|_| |ARP packet exchange - For mapping IP address to a hardware {MAC) address Permits ARP packets on Any Interface

MetBios (LAN File Sharing) - Access files and folders on other computers, from your computer | Permits TCP and UDP packets on Any Interface be

NetBios (LAN File Sharing) - Access files and folders on my computer, from other computers |Blocks TCP and UDP packets on Any Interface bet

ICMP messages Permits ICMP packets on Any Interface between '

|| [1CMPVE messages Permits ICMPWE packets on Any Interface betwee
|_| |DHCP/BOGTP packet exchange Permits UDP packets on Any Interface between "¢
|_| |FTP Contral - For dewnloading and uploading files Permits TCP packets on Any Interface between "h +
»
| Add Modify Remeve shift up Shift down
Enable Disabla

|| Enzble Trojan Rule

Default | | Save | | Cancel

However, configure these rules only if you are familiar with firewalls and networking protocols.
* Source IP Address/Host Name
* Source Port Number
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* Destination IP Address/Host Name
* Destination Port Number

The following buttons are available to configure an Expert Rule:
1. Add - Click Add to create a new Expert Rule. In the Add Firewall Rule Window:

ladd Firewall Rule

General Source Destination Advanced

—Rule Mame

—Rule Actian

® permit packet Q Deny Packst

— Protocol

[ TCP and UDE |

—&pply Rule on Interface

| Any Interface hd |

General tab
In this section, specify the Rule settings:

Rule Name — Provide a name to the Rule.
Rule Action — Action to be taken, whether to Permit Packet or Deny Packet.
Protocol — Select the network protocol (e.g. TCP, UDP, ARP) on which the Rule will be applied.

Apply rule on Interface — Select the Network Interface on which the Rule will be applied.
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Source tab
In this section, specify/select the location from where the outgoing network traffic originates.

|Add Firewall Rule

General Source Destination Advanced

r—Source IP Address
':' My Computer
L) Host Name
O Single 1P Addrass
':' Whole IP Range
':' Any IP Address

® My Netwaork

—Source Port
':é:' Any
':' Single Port
':' Fort Range

) port List

OK | | Cancel |

Source IP Address:
My Computer — The rule will be applied for the outgoing traffic originating from your computer.

Host Name — The rule will be applied for the outgoing traffic originating from the computer as per
the host name specified.

Single IP Address — The rule will be applied for the outgoing traffic originating from the computer as
per the IP address specified.

Whole IP Range — To enable the rule on a group of computers in series, you can specify a range of IP
address. The rule will be applied for the outgoing traffic from the computer(s) which is within the
defined IP range.

Any IP Address — When this option is selected, the rule will be applied for the traffic originating
from ANY IP address.

Source Port:
Any — When this option is selected, the rule gets applied for outgoing traffic originating from any
port.

Single Port — When this option is selected, the rule gets applied for the outgoing traffic originating
from the specified/defined port.

Port Range — To enable the rule on a group of ports in series, you can specify a range of ports. The
rule will be applied for the outgoing traffic originating from the port which is within the defined range
of ports.

Port List — A list of port can be specified. The rule will be applied for the outgoing traffic originating
from the ports as per specified in the list.
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0 The rule will be applied when the selected Source IP Address and Source Port matches
NOTE | together.

Destination tab
In this section, specify/select the location of the computer where the incoming network traffic is
destined.

|add Firewall Rule

General Source Destination Advanced

r— Destination IP Address
':' My Computer

':' Host Mame

':' Single IP Address
':' Whale IP Range
'::::' Any IP Address

=
® My Network

— Destination Port
'@:' Any
':' Single Port
':' Port Range

() part List

QK || Cancel |

Destination IP Address:
My Computer — The rule will be applied for the incoming traffic to your computer.

Host Name — The rule will be applied for the incoming traffic to the computer as per the host name
specified.

Single IP Address — The rule will be applied for the incoming traffic to the computer as per the IP
address specified.

Whole IP Range — To apply the rule on a group of computers in series, you can specify a range of IP
address. The rule will be applied for the incoming traffic to the computer(s) which is within the
defined IP range.

Any IP Address — When this option is selected, the rule will be applied for the incoming traffic to
ANY IP Addresses.

Destination IP Port:
Any — After selecting this option, the rule will be applied for the incoming traffic to ANY port.

Single Port — After selecting this option, the rule will be applied for the incoming traffic to the
specified/defined port.

Port Range — To enable the rule on a group of ports in series, you can specify a range of ports.

Port List — A list of port can be specified/added. The rule will be applied for incoming traffic
originating from the ports as per specified in the list.
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0 The rule will be applied when the selected Destination IP Address and Destination Port
NOTE | matches together.

Advanced tab
This tab contains advance setting for Expert Rule.

|Add Firewall Rule

General Source Destination Advanced

Enzble Advanced ICMP Procassing
—ICMP Type

R IE]

Destination Unreachable

Echo Reply (ping)

Echo Request (ping)

Information Reply

Information Request

Parameter Problem

Rediract

Source Quench

TTL Exceeded

E] The packet must be from/to a trusted MAC address

[l Leg information when this rule applies

QK | | Cancel |

Enable Advanced ICMP Processing - This is activated when the ICMP protocol is selected in the
General tab.

The packet must be from/to a trusted MAC address — When this option is selected, the rule will
only be applied on the MAC address defined/listed in the Trusted MAC Address tab.

Log information when this rule applies — This will enable to log information of the Rule when it is
implied.

Use the following buttons in this tab as and when required:

Modify — Clicking Modify lets you modify any Expert Rule.

Remove — Clicking Remove lets you delete a rule from the Expert Rule.

Shift Up and Shift Down— The UP and DOWN arrow button will enable to move the rules up or
down as required and will take precedence over the rule listed below it.

Enable Rule/Disable Rule — These buttons lets you enable or disable a particular selected rule from
the list.

This section contains the information of the MAC address of the system. A MAC address is a
hardware address that uniquely identifies each node of a network. The Trusted MAC address list will
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be checked along with the Expert Rule only when "The packet must be from/to a trusted MAC
address" option is checked and the action will be as per specified in the rule. (Refer to the Advance
Tab of the Expert Rule). The following buttons are available to configure the Trusted Mac Address:

e Add - To add a MAC address click on this button. Enter the MAC address to be added in the
list for e.g. 00-13-50 = s

e Edit — To modify/change the MAC Address, click Edit.

e Remove — To delete the MAC Address, click Remove.

e Clear All — To delete the entire listed MAC Address, click Clear All.

This section contains a list of Local IP addresses.

Network Security a

4 Help

Firewall Block Port Scan

O allow &l @ Limited Filter O Interactive Filter

Zone Rule Expert Rule Trusted MAC Address

Local IP List

FEE0:0000:0000:0000:0000:0000:0000:0000

192, st

127

0000:0000:0000:0000:0000:0000:0000:0001

Add Remove Clear all

|| £nzble Trojan Aule

| Default || Save || Cancel |

Add — To add a local IP address, click Add.
Remove — To remove a local IP address, click Remove.
Clear All — To clear all local IP addresses, click Clear All.

Enable Trojan Rule
Select this checkbox, to enable the Trojan Rule.
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This tab allows you to block the reverse shell attacks by blocking the script languages that the
attackers use to initiate remote shell connection with the networked endpoint.

MNetwork Security a E Help
FireWall Reverse Shell Block Port Scan
".::' Start '@' Stop

(1 Enable white List
bash Delate
python Removeh
perl -

|:| Enable Black List
apache Delete
apache2 Remaovahl
httpd

Default || Save ” Cancel |
Start/Stop

It allows you enable/disable Network Security module.
After enabling this, you can configure the following settings:

Enable White List
Select this checkbox to whitelist the trusted script languages, such as bash, Python, Perl, and more.
You can add and delete the script languages from whitelisting.

e Add: To add a script language, select the language and click Add.
o Delete: To delete a script language, select a language and click Delete.
e Remove All: To remove all the whitelisted script language, click Remove All.

Enable Black List
Select this checkbox to blacklist the untrusted and risky script languages.

e Add: To add a script language, select the language and click Add.
o Delete: To delete a script language, select a language and click Delete.
e Remove All: To remove all the blacklisted script language, click Remove All.
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This tab allows admin to configure the port scan option.

Network Security m E Help

FireWall Reverse Shell Block Port Scan

D Enzble Block Port Scan
Excluded IP(Port Scan) Add
Delete
Removesll
| Default | | Save || Cancel

Enable Block Port Scan
Select this checkbox to enable the port scan option. You can add and delete the IP addresses that need

to exclude from the port scan.
e Add: To add an IP, enter the IP address and click Add.
e Delete: To delete an IP, select the IP address and click Delete.
e Remove All: To remove all the excluded IP addresses, click Remove All.

Tools (&)
The Tools lets you configure Remote Monitoring Management (RMM) Settings on Linux based
systems.

The RMM settings let you configure default connection settings for connecting to client computers.

Tools E Help

RMM Settings

® Mznuzl start

() Auto Start
) uzer Acceptance Required

Show RMM Connection Alert

| 0k || Cancel |

Manual Start [Default]
If this option is selected, client endpoint users have to manually start the RMM service to establish a

RMM connection.
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Auto Start
If this option is selected, RMM service will be started automatically and all client endpoints will be

connected to your main eScan server.

User Acceptance Required
If this checkbox is selected, a pop-up appears on client endpoint for RMM connection acceptance. If

left unselected, pop-up doesn't appear and you get direct access to the client endpoint.

Show RMM Connection Alert [Default]
If this checkbox is selected, a notification appears on client endpoint informing about active RMM
connection. If left unselected, notification doesn't appear on client endpoint.

After making the necessary changes click OK.
Click Save.
The Policy Template gets saved.

Assigning Policy Template to a group

There are two ways to assign the policy template to group.

Method 1

To assign a Policy to a group,

1. Inthe Managed Computers screen, click Policy Templates.
Policy Templates window appears.
2. Inthe Policy Templates window, select a Policy Template.

Policy Templates : Refresh g Help

[+ New Template B B9 Properties W B8 Parent Policy Lj RSN B Assign to Group(s) | B Assign to Computer(s) il B Copy Template Export Ta %

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)

o Jun 19 2021 06:07:27 PM Junm 29 2021 01:01:42 PM

[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM T,

3. Click Assign to Group(s).
Assign template to group window appears.
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DRLL

Assign template to group E Help

—Select Group

[ D ﬁ Managed Computers

ok | | Cancel

4. Select the group(s) and then click OK.
The policy will be assigned to the selected group(s).

Method 2

To assign a Policy to the group,

1. Inthe Managed Computers folder tree, select a group.
2. Under the group, click Policy.
Policy pane appears on the right side.

[y Action List v | [|j) Client Action List v | B%" Policy Templates | B Policy Criteria Templates
Bl [§§ Managad Computers
ﬁ | Policy : Refresh E Help

: @ Group Tasks

B Ciient Computers (4) B Select Template

a Roaming Users

- Linux / Mac Assigned Template Date And Time of Assigned Template

.

Group Default Policy Jul 02 2021 11:24:52 AM

[0~ Select Criteria MR T | lj Remove |

[ =] Criteria to be set in case of conflict

] |Crileria Assigned Policy Template | Date And Time of Assigned Criteria

3. Inthe right pane, click Select Template.
New Policy window appears.
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Mew Policy E Help
Policy Template Selection
Group Default Policy .
Sh o 2=
-
| Select | | Cancel |

4. Select a policy template and then click Select.
The default Policy Template for group will be saved and updated.
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Assigning Policy Template to Computer(s)
To assign a policy template to computers,
1. Inthe Policy Templates window, select a Policy.

Policy Templates : Refresh E Help

E+ New Template B Properties |l B8 Parent Policy Lj REESN B Assign to Group(s) B Assign to Computer(s) B Copy Template ExportTa ¥

B | Name of Template Modified On Assigned to Group(s) Assigned to Computer(s)
. Jun 19 2021 06:07:27 PM Jun 29 2021 01:01:43 PM
[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM P, -

2. Click Assign to Computer(s).
Assign template to computer window appears.

Assign template to compute:

— Select Computer

& : Managed Computers

ok || Cancel

3. Click Managed Computers.
4. Select the computer(s) and then click OK.
The policy template will be assigned to the selected computers.

www.escanav.com
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Copy a Policy Template
To copy a Policy Template,
1. In the Policy Templates window, select a Policy.

Policy Templates

: Refresh E Help

B | Name of Template

D SAMPLES

Jun 15 2021 06:07:27 PM

Jun 29 2021 12:25:32 PM

Modified On
Jun 29 2021 01:01:42 PM

Jun 29 2021 12:25:32 PM

E+ New Template B Properties |l B8 Parent Policy Lj REESN B Assign to Group(s) B Assign to Computer(s) B Copy Template ExportTa

Assigned to Group(s)

Fnigias Smme

Assigned to Computer(s)

2. Click Copy Template.

New Template window appears displaying settings from the original template.
3. Enter a name for the template.
4. Make the necessary changes and then click Save.

The template will be copied.

Exporting a Policy Template report
To copy a Policy Template,

1. In the Policy Templates window, select a Policy.

Policy Templates

% Refresh g Help

B | Name of Template

D SAMPLES

Jun 19 2021 06:07:27 PM

Jun 23 2021 12:25:32 PM

Modified On
Jun 25 2021 01:01:43 PM

Jum 29 2021 12:25:32 PM

[+ New Template B B Properties W B8 Parent Policy Lj RSN B Assign to Group(s) | B Assign to Computer(s) il B Copy Template Export Ta %

Assigned to Group(s)

i

Assigned to Computer(s)

2. Click Export To.
3. Select the file format from the drop-down menu (HTML, PDF, and Excel).

The Policy template report will be generated.

Q Exported Successfully Click here to Open/Download

01 Certified Company
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Parent Policy

The Parent Policy lets you to implement a change in policy setting to multiple policies at the same
time. For example, if you want to make a policy change in a single module like File Anti-Virus in
multiple policies; you can do this all at a time using Parent Policy.

To configure Parent Policy, follow the steps given below:

1. Inthe Managed Computers screen, click Policy Templates.
Policy Templates window appears.
2. In the Policy Template window, click Parent Policy.

Policy Templates : Refresh E Help

[+ New Template B B Properties [ B8 Parent Policy Lj RSN B Assign to Group(s) [l B Assign to Computer(s) il B Copy Template ExportTa

B | Name of Template Assigned to Group(s) Assigned to Computer(s)

. Jum 19 2021 06:07:27 PM Jum 29 2021 01:01:43 PM

[ sampLes Jun 29 2021 12:25:32 PM Jun 29 2021 12:25:32 PM -, -

Properties (Parent Policy) window appears displaying all the policies.

j Policy Details ]

[wimdows | (UL
T
==
[_) web rovection E ) Endpaint Security Edit
Aszsign To Aszsign To
O Privacy Control E
Asszign To
T
==
O Administratar Password E O MwL Inclusion List Edit
Azzign To Azzign To

) mwL Exclusion List

':J Notifications B Events

Aszsign To Aszsign To
[ Schedule Updzts Edit ) Teals
As=ign To As=ign To
oK
3. Select and edit the required module according to your preferences.
4. Click Assign To drop-down and select the policies for which the parent policy changes

ertified

should be applied.

Company
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DIKLL
_ mm
=1
Web Protection
Azzign To Selact Policy -
Filter —
= |Erter Key Word | N
! Privacy | E
o Check All 3 Uncheck Al )
Assign To
= -
() oot
_ mm
=1
) Adminis
Assign To
[ MwL Exy

5. Click OK.
The Parent policy will be updated and changes will be applied to all the policies selected.

0 Before disabling a module in Parent Policy, ensure that policies are unchecked from
NOTE | Assign To drop-down.

01 Certified Company www.escanav.com



Policy Criteria Templates

This button allows to add policy criteria template based on the endpoints conditions.

Adding a Policy Criteria Template (AND condition)
To define Policy Criteria Template, follow the steps given below:

1. Inthe Managed Computers screen, click Policy Criteria Templates.
Policy Criteria screen appears.

: Refresh E Help

Policy Criteria

[+ New Criteria = 3'035rtias| Lj Delete Criteria | D Assign To |

B | Name of Criteria |Created On | Modified On Assigned to Group(s)

2. Click New Criteria.
Policy Criteria screen displays parameter for creation.

Policy Criteria E Help
Criteria Name: | |
Description:

P
— Conditions for criteria:
[FIEEER =) Edit | | [1] Delet=

3. Enter Name and Description for criteria.
4. Click Add drop-down.
5. Click Add AND Condition.

www.escanav.com
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Specify Criteria screen appears.

e -

Specify criteria Help

Type ! [ Computer IF Address |

® 1f the cliem computer has one of the IP addresses listed below

L If all of the IP addresses of the client computer are listed below

L} If the client computer does not have any of the addresszes listed below

— Condition

0 |In:-_e |Euntent |
Add Edit Delets
| Ok || Cancel |

6. Click the Type drop-down. It displays following options:
e Computer IP Address

e Management Server Connection
o Users
e Machine Name

Depending upon the option, the conditions and settings vary.

Computer IP Address

This option let you display list of computer IP address connected to client computer.

1. Select the appropriate condition.
2. Click Add.

Address window appears.

I

Address

Tvpe = [ Subnet Address |
IP Acdress
IP Range

Subnet Address :

[ |

Subner Mask :

Ok | | Cancel

D 27001 Certified Company
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3. Select the type of address from the drop-down list (HTML, PDF, and Excel). Enter the IP
address, if IP Address option is selected. Enter Start and End IP address, if IP Range option
is selected. Enter subnet address and mask, if Subnet Address option is selected.

4. Click OK.

The Policy Criteria Template for an IP Address will be saved.

Edit — Clicking Edit lets you edit the IP address of the policy template from the list.
Delete — Clicking Delete lets you delete the IP address of the policy template from the list.

Management Server Connection

It display the client computer connect to the management server.

Specify criteria E Help

Type : [I‘~1 znagement Server Connaction V]

@ 1f the client computer can connect to the management server

() If the cliznt computer can not connect to the management sarver

| Ok | | Cancel |

1. Select the appropriate condition.
2. Click OK.
The Policy Criteria Template for Management Server Connection will be saved.

Users
This option shows the list of username connected with client computer.
Specify criteria E Help
Type : | Users vl

@ 1f the client computer has one of the Username listed balow

— Condition

| Add || Add AD uszers | Edit Deleta

| ok I Cancel |

Adding Local Users

1. Toadd local users, click Add.
Username window appears.
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Username

Username : I| I

2. Enter a Username.
3. Click OK.
The local user will be added.

Adding Active Directory Users
To add Active Directory users, follow the steps given below:

1. Click Add AD Users.
Add Active Directory Users window appears.

User Accounts > Add Active Directory Users

Search Criteria

User's name™: | |

For Example: user or user®

Domain®: | |

AD 1P Address™: | |

AD Admin User nama™: | |

For Active Directory account: domainusername

AD Admin Password™: | |

Use SSL Auth.: [}

AdsPort®: [289 |

Search Results

Users Selected Users

II

| Ok | | Cancel | {*) Mandatory Fislds

2. Enter data in mandatory fields.
Click Search.
4. Search Results section displays a list of discovered users in Users list. Select a user and then

click Lz button to add the user to Selected Users list.

w
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Vice versa the added user can be moved from Selected Users to Users by cIicking|_‘|

button.
5. Click OK.
The Policy Criteria Template for Users will be saved.

Edit — Clicking Edit lets you edit user details of the policy template from the list.
Delete — Clicking Delete lets you delete user of the policy template from the list.

Machine Name

This option show list of machine name connected to the client computer.

Specify criteria E Help

Type : [Machine Name ]

P
® 1f the client computer has one of the machine name listed balow

— Condition

| ‘Had’line Name |

| Add | Deleta

| ok | | Cancel |

1. Click Add.
Select Computer screen appears displaying all managed computers.

Select Computer E Help
L i

— Select Computer

E| ﬁ Managed Computers

R R T —

""" ﬁ Roaming Usars

ﬁ Linux / Mac
ﬁ -
| add |

| Remove |

| =13 | | Cancel |

2. Select the computer(s) to be added under this criterion and click Add > OK.
The Policy Criteria Template for selected machines will be saved.

www.escanav.com
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Specify criteria E Help

Type : | Mzchine Name vl

® 1 the client computer has one of the machine name listed below

r— Condition
v |Machine Name
10864 =
| Add | | Delete |
| ok ” Cancel |

3. Select the Machine Name. This enable Delete button, click Delete to delete the selected

machine.
The machine will be deleted.

To modify the existing condition,

1. Select the Condition.

2. Click Edit.

3. Make required changes and click OK.
The condition will be updated.

To delete the condition,

4. Select the Condition.
5. Click Delete.
The condition will be deleted.

www.escanav.com
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Adding a Policy Criteria Template (OR condition)

To define Policy Criteria Template, follow the steps given below:

1. Inthe Managed Computers screen, click Policy Criteria Templates.
Policy Criteria screen appears.

-
Policy Criteria % Refresh E Help

[ New Criteria = 3'0:varties| Lj Delete Criteria | D Assign To |

B | MName of Criteria |Created On | Maodified On Assigned to Group(s)

2. Click New Criteria.
Policy Criteria screen displays parameter for creation.

Policy Criteria E Help

Criteria Name: | |

Description: ‘

— Conditions for criteria:

= Edit | | [T} Delete

Save Cloze

3. Enter Name and Description.
4. Click Add drop-down.
5. Click Add OR Conditions.

NOOTE Before creating OR Condition in policy criteria, ensure that AND Condition is created.
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Specify Criteria screen appears.

Specify criteria E Help
Type : |Cc|mputer 1P Address V|
® 1f the client computer has one of the IP addresses listed below
() 1f all of the IP addresses of the clisnt computer are listed below
) 1f the client computer does not have any of the addresses listed below
r— Condition
. ‘I'I[E ‘Cnntent ‘ -
b
4 3
Add Edit Delete
| ok || Cancel |

6. Click the Type drop-down. It displays following options:
e Computer IP Address
e Management Server Connection
e Users
e Machine Name
Depending upon the option, the conditions and settings vary. To learn more, click here.

Viewing Properties of a Policy Criteria template

To view the properties of a Policy Criteria Template, follow the steps given below:

1. Select a policy criteria template.
2. Click Properties.

-
Policy Criteria % Refresh [ Help

& New Criteria [l B Properties [N RIS AR ST [y Assign To ~

dess Jul 04:21:58 PM Jul £F #440 04:21:58 PM Group Default Palicy
Managed Computers

Policy Criteria window appears.
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Policy Criteria E Help

Criteria Name:

Description: A

— Conditions far criteria:

i s o e 6 oo

—. |If the cliznt computer has one of the IP addresses listed below
® - 1501880 o

[

3. Make the necessary changes and click Save.
The Policy Criteria template will be saved and updated.

Assigning a Policy Criteria template to Group

To assign policy criteria template, follow the steps given below:

1. Select a policy criteria template.
2. Click Assign To > Groups.

-
Palicy Criteria £ Refresh [ Help

[+ New Criteria Lj Delete Criteria iﬁl Assign To

e Jul 04:21:58 PM Jul 1% S0 D4:21:58 PM Group Default Policy
Mzanaged Computers

Assign Criteria to group window appears.
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Assign Criteria to group E
Group Default Palicy .
-

3. Select the policy template.
Assign Criteria to group window displays Managed Computers folder tree.

Assign Criteria to group E Help

rSelact Group

- ﬁ Managed Computers

ok | | Cancel

4. Select group and click Ok.
The Policy Criteria Template assigned to selected group.
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Assigning a Policy Criteria template to Computer

To assign policy criteria template, follow the steps given below:

1. Select a policy criteria template.
2. Click Assign To > Computers.

-
Palicy Criteria £ Refresh E Help

[Er MNew Criteria ll B% Properties Lj Delete Criteria ii' Assign To *

desn Jul 04:21:58 PM Jul £F $840 04:21:58 PM Group Default Policy
Managed Computers

Assign Criteria to computer window appears.

Assign Criteria to group E
Group Default Policy "
-

3. Select the policy template.
Assign Criteria to group window displays Managed Computers folder tree.
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Assign Criteria to group E Help

—Select Group

H- ﬁ Managed Computers

ok |

Cancel

4. Select computer and click Ok.
The Policy Criteria Template assigned to selected computer.

Deleting a Policy Criteria template

The Policy Criteria window displays to which group or computer the template is assigned in Assigned
to Group(s) or Assigned to Computer(s) column.

Ng'E It will not allow you to delete the criteria, If it is assigned to any group or computer.

To delete assigned policy criteria template, follow the steps given below:

1. Select a policy criteria template.
2. Click Assign To > Groups.

-
Policy Criteria % Refresh E Help

E New Criteria [l BV Properties L] Delete Criteria iﬂl Assign To
ame g eria £

ed O pdified O

deen Jul 04:21:58 PM Jul £ BHEL 04:21:58 PM Group Default Policy
Managed Computers

Assign Criteria to Group window appears.
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DIKLL
Assign Criteria to group E
Group Default Policy a
-

3. Click Group Policy Template > OK.
Assign Criteria to group window displays Managed Computers folder tree.

Assign Criteria to group E Help

—Select Group

G- ﬁ Mznaged Computers

ok | | Cancel

4. Uncheck the selected group.
5. Click OK.
The Policy Criteria Template will no longer be assigned to any group. This enables Delete

Criteria button.

C WWW,escanav.com
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DIKLL
-
Policy Criteria & Refresh [ Help
[+ New Criteria | BV Properties [l jii Delete Criteria [l [fj) Assign To
o eria eated O odified O
desites Jul 04:21:58 PM Jul £% #HE0 04:21:58 PM Group Default Policy
Managed Computers

6. Select the template.
7. Click Delete Criteria.
A confirmation window appears.

Policy Criteria

Do you want to delate selected policy criteria(s)?

| Ok | | Camcel

8. Click Ok.
The Policy Criteria Template will be deleted.
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Unmanaged Computers

To install eScan Client, define policies and tasks on the basis of group, it is necessary to move
computers to the created groups. You can move the computers from Unmanaged Computers to
desired groups created in the Managed Computers using the following sub modules:

o Network Computers

e IP Range

e Active Directory

o New Computers Found

Network Computers

This sub module displays a list of available networks. You can move the computers from the list of
computers present in the Network Computers using the following steps —

1. Inthe navigation panel, click Unmanaged Computers > Network Computers.

2. Click Microsoft Windows Network.

3. Select the WORKGROUP from where you want to move computers to the group created in
Managed Computers section.
A list of computers appears.

-
Network Computers <+ Refresh E Help

[y Action List ~ Refresh Client
.A“ Metwork Computers B |Computer Name ] eScan Status
s VMware Shared Folders -
O[] e Unknown status
#f# Microsoft Windows Network
| IZ' ACESu Azl NA Unknown status
- ¢f¢ WORKGROUP (81) =
: J Aot Unknown status
- gy Web Client Network =
[} |Z| ARSES-PC Unknown status
[ [ ctmmerwe Unknown status

4. Select the computer(s) you want to move to the desired group.
5. Click Action List > Move to Group.

Select Group window appears.
6. Click Managed Computers tree to view the groups.
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Select Group E Help

—Move Computer(s) to Group

" ﬁ Managed Computers

MNew Group || ok | | Cancel

7. Select the group where you wish to move the selected computer(s) and click OK.
The selected computer(s) will be moved to the group.

Creating a New Group from the Select Group
window

To create a new group from the Select Group window, follow the steps given below:

1. Inthe Select Group window, click Managed Computers > New Group.

Select Group E Help

—Move Computer(s) to Group

-- ﬁ Managed Computers

New Group ok | | Cancel

Creating New Group window appears.
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Creating New Group E Help

Create Mew Group

Mew Group Name || I

ok | | Cancel |

2. Enter a name for the group.
3. Click OK.
A new group will be created.

IP Range

The IP Range sub module lets you scan the desired IP address or range of IP address and add the
required computers to any of the managed groups. It also lets you add, search and delete an IP range.

IP Range

-
-+

Refresh Help|

Ep Action List » | [i Mew IP Range ] i Delete IP Range Search IP Range

#fs IP Range
- oy 192,168

-192.168,

#fs 152.168.

oty 192.168.8 #9-192.168.
-152.16¢

[ | oy 192.168.8 B%-192.165. 5

Adding New IP Range

To add an IP range, follow the steps given below:

1. Inthe IP range screen, click New IP Range.
Specify IP Range window appears.

D 27001 Certified Company
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Specify IP Range E Help

Starting IP Address™: || I . | | . | | . | |

Ending IP Addrass*: . . \:l . I:l

| oK || cancel | [*) Mandatory Fizlds

2. Enter the Starting and Ending IP address of the range.
3. Click OK.
The entered IP Range will be added.

Please enter the start and end IP address even if you want to search for single IP address,

9 both the entries will have the same IP address in such a case. The selected IP Range will
be added to the IP Range tree.

When you select the IP Range all computers present in that IP Range will be displayed on

the interface in the right.

NOTE

Other details like IP Address of the computer, its group, Protection status
(Unmanaged/Unknown/Protected/Not installed, Critical/Unknown); the table also displays Status of
all modules of eScan.

Moving an IP Range to a Group

To move an entire IP range to a group, follow the steps given below:

1. Select an IP range.
2. Select the checkbox next to Computer Name column.
3. Click Action List > Move to Group.
Select Group window appears.
4. Select the destination group.
5. Click OK.
The IP range will be moved to the specified group.

Deleting an IP Range

To delete an IP range, follow the steps given below:

1. Select an IP Range.
2. Click Delete IP Range.
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[y Action List = | i+ MNew IP Range | Jii Delete IP Range ::f.!"‘: Search IP Range

& s (ol
..... #ls P —————
..... ﬂ“
..... s Dﬂ‘éh-ﬁll-. RS
I:' ifj T 33 B el it
A confirmation prompt appears.
110443 says

Do you really want to delete selected IP Range(s)?

3. Click OK.

The IP range will be deleted.

Searching an IP Range

To search an IP range, follow the steps given below:

1. Inthe IP Range window, select an IP range.

Action List » | [+ New IP Range | @i Delete IP Range 33 Search Ip Range
[} [ [
o
ﬂ‘i T 33 = & 33 L
gl
& ] g FRE uE b
..... ”
O oy ~B as B g

2. Click on Search IP Range.
The window displays the list of computers from the selected IP Range.

## IP Range
i~ oy 192,168 4 Se-192,168,
s 150.168. -9z 08|
O
& 192,168 -192, 168

i Delete IP Range Search IP Range | Refresh Client |

Computer Name

COMFvs 192.168,
[ Eoimpezs 3 Tisbizazain g 192.166.8 S
ILE- T 192.188. “

Refreshing Client in IP Range

To refresh a client computer, follow the steps given below:

1. Inthe IP Range window, select an IP range.
The window displays the list of computers from the selected IP Range.
2. Select the computer name.
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[p Action List v | [ MNew IP Range | jii Delete IP Range Search IP Range frec

IP Address User name

¢l 1P Range

£ .
e 192,168 192,168, o oMb 152.165.0.88
#s 192,168, -192,184

[ MEshemests wiasmshas 192.168/4 S
& 192,168 192168 ||

O [vaime 192.168.4 4%

3. Click Refresh Client.
The client computer status will be refreshed.

I |
E Help

Client Status

02-01-2023 11:35:09 : Connecting to Computer.. SsEESSs
02-01-2023 11:25:05 : v connected to eScan RMT Agent, Port: 8038
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Active Directory

The Active Directory sub module lets you add computers from an Active Directory.

Adding from Active Directory

To add computers from Active Directory, follow the steps given below:

1. Click Unmanaged Computers > Active Directory.
2. Click Properties.

Active Directory

By rcion -

gig Active Directory

Properties window appears.

Properties

El Maodify | ﬁ Dalata |

|ﬁc|:i1|re Directory Domain Controller Address

3. Click Add.
Login Settings window appears.

Login Settings E Help

AD IP Address *:

User name *:

Passwaord *:

Confirm Password =:

§D

Use SSL Auth.:
AdsPort®: |
[ ok || cancal | {*] Mandatory Fizlds

4. Fill in the required Login Credentials and click OK.
The details including IP Addresses from active directory will be added instantly.

An 1SO 27001 Certified Company www escanav.com



WVOR

An SO 2

Properties EHEIP

Sl [ | Modify | T Delet=
]

Active Directory Domain Controller Address

4. Select the Active Directory and click OK.
The selected Active Directory will be added to the Active directory tree.
5. To view the details, click the Active Directory.

Active Directory

: Refresh E Help

[y Action List v | B3 Properties Refresh Client

El- ¢fy Active Directary eScan Status | Version | Last Connection (YYYY/MM/DD)

= 1) ol e ——— —

B s - O | ] tesbrosss Unknown status
- gty S

tf{ L g

- ot mchapiiges §amsioyiines

e —

iy WGy

A“ L ST RENSURE T _ S

S e SR Sa———

gty Db S

e

B

Moving Computers from an Active Directory

To move computers from an Active Directory, follow the steps given below:

1. Click an Active Directory.
2. Select the computers you want to move to other group.
3. Click Action List > Move to Group.
Select Group window appears.
4. Select the Group and Click OK.
The selected computers will be moved to the selected group.

New Computers Found

The New Computers Found sub module displays list of all new computers connected to the network.

With the Action List drop-down you can set Host Configuration, Move Computers to a Group, view
Properties and Refresh Client. You can also export the New Computers List to .xls file format.
After the computers are moved from Unmanaged Computers to groups under Managed Computers,
you can assign it tasks, Set host configuration, Manage Policies, Deploy/Upgrade Client or deploy a
Hotfix on all or any of the Managed Computer individually or in group.
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DIKLL
-
New Computers Found S Refresh [ Help
A i e

| 3

O = 192 Lk 02 Jul 2021 13:54:27 | Server Unknown status

O | [ 192 ik & 55 02 Jul 2021 13:54:45  Server Unknown status

O = 192 b & b4 02 Jul 2021 13:54:26 | Server Unknown status

O = 152,560 6 55 02 Jul 2021 13:54:28  Server Unknown status

O = 152 i 5 i 02 Jul 2021 13:54:27 | Server Unknawn status

(| 197, 5 6 1% 02 Jul 2021 13:54:28  Server Unknewn status

O = 152 i 02 Jul 2021 13:54:28 | Server Unknown status

O = 152 b & S5 02 Jul 2021 13:25:43 | Server Unknown status

O = 152 i * 02 Jul 2021 13:54:27 | Server Unknawn status

O = 152 b & 02 Jul 2021 13:54:127  Server Unknown status

O = 152 i 02 Jul 2021 13:54:27 | Server Unknawn status

O = 152, sk i e 02 Jul 2021 13:54:27  Server Unknown status

O = 192 b . 258 02 Jul 2021 13:54:46 | Server Unknown status

O = 192 sk e 02 Jul 2021 13:54:27  Server Unknown status -

3
[H] urmansged [&) protect=d [5] riot installed / Critical (3 unknown status

Filter Criteria

The Filter Criteria lets you filter new computers found according to date range.

[y Action List W | % Filter Criteria

Filtar Criteriz

Date Range

From (MM/DD/YYYY) 07/02/2021 :
To (MM/DDAYYYY) 07/02/2021 :

| Search | | Reset |

1. Select appropriate date in From and To fields.
2. Click Search.
A list of computers discovered by eScan in the date range will be displayed.

Action List

This drop-down provides following options:
e Set Host Configuration: To learn more, click here.
e Deploy/Upgrade Client: To learn more, click here.
¢ Move to Group: To learn more, click here.
e Refresh Client: To learn more, click here.
o Export to Excel: This option lets you to export the status of particular system into Excel
reports.
e Properties: To learn more, click here.
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Report Templates

The Report Templates module lets you create template and schedule them according to your
preferences. The module also consists of pre-loaded templates according to which the report can be
created and scheduled.

5 - i
Report Templates upropertles - Refresh u Help

[+ New Template ig| Create Schedule ¥ Properties ;i Delete

Web Protection Report 5 a

J

| Application Control Report = a

| Attachment Control Report S

| Content Control Report S@
=AE

| Group Summary Report g a ‘
| ' Hardware Report @ a K

| Software Report Bl a g

| | File Activity Report S

c
0
o
0
o
3
T
a
0
i
el
o
-+

O ICH O IC]

| Asset Changes (Software) Report g8 a ‘

o'
b
il
o
g
3
3
w
2
i
bl
g ¢
+
n
aB
B
[3

|_| File Integrity Report a

| Application Access Report gR

| | Session Activity Report S

[[J Attachment Allowed Report g&
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Creating a Report Template
To create a Report Template, follow the steps given below:
1. In the navigation panel, click Report Templates.
2. Click New Template.
New Template screen appears.
New Template EHEIP

Report Templates >New Template

New Template Name : [ Mew Template |

Report Template

r—Report Type
=4 =
@ web protection Report SE a ) USB Control Report 5§ a 4
) Group Summary Report 58 nE ) Application Control Report 58
O Hardware Report 25 M) & () Attachment Control Report 28
) Asset Changes (Hardware) Report g8 a '8 ) Software Report g8 a g
O File Integrity Report a O File Activity Report B
) eBackup Report | a E ) asset Changes (Software) Report S a g
) Attachment Allowed Report 25 ) & Q) Top 10 Summary Report 58 A &
'/ Content Control Report Z8 a ‘, ) Application Access Report g8
) Session Activity Report Sl

Report Period & Sort By

r—Date Options

@ Today ) This Week
Y () This Year
{_/ This Month -
& o () previous Day
') Since Installed -
= O
O Last Month ~: DateiRande
—Sort By
® pat= O websites
() Computer _) Action Taken
| Save || Cancel | (*) Mandatory Fislds

3. Enter a name for report template.
4. Select a Report Type.
Depending upon the report type, the additional setting varies.
5. After making the necessary selections/filling data, click Save.
The template will be created according to your preferences.

Creating Schedule for a Report Template

The Report Template module lets you create a new schedule for the report templates. To learn more,
click here.

Viewing Properties of a Report Template
To view the properties of Report Template, follow the steps given below:

1. Select the Report Template whose properties you want to view.
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2. Click Properties.
Properties screen appears.

Properties Help

Report Templates > Application Control Report Properties

_[ General Report Period & Sort By

— Report Nams

Report Name : Application Control Report

— Detailz
Selecrad Template Type: [ APPLICATION CONTROL REFORT |

Created: 12/ mmm=s 03:3% @ PM |
Modified: [o3 16:4 |

| Save ” Cancel

NOOTE Depending upon the Report Template enter, the Properties varies.

3. After making the necessary changes, click Save.
The Report Template's properties will be updated.

Deleting a Report Template
To delete a Report Template, follow the steps given below:

1. Select the template you want to delete.
2. Click Delete.

A confirmation prompt appears.
3. Click OK.

The Report Template will be deleted.

9 Default Report Templ nn | .
NOTE efault Report Templates cannot be deleted
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Report Scheduler

The Report Scheduler module lets you create schedule, update and run the task according to your

preferences.

Report Scheduler

: Refresh Help

Start Task gsults

|=F Properties

j Delete

& New Schedule | [y View & Create

B | Schedule Name
[ | Mew Report shaiesssiw. .com Manually Start View
() | New Report_1 sislbssssa com Manually Start View
':.' Mews Report_2 sl e cOM Manually Start View
To create a Schedule,
1. Inthe Report Scheduler screen, click New Schedule.
New Schedule screen appears.
Mew Schedule Help

Beport Scheduler = New Schedule

New Report Name :* | New Report_3

— Select 2 Template for creating 2 Repert

* D web Protection Report Bm

# Application Control Report 25

& 0 USE Contrel Report B a E
-0 Group Summary Report Sm a K
[ Hardwars Report S a B

+ [ sofrware Report S _a K

[ File Activity Report 58

[T 5ession Activity Report S

& O Application &ccess Report 2@

[0 psser Changes [Software) Report Sm

Ak v

2. Enter a name for new report schedule.

3. Inthe Settings section, select preferred report template.
4. In the Select Condition section, select a condition for groups or specific computers.
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~ Select Condition

® Genarats = Report for Groups

':_:' Generate a2 Report for a List of Computers

" |_| ﬁ Managed Computers

5. Inthe Send Report by email section, fill the required information to receive reports via

email.

Report Sender®: | prsflas Sasaie COM |

Report Recipient®: | | Add
priEfaiSsfass-aias COMm Delate

Mail Sarver IP Address: | 152, past |

Mail Server Port: |25 |

User Authentication: | |

Password Authentication: | |

* For Example: user@yourcompany.com

| HTML page ~ |

6. Select the preferred report format.
7. In Report Scheduling Settings section, make the necessary changes.
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| ® cnable Scheduler ) Manual Start ‘
@ paily
L Weekly Man Tue wed Thu
Fri Sat Sun

) Manthly

(O Last Day of Manth

®

Save Cancel

{*) Mandatory Fislds

8. Click Save.
New schedule will be created.
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Viewing Reports on Demand

To view a report or a set of reports immediately,

1. Click Report Scheduler > View & Create.
New Schedule screen appears.

New Schedule Help

Report Scheduler = New Schedule

— Select 2 Template for creating 2 Report

‘Web Protection Report S -

[+

&0 Application Control Report S

_| USBE Control Report B& _a E

[H
N

O Group Summary Report S _a K
! Hardware Repor: B _a E
= [ softwars Report Sm _a 8

Computer
Software Name
[ Eilz Activity Report 55

[ session Activity Report S

. -
+ Loplirgtins Oererggs Bonerry S8

— Select Condition

Ch Generate a Report for Groups

/' Generate a Report for 2 List of Computers

Select Target Groups

& [ Managed Compurers

| Creste Schedule || Camcel || Wiew | *IM

2. Select the Template options, the Condition and the Target Groups.
3. Click View.

A new window appears displaying the created report.

Clicking Create Schedule lets you create a new Schedule.
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Managing Existing Schedule

The Report Scheduler module lets you manage the existing schedules.

-
Report Scheduler « Refresh E Help

By startTask [E] Results | B Properties | jiii Delete il [+ New Schedule | [y View & Create

Schedule Name Report Recipient Scheduler Type

Meww Saspenrt P s s Bas i COM Autornatic Schaduler Wigws

Generating Task Report of a Schedule

To generate a task report, select the preferred report schedule name and then click Start Task.
A task window appears displaying the name of the report being generated.

Viewing Results of a Schedule

To see the results of a schedule and its time stamp, select the report schedule and then click Results.
Results screen appears.

Results{New Report) E Help
Report Scheduler =Results

Status | Time |
Complatad 7772021 1:35:05 PM

Complated 7/7/2021 1:21:47 PM

Completad 772021 1:17:39 FM

Completad 772021 1:12:01 PM

Complatad 7772021 1:08:25 FM

Completad 7772021 1:02:29 PM

Completad 77 2021 12:52:48 PM

Completad 772021 12:37:36 PM
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Viewing Properties of a Schedule

To view the properties of a schedule,

1. Select a schedule.
2. Click Properties.
Properties screen appears.

Properties E Help

Report Scheduler =Properties

General Schedule Settings Groups

Schadule Name = | T |
Craated: | 07/03/21 11:17:33 AM |
Status: |Task not performed yat |
| ok || Cancel | [*) Mandatory Fizlds

The properties screen displays general properties and lets you configure Schedule, Settings and
Groups settings.

Deleting a Schedule

To delete a report schedule,

1. Select a schedule.
2. Click Delete.
A confirmation prompt appears.

Report Scheduler

Do you want to Delete the Selected Task(s) 7

| ok | | Cancel

3. Click OK.
The schedule will be deleted.
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eScan Management Console maintains the record of all the events sent by the client computer.
Through the events & computers module, the administrator can monitor the Events and Computers;
this module lets you sort the computer with specific properties.
Events & Computers : Refresh EHEIP

iﬂl Settings iﬂl Edit Selection +
=- Events & Computers Events & Computers

-- Evants Status

: ﬁ Events Status
ﬁ Computers Selection

" Software/Hardware C Currlpu ter Selection

Software/Hardware Changes

o Infarmation 6 Critical

Events Status

The Event Status subfolder is divided into following sections:
e Recent
e Critical
e Information

Recent
The Recent section displays both Information and Critical events.

Critical &3

The Critical section displays Critical events and immediate attention.

For example, Virus detection, Monitor disabled.

The Critical events can be filtered on the basis of date range and the report can be exported in .xls
or .html format.

Information €
The Information section displays basic information events.
For example, Virus database update, Status.
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Computer Selection

The Computer Selection subfolder displays computers that fall under different categories. It lets you
select the computer and take the preferred action. You can also set the criteria for each section and
sort the computer accordingly.

-
Events & Computers % Refresh H Help

'|| Settings '|| Edit Selection -

i Ewents & Computers | Computer Selection

t- Events Status

Computers with the "Critical Status”

= Computers Selectior
"}, Computers with th 7! Secondary Server Status (Not Updated)

Secondary Server (||
p . ||| Tl Computers with the "Warning Status”
L Computers with Li -
L& Computers with th Mo eScan Antivirus Installed
L No eScan Antiviru

~ 'l Not Connected for 7 Not Connected for a long time
Ll Upd=te Agent Stat
- Software/Hardware || . Update Agent Status
b
@) Information €9 Critical

The Computer Selection subfolder consists following sections:
o Computers with the critical status
e Secondary Server Status (Not Updated)
e Computers with Live Status
e Computer with warning status
e No eScan Antivirus Installed
e Not connected for a long time
e Update Agent Status

Computers with the critical status
This section displays computers marked with Critical status.

Secondary Server Status (Not Updated)
A secondary server receives downloads from the primary server and further distributes to the client
computers. If the secondary server is not updated, it will be mentioned in the log.

Computers with Live status

This section displays whether the computers present in the network are online or offline.

To get the details of the specific computers' status, select Computers with Live Status option. This
will display the computers with default online status along with other details such as IP Address,
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Group, Description, and more. To display all the endpoints in the network, you can use filter options
that filters based on Status Type.

After selecting the computer from the list, you can choose System Action List drop-down option
from the top panel. This option allows you to perform specific set of actions on the selected endpoints.

)

NOTE | The @ symbol indicates that the endpoint is online and (%) symbol indicates that the
system is offline.

The required action can be performed only if the endpoint system is online.

The following actions can be performed on the online system according to the need of the user:
* Log off: This option will log off the system from the current user.
* Force Log off: This option will log off the current user forcefully.
* Lock Machine: This option will lock the system automatically.
* Shutdown Machine: This option will shut down the system.
* Force Shutdown Machine: This option will shut down the system forcefully.
* Restart Machine: This option will restart the system.
* Force Restart Machine: This option will restart the system forcefully.

* Hibernate Machine: This option will hibernate the system that will consume less power than
sleep mode and resumes back to the previous states when you start-up the system.

* Stand By Machine: This option will put the machine in the standby mode. The standby mode
is similar to as that of Hibernate mode.

Computers with warning status
This section displays computer with a warning status.

No eScan Antivirus installed
This section displays computers on which eScan is not installed.

Not connected for a long time
This section displays the computers which didn’t connect to the eScan server for the set duration.

Update Agent Status
This section displays the status of computers assigned as Update Agent.
The additional settings vary depending upon the Computer Status.
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Edit Selection

This drop-down menu allows to configure various option based on selected options. The following
options are present in the menu:

e Protection: This option displays the protection status of the selected computer.

Protection

E Help

Computers Status Critica

Monitor Disabled;Mot Scanned for a long time

| Close |

e Events: This option displays the events that were performed in the particular computer.

Events & Computers : Refrash EHelp
Recent Events (s 1-10of 822 page
User's name | Event Id Module Name | Description

€) 7/3/2021 12:52:35 e Filz Anti-Virus (10154) update s B ¢ #ies | Upd
o 7/3/2021 | 12:52:35 mme File Anti-Wirus (10740} winclient P s LT R . . 25
€ 7/z/2021 12:52:34 s Filz Anti-virus (10154) update e B T ¢ #ies | upd
o 7/3/2021 | 12:52:34 | e Filz Anti-Virus (10740} winclient L T T T S = w4 5B ki and mat 25c]
o FI3/2021 | 11:30:18 | e Filz Anti-wirus (10154) update tag va Harigfiaess iE Bl R p e SRS | Upd
o 7/3/2021 | 11:30:18 | e File Anti-Wirus (10740} winclient e e k] ey = g 4 BB wn 25c]
o 7732021 11:20:18 | e File Anti-Wirus (10740} winclient - SRR = 5t - ST eSc
o 7/3/2021  11:30:18 | ies File Anti-Wirus (10154} update g coipm faliatlames dpiiass il mpeiled PG 0 R pR R S pmie® Upd)
o 7/3/2021 | 10:30:14 | e File Anti-Wirus (10740}  winclient - i o] Thakay z w2 = SUCEE eSc;
o 7/3/2021 10:30:14  wsee File Anti-Virus (10154} update g s faaiasss saeas eeed st Soo HS i iR S emie® Upd

o Deploy/Upgrade Client: To learn about this option, click here.

e Check Connection: This option will verify if the client machine is online or offline.

Connecting to Computer...AN & (H
Connection : Successful

o Remove from Group: To learn about this option, click here.

e Connect to Client (RMM): To learn about this option, click here.

e Force Download: To learn about this option, click here.
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¢ Send Message: To learn about this option, click here.
e Check escan Port(s): To learn about this option, click here.
o Properties: To learn about this option, click here.

Software/Hardware Changes

This subfolder displays all software/ hardware changes that occurred on computers. It consists
following sections:

e Software Changes
e Hardware changes
e Existing System Info

Events & Computers : Refresh EHeIp

iﬁ! Settings iﬂ! Edit Selaction =
=- Events & Computers Software/Hardware Changes

-- Evants Status

) 'Ll,Sﬂﬂ'f.'arE Changes

" Computars Selection

: ;.

(= ﬁ Software/Hardwars Cl "Li,Hardware Changes
T_: Software Changes

o= T(I,Existing System Info
'1;_ Hardware Changes

..... T_: Existing System Infc
-- Date / Time Violations

o Information Q Critical

Software Changes
This section displays software changes i.e. installation, uninstallation or software upgrades.

Hardware changes

This section displays hardware changes that occurred on computers. For example, IP address. Hard
Disk, RAM etc.

Existing System Info
This section displays a computer's existing hardware information.
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Settings

You can define the Settings for Events, Computer Selection and Software/Hardware changes by
clicking on the Settings option and defining the desired settings using the tabs and options present on
the Events and Computer settings window.

Event Status

Basically, events are activities performed on client's computer.

E Help

Events & Computers Settings

Events Status Computer Selection Software fHardware Changes

— Events
SN
Mumber Of Records 1000

On the basis of severity, the events are categorized in to the following types:
e Recent: It displays both critical and information events that occurred recently on managed

client computers.
o Information: It displays all informative types of events, such as virus database update, status,

and so on.

Steps to define event status settings:
Perform the following steps to save the event status settings:

1. Select the appropriate Events Name.
2. Enter the number of events that you want to view in a list, in the Number of Records field.

3. Click Save.
The settings get saved.

www.escanav.com
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Computer Selection

Events & Computers Settings i.i Help

m Computer Selection Software/Hardware Changes

— Computers

Computers Status [ Computers with the "Critical Status” e

Check for eScan Not Installed

(N

Check for Mot Connected

System Mot Connected from more than

Number Of Records

days

Save Closs

The Computer Selection lets you select and save the computer status settings. This module lets you do
the following activities:

Critical Status: It displays a list of computers that are critical in status, as per the criteria's selected in
computer settings. Specify the following field details.
e Check for eScan Not Installed: Select this checkbox to view the list of client systems under
managed computers on which eScan has not been installed.
o Check for Not Connected: Select this checkbox to view the list of eScan client systems that
have not been communicated with eScan server.
e System Not Connected for more than: Enter the number of days from when the client
system has not been connected to eScan server.
o Number Of Records: Enter the number of client systems that you want to view in the list.

Secondary Server Status (Not Updated)
e Number Of Records: Enter the number of client systems that you want to view in the list.

Live Status
o Number Of Records: Enter the number of client systems that you want to view in the list.

Warning Status: It displays the list of systems which are warning in status, as per the criteria's
selected in computer settings. Specify the following field details:
o Check for Not Connected: Select this checkbox to view the list of eScan client systems that
have not been communicated with eScan server.
e System Not Connected for more than: Enter the number of days from when the client
system has not been connected to eScan server.
o Number Of Virus: Enter the number of viruses detected on client system.
e Number Of Records: Enter the number of client system that you want to view in the list.

No eScan Antivirus Installed: It displays the list of systems on which eScan has not been installed.
Specify the following field detail:

An 1SO 27001 Certified Company www.escanav.com



.L[.

e Number of Records: Enter the number of client system that you want to view in the list.

Not connected for a long time: It displays the list of systems which have not been connected to the
server from a long time. Specify the following field detail:
e System Not Connected from more than: Enter the number of days from when the system
has not been connected.
o Number of Records: Enter the number of client system that you want to view in the list.

Steps to define computer settings

To save the computer settings, follow the steps given below:

1. Click Computers Selection tab.

2. Select a type of status for which you want to set criteria, from the Computer status drop-
down.

3. Select the appropriate checkboxes, and then enter field details in the available fields. For
more information, refer [Types and criteria of computer status] section.

4. Click Save.
The settings will be saved.

Software/ Hardware Changes Setting

You can set these settings, if you want to get updates on any changes made in the software, hardware,
and to existing system.

Events & Computers Settings E Help
Events Status Computer Selection Software/Hardware Changes |
—Updates
Software/Hardware Changes
Mumber Of Days days
Mumber Of Recards 1000

Save Close

The Software/ Hardware Changes enable you to do the following activities:
Type of Software/Hardware Changes

e Software changes

e Hardware changes

e Existing system info

To Change software/hardware settings, follow the steps given below:

1. Click the Software/Hardware Changes tab.
2. Specify the following field details.
e Software/Hardware Changes: Click the drop-down and select the changes made.
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o Number of Days: Enter the number of days, to view changes made within the

specified days.
e Number of Records: Enter the number of client systems that you want to view in the
list.
3. Click Save.

The settings get saved.

Existing system info: It displays the list of existing systems on which software/hardware changes
made for any module, as per the protection criteria's selected in computer settings. Specify the
following field details.

Number of Records: Enter the number of client system that you want to view in the list.

Performing an action for computer

To perform an action for a computer, follow the steps given below:

1. Select a computer.
2. Click Edit Selection drop-down. To learn more click here.
3. Click the preferred action.
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Tasks for Specific Computers

The Tasks for Specific Computers module lets you create a new task for computer(s) according to
your preferences.

-,
Tasks For Specific Computers < Refresh E Help

= Properties | Results | |__:[ Delete

‘ Task Name ‘ Completed | Schedule Type

Creating a task for specific computers

To create a task for specific computer(s), follow the steps given below:

1. Inthe navigation panel, click Tasks for Specific Computers.
2. Click New Task.
New Task Template form appears.

New Task Template [ Help

Tasks For Specific Computers >New Task Template

Task Name:* | MNews Task |

[_] web protection Status 25

Enabled
Disabled

(0 Endpoint Security Status 5 AL
Enabled
Disabled

[ Atternate Download Status [ ] a E
Enabled
Disabled

[ owe Discovery Scan B a E

—Type

|| system Folder 0 || scan network drives 0
|_| Scan Local Drives

|_| scan System Drive 0

(J Scan Data Drives [} ] a E

— Content

B Content list

Indian PAN Card

Jd

Indian Passport

Indian Voter ID

O

International Bank Account Number (IBAN}

O

American Express - Cradit Card

Mastercard - Credit Card

3. Enter a name for task.
4. In the Assigned Tasks section, select the modules to be run.
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5. For example, select DLP Discovery Scan module.

And then select target drives and content types for the scan.

7. Inthe Select Computers/Groups section, select the computers/groups on which the tasks
should be run and then click Add.

elect Computers/Groups

 Select Computers/ Group:

o

- ﬁ Managed Computers

Add

Remaove

8. Inthe Tasks Scheduling Settings section, configure the schedule settings.

ask Scheduling Settings

® Enzble Scheduler () Manual Start

1) Daily

) Weekl ¥ Mon Tue Wed Thu
Fri Sat Sun

) m onthly

@ at 12:00 pm

| Save || Cloze | {*] Mandatory Fizlds

9. Click Save.
The task will be saved and run for specific computers according to your preferences.
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Viewing Properties of a task

To view Properties of a task, select the task and click Properties.

New Task EHEIP

Tazsks For Spacific Computers > Properties

General Schedule Machines Settings
Tazk Nams | Ne. “a=
Task Creation Time: o7/ 04:32:27 PM
Status: Task not performed yet

Last Run:

Save Close

This section will have following tabs to configure:
e General: This tab will display details of the task created and provides details about the task
name, task creation time, status, and last run.
e Schedule: This tab allows to change the scheduler setting for the particular task.
e Machines: This tab allows to add or remove the endpoints added to the particular task.
e Settings: This tab allows to modify or select the modules to be run.

Ng'E To run a scheduled task manually, select the task and then click Start Task.

Viewing Results of a task

To view Results of a task, select the task and click Results.

Task Results (New Task) E Help

Tasks For Specific Computers = Task Results

Client Computers Date/Tims
ANLE m Managed Computers's sy - Mot Performed Yet
= e Managed Computers' » Mot Performed Yet

This option will provide the summary details about the task like clients computers, group to which
computers belong, status of the task, and more.
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Deleting a task for specific computers
To delete a task, follow the steps given below:

1. Inthe Tasks for Specific Computers screen, select the task you want to delete.

-

Tasks For Specific Computers -

Refresh E Help

Task Name Pending Completed Schedule Type
M - 2 o Automatic Scheduler Task Status
2. Click Delete.

A confirmation prompt appears.

Tasks For Specific Computers

Do you want to Delete the Selected Task(s) 7

| Ok Camcel

3. Click OK.
The task will be deleted.
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Asset Management

This module displays list of hardware configuration, software installed, software version number and
a software report for Microsoft software installed on Managed Computers. The Asset Management
module consists following tabs:

e Hardware Report

e Software Report

e Software License

e Software Report (Microsoft)

Hardware Report

The Hardware Report tab displays hardware configuration of all Managed Computers.

-
Asset Management £ Refrash E Help

Hardware Report Software Report Software License Software Report (Microsoft)

# Filter Criteria A Export Option

Computer Details 1-20f2 14{page 1 |of 1 ) Rows per page:
-

Computer Name u ss et Operating System Service Pack ion |OS Installed Date Internet Explorer | P

DESKTOP-LREZAHA QA 192.168.0.199  DESKTOP-LREZAHA‘\Administratar s 10 Home Edition 64-bit | Build 10586.164 Client:10.0 28 Aug 2020 1:09:36 IE:11.162.10586.0  Intel(R) Care(TH) i7-7700 ¢

QA-BHUSHAN Managed Computers  192.168.0.151 QA-BHUSHAN\QARAO Windows 7 Professional 64-bit  Build 7600.0 Client:6.1 30 May 2019 14:07:31 1F:8.0.7600.16385  Intel(R) Core(TM) i2 CPU 58

The tab displays following details of managed computers:
e Computer Name
e Group
o |P Address
o User name
e Operating System
e Service Pack
e OS Version
e OS Installed Date
e Internet Explorer
e Processor
e Motherboard
e RAM
e HDD
o Local MAC Adapter
o Wifi MAC [Adapter]
e USB MAC [Adapter]
e PC Identifying Number
e Motherboard Serial No
e Network Speed
e Disk Free Space
e PC Manufacturer
e PC Model
e MB Manufacturer
e Graphic Card Details
e Machine Type
e BitLocker Status
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e Software

To view the list of Software along with the installation dates, click View in Software column.

Filtering Hardware Report

To filter the Hardware Report as per your requirements, click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria #A  Export Option

r— Filter Criteria
Select Al #Add Asset Information
Computer Mame * - Internat Explorar | - | | Include % |
User's name |1 || Include vl Q5 Version |= ||1"“:|'-”:|E v|
Operating System |== | | Include Vl Processar | = | | Include % |
Motharboard |* || Include Vl Local Adapter |= ||I"“:I'-":IE V|
RAM [+ | [1nclude_~| Wifi Adapter [ |[1nclude_+]
Group |* ||I"“:|‘-“:IE Vl USBE Adapter |= ||I"“:|'-":|E V|
PC IdentifyingNumber |1 | | Include vl Motherboard Serial Mo | * | | Include W |
0s Type [= | [tnclude_+| HDD
1P Address |¥ || Include Vl 05 Installed Date

Sarvice Pack |* || Include vl Disk Free Space
PC Manufacturer |* | | Include vl FC Madel | ® | | Include ¥ |
MB Manufacturer |1 || Include vl Graphic Card Details |= ||1"“:|'-”:|E v|

Machine Type * - BitLocker Status
| Search | | Reset | C#) Wiew all Ttems

Select the parameters you want to be included in the filtered report.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Hardware Report will be filtered according to your preferences.

Reset all filter criteria in all field, click Reset.

Exporting Hardware Report

To export the Hardware Report, click Export Option.
Export Option field expands.

# Filter Criteria v Export Option

Export Option
( e O ror ®

Select the preferred option and then click Export.
A success message appears.

Q Exported Successfully Click here to Open/Download

ertified Company Www.escanav.com



W'(e

Click the link to open/download the file.

Software Report

The Software Report tab displays list of Software along with the number of computers on which they

are installed.

Asset Management

-
-

Refresh E Help

Hardware Report software Report

Software License

Software Report [Microsoft)

& Filter Criteria #  Export Option

Software Details
Software Name

Brave

Client Authentication Agent

Dropbox

1-10of 10 { page

of 1§

Computer Count
1

Rows per page: | 10 W

e5can Corporate - 360

eScan Corporate for Windows

Google Chrome

Microsoft SQL Server 2003 R2

Microsoft SQL Server 2008 R2 MNative Client
Microsoft SQL Server 2008 R2 Setup (English)

Microsoft SQL Server 2008 Setup Support Files

To view the computers on which the specific software is installed, click the numerical in Computer
Count Column.
Computer list window appears displaying following details:

»  Computer Name

*  Group

* IP Address

*  Operating System

»  Software Version

* Installed Date

Filtering Software Report

To filter Software Report, click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria A  Export Option

— Filtar Criteriz

Group By

Software Name |* | | Include w | —
® softveare Name

Computer Name * - —
‘. Computer Name

QS Type | * | | Include | ~
‘! Group

Search || Reset (%) Wisw All Ttams

Software Name

Entering the Software name displays suggestions. Select the appropriate software.
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Computer Name
Click the drop-down and select the preferred computer(s).

OS Type
Enter the OS type.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

Group By
The results can be grouped by Software name, Computer name or Group.
If Group option is selected, the report can be filtered for a specific group.

After entering data in all fields, click Search.
The Software Report will be filtered according to your preferences.

Reset all filter criteria in all field, click Reset.

Exporting Software Report

To export the Software Report, click Export Option.
Export Option field expands.

v Export Option

# Filter Criteria

— Export Option

O Excel ) epF @ L | Export | | Export Detailed Report

Select the preferred option and then click Export.
OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Software License

The Software License tab displays list of Software Licenses of managed computers.

-
Asset Management & Refresh [ Help

Hardware Report | Software Report Software License Software Report (Microsoft)

# Filter Criteria # Export Option

Microsoft Office Professional Plus 2010 1

Windows 10 Home Edition 64-bit 1

15|
L
i
i
o
[

Windows 7 Professional 64-bit 1

The log displays License Key, Software Name, and Computer Count.
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To see more details of the computer’s license key installed, click the numerical value in License Key
or Computer Count column.

Filtering Software License Report

To filter Software Report, click Filter Criteria field.
Filter Criteria field expands.

v Filter Criteria #A  Export Option

r— Filter Criteriz

Software License Key |* || Include V|

Software Name |* || Include V| Group By
Computer Name * - ’7 |:| Group
1P Addrazs | = | | Include |

OS Type [= |[1nclude w|

Search || Reset () Visw all Ttems

Software License Key
Entering the license key displays suggestions. Select the appropriate key.

Software Name
Entering the Software name displays suggestions. Select the appropriate software.

Computer Name
Click the drop-down and select the preferred computer(s).

IP Address
Entering the IP address displays suggestions. Select the appropriate IP address.

OS Type
Enter the OS type.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

Group By
If Group option is selected, the report can be filtered for a specific group.

After entering data in all fields, click Search.
The Software License Report will be filtered according to your preferences.

Reset all filter criteria in all the fields, click Reset.

Exporting Software License Report

To export the Software License Report, click Export Option.
Export Option field expands.
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Export Option
’7 ':::' Excel ':::' PDF '@:‘ HTML | Export | | Export Detziled Report | '|'|"|ndc|v.rs s Microsoft Office

Select whether you want report for Windows OS and Microsoft Office.
Select the preferred option and then click Export.

OR

To export a detailed report, select the preferred option and then click Export Detailed Report.

A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Software Report (Microsoft)

The Software Report (Microsoft) displays details of the Microsoft Software installed on the
computers.

-
Asset Management % Refresh E Help

Hardware Report Software Report Software License Software Report (Microsoft) ]

_[ Ms Office Software Report m

v Filter Criteria # Export Option

1-1afl { page 1 of 1 Rows per page: | 20 W
Software Name Computer Count
Microsoft Office Professional Plus 2010 1

The tab consists following subtabs:

MS Office Software Report — It displays Microsoft software hame and computer count.
Microsoft OS — It displays Operating System, Service Pack, OS version and computer count.

Filtering MS Office Software Report

To filter Software Report (Microsoft), click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria A  Export Dption

Filtar Criteria
. § R 5 Group By
Software Name Microsoft Office® -
[}
Computer Name * - ! Group
| Search || Reset 0= Wiew All Ttemns

Software Name
Entering the Software name displays suggestions. Select the appropriate software.

Computer Name
Click the drop-down and select the preferred computer(s).

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

Group By
If this option is selected, the report can be filtered for a specific group.

After entering data in all fields, click Search.
The Software Report (Microsoft) will be filtered according to your preferences.

Reset all filter criteria in all the fields, click Reset.
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Exporting MS Office Software Report

To export the Software Report (Microsoft), click Export Option.
Export Option field expands.

#  Filter Criteria ¥ Export Option

Export Option
’7 'Z::'," Excel 'I:'," POF (@) HTML | Export | | Export Detziled Report

Select the preferred option and then click Export.
OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Filtering Microsoft OS Report

To filter the Microsoft OS report, click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria M  Export Option

r— Filter Criteria

Operating System | * || Include V|
Group By

Computer Name * - -
g

Service Pack | * || Include V| — roup

OF Version |’= || Include V|

Search || Reset CF0 View all Ttems

Operating System
Entering the operating system name displays list of suggestions. Select the appropriate OS.

Computer Name
Click the drop-down and select the preferred computer(s).

Service Pack
Entering the service pack name displays list of suggestions. Select the appropriate Service Pack.

OS Version
Entering the OS version displays list of suggestions. Select the appropriate OS version.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

Group By
If Group option is selected, the report can be filtered for a specific group.
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After filling all the fields, click Search.
The Microsoft OS report will be filtered according to your preferences.

Reset all filter criteria in all the fields, click Reset.

Exporting Microsoft OS Report

To export the Microsoft OS Report, click Export Option.
Export Option field expands.

Export Options
’7'“2 Excel ) pDF i HTML | Export | | Export Detailed Report

Select the preferred option and then click Export.
OR

To export a detailed report, select the preferred option and then click Export Detailed Report.

A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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User Activity

The User Activity module lets you monitor Print, Session and File activities occurring on the client
computers. It also provides the reports of the running applications. It consists following sub modules:
e Print Activity
e Session Activity Report
o File Activity Report
o Application Access Report

Print Activity

The Print Activity sub module monitors and logs print commands sent by all computers. It also lets
you filter the logs on the basis of Computer name, Printer and Username. Furthermore, the module
lets you export a detailed print activity report in XLS, PDF, and HTML formats. The log report
generated consist information such as Print Date, Machine Name, IP Address, Username, Printer
Name, Document Name along with number of Copies and Pages.

- -
Print Activity [f) Settings & Refresh [ Help
#  Filter Criteria s  Export Option
1-1cf1 {page 1 of 1 } pl Rows per page: | 10 %

Printer Name

Viewing Print Activity Log
To view the Print log of a Printer, click its numerical value under Copies or Pages column.
Print Activity window appears displaying details.

Print Activity == NS S8 il . g ot 800 WSy

IMachine Name : *(Include) Export To: Export
1-5af5 {page 1 of 1 } ¢l Rows per page: m

Client Date Machine Name |IP Address Printer Name Document Name

05/08/21 4:22:02 PM Qa2 8 192, a4 QA SR Slsanaigior | Nt 2 08 e f 800 Wsios | Untitled - Notepad | 1
05/08/21 4:22:40 PM Qe &8 192. 5 4 Y Qe EER sBaossiigior  NFEed S 0 e ws midh wemi oy Untitled - Notepad 1
05/08/21 4:22:09 PM | Qm =8 152, sas 4 Qe 2= mpasgigior | N Untitled - Notepad 1
05/08/21 4:21:42 PM Qe Ess 192, sk 4 LG SRR aBenaitaior NEEBERG 3 0 ssssied mid i Untitled - Notepad 1
05/08/21 4:21:21 PM Q& = & 192, sas 4 Qm 3 mpocsegpior NHSmee 2 b g e mid v Untitled - Notepad 1

Exporting Print Activity Log
To export this generated log,

1. Click the Export to drop-down.
2. Select a preferred format.
3. Click Export.

A success message appears.
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Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Filtering Print Activity Log
To filter the print activity log, click Filter Criteria.
Filter criteria field expands.

' Filter Criteria #  Export Option

— Filtar Criteria

Computar Nams = - |’G"DUP By

Printer |’= || Include V| I\?_’I Printer

[
User nams |= || Include v| -/ Uszer nama

Date Range

From (MM/DD/YYYY) | 07/03/2021
To (MM/DD/YYYY) a7/03/2021

| Search || Reset | (=) Wiew All Itzms

Computer Name
Click the drop-down and select the preferred computer.

Printer
Enter the printer's name.

User Name
Enter the User's name.

Include/Exclude
Selecting Include/Exclude for a Machine or Printer lets you include or exclude it from the log.

Date Range
To search the log between specific dates, select Date Range checkbox. Afterwards, click the
calendar icon and select From and To dates.

After filling all fields, click Search.
The Print activity log will be filtered and generated according to your preferences.

Reset all filter criteria fields, click Reset.

Group By
To view results by specific printer, select Printer, Date Range and then click Search.
To view results by specific user name, select User name, Date Range and then click Search.

Exporting Print Activity Report
To export the generated log, click Export Option.
Export Option field expands.
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Export Option
’7 ) Exeel ) poF @ HaL | Export | | Export Detailed Report

Select the preferred option and then click Export.
OR

To export a detailed report, select the preferred option and then click Export Detailed Report.
A success message appears.

Q Exported Successfully Click here to Open/Download

Click the link to open/download the file.

Print Activity Settings

The Print Activity Settings lets you keep track of printers by adding them in a group and assigning it
an alias name. The printers can be added or removed from this alias group.
To configure Print Activity Settings,

1. Inthe Print Activity screen, at the top right corner, click Settings.
Printer Merge Setting window appears.

Printer Merge Setting

Alias Name

Alias List Frinter List

Add Remowe Add Remove

Caess Eaa(

Save

2. Enter name in Alias Name field.
Select printer(s) for the alias.
4. Click Add.
The printer(s) will be added to the alias.
5. Click Remove.
The printer(s) will be removed from the alias/printer list.
6. Click Save.
The Print Activity Settings will be saved.

w
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Session Activity Report

This sub module monitors and logs the session activity of the managed computers. It displays a report
of the Operation type, Date, Computer name, Group, IP address and event description. With this
report the administrator can trace the user Logon and Logoff activity along with remote sessions that
took place on all managed computers.

Viewing Session Activity Log
In the navigation panel, click User Activity > Session Activity Report.

The log displays list of session activities and type of operation performed. Options for Filtering or
Exporting the log in desired formats are also present on the same interface.

-
Session Activity Report & Refresh g Help
1-100f11 1 {page 1 |of 2 b bl Rows per page:
Operation Type Client Date Computer Name /Ip Description
User LogGn
Sassion LogOn 03/07/21 12:50:17 PM | WIkeiumist QR M 192, 5 4
User's namer Wik g ™ e
Usar LogQff
Sassion Logoff 03/07/21 10:55:49 AM | Wl it QR S 192, 5 54
User's namer WIN g™
Remots Session Disconnect  03/07/21 10:55:48 AM | WIN Ll Qk_TEam 192. i 48
Remote Session Connect
Usar's name: WIS ©
Remota Sassion Connact 03/07/21 10:55:47 AM | Wit QR SEam 192, i A48
Hame of Remota FC: WIN &40 w i R
1P of Remate PC1 192. bk 4 1%
Remots Session Disconnect  03/07/21 10:55:34 AM | WIN Laid Qn_"Eam 192. i 4
Remote Session Connect
Usar's name: WIS &
Remota Sassion Connact 03/07/21 10:55:33 AM | WINe i QRS 192, 4 44
Mame of Remote PC: WIN ESlanEsiuER
1P of Remote PC: 192. J 4 439
startup 03/07/21 10:43123 AM | Wik ESEANEERER Managed Computers | 192, i
User Logn
Sassion LogOn 03/07/21 10:43:09 AM | Wk EaNEEER Managed Computers 192,04 1 4%
Usar's namea: Wik S i s s r
Startup 03/07/21 10:42:13 AM | WINe /gt Qe M 192. i 48
Shut Down 02/07/21 10:37:44 AM W1k S=hiamasiugR Managed Computers 192, w4 459

Filtering Session Activity Log

To filter session activities, click Filter Criteria field.
Filter Criteria field expands.

% Filter Criteria #  Export Option

[~ Filter Criteria

Computer Name * - IP Address |" ||Inc|ude Vl
= v Group |‘ ||Z||Inc|ude V|

Operation Type

Description

Date Range

From (MM/DD/YYYY) 07/03/2021
Ta (MM/DD/YYYY) 07/03/2021

| search | | Reset | (=) View Al Itams

Filter Criteria lets you filter and generate the log according to your preferences. The checkbox
selected will be added as a column in the report.

Computer Name
Click the drop-down and select the preferred computers.
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Operation Type
Click the drop-down and select the preferred activities.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the log.

Description
Select this checkbox to display the description of the session in the report.

IP Address

Enter the IP address in this field.

Group

Enter the group's name or click El and select a group.
Date Range

To search the log between specific dates, select Date Range checkbox. Afterwards, click the
calendar icon and select From and To dates.

After filling all fields, click Search.
Reset all filter criteria fields, click Reset.

Exporting Session Activity Report

To export the generated log, click Export Option.
Export Option field expands.

M  Filter Criteria % Export Option

Export Option
’7 ) Excel ) pDF ® yrmL Expart

Select the preferred option and then click Export.
A success message appears.

@ Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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File Activity Report

The File Activity sub module displays a report of the files created, copied, modified, and deleted on
managed computers. The File Activity report will be generated when Record files copied is enabled in
endpoint security. Additionally in case of a misuse of any official files can be tracked down to the
user through the details captured in the report. Select and filter the report based on any of the details
captured.

Viewing File Activity Log
In the navigation panel, click User Activity > File Activity Report.

The log displays list of files and the type of operation performed on them. Options for Filtering or
Exporting the log in desired formats are also present on the same interface.

1-100f 51 144 page of & } ¥ Rows per page:
Client Date Computer Name /Tp File Action Type |Drive Type | Source File [}
6/15/2021 6:11:04 PM | PRASHANT-QA QR FEa | 192,488 6 05 | PRSI e adssEator | Copy Fixed Drive | C:\Usersh\Administrator| Sessiimsis sl 50 Sl ceoiist | C
6/15/2021 6:11:13 PM  PREEmst™ QR FERM 192,080 08  PRASEE GR SsssEsator | Modify Fixed Drive c:
6/19/2021 6:11:18 PM | PR " Qk_FEaM | 192, PRSI 8 dsssnEtator | Delets Fixed Drive [=
6/21/2021 11:17:06 AM | Wil QR FERM 102 MEAEE  WINGREIT Modify Fixed Drive [+
6/22/2021 11:04:10 AM | Wil Qe FEaM 192 8 AEE Wl - Delete Netwerk Drive \
6/22/2021 11:04:10 AM | Wilkeumiit® QR FERM 192 MEAEE  WinGRET e Delete Network Drive W
6/22/2021 11:04:10 AM | W . O _SEai 192 pes h8E W - Delete Network Drive W
6/22/2021 11:05:11 AM Wi i © Qa_SsaM 192, Wt it e Delete Network Drive W
6/23/2021 11:29:58 AM | W/ - Qk_SEaM 192 pes 8% W - N Create Fixed Drive NewiFile C:
6/23/2021 11133155 AM Wil * Qe_"TaM 192 a8 4% WhhOmin S ge Madify Fixxed Drive L=
Filtering File Activity Log
To filter file activities, click Filter Criteria field.
Filter Criteria field expands.
[~ Filter Criteria
Computer Name |x || Includs Vl 1P Address |x || Include Vl
User's name |= || Includs vl Group ‘,. || Include V|
File Action Type - - Drive Type * -
Sourcs File [ |[tncluge v Destinstion File [- |[tncluce v ]
Application |= || Includs vl
Date Range
From (MM/DD/YYYY)
To (MM/DD/YYYY)
(e ) [ree ) [
|:| Enable search by typing keywords on above fields [ Mote: By enabling this option page loading can get delayed )

Filter Criteria lets you filter and generate the log according to your preferences. The checkbox
selected will be added as a column in the report.

Computer Name

Click the drop-down and select the preferred computers.

Username
Enter the username of the computer.

File Action type

Click the drop-down and select a preferred file action.
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Source File
Enter the source file's name.

Application
Enter an application's name.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the log.

IP Address

Enter an IP address.

Group

Enter the group's name or click El and select a group.

Drive Type
Click the drop-down and select the drive type.

Destination File
Enter the file path.

Date Range
To search the log between specific dates, select Date Range checkbox. Afterwards, click the
calendar icon and select From and To dates.

After filling all fields, click Search.
Reset all filter criteria fields, click Reset.

This checkbox Enable search by typing keywords on above fields allows you to search by typing
keywords.

0 Select “Enable search by typing keywords on above fields” option page loading can
NOTE | get delayed.

Exporting File activity Report
To export the generated report, click Export Option.
Export Option field expands.

A Filter Criteria v Export Option

— Export Option

) Excel () poF ® yrmL Export

Select the preferred option and then click Export.
A success message appears.

@ Exported Successfully Click hers to Open/Download

Click the link to open/download the file.
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Application Access Report

The Application Access Report sub module gives the detailed view of all the applications accessed by
the computers in the Managed Computers.

Viewing Application Access Report

In the navigation panel, click User Activity > Application Access Report.
The log displays list of files and the type of operation performed on them. Options for Filtering or
Exporting the log in desired formats are also present on the same interface.

Application Activity Report & Refresh [ Help
1-00f9 page| 1 of 1 Rows per page:
Application Name Total Duration (DD:HH:MM:S5)
Dropbax 00:00:06:10
Google Chrome 00:04:04:12
Internet Explarer 00:04:20:22
Notepad 00:00:00:23
Ot Qtwebengineprocess 00:00:02:47
Remote Dasktop Connection 00:00:00:44
Secunia PSI Tray 00:02:22:45
Windows Command Processor 00:00:21:22
WordWeb 00:02:30:56

By clicking on the duration present under Total Duration (DD:HH:MM:SS) column, you will get
the details of the computer name accessed the app and duration.

Application Name == Dropbox

Export To: Export
1-1ofl page| 1 |of 1 Rows per page:

Computer Hame Total Duration (DD:HH:MM:55)

Wi+ 2= awass.zf BF 00:;13:50:41

Again, if you click on the duration, you will get detailed view of the app accessed by the computer
along with the date, time, and application path.

Computer List == Wik & & AR sWER

Export To: Export

1-1oft page| 1 | of 1 Rows per page:

Application Name |Start Time Total Duration {(DD:HH:MM:55) Application Path
AL exe 03/07/21 11:51:05 AM 05/07/21 12:05:14 PM 00:00:14:08 C:\Program Files\ s el s e exe
Close

You can export this report in various format such as PDF, CSV, and HTML.

50 27001 Certified Company www.escanav.com



WORLD

Filtering Application Access Report

To filter file activities, click Filter Criteria field.
Filter Criteria field expands.

v Filter Criteria # Export Options

—Filcer Criteria
Application Name |=c | Group By
- -
Computer Nams * - ‘?’ Application Name
IP Address |= “m‘ J Computer Name
Date Range
From [MM/DD/YYYY) D1/04/2023 |
To [MM/DD/YYYY) 01,/04/2023 ==
| Search | | Resst | *} View All Items

Filter Criteria lets you filter and generate the log according to your preferences. The checkbox
selected will be added as a column in the report.

Application Name
Entering the Application name displays suggestions. Select the appropriate application.

Computer Name
Click the drop-down and select the preferred computer(s).

IP Address
Enter the IP address in this field.

Include/Exclude
Selecting Include/Exclude for a parameter lets you include or exclude it from the log.

Group By
The results can be grouped by Application name or Computer name.

Date Range
To search the log between specific dates, select Date Range checkbox. Afterwards, click the calendar
icon and select From and To dates.

After entering data in all fields, click Search.
The Application Access Report will be filtered according to your preferences.

Reset all filter criteria fields, click Reset.

Exporting Application Access Report

To export the generated report, click Export Option.
Export Option field expands.

# Filter Criteria ¥ Export Option

Export Option
’7 ) Excel ) poF ® yrmL Export
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Select the preferred option and then click Export.
A success message appears.

e Exported Successfully Click here to Open/Download

Click the link to open/download the file.
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Notifications

This module lets you configure notifications for different actions/incidents that occur on the server.
The Notifications module consists following sub modules:

e Event Alert

e Unlicensed Move Alert
e New Computer Alert

e SMTP Settings

Event Alert

This sub module lets you enable email notifications about any event that occurs on the client
computers connected to the server.

Event Motification E Help

Events Alert Settings

I_! Enable email zlert Motification Configure SMTP Settings

Sawve Cancel

To enable the event alert,

1. Inthe navigation panel, click Notifications > Event Alert.
2. Select the checkbox Enable email alert Notification.
3. Select the checkbox Send Information only in subject line.
This checkbox enable after selecting enable email alert notification.
4. Select the events from the list for which you prefer an alert.

Events Alert Settings

Enable email zlert Notification Configure SMTP Settings
[0 send Information anly in subject line
— Select Event Ids
Select activities for which email alert is required
B [Eventid |Description
] 100 ESCAN_DUMMY_EVENT
O 1 MWAY_FOUND_MALWARE
[ MWAY_FOUND_VIRUS_AND_DELETED
O = MWAY_FOUND_VIRUS_AND_CLEANED
O a MWAY_FOUND_ADWARE
[ MWAY_FOUND_ERROR
[ MWAY_FOUND_VIRUS_AND_RENAMED
O = MWAY_FOUND_ADWARE_AND_DELETED
(] MWAY_LAST_COMPUTER_SCAN
O s MWAY_START
O 10 MWAY_SUMMARY
O so1 SCHED_MWAV_FOUND_MALWARE
[ | soz SCHED_MWAY_FOUND_VIRUS_AND_DELETED
[ soz SCHED_MWAV_FOUND_VIRUS_AND_CLEANED
[ | so4 SCHED_MWAY_FOUND_ADWARE .
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5. Select the required hosts or group.

® Al Hosts

(O Selectad Hosts

Select Computers

ﬁ Managed Computers

[ Save [ cancal

6. Click Save.
The Event Alert Settings will be saved.
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Unlicensed Move Alert

This sub module lets you enable notification alert when a computer automatically moves to
Unlicensed Computers category based on the setting done (under events and computers) for the
computer which is not connected to the server for a long time.

E Help

Unlicense Move Notification

Unlicense Move Alert Settings

|_| sand notification for unlicensed computers. Configure SMTP Settings

Cancel

1]

Saw

To enable the unlicensed move alert,
1. In the navigation panel, click Notifications > Unlicensed Move Alert.
2. Select the checkbox Send notification for unlicensed computers.

3. Click Save.
The Unlicensed Move Alert Settings will be saved.

New Computer Alert

This sub module lets eScan send you a notification alert when a new computer is connected to the
server within the IP range mentioned under the Managed Computers.

E Help

New Computers MNotification

New Computers Alert Settings

| send new Computers added notification within the shown time

Time Limit | 1 Configure SMTP Settings

Save Cance

To enable the new computer alert, follow the steps given below:

1. Inthe navigation panel, click Notifications > New Computer Alert.

Select the checkbox Send new Computers added notification within the shown time.
Enter the preferred values in Time limit field.

Click Save.

The New Computer Alert Settings will be saved.

E A
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SMTP Settings

This sub module lets you configure the SMTP settings for all the email notifications.

SMTP Settings kd nelp

Sender: |pr-—-+--—g4—-|--+ «com |

Recipient: |prl—-1—--—;4—----r “com |

SMTP Server: FEEET |

SMTP Port:

[ use SMTE Authentication

User nama:

Passwiord:

Save Cancel

To configure the SMTP settings, follow the steps given below:

1. In the navigation panel, click Notifications > SMTP Settings.
2. Enter all the details.
3. Click Save.

The SMTP Settings will be saved.

To test the newly saved settings, click Test.

www.escanav.com
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Settings
The Settings module lets you configure general settings. It contains following sub modules.

e EMC Settings: This sub module lets you define settings for FTP sessions, Log Settings,
Client Grouping and Client connection settings.

o \Web Console Settings: This sub module lets you define settings for web console timeout,
Dashboard Settings, Login Page settings, SQL Server Connection settings, SQL Database
compression settings.

e Update Settings: This sub module lets you define settings for General Configuration, Update
Notifications, and Scheduling.

e Auto-Grouping: This sub module lets you define settings for Grouping of computers after
installation of eScan client is carried out.

¢ Two-Factor Authentication: This sub module lets you to add extra layer of protection to
your endpoints.
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EMC Settings

The EMC (eScan Management Console) Settings lets you configure the eScan Management Console.
You can configure the FTP settings, Bind to IP Settings, Log Settings, Client Grouping and Client
Connection Settings.

You can bind announcement of FTP server to particular IP by selecting the IP address in the list.
However, you can choose to leave it as 0.0.0.0, which mean it will announce on all available
interface/IP.

EMC Settings kd Help
— FTP Settings Settings
Allew log upload from clients Bind IP
Maximum ftp download session allowed by clients
o] RS
0 = Unlimited
—LOG Settings

|| pelata the user settings and user log files after uninstalling.

Mo of days Client logs should be kept

— Client Grouping
Group Clients by

® yetBros

'-f._-x" DMS Domain

— Client Connection Settings

Increase Thread count (1-100})
Increase Query Interval [ In seconds } (1-100)

|| Restore default values

Save | Cancel |

w

FTP Settings
This setting lets you approve the log upload from client computers. It also lets you set the maximum

FTP download sessions allowed for client computers. (Note: 0 means unlimited)

Bind IP Settings
This setting lets you bind an IP address. Click the drop-down and select the preferred IP address for

binding. The default IP address is 0.0.0.0.

Log Settings

This setting provides you with the option to delete the User settings and Log files after uninstallation
of eScan from the computer. To enable the above setting, select the checkbox. After selecting the
checkbox, you can store client logs for the preferred number of days.
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Client Grouping

This setting lets you manually manage domains and computers grouped under them after
performing fresh installations.

Select NetBIOS, if you want to group clients only by hostname.

Select DNS Domain, if you want to group clients by hostname containing the domain name.

Client Connection Settings
This setting lets you modify Thread Count and Query Interval (In Seconds). To reset the values,
select Restore default values checkbox.

After performing the necessary changes, click Save.
The EMC Settings will be updated.
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Web Console Settings

Web Console Settings sub module lets you configure web console Timeout, Dashboard, Login Page,
SQL Server Connection, SQL Database compression and Password Policy Setting.

Web Console Settings u Help

Web Console Timeout Setting

[C) Enable Timeout Setting

Automatically log out the Web Console after minutes

DashBoard Setting

Show Status for Last |7 | days (1 - 265)

Login Page Setting

Show Client Setup Link

Logo Settings

Logo : ’ o= |

The loge n=zeds to have the size 300 x 100px,
and needs to be in .png or .jpg (RGB Color) format,

| change || Default

Sgl Server Connection Setting

() Microsoft Windows Authentication Mode

@® SQL Server Authentication Mode

Nresneia s met

@ activate View Only
De-Activate View Only
Screen Quality |Med.u7m*/\

Screen Ratio | 80% W |

Password Policy Settings

Password Age : ‘E! days (20-180 days) 0 = Password Never Expires

Password History : ‘Z! (2-10 Passwords) 0 = No password history is maintzined

Maximum Failed login attempts : Z! (2-10 times) 0 = Unlimited failed attempts allowed
| Default |

Note: The abovs rastrictions are not zpplicablz to "Root” login.

Delete log settings

Delete Uploaded log files (Forensics\Debug\Screenshots) after 17 |days (1-365)

Save { Cancel

Web Console Timeout Settings
To enable web console Timeout, select Enable Timeout Setting option.
After selecting the checkbox, click the drop-down and select the preferred duration.

Dashboard Setting
This setting lets you set number of days for which you wish to View the Status, Statistics and

Protection Status Charts in the Dashboard. Enter the preferred number of days.
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Login Page Setting
This setting lets you show or hide the download links shared for eScan Client setup and Agent setup.
To show the download links on login page, select the checkboxes of respective links.

Logo Settings

This setting allows you to add the organization logo in PNG or JPEG format. So the console and
reports will have the uploaded logo for customization. To have the default eScan logo, click Default.
To have customized logo, click Change.

SQL Server Connection settings

This setting lets you select an authentication mode either Microsoft Windows Authentication Mode or
SQL Server Authentication Mode. Select the SQL Server Authentication Mode and define Server
instance and Host Name along with the credentials for connecting to the database.

e Server Instance
It displays the current server instance in use. To select another server instance, click Browse.
Select an instance from the list and click OK.

e Hostname/IP Address
It displays the Hostname or IP Address of the server instance computer.

Enter the credentials in Username and Password fields.
To check whether correct credentials are entered, click Test Connection.

SQL Database Purge Settings

This setting lets you define the maximum SQL database size in MB and purge data older than the
specified days. To enable SQL Database Purge Settings, select Enable Database Purge checkbox.
Enter the preferred value in Database Size threshold in (MB) field.

Enter the preferred number of days in Purge data older than specified days, if above threshold is
met field.

RMM Settings
This setting lets you configure default RMM setting for connecting to client via RMM service:

Activate View Only
By default, after taking a remote connection, you can only view the endpoint screen and are unable to
perform any activity.

De-Activate View Only
To perform activity on an endpoint after taking remote connection, click De-Activate View Only.

Screen Quality Settings
This option lets you configure the screen as per your requirements. It consists following suboptions:

e Screen Quality can be set to Medium or High.

Screen Quailty Screen Ratio
[Medium v | 80% v
Medium
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e Screen Ratio can be set to anywhere from 20% to 100%.

Screen Quailty Screen Ratio

Medium v

[!)

NOTE

To build a safe RMM connection between a Client to Server, Client to Update Agent, and
Update Agent to Server, ensure that ports 2219, 2220 and 8098 are open.

Password Policy Settings
This setting allows the admin to configure the password settings for other users.

e Password Age: Enter the preferred value (between 30-180); this will prompt user to reset the
password after specified number of days. Here, 0 indicates that password never expires.

e Password History: Enter the preferred value (between 3-10); this maintains the password
history for specified count. Here, 0 indicates, no password history is maintained.

e Maximum Failed login attempts: Enter the preferred value (between 3-10); this will restrict
the user from logging after specified attempts. Here, 0 indicates unlimited login attempts.

To restore the changes made, click Default.

)
NOTE

This setting will not be applicable for the root login

Delete log Settings
Enter the number of days in Days field to delete the uploaded log files such as forensic, debug, and
screenshot after specified number of days.

After making the necessary changes, click Save.
The web console Settings will be updated.
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Update Settings

The Update Settings sub module keeps your virus definitions up-to-date and protects your computer
from emerging species of viruses and other malicious programs. This sub module lets you configure
update settings, update notifications and schedule updates according to your need.

You can configure eScan to download updates automatically either from eScan update servers or from
the local network by using FTP or HTTP. You can configure following settings.

General Config

The General Config tab lets you configure update settings. The settings let you select the mode of
update and configure proxy settings.

Update Settings E Help

General Config Update Motification Scheduling

 Select Mode
O Fre ® wrme
r— Proxy Settings
Download via Proxy
—HTTP
HTT® Proxy Server IP @ |192. =3 | Port:
Login Mame : | | Password : |
—FTR
Logon Type
FTE Proxy Server [P:
— Usar@siteaddrass
Port: = CPEN siteaddress
Login Mame : anonymaous DASY Maode
Password : T Socks
Save Cancel | | Update
Select Mode
Select the mode for downloading updates. Following options are available:
e FTP
e HTTP

Proxy Settings

Proxy Settings lets you configure proxy for downloading updates.

To enable Proxy Settings, select Download via Proxy checkbox. You will be able to configure proxy
settings depending on the mode of selection.

If you are using HTTP proxy servers, enter the HTTP proxy server IP address, port number and HTTP
proxy server's authentication credentials.

If you are using FTP proxy servers, along with HTTP settings mentioned above you will have to enter
FTP proxy server IP address, Port number, FTP proxy server's authentication credentials and Logon
enter.

After filling the necessary data, click Save > Update.

The General Config tab will be saved and updated.
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Update Notification

The Update Notification tab lets you configure email address and SMTP settings for email
notifications about database update.

Update Settings E Help

- LJ Update Motification

Sander: pr com
Recipiant:

SMTR Server: 192 SMTP Port: |25

Use SMTP Authentication

User name:

Password ¢

Sawve | Cancel || Update

Update Notification
To receive email notifications from eScan about virus signature database update, select this option.

Sender
Enter an email ID for sender.

Recipient
Enter the recipient's email 1D.

SMTP Server and Port
Enter the SMTP server's IP address and Port number in the respective fields.

Use SMTP Authentication
If the SMTP server requires authentication, select this checkbox and enter the login credentials in the
Username and Password fields.

After filling the necessary data, click Save > Update.
The Update Notification will be saved and updated.

Scheduling

The Scheduling tab lets you schedule updates with Automatic or Schedule Download mode.
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Update Settings E Help

General Config Update Notification Scheduling

r ® automatic Download
Query Interval minutes
e
'} Schedule Download
Daily
Weaakly Man Tus Wed Thu
Fri Sat Sun
Maonthly of the menth
ar 12:00 pm
Save | Cancel | | Update

Automatic Download

The eScan Scheduler sends a query to the update server at set intervals and downloads the latest
updates if available. To set an interval, click the Query Interval drop-down and select a preferred
duration.

Schedule Download
The eScan Scheduler lets you set a schedule the download for daily, weekly, or monthly basis at a
specified time. The scheduled query will be sent to the update server as per your preferences.

After filling the necessary data, click Save > Update.
The Scheduling tab will be saved and updated.

01 Certified Company www.escanav.com



WORLD

Auto-Grouping
The Auto grouping sub module consists following subsections:
e Auto Add Client setting
o Client(s) list excluded from Auto adding under Managed Group(s)
e Group and Client selection criteria for Auto adding under Managed Group(s)

-
Auto Grouping + Refresh E Help

Auto Add Client setting

Auto zdding client{s) under Managaed Group(s)

Client({s) list excduded from Aute adding under Managed Group(s)

| | Add

SUs & . " . Bagen Resmpre |
sriE pC

Group and Client selection criteria for Auto adding under Managed Group(s)

Group Mame Client Criteria
| Add | Add Run MNov
Remove Remove
Browvise |
Up
Diown

e.g.t groupl 2.0,
grouplisubgroup...

Cancel |

[
m

Auto Add Client setting
Selecting the checkbox Auto adding client(s) under Managed Group(s) enables automatic adding
computers under Managed group(s) after manual installation of eScan client.

Client(s) list excluded from Auto adding under Managed Group(s)
Adding a client in this list ensures that it does not auto add itself again after you remove it from the
Managed computer(s).

To exclude clients from auto adding under managed group(s), follow the steps given below:

1. Enter either the host name, host name with wildcard, IP address or IP address range.
2. Click Add.
The computer will be displayed in the list below.

To remove the clients from the excluded list,

1. Select the computer you want to remove.
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2. Click Remove.
The client computer will be removed from the list.

Group and Client selection criteria for Auto adding under Managed Group(s)

This section lets you define/create groups with client criteria for auto adding under managed group(s).
You can add a list of clients under a particular group name here and then add it under the exclusion
list if required.

Group and Client selection criteria for Auto adding under Managed Group(s)
This feature can be used to automate the process of adding computers/clients under a particular group.
This process is manually done under unmanaged computers.

To define group and client selection criteria for auto adding under managed groups(s), follow the
steps given below:

Group and Client selection criteria for Auto adding under Managed Group(s)

Group Mame Client Criteria

[v]

1. Under the Group Name, enter the group's name and click Add.
OR

Click Browse and select the group from the existing list.

0 To browse through the list of groups, click Up or Down.
NOTE

2. Select the group for which you want to define the criteria.

3. Under the Client Criteria, enter either Hostname, Hostname with wildcard, IP address or IP
address range and click Add. The clients displayed in the list will be added under the selected
group.

4. Click Save.

The client will be saved under that group.
5. To apply the settings for the newly added client, click Run Now.

Two-Factor Authentication (2FA)

The system login password is Single-Factor Authentication which is considered unsecure as it may
put your organization's data at high risk of compromise. The Two-Factor Authentication, also more
commonly known as 2FA, adds an extra layer of protection to your eScan web console login.

The 2FA feature mandates you to enter a Time-based One-Time Password (TOTP) after entering
eScan credentials. So, even if somebody knows your eScan credentials, the 2FA feature secures data
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against unauthorized logins. Only administrator can enable/disable the 2FA feature. It can also be
enabled for added users as well.

To use 2FA login feature, you need to install the Authenticator app from Play Store for Android
devices or from App Store for iOS devices. The Authenticator app needs camera access for scanning a
QR code, so ensure you get an appropriate approval to use device camera in your organization. If a
COD or BYOD policy restricts you from using device camera in your organization, enter the Account
Key in the Authenticator app.

Two-Factor Authentication 4 Help

2FA Settings Manage Other User's Settings Users For 2FA

-

D load eScan Authenticator from : ' ‘
Or Use below key

7omed  Add JER R @

Enable Two-Factor Authentication

Note: Ensure that the smart device's date-time matches with the system's date-time else T-OTPs generated by the app
won't get validated.

0 Ensure that the smart device's date and time matches with the system's date and time,
NOTE | else TOTPs generated by app won't get validated.

9 We recommend that you save/store the Account Key in offline storage or a
IMPORTANT | paperback copy, in case you lose the account access.
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https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://apps.apple.com/in/app/escan-authenticator/id1503185587

Enabling 2FA login

To enable 2FA login,

1. Go to Settings > Two-Factor Authentication.
2. Open the Authenticator app.
After basic configuration following screen appears on smart device.

&

Add an account

You can add an account selecting one of the following options:

a Scan a barcode

 1::: Enter a provided key

3. Select a preferred option. If you tapped Scan a barcode, scan the onscreen QR code via your
smart device. If you tapped Enter a provided key, enter the Account Key and then tap ADD.
After scanning the Account QR code or entering Account Key the eScan server account gets
added to the Authenticator app. The app then starts displaying a Time-based One-Time
Password (TOTP) that is valid for 30 seconds.

Authenticator H

Account Added
536151 @

4. Click Enable Two-Factor Authentication.
Verify TOTP window appears.

Two-Factor Authentication

Verify T-OTP

11:43:18Am

Tue, 13 July 2021

Enter T-OTP |

Verify T-OTP

An 1SO 27001 Certified Company

www.escanav.com



WORLD

5. Enter the TOTP displayed on smart device and then click Verify TOTP.
The 2FA login feature gets enabled.

6. To apply the login feature for specific users, click Manage Other User Settings tab. The tab
displays list of added users and whether 2FA status is enabled or disabled.

® ). 2rA Disabled

- 2FA Enabled

Two-Factor Authentication u Help

Manage Other User's Settings m
g X

7. Toenable 2FA login for an added user, click the button to check icon.
The 2FA login for added users gets enabled. After enabling the 2FA login for users, whenever
they log in to eScan web console Verify TOTP window appears.

8. To view the QR Code of specific user, click View option in the User Specified QR
Code column.

Disabling 2FA login
To disable 2FA login,

1. Go to Settings > Two Factor Authentication.
2. Click Disable Two-Factor Authentication.

ified Company
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Two-Factor Authentication E Help

2FA Settings Manage Other User's Settings Users For 2FA

bounlead sscan Authenticator o s [ @

Or Use below key

76060 MCF Ade JEAIR @

Disable Two-Factor Authentication

MNote: Ensure that the smart device's date-time matches with the system's date-time else
T-OTPs generated by the app won't get validated.

Verify TOTP window appears.

Two-Factor Authentication

Verify T-OTP

11:45:34 am

Tue, 13 July 2021

| Enter T-OTP |

Verify T-OTP

3. Enter the TOTP and then click Verify TOTP.
The 2FA feature gets disabled.

o After disabling the 2FA feature and enabling it again, the 2FA login status will be
NOTE | reinstated for added users.

Users For 2FA

This tab helps to add the users and apply 2FA to the endpoints via policy template. The users can be
added directly or from Active directory.
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Two-Factor Authentication

12/3/2021 12:18:15 PM -

() viskims 12/3/2021 12:18:27 PM

&4 Help
Manage Other User's Settings Users For 2FA
- Add user [l FSAdd from Active Directory [l I8 Import Users [ SsSEtS
e T e p———
O anwes 3

View

View

Adding the User

To add users for the same, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Add User.

Add User window appears.

Add User

Username I I

Diescription | |

| ok | | Cancel |

3. Enter the Username and Description.
4. Click OK.

The user will be added for 2FA.

Adding User from Active Directory

To add users from Active Directory, follow the below steps:

1. Go to Settings > Two-Factor Authentication > Users For 2FA.
2. Click Add from Active Directory.

Add Active Directory Users window appears.
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Add Active Directory Users u Help

> Add Active Directory Usars

Search Criteria

User's name™: | |

Domain®: | |

AD 1P Address™: | |

AD Admin User name™: | |

For Active Directory account: domain\username

AD Admin Password®: | |

Use SSL Auth.: ]

AdsPort®: |28 |

| Search |

Search Results

Users Selected Users

W

N

o]
=

]l Cancel | {*) Mandatory Fields

3. Enter the required information.
4. Click Ok.
The Active Directory Users will be added.
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Importing Users
To import the users, follow the below steps:
1. Go to Settings > Two-Factor Authentication > Users For 2FA.

2. Click Import Users.
Import Users window appears.

Deleting Users
To delete the users, follow the below steps:
1. Go to Settings > Two-Factor Authentication > Users For 2FA.

2. Click Delete.
The Confirmation prompt appears.

192.168 5 % J04E | says

Do you want to delete user?

3. Click OK.
The user will be deleted.

www.escanav.com
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Administration

The Administration module lets you create User Accounts and allocate them Admin rights for using
eScan Management Console. In a large organization, installing eScan client on all computers may
consume lot of time and efforts. With this option, you can allocate rights to the other employees and
allow them to install eScan Client, implement Policies and Tasks.

The Administration module consists following sub modules:

e User Accounts

e User Roles

e Export & Import
e Customize Setup
e Audit Trail

User Accounts

For a large organization, installing eScan Client and monitoring activities may become a difficult task.
With User Accounts sub module, you can create new user accounts and assign Administrator role to
added users and reduce the workload. This sub module displays a list of users and their details like
Domain, Role, Session Log and Status.

= =
User Accounts 5 Refresh u Help

[+ Create New Account | F% Add from Active Directory Delete 1-20f2 |4 page of 1)y Rows per page: m

Full Name

0 dip DLP [oLe v View

root Administrator account created during installation Administrator View v

S Add from Active Directory i (e 1-20f2 ¢ page [ 1 |of1)]  Rowsperpage: [ 10 v|

Create New Account

To create a User Account,

1. Inthe User Accounts screen, click Create New Account.
Create User form appears.

Create User E Help

User Accounts = Create User

Account Type and Information

User's name™: | |

Full Name™: | |

Password™: | |

Confirm Password*:

Email Address:* | |

For Example: user@yourcompany.com

Account Role

Role®: | Administrator 4 |

Save (*) Mandatory Fizlds

ertified Company Www.escanav.com



WORLD

2. From Account Role field, click drop-down and assign the role to the account.
3. Atfter filling all the details, click Save.
The user will be added to the User Accounts list.

Adding a User from Active Directory

To create a User from Active Directory,

1. Inthe User Accounts screen, click Add from Active Directory.
Add Active Directory Users form appears.

Add Active DirectoryUsers o el

User Accounts » Add Active Directory Users

e

Uszr's name™: | |

For Example: user er user®

Daomain™: | |

AD IP Address™: | |

AD Admin User name™: | |

For Active Directory account: domain\username

AD Admin Password™: | |

Use S5L Auth.: (]
AdsPort®: [382 |

Search Results |

Usars Selectad Uszers

i

Role™: [Administrator w |

Save || Cancel (*) Mandarory Fields

After filling Search Criteria section details, click Search.
A list of users will be displayed in the Users section.

Select a user and then click - button to add the user to Selected Users section.

Vice versa the added user can be moved from Selected Users to Users by cIicking-.
Click Save.
The user will be added to the User Accounts list.

o M~ wn
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Delete a User Account

To delete a user account,

1. Inthe User Accounts screen, select the user you want to delete.

User Accounts : Refresh E Help

[ Create New Account | FS Add from Active Directory ﬁ Delete 1-20f2 page of 1 Rows parpage: | 10 W

Full Name i Session Log | Status
ke ICay Administrator Vl | Administrator % | View
Administrator account created during installation Administrator Administrator View i

[ Create New Account | FS Add from Active Directory ﬁ Delete 1-20f2 page of 1 Rows parpage: | 10 W

2. Click Delete.
A confirmation prompt appears.

User Accounts

Do you want to delete the selected user account(s) 7

| Ok | | Cancel

3. Click OK.
The User Account will be deleted.
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User Roles

The User Roles sub module lets you create a role and assign it to the User Accounts with variable
permissions and rights as defined in the role being assigned to them. It can be an Administrator role
with set of permissions and rights Group Admin Role or a Read only Role.

-
User Roles = Refresh E Help

= Properties | _]Dc— ete |

Description

Administrator

You can re-define the Properties of the created role for configuring access to various section of eScan
Management Console and the networked Computers. It also lets you delete any existing role after the
task is completed by them. It allows the administrator to give permission to sub administrators to
access defined modules of eScan and perform installation/uninstallation of eScan Client on network
computers or define policies and tasks for the computers allocated to them.

New Role
To add a user role,

1. Inthe User Roles screen, click New Role.
New Role form appears.

New Role E Help

User Roles =Neaw Role

Role Details

New Role Name 1% ‘ |

Description : ‘ |

Select Group

- |:| ﬁ Managed Computers

| ok

‘ Cancel |

2. Enter name and description for the role.
3. Click Managed Computers and select the specific group to assign the role.
The added role will be able to manage and monitor only the selected group’s activities.
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4. Click OK.
Permissions section appears displaying Main Tree Menu and Client Tree Menu tabs. The
Main Tree Menu consists of Navigation Panel Access permissions while the Client Tree
Menu consists of selected groups on which permissions the user is allowed to take further.

Main Tree Menu Client Tree Menu

Configure
n

DashBoard O
Managed Computers
Unmanaged Computers
Network Computers O [l
IP Range D D
Active Directory [} [}
Report Templates O [l
Report Scheduler O O
Events & Computers [} O
System Action List O
Tasks For Spacific Computars O [l
Asset Management (]
User Activity
Print Activity O
Session Activity Report (]
File Activity Report ]
Application Access Report D
Patch Report (] O
Notifications
Outbreak Alert ] )]
Cicome flact ™ ™

5. Select the checkboxes that will allow the role to view/configure the module.
6. After selecting the necessary checkboxes, click Save.
The role will be added to the User Roles list.

View Role Properties

To view the properties of a role,

1. Inthe User Roles screen, select a role.
2. This enables Properties and Delete buttons.

-,
User Roles % Refresh E Help

4+ Mew Raole L Properties | i Delete
[T
Role Name Description

Administrater

sty

3. Click Properties.
Properties screen appears. It lets you modify role description, permissions for accessing and
configuring modules and assign the role to other groups by clicking Select Group Tree.
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Main Tree Menu Client Tree Menu

DashBoard ()
Managed Computers
Unmanaged Computers
Metwark Computars O (]
1P Range O O
Active Directory [H} (]
Repart Templates
Report Scheduler
Events & Computers O (]
System Action List O
Tasks For Spacific Computers O [}
Asset Management (]
User Activity
Print Activity
Session Activity Report
File Activity Report
Application Access Raport
Patch Report
Notifications

4. To modify client configuration permissions, click Client Tree Menu.

Client Tree Menu
Define the Actions that the created role can configure for the allocated group. The menu has
Action List, Client Action List, Select Policy Template, Policy Criteria, and Group Tasks.

ﬁ Roaming Users

: Menu

" ﬁ Linux { Mac

ﬁ [TET— - Action List
New Sub Group O
Set Group Configuration O
Deploy / Upgrade Client ]
Uninstall eScan Client (]
Remave Group O
Synchronize with Active Directory O
Cutbreak Prevention O
Create Cliznt Setup )]
Properties

Client Action List

Set Host Configuration O
Deploy / Upgrade Client O
Uninstall eScan Client ]
Move to Group ]
Remove from Group O
Refresh Clisnt ]
Show Critical Events O
Export
Show Installed Softwares ]

5. To let the role configure these actions, under the Configure column select the checkboxes of
corresponding actions.
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6. Click Save.
The Role Properties will be updated accordingly.

Delete a User Role

To delete a user role,

1. Inthe User Roles screen, select the user role you want to delete.

-
User Roles - Refresh E Help

f+ New Role | B Properties || i Delete

Role Name Description

Administrator

Kottty

2. Click Delete.
A delete confirmation prompt appears.

Delete Role

Do you want to delete the salected Role(s)?

| ok | | Cancal

3. Click OK.
The User Role will be deleted.
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Export & Import

The Export & Import sub module lets you to take a backup of your eScan server settings, in case you
want to replace the existing eScan server. You can export the Settings, Policies and the Database from
existing server to a local drive and import it to the new server.

Export Settings
This tab lets you export the eScan Server Settings, Policies, and Database. To export the eScan Server
settings, follow the steps given below:

1. Inthe Export Import Settings screen, click Export Settings tab.

E Help

Export Import Settings

Export Settings Import Settings Scheduling

WMC Settings and Policies
[ Database

| Export |

Wiew Exported Files

Export files path: |C:'\PRDGR.AM:I"\COMP-1ON~1"\,m'|crﬂ\-.rnr|d‘\apachez\EMCWebAdn|| Change Path

1. Select required settings
2. Click en "Export” to export eScan Management Console settings

2. To backup WMC Settings and Policies and Database, select both the checkboxes.
The backup file will be exported to the path shown in Export files path field. To change the
file path, click Change Path. Enter the file path and click Add.
3. To view the exported files, click View Exported Files.
4. Click Export.
The backup file will be exported to the destination path.
A success message appears at the top displaying date, time, and a download link for the

exported file.

Settings Exported Successfully Download Exported File {7/13/2021 12:25:40 PM)
Mote : Exportad file can not be use on lower versions

www.escanav.com
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Import Settings

This tab lets you import the eScan Server Settings, Policies, and Database. To import the eScan Server
settings, follow the steps given below:

1. Inthe Export Import Settings screen, click Import Settings tab.

E Help

Export Import Settings

Export Settings Import Settings Scheduling

Filz Nams= Chaoase File | Ma file choszn

WMC Sattings and Policies
[l Database

Import

Wiew Exported Files

1. Select file to import (EservConf_[YYYYMMDDhhmm][_SCHD].zip)
2. Select required settings
2. Click on "Impart” button to impaort the saved settings

2. Click Choose File.
The Import Settings tab lets you import only Settings and Policies or Database.
3. Toimport WMC Settings and Policies and Database, select both the checkboxes.
To view the exported files, click View Exported Files.
5. Click Import.
The backup file will be imported.
A success message is displayed after complete import.

s

Ng'E After successfully taking a backup, eScan asks you to restart the server.

www.escanav.com
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Scheduling

This tab lets you schedule auto-backing up of Settings, Policies, and Database.

Export Settings Import Settings Scheduling

Enable Export Scheduler

WMC Sattings and Policias || Datzbaze

(O] Daily

W Weekly Mon Tue Wed Thu
Fri Sat Sun

[ Monthly

® A 12:00 pm

|_| Enable Notification settings

Sender:

Recipient:

SMTP Server:

SMTP Port:

Usze SMTP Authentication

User name:

Fassword:

Enable Optional Settings

Select how many backup files to store
Create the backup only if drive space is greater than or equal to : 500
Default

Wiewe Exported Files

Last schedule status : Settings Exported Successfully On [ MM/DD/YYYY ) 02/14/2022 12:00 PM

To create a Schedule for export, follow the steps given below:

1. Select Enable Export Scheduler checkbox.
Select the checkboxes whether to back up both WMC Settings and Policies and Database.
Schedule the backup for a Daily, Weekly (Select a day) or Monthly (Select a date) basis.
For the At field, click the drop-down and select a time for backing up data.
If you want to receive email notifications about the procedure, select Enable Notifications
Settings checkbox and fill in the necessary details.
5. If the SMTP server requires authentication, select the Use SMTP Authentication checkbox
and enter the credentials.
6. To check if the SMTP settings are correct, click Test.
A test email will be sent to recipient email ID.

Eal
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7. To configure additional settings for backup file, select the Enable Optional Settings, and
make the necessary changes.

8. To restore the changes made, click Default.

9. To view the exported files, click View Exported Files.

10. After performing all the necessary steps, click Save.
The export schedule will be saved.
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Customize Setup

This sub module lets you create a customized setup for a Client or an Agent with fewer modules and
deploy it to various locations. This can be very useful, if there are locations to which a server is
unable to push the setup or locations that are unable to connect to the server directly. The custom

setup can be downloaded as a file and sent to different locations.

Create Customized Setup

5 Refresh [ Help

e\ AgerFor Windows - | Gienc \ Agent for Linox ¢ | E eSS AR L

0 pe D butio De ptio sated O

Creating a customized setup for Windows

To create a customized setup for Windows, follow the steps given below:

1. In Create Customized Setup screen, click Client/Agent for Windows.

Customize New Setup screen appears.

Customize New Setup

E Help

Customize Setup = Client ' Agent for Windows

Setup for*: ® client () Agent

Description™: | |

Group: | Browse |

Server Ip*: [192.188 & 88 win-o sanns |

D Enable Advance Settings

Setup File Settings

| Save | | Cancel |

{*) Mandatory Fislds

Select whether the setup file is being created for Client or Agent.
Enter description for the setup file.

Click Browse and select a group for which this setup is being created.
Enter eScan Server IP address.

ok~ wd
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6. If you want to provide advanced settings with the setup, select the Enable Advance Settings
checkbox. Doing so enables the bottom field. Select the setting checkboxes you want to

provide.
7. Click Save.
The customized setup for Windows will be created.

Editing Setup Properties
The properties can be edited only for customized Windows setup. To edit the customized Windows
setup's properties, follow the steps given below:

Client \ Agent for Windows Client \ Agent for Linwee o IESREh i ] Delete

Sat Ma st

1. Inthe Create Customized Setup screen, select the Windows setup you want to edit.
2. Click Properties.
Edit Customized Setup screen appears.

E Help

Customize Setup = Client '\ Agent for Windows

Setup File Settings

Setup for®: Client Agent

Drescription™: TS5_CUSTOM_SETUP

Group: | Managed  scsmpeims S Browse |
Server Ip*: [192.168 & io8 wan-1 stann s |

Enable Advance Settings

Advance Settings for Customized Sstup
= B File Antivirus

- D . Remove Mail Antivirus
e ' Remove AntiSpam

= ! YRemove Firewall

[#- D ’%,Remnue End Point Security
. D i3

-5 Bemove Privacy Control

(7]
B [ sat password

& D Enable Schedule Scan
’ D " Enable Cloud Scan
- Client Installation Settings

- Additional Settings

- [ schedule Download

| Save | | Cancel | {*) Mandatory Fislds

3. Make the necessary changes and then click Save.
The setup will be updated.
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Deleting a Setup

To delete a setup, follow the steps given below:

1. Inthe Create Customized Setup screen, select the setup you want to delete.
2. Click Delete.

Create Customized Setup

Do yvou really want to Delete?

| Ok | | Cancel

4. Click Ok.
The setup will be deleted.

Creating a customized setup for Linux

To create a customized setup for Linux, follow the steps given below:

1. In Create Customized Setup screen, click Client\Agent for Linux.
Customize New Setup screen appears.

Customize New Setup a E Help

Customize Setup = Linux

Setup File Settings

Description™: | |
Distribution™:
Source Setup file path®: | C:\Program Files\eScan'\SetuphAgent_Setup.rpm |
Group®: | I Brovise |
Server I9: [ 192 st 4 58 |
| Save || Cancel | [*) Mandatory Fields

2. Enter a description for the setup.

Click the drop-down select whether the setup is being created for Red Hat or Debian.

4. Source Setup file path field displays the setup file's location. If you want to change path, enter
the new path in this field.

5. Click Browse and select a group for which this setup is being created.

Enter eScan Server IP address.

7. Click Save.
The customized setup for Linux will be created.

w

i
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Audit Trall

The Audit Trail sub module let you record the security relevant data, operation, event, Action, policy
updates. Audit logs are used to track the date, time and activity of each user, including the
policy/criteria that have been changed. A record of the changes that have been made to a database.
You can get audit trail of user activity across all these systems.

Audit Trail Report

£ Refresh [ Help

A Filter Criteria A Export Options

Session Id Client Date Client Time

[E5A® S s™e ltnze] FEERT- I 21 12,38

- [DCBE S dagsn] 192.168

[6CES S tias] 192.168 i 21 1245 4

192,168

Audit Type

Log OFf Conscle LogOut

R per pege:

1-40f4 1ipage| 1 of 1}

Module Name

Policy/Criteria Name

Log Off Conscle LogOut

Console LogIn

Console LogIn

Filter all Audit Trail report

To filter the Audit Trail Report as per your requirements, click Filter Criteria field.

Filter Criteria field expands.

W Filter Criteria A Export Options

[ Filter Criteriz

|[1nclude v

- [1nclude v]

|[1nclude v ]

User Name [
Audit Type
Module Name [=

Date Range
To (MM/DDAYYYY) 09/09/2021 =

| Search | [ Reset |

1P Address [* |Tncluce v|

Palicy/Criteria Name [

|[Tncluge v

() Visw All Iterms

Select the parameters you want to be included in the filtered report.

Include/Exclude

Selecting Include/Exclude for a parameter lets you include or exclude it from the report.

After making the necessary selections, click Search.
The Audit Trail Report will be filtered according to your preferences.

Exporting Audit Trail

To export the Audit Trail Report, click Export Option.

Export Option field expands.

#u Filter Criteria

v Export Option

Export Option
’7 ) Excel r poF

® praL

Export

Select the preferred option and then click Export.
A success message appears.

e Exported Successfully Click here to Open/Download

ertified Company
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License

The License module lets you manage user licenses. You can add, activate, and view the total number
of licenses available for deployment, previously deployed, and licenses remaining with their
corresponding values. The module also lets you move the licensed computers to non-licensed
computers and vice versa. Here you can also view the number of add-on license along with the name
of it. For example, as you can see here there are 15 add-on licenses for eBackup feature. The add-on
license is available for RMM, 2FA, and DLP features.

-
License $ Refresh [l Help

Register Information

License Key(30 char) Activation Code(60 char)

RMM+ DLP+2FA+ Anti-Theft

Activated 05-Sep-2021

To Add License Click Here

License

® LicenseInlUse -3 @ Remaining License - 7

[Manage License]

Adding and Activating a License

To add and activate a license,

1. Inthe License screen, click on Click Here link.

To Add License Click Here

Add License Key dialog box appears.

Add 20 Character License Key.

Ok Canceal |

2. Enter the license key and then click OK.
The license key will be added and displayed in the Register Information table.

3. To activate the added license, click Activate Now.

4. Click Activate now link displayed in Activation Code column to activate the license key on
eScan server system.
Online Registration Information form appears.
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Online Registration Information Privacy Policy & Refresh (g Help

License > Cnline Registration Information

License Kay | #sh & @iteg seblm 28k 5 @90 &5 9 2 o

(1 have Activation Cade
Enter Activation Code

@ activate Now

r—Persanal Information

Narmes (At vt Gompany Name
Gaurty i 1
Stater  [Maharashia Customar Mabile fl. *

MNote: Enter valid email id in order to receive backup copy of your license details.

r— Email Subscription

@ ves O ne

Dealer Mobile No.: | 2 i i

| Activate | | Cancel |

(*IMandatary Fisld

5. Select a desired option for activation.
6. Enter details in Personal Information section.

N Enter valid email id in order to receive backup copy of your license details.

7. Select a desired option for Email Subscription.
8. Enter the Dealer Mobile Number.
9. Click Activate. (Ensure that the Internet connection is Active.)

Moving Licensed Computers to Non-Licensed
Computers

To move licensed computers to non-licensed computers,

1. Inthe License statistics box, click Manage License.

License

® Llicense InUse -3 @ Remaining License - 7

[Manage Licensa]

D 27001 Certified Company
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Manage License window appears.

Manage License

E Help

Licensed Computers / Devices (3)

Filter Licensa

Wi Move to Non-License

| -

B | Machine Name Grou

Machine Name Group
D i n Managad Computars’s i
D i e e Managed Computers'& ®

oW

Mznaged Computars

-

Mon-Licensed Computers [ Devices (0)

Filter License

Wi Move to License

No Record Found

| -

2. Under the Licensed Computers section, select the computer(s) that you want to move to

Non-Licensed Computers section.
3. Click Move to Non-License.

The selected computer(s) will be moved to Non-Licensed computers section.

Manage License

E Help

Licensed Computers / Devices (2)

Filter Licensa

W Move to Non-License

‘ -

B | Machine Name Grou
Hachime Name p
D i = Managed Computers'. C
R e Managed Computers

-

Non-Licensed Computers / Devices (1)

O | w2t

Managed Computersis &

Filter Licanse

05/08/2021 16:43:00

iT Move to License

-
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Moving Non-Licensed Computers to Licensed
Computers

To move licensed computers to non-licensed computers, follow the steps given below:

1. Inthe License statistics box, click Manage License.

License

@ License InUse -3 @ Remaining License - 7

[Manage License]

Manage License window appears.

Manage License E Help
Licensed Computers / Devices (2) Filter License W Move to MNon-License
n | Machine Name |Gmu|§ | -
D i e Mznaged Computersh. "
i WIn g St Mznaged Computers
-
Mon-Licensed Computers / Devices (1) Filter License
s Date . De -
D i - oz Managed Computersis # 05/08/2021 16:43:00
-

2. Under the Non-Licensed Computers section, select the computer(s) that you want to move
to Licensed Computers section.

www.escanav.com
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3. Click Move to License.
The selected computer(s) will be moved to Licensed Computers section.

Manage License E Help

Licensed Computers [ Devices (2) Filter Licens= Wi Move to Non-License

| | Machine Name |m2 | -
O] - e Mznaged Computersh. & i
O | geeme Managed Computers\ S8
i W T i Mzanagad Computars
-

MNon-Licensed Computers / Devices (0) Filter License Wi Move to License

Mo Record Found | -
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Getting Started

The following sections will be give you the detailed description and configuration procedure of all the
eScan GUI and Modules presents in the eScan Enterprise DLP:

Graphical User Interface (GUI)

eScan V22 is not only equipped with the latest innovative technology but also has very simple yet
trendy GUI. eScan displays additional options buttons and quick access links.

- administrator
eScan Enterprise DLP czsswsssn RI=1X]
( W
Web Protection Privacy Control Two-Factor
Authentication
Manual
Total Sites Scanned 0 Manual
 — Total Sites Blocked 0.0 § s '
( W N
Endpoint Security Data Encryption
Manual
Total Applications Allowed 1
| —— Total ions Blocked 0 _é Total Number of Data Vault: 0 _g
l Update eScan Remote Support | Password | License Information | Tools | Reports
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Data Encryption

The Data Encryption module allows you to protect confidential data from unauthorized access and
data leak. With this module, user can create a Vault that stores data in an encrypted format.

The Vault is encrypted using 256-bit Advanced Encryption Standard (AES) and HMAC-SHA 256-bit
key. A password is required to access the vault. After you access the vault, the data stored will be
automatically decrypted. Vice versa, after you close the vault, the data stored will be automatically

encrypted.

How to Create a Vault?

To create a vault, follow the steps given below:

1. Launch eScan.
2. Click data encryption.
Data Vault window appears.
3. Click Create new Data Vault.

Keep important documents in a Data Vault.

To secure your important data, you can use Data Encryption so that
access toyour data is protected by a password. Create a virtual disk to
access, stare, and wiark with files via file explarers much like yau wauld
with regular disks.

Create new D ata ¥ault

L aready have a Data Wault

Close

www.escanav.com
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4, To add files or folders in Data Vault, click Add folders to Data Vault or Add files to
Data Vault. You can add files and folders by drag files and folders to vault.

’ Data Encryption

Adding files and folders to the Data Vault. +Add folders to Data Yault
Add files and falders and dlick Next +Add files to Data Vault

Drag files and folders that you want to password
protect here.

5. After adding required files and folder, click Next.
6. Configure the Data Vault:
o Name of Data Vault: Enter a name for the vault.
e Location of Data Vault: To select a custom location for Data Vault, click Browse.
The default path for vault is c:\eScanVault.
e Select a size for Data Vault, VVariable size or Fixed size. If selected Fixed size enter
the size in below field or use the arrow buttons to specify size.
e Optionally, select the checkbox Create desktop shortcut for Data Vault.
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- ’ Data Encryption

[ @ Vault setting ]

=

Name of Data Yault:

Location of Data Yault:

(2 variable size o Storage will increase and decrease the size automatically to fit all containing directaries and files,

() Fired size 0 Storage will be created with specified size and can't be increased or decreased in the Future.,

Size of Data Yault: ME

| . vou will not be able to change the size of the data wault later.

[¥]Create desktop shortcut for Data Vault

7. After filling all the details, click Next.
8. Read the Password Hint and then enter the password.

In case, if you forget your password, it can be recovered with the help of eScan Team.

_- _ Data Encryption

[ @ Password setting ]

ﬁ Data Vault

L 4 n Password to access the Data Yaulk:

Confirm Passward

Password Hink:

e Minimum & charackers,

Atleast 1 upper case letter (A-2)

Atlease 1 lower case letter {a-z)

Atleast 1 special character {eq: |,#,%=",@,8&)
Atleast 1 number (0-9)

0000C

Password must match!

9. Click Next.
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10. Data will be copied to the Data Vault. If you wish to delete the original files and folders
outside the data vault by clicking Delete or else click Skip.

’ Data Encryption

Delete original files and folder outside the Data Vault?

Files outside the Data Vault are accessible without password.

C:\Users feffmimem Loy (e cefers goale

11. Click Finish.
12. Data Encryption window appears, click Done.

’ Data Encryption

Data Vault created successfully, your files are protected

To add or alter the files , unlock Data Vault by entering the password. Lock the
Data Vault after you have access or changed the files.

o Criginal files are not protected by Data Yaulk,

13. The Data Vault will be created and get displayed on the data encryption list. To encrypt
your data, click Lock.
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, Data Encryption

Open the Data ¥ault to access your files.

ﬂ " .
Data Wault iz unlocked Open in Windows Explorer
m CheScanyault

I already have a Data Vault Create new Data Yault

14. Click Close.
The created Data Vault will be encrypted.

After the data vault is locked, you will get More button displayed the right-hand side of the screen.
Through this option, you will get the following setting to configure the data vault:

T PRename
B Show location of Data Vault
#  Create desktop shortcut
@ Delete
%, Change Password
Tu Recover Vault Password

Rename
You can rename the existing data vault. After clicking on this option, Rename window appears,
change the name and click Save.

Show location of Data Vault
This option will open the location where data vault is created.

Create desktop shortcut
This option will create shortcut for the created vault for accessing it easily.

Delete
You can delete the existing data vault. Click on this option, the screen will prompting for password.
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- , Data Encryption

[ @ Delete Data Vault ]

-

) Data vault
@ Password to access the Data Vault:

| &l files in the Data Wault will be deleted permanently.

Delete Data Vault m

After entering the password, click Delete Data Vault.
This will delete the selected data vault.

Change Password
This option allows you to change the password set for the data vault. Click this option; you will be
forwarded to the Data Encryption window.

- , Data Encryption

[ @ Change Password J

F\ ©ld Password
'r‘lﬁ [ |

Mew Password

Confirm Mew Passward

Enter the Old Password, New Password, and Confirm New Password.
Click Save.
This will change the password of the data vault.
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Recover Password
This option is used to recover password, this will generate the password in an encrypted format.

g , Vault Password Recovery

Encrypted Passwaord: o P e i o

Hote: To recover password, email the above encrypted string to
supporti@escanav.com along with the License detail and mention
Subject line as "evault password recovery™.

0 If you selected Create desktop shortcut for Data Vault checkbox, it will create a
NOTE | shortcut of data vault to the Desktop.
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Two-Factor Authentication

The system login password is Single-Factor Authentication which is considered unsecure as it may
put your system's data at high risk of compromise. The Two-Factor Authentication, also more
commonly known as 2FA, adds an extra layer of protection to your computer.

The 2FA feature mandates you to enter a Time-based One-Time Password (TOTP) after entering
Windows login credentials. So, even if somebody knows your login credentials, the 2FA feature
secures data against unauthorized logins.

You can use various options to set password for the 2FA. You can set password or you can use the
eScan administrator password in case the system is offline (without internet access). To use 2FA
online authentication, you need to install the Authenticator app for Android devices from Play Store
or for iOS devices from App Store on your smart device. The Authenticator app needs camera access
for scanning a QR code in the Authenticator app.

0 Ensure that the smart device's date and time matches with the system'’s date and time or
NOTE | else T-OTPs generated by app won't get validated.

Enabling 2FA login

To enable 2FA login, follow the below steps:

1. Open eScan Protection Center,
e From Desktop, double-click the “ icon.
e From Taskbar, right-click the @ icon and click Open eScan Protection Center.

eScan Enterprise DLP czswssm e (2]=]

Total Sites Scanned 0 Manual
| . Total Sites Blocked 0.0 | il

W I}
Endpoint Security Data Encryption
Manual

Total Applications Allowed 1
. Total i Bloz!ce,dAp_,/ . Total Number of Data Vault: 0 "

W (
Web Protection Privacy Control Two-Factor
@ Authentication
Manual L

l Update eScan Remote Support | Password | License Information | Tools | Reports
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https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://apps.apple.com/in/app/escan-authenticator/id1503185587

An ISO

2. Click Two-Factor Authentication.

1-_ . Two-Factor Authentication

QR Code for TFA

[VliEnable Two-Factor Authentication:

[roP [} safeMode [JuserLogon

D Use eScan Administrator Password

["]use Other Password

E] Use Online Two-Factor Authentication

- D

3. Select Enable Two-Factor Authentication. This will enable the other configuration settings.

o

T Unlock option will be enabled only after selecting User Logon option.

4. You can configure it according to your requirement and click Save.
The 2FA will work according to the configuration.

Login Scenarios

The 2FA feature can be used for following all login scenarios:

RDP
RDP stands for Remote Desktop Protocol. Whenever someone takes remote control of your system,
the personnel will have to enter system login credentials and 2FA passcode to access the system.

Safe Mode
After a system is booted in Safe Mode, the personnel will have to enter system login credentials and
2FA passcode to access the system.

User Logon
Whenever a system is powered on or restarted, the personnel will have to enter system login
credentials and 2FA passcode to access the system.

Unlock
Whenever a system is locked, the personnel will have to enter login credentials and 2FA passcode to
access the system.

ified Company
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Password Types

You can use following password types to log in:

Use eScan Administrator Password
You can use the existing eScan Administrator password for 2FA login.

Use Other Password
You can set a new password which can be combination of uppercase, lowercase, numbers, and special

characters.

Use Online Two-Factor Authentication
To use Online 2FA authentication, follow the steps given below:

1. Install the Authenticator app from Play Store for Android devices or App Store for iOS
devices.
2. Open the Authenticator app and tap Scan a barcode.

i

Add an account

You can add an account selecting one of the following options:

E Scan a barcode

E&  Enteraprovided key

3. Now, open eScan Protection Center on your system and click two-factor authentication.
4. Select Enable Two-Factor Authentication.
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{ 4 Two-Factor Authentication

QR Code for TFA

[V]iEnable Two-Factor Authentication:

D RDP l:] SafeMode D User Logon

E] Use eScan Administrator Password

[]use Other Password

E] Use Online Two-Factor Authentication

D a3

5. Configure the login scenarios according to your need and select Use Online Two-Factor

Authentication.
6. On the top right corner, click QR code for TFA.

A QR code appears.

II,\ IR Code

Dovwenload eScan Autherticator from : B ‘

Close

7. Scan the onscreen QR code via the Authenticator app.
A Time-based One-Time Password (TOTP) appears on smart device.

www.escanav.com
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Account Added
9536151

8. You can use this TOTP for login.
This TOTP will get updated after every 30 seconds.

Disabling 2FA login
To disable the 2FA login, follow the below steps:

1. Open eScan Protection Center > two-factor authentication.
2. Uncheck the Enable Two-Factor Authentication option.
3. Click Save.

The 2FA feature gets disabled.
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Quick Access Links

On lower-right corner of the screen, you can view the following quick access links:

eScan remote support | Password | License Information | Tools | Reports

Update

The Update module automatically keeps your virus definitions up-to-date and protects your computer
from emerging species of viruses and other malicious programs.

® Update

Configuration

Last Database Updated 21 Jul 2021 13:00
Run Mode Automatic

Update Now | Settings

Reports
View Log

You can access tabbed page for the Update module by clicking the Update button. The update tabbed
page provides you with information regarding the type of update mode on which the database was last

updated.
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Configuration

This section displays the following information:

o Run Mode: It displays the type of update mode used by eScan.
e Update Now: This button updates the Anti-Virus and Anti-Spam definitions through HTTP

or FTP.
Update via HTTP  Anti-Virus  (100%) (=[]
FRegular updates of e5can Anti-Virus databases and program
modules ensures effective protection. Last Update: 24 Feb 2021 11:30
Connecting to proxy server 152.163.0.10
Requested file name and size
eScan Antivirus Diatabase is Updated. Mo need to Download.
Requested file name and size
Starting Anti-Virus Download...
Reguested file name and size
eScan Anti-virus Database is Updated. No need to Downlead.
Time | Resutt | object | size |
ﬂg? 12021 10:34:53 AM File Downloaded exploits.avecd 51 Bytes
q? 3172021 10:34:53 AM File Downloaded zettings.avcd 54 Bytes
vs;g? 312021 10:34:53 AM File Downloaded aveld.gx 1525 Byles
qé’ 2021 10:34:54 AM File Downloaded configuration.avcd 210 Bytes
q? 12021 10:34:54 AM File Downloaded update.bin 35 Bytes
Downloading File update.bin
Total Downloaded 15KE/1E5KE Duration 00:00:11
Anti-Virus Status [ | Time Left 00:00:00
Anti-Spam Status [ | Time Left  00:00:00
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Reports

This section displays the following information:

e ViewL

0g: When you click this button, the Update Log window is displayed. This window

displays the latest activity report for the Update module.

DiatelTime Session It AdcrezzMHost Name |
212352021 4:24:08 PW Starting Automatic HTTP session to host Fittp: Moy microwyorldsystems .comippublupd. .
202352021 32911 Pw Starting Automatic HTTP session to host Fittp: Moy microwyorldsystems .comppublupd. ..
20245201 1:13:45 AM Starting Automatic HTTR zession to host Fittg: Moy microwy orldsystems comipubupd.
212412 5545 Starting Automatic HTTP session to host ity ey microwyorldsy stems .comipubiupd...

File Description

Result Ohject Size b’
Successfully Downloaded File aftok ool 7850 N
Successfully Downloaded File auta.cvd 30043

Successfully Downloaded File cevakrnl.ry2 277352

Successfully Downloaded File cevakrnl rvd GAM G

Successfully Downloaded File e_zpywe 00 1062 At
Event Description

Automatic HTTP Downloader Yer 4.0.2.389. ~
Check eUpdate ini Settings. |3
24-Feb-2021 05:53:49 Connection Successful with Ini Settings.

Connecting to proxy server 192 00 10

Recuested file name and size

[BOUpdCalBck]dpdate started

Starting Anti-Yirus Download...

Taotal number of Anti-virus files downloaded iz 43 bt
£ | »

This report includes the following information:

O
O

The timestamp, session description, and host name or IP address.

The description of file, such as result of the download, name of the object, and its
size.

The description of event, such as the number of files downloaded, time at which the
connection was established or terminated, and the errors, if any.

This window has 2 buttons:

e Refresh

: This button refreshes the window.

e Close: This button closes the popup window.
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eScan Remote Support

eScan Remote Support is the option to get remote help from our Support Center; the Technical

Support Executive will take control of your system for resolving the reported issue. It requires an
active internet connection.

Steps for availing remote support:

1. Click on eScan Remote Support link at the bottom of the interface.
The Remote Support Disclaimer window will be opened.

&) Remote Support Disclaimer @

Please read the following Remote Support Disclaimer. You must
accept the terms of the disclaimer before using this tool.

eScan Remote Access Support Disclaimer

|3

Before you chooge the "Accept' button at the botton of this window, carefully read the
Warranty Dizgclaimer below. By choosing the "Accept' button wou are (1] representing that
you are over the age of 18 and hawve the capacity and autharity to bind yourself and pour
emplover, as applicable, to the terms of the dizclaimer below; and [2] consgenting on behalf of
wourzelf and/or az an authorized repregentative of pour emploper, az applicable, to be bound

by this dizclaimer. [ pow da not agree to all of the terms and conditions of the dizclaimer, or da

niot reprezent the foregoing, pou will not and may not receive Remote Access Support from
eScan.

m

You have requested the assistance of an eScan Technical Support A eprezentative through a
remote connection bo pour computer ["Remote Access Support'’]. 8Scan iz providing this
Remote Access Support to wou as & courtesy. ou understand that by requesting Remate
Access Support, vou will be providing eScan Technical Support Perzonnel with access to and
control of pour computer. In addition, pou may be providing eScan Technical Support

Perzonnel with access to files that reside on pour computer. -

(@) | accept the disclaimer

(1 | do niot accept the dizclaimer

[ Ok l [ Cancel

2. Read and accept the disclaimer and click Ok.
eScan Remote Support tool will open.

3. It will generate a user ID and password. Send this user id and password to the technical
support executive.

The executive will take remote support of your system.
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Password

Password will secure your system from making any unauthorized changes to the settings and
configurations defined by you.

Using Password Protection for opening eScan

You can define a password for accessing eScan. Use the following steps for defining a password:

1. Open eScan Window.

2. Click Password link at the bottom of the interface.

3. Type a Password in the Enter New Password field. It is recommended to enter alphanumeric
password.

4. Re-enter the Password in Confirm New Password field and click OK. You will have to enter
this password to change any settings and also to open eScan.

Change Administrator Password [2][X]

Erter Mewy Passward

Confirm Mewy Pazsword

For removing the password, Click the password link and Enter old Password, leave

0 Enter New Password and Confirm New Password fields as blank. Now click OK. The
NOTE | defined password will be removed and you will not be prompted to enter password to
open eScan.
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License Information

Click License Information link present in Quick access links at the bottom of eScan Protection Center.

You will be forwarded to License information window, it displays following important information.

RI=IX]

License Information

License Key (30 char) | Activation Code (60 char) | Registration Status | Contract Pel

JSEUR B i B A SENERS Aty | Activated [ 06-Mar-202]

] []

Contract Period Ends on 06-Mar-2022

License Key: Displays the License Key of the product.

Activation Code: Displays the Activation Code of the product.

Registration Status: Displays the registration status of the product namely, Active, Trail, or
Expired.

Contract Period Ends on: Displays the expiry date of the product activation.

Version: Displays the version number of the antivirus software.
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Additionally, it also allows you to perform following actions on right click.

RI=IX]

License Information

License K 0 char Activation Code (60 char Registration 5tatus Contract Pel

: Activate before 05-Apr2.. [- |
Add License Key

Activate Now

Renew License

Delete License Key

Copy

] [*]

Grace Period ends on 05-Apr-2021

Add License Key Activate Now - “

Add License Key: Click on this button to add license key.

Activate Now: Click on this button to activate the license key.

Renew License: Click on this button to renew the license key.

Delete License Key: Click on this button to delete the added license key.
Copy: This option will copy license key.
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Tools

The Tools link provides you with the options for easy and quick access to various tools for eScan and
each tool will have its own functions.

F A

Tools

ﬂ Download eScan Service pack ﬂ‘ Windows Essential Updates

W USB Vaccination géé Registry Cleaner

\

It gives you access to the various eScan tools and it performs the following actions.

Download eScan service pack

You can download the latest eScan service pack directly from here. This will include all the latest
updates.
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Windows Essential Updates

It will update your system with the latest windows patch updates. eScan maintains a list of critical
Windows Update patches on every computer that are available for free, whenever the user clicks on
Download Latest Hotfix (Microsoft Windows OS) option, it checks the computer for missing
patches on the OS by matching the installed patches with the released patch list in the database. The
missing critical Windows update patches are then downloaded and installed on the computer where
eScan is running. The database list is categorized on the basis of the operating system.

\lf MicroWorld Download Manager (4.0.0.122) o] B (s

KE280738E on \Win?: Present... P
KB2805735 on Wins: Prezent. .

KEB2813170 on Win?: Present...

# Adding link. for KEA0T2212 on Win? ...

#' KEB982132 on\Win?: Present...

- I:;:I‘g:flfAL -2021-03-01 10:53:46-- http://download. windowsupdate. comdd/madownload/update /zoftware secus 20
WORLD Connecting to 192.163.0.10:3127... Connected,

Prowy request sent, awaiting responze... 200 0K

Length: 19729107 (196 [application/octet-stream)

Saving ta: "C:/Proaram Files/Common FilesMicrot arldAw'GWw M Awindows6.1-kb401 221 2-486_Ebb04d33

DK s et et et e 0% 304K 213
BOK. o e e 0% 7.28M 125
TOOK, oo e e e e 0% 1.47M 122
150K, . C1E1.03M 142
200K . 12534k 122 =
250K, C 1% 947K 13 |E|
300K . et s 15123 13 | i
380K ] | -
4| 1 | §
Select tools to download Action
heftfitt! ESPATCH ESUPDATE Sleetii Dzl
eSC ari"' Optiong
Enecute after dovanload [ stop Dosnioad l
WWw.escanav.com
Copyright MicroWorld Uze [E Prosy [ E it ]
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USB Vaccination

The USB devices are used for various purposes, but while using them you may not be aware that the
system to which you are connecting is virus infected. When connected to such machines the USB
devices also tend to get infected. So, to prevent such cases, eScan has introduced a feature wherein
you can vaccinate USB device, whenever needed. Once vaccinated it stays protected even if you
connect the flash drive to an infected system, it doesn't become a carrier to infection.

By default, the Choose a USB Drive drop-down list and Vaccinate button appears dimmed. It is
available only when you connect any USB device to your system.

To vaccinate, select an appropriate USB drive, which you want to vaccinate from the Choose a USB
Drive drop-down list, and click the Vaccinate button.

USB Vaccination

UZB Yaccination prevents viruses from infecting your USB Drives. You can undo
the vaccination later it needed.

Chooze a UZB Drive J

Close

An 1SO 27001 Certified Company www escanav.com



Registry Cleaner

eScan will scan for issues in the selected registry entries, all issues found will be displayed in the
Panel on the right. You can select / unselect the issues found by eScan and fix selected issues button
to fix the issues. eScan will fix the selected issues instantly.

Registry Cleaner

Registry Cleaner | Data | Registry key | Descripti... | C
W CLsIDs

MType Libraries

MCLSID Reference

W shell Shartouts

MFile Extension Shortcut
Efl\-'lodule Usage
MUserTrusted External Apps
W sharedDlls

MWindows Installer

EfFile Extension Reference
MApp Management ARPCache
[l MU Cache
MFirewallAuthorised Apps
MApp Paths

MMissing Typelib Reference
MInvalid Default Icons

< | [*]
CIITD R
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Reports

eScan generate reports for Web Protection and Endpoint Security modules. Click Reports link
present in Quick access links at the bottom of eScan Protection Center. You will be forwarded to
Advance Report window; it displays the report for all the modules of eScan Enterprise DLP.

Advanced Report

PBX
Report

[=1-web Protection
¢ Allowed S'_te Report From: |31-Dec-2022 - | To: |31-Dec-2022 - | Filter by: In.n.m vl Generate Report

- Blocked Site Report

- wiebsite Phizhing Filter R eport
i - Status Report = I fi I a0 I Descrinti I Adti |
51+ Endpoint Security ate/Time ser e Mame escription ion

«z=D

eScan generates reports of all its modules; you can View/Generate a report of any module through
Reports link present in every module.

eScan maintains a log of all the recent activities; it includes the date and timestamp, the user
details, description and the action taken.
It will also allow you to export the particular report as per your requirement or all the existing

reports in PDF/ HTML/CSV format; it will also allow you to choose the path to save these reports
on to your compulter.
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Export Report

—Report
= ~

El- [#] File Antitiuz 1
------ Yiruz Report 3
------ O Proactive Scan Report
------ O Malware URL Report
------ [ Blocked File Repart
------ O Update Repart
------ O Status Repart
E- [ Mail Antiius
------ O Mail Scanner Repart
------ O Status Repart
- T Anki-Soam i

[¥] &dobe PDF THTHL ooy

Select Directory:

|C\PROGRA~1\eScan\Debug\ m

1. Select the particular files that you want to export or select the checkbox next to All option to
select all the report.

2. Select the particular format of the file that you want to export; you can select from
PDF/HTML/CSV file formats.

3. Click Browse and select the path where the file has to be saved.

4. Click Export to export the report files, or click Close to exit the window.
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Contact Us

We offer 24/7 free online technical support to our customers through email and live chat. We also
provide free telephonic support to customers during our business hours.

Before you contact technical support team, ensure that your system meets all the requirements and
you have Administrator access to it. Also, ensure that a qualified person is available at the system in
case it becomes necessary to replicate the error/situation.

Ensure that you have the following information when you contact technical support:
e Endpoint hardware specifications
e Product version in use and patch level
o Network topology and NIC information
e Gateway, IP address and router details
e List of hardware, software and network changes if any carried out
e Step-by-step description of error/situation
e Step-by-step description of troubleshooting if any attempted
e Screenshots, error messages and log/debug files

In case you want the Technical Support team to take a remote connection:
e |P address and login credentials of the system

Forums

Join the Forum to discuss eScan related problems with experts.

Chat Support

The eScan Technical Support team is available round the clock to assist you with your queries via
Live Chat.

Email Support

If you have any queries, suggestions and comments regarding our products or this User Guide, write
to us at support@escanav.com
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