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Welcome

eScan's nexgien antivirus solution that protects the home network from viruses, malware,
ransomware, bots, and more, usérlgyered approach. Withunique combination of basic and
modern techniques, eScan blocks broad range of attacks. It compriséongtveb filtering,
signaturebased malware detection, application control, and behavior analysis to innovative
technigues like deep learning malware detection, exggo#ivention, heuristic scan, and many more.

From powerful antransomware technologg cuttingedge Al malware detection with deep learning,
protect your computers from nevieeforeseen threats. eScan offers advance defeapabilities

against malware that includeript, macro and polymorphic viruses, Trojans, Internet worms,
maliciousJava applets, and ActiveX code. It also provides smart parental controls to keep your kids
safe online by limiting the time and content filtering wherever they go.

The featurerich new offering from eScan comes with a us@ndly interface along with seral
customizable settirgglts design is both intuitive and easy to understand. Additionally, the product
introduces a myriad of new features that are fashioned to secure your systems from emerging and
updated threats, such as, malware, phishielsites emails, and hackers.

To counter these pernicious threats, eSabedsts products with futuristic edge technologies, such
as MicroWorld Winsock Layer (MWL), Naintrusive Learning Pattern (NILP), Domain and IP
Reputation Check (DIRC), eScan Securitywark (ESN), and Proactive Malware Detection.

MicroWorld designs its security solutions with an amprovide a safe and secure computing
environment for all eScan users. This guide is designed to help you use/evaluate the features and tools
included in &can 22.

Thank you for choosing eScan.

The eScan Team
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Overview

eScan Total Security Sui(€yber Vaccine Editionprotects the home network from different types of
cybersecurity threats such as malware, ransomware, adware, bots, and moeeaysiregl

approach. With uniqgue combination of basic and modern techniques, eScan blocks broad range of
attacks. It offers various advance features like web filtering, sigmbised malware detection,
application control, and behavior analysis. It includes innovative techniques like malware detection,
exploit prevention, heuristic scan, and many more. Packed with the sophisticatedateeton,
machinelearning virus praction, and home network security that won't affect the system.

eScan offers advanced defense capabilities against malwares that includes script, macro and
polymorphic viruses, Trojans, Internet worms, malicious Java applets, and ActiveX code. It provides
smart parental controls to keep the kids safe online by limiting the time and content filtering wherever
they go. Along with all these, eScan TSS equipped with a rescue disk, vulnerability scan, and several
other tools designed to clean and optimize the PC

Key Features

Realtime Protection eScan providea sophisticated layer of retime protection to
prevent any possible spread of malicious programs. It constantly
monitors the system for malware, spyware, ransomware, and va
other threats. It detectad restricts malicious threats from accessi
the system andxploitspersonal data. eScan's rale protection
has potential to keep cyber threats away by continuously monito
the online/reatime activities.

Optimized Performance eScan iequipped with advandesecurity technologies to reduce t
memory and hard drive being used which eventually minisnibe
CPU overhead. This, iturn, enhances the speed and performanc
the computeby making regular taskgo more quickly. Moreover
usng cache technology the scan time is minimized without cau
any lag to the system.

Two-Factor Authentication  eScan provides anx&a layer of protection to the Windows logi
process that authenticatasd prevent anyackersfrom accessing
the compute and personal data. This offers an additional ste|
security as cyberthieves requimngore tharna username and passwo
for authentication.

Powerful Anti-Ransomware eScan's effective ArfRansomware feature uses Proactive Beha
Analysis Engine (PBAE)echnology that monitors the activity of &
the processes. The Intelligent Shadow Backup mechanisi
triggered during any eventualities, this helps users to protect
crucial data and overcome the aftershock of ransomware attacks

Data Encryption eScan provides Data Encryption feature that protects sensitive
confidential data from unauthorized access and data leak. Witt
module, you can create a Vault that stores data in an encrypte
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passworeprotected format.

Anti-Theft eScan supportain AntiTheft feature that providean additional
security level in case of device is stolen or lost. It prevents
system from being misused by allowing user to lock and eras
data remotely. It offers more advanced feature like caf
image/screer®t, scream, locate, lock, and alert.

Smart Parental Control eScan haslesignedSmart Parental Control to protect children &
teenagers from latest cyberthreats. It allows to set time restrictic
access the websites and applications for different users based o
age. Different users have different profile and access/welrotc
rights.

Windows Essential Updates eScan checks for missing security patches on the system C
matching the installed patches with the released patch list ir
database. Then, it automatically installs the missing critical Winc
security patch ugates. This helps to keep the system to stay &
from latest threats and maintain the security of the home networl

Two-way Firewall eScan's Twavay Firewall is equipped with préefined set of rules
that helps in detection of incoming and outgoing nekwequests,
enabling you to monitor every inbound and outbound connectior
is being established. This locks out the hackers from connectil
the systems, and defends the connection of undesired apps
internet.

eBackup eBackup helps in taking regular backup of the system/files/folds
it can be lost or damaged due to various issues such as
outbreak, ransomware attack, @oud-baseddisaster. eScan allow
you to schedule and store the backup file according toutiee
requirements.

Effective Endpoint Security eScan provides protection from the known and unknown threats
can spread through USB or Firewlased portable storage devic
such as Flash drive, Webcam, SD Card, and more. It offer
advanced Apptiation Control that allows you to block/pern
applications and prevent the critical threats.

Identity Protection eScan helps to monitor and protect the personal sen:
information, like social security numbers, credit cards, mo
number, and passwas. In case, if there an attempt of sending ac
these data via internet, email, or instant messenger, then eSce
block such communications.
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What's new

eScan TS$Cyber Vaccine Editionfas introduces following new features:

Advanced Malwar®etection

Two-Factor Authentication

Data Encryption (Data Vault)

Highly Optimized Performance

Heuristic Scan

Sophisticated Threddetection Mechanism

Exploit Prevention

Powerful And Layered ArtRansomware Technology
Smart Parental Control

=
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Prerequisite far installing eScan

Please check the prequisites before installing eScan Total Security Suite on your system.

First Time Installation

1 Ensure that you have Administrator Rights on the system where you wish to install eScan
Total Security Suite.

1 Ensure thathe System Requirements for installing eScan are met.

91 Please uninstall all other similar type of security application like Antivirus;8pgiware or
Anti Malware to avoid software conflict.

1 Please ensure that sufficient space is available on yourfdriugstallation; please check
System Requirementer more details.

1 We recommend that your system is connected to internet at the time of Installation; this will
ensure that eScan is updated with all the redems signature from our Update Servers
(eScan automatically checks and update the latest virus signature available on the Update
Servers after installation).

1 Ensure that critical operating system and security patches are installed on your system.

Renewaland Upgrade

1 Renewal You need to have a License Key for Renewing eScan, you can purchase the license
key from anydealer nearby your vicinitgr you can purchase it online directly from eScan at
WWW.escanav.com

1 Upgrade: If a newer version is available, eScan can be upgraded by downloading and
installing eScan from our website.

An 1SO 270 ified Company www.escanav.com
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System Requirements

The following are the software and hardware requirements for installing and using eScan.

Operating System
1 Windows® 11
Windows® 10
Windows® 8.1
Windows® 8
Windows® 7
Windows® Vista®
Windows® XP Service Pack 2 or higher
Windows® 2000 Profession8lervice Pack 4
[All 32-bit & 64-bit Editions]

= =4 =4 =4 =4 =4 =4

NgE eScan 22 SOHO products do not support Server Operastensy.

Minimum Hardware Requirements

Component Requirement

Processor Intel or AMD single core x86 or x64
CPU 1 GHz recommended

Memory (RAM) 1 GB recommended

Disk Space 1GB recommended

ified Company www.escanav.com
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Installation Steps

Install eScan Total Security Suite (TS&jher by using the eScan setup file or using the eScan
product installation CIDVD. To download the eScan setup file, visit the following link:
https://www.escanav.conmavindowsantivirus/totalsecuritysuite.asp

Installing Total Security Suite from the CD/DVD is very simple, just insert the CD/DVD in the ROM
and wait for few seconds for auto run to start the installation process and follow the instructions on
screen. In casef installation does not start on ibsvn, click Install option on the CD ROM, this will

open the one click installation wizard setup of To&d\8ity Suite on your computer.

After downloading the eScan setup file. Doubliek on theTwnxxxxxx.exefile and follow the
below steps:

1. Click Nextto continue or clickCancelif you want to quit the installation.

2. The installation wizard runs in a language that is specified as Home locatiétegfan >
Location setting of your operating system @urrent location of aRegion and Language
> Location settingin older systenis

Use the droglown menu to select Product language in which your eScan TSS will be
installed.

r Select Setup Language E

_AM|  Select the language to use during the installation:
1 T
v

Engish |5

L ok || cancel |
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3. Click Install to begin the installation.
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Bxtracting files...
C:\Program Files {x86)\eScan\SETUPTMP\vereml.exe

==

eSgan o e ey feenons =

www.escanav.com

(1] Default Path for eScan installation on atl82PCi C:\Program Files.eScan
NOTE | Default path for eScan installation on al&i4PCi C:\Program Files (x86)eScan

4. After completing the installation process, the wizard asks you to restart your PC.

eScan Install

— eScan

#' Reboot PC to complete eScan Installation’?
cheict

of DIGITAL
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eSgan

WWW.ESCANAY.Com Yes Mo
Copyright MicroWorld

5. Torestart PC, select optidfes. When the installation finishes, eScan GUI starts and tray
icon is displayed in the notification area (system tray).

0 It is recommended that yaestart the PC taunthe eScan servicesfectively.
NOTE
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Product Activation

The product comes with a 8lays trial period. You should purchase the product license key before
the trial period expires, wherein you receive a license key for registration. You can also renew the
product, as per your requirement. To know information on registration and renewingSaan

product, visit the below link:

https://www.escanav.com/register

When the installation is complete, you will be prompted to activate the product.
You can use any of the following methods to actithéeeScan Total Security Suite.

Enter the License Key

A unique string 3@&haracter valid license key (in the format XXX X -XXXX -XXXX -XXXX -
XXXX -XXXX -XX) which is used for identification of the license owner and for activation of the
license.

Offline Lic ense Key Activation
Using eScan TPN application, you can activate the License key even when the isteotnetvailable
in the systemA unique string 6&haracter is generated that is used for activation.

To use this feature, you need to install thea#iSEPN for Android devices fromlay Storeor for iOS
devices fromApp Storeon your smart device.

If you type an invalid license key, a warning message appears.

In some cases, if any of the character is missing or typed incorrectly it accepts at firg
0 instance, but gives an error message Klegt not present in our databasewhile
NOTE | activation.

While activating license key online via eScan TPN, it is mandatory to have active int¢
connection on your smart device.
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Adding and Activating the License Key

eScan allows you to add about two license keys at a time and it is mandatory that yxte atteast
one of themBecausence you activate one license key you can add more. Follow the below steps to
add license key:

1. Click Start, point toAll Programs, point toeScan for Windows and then clicleScan
Registration. The License information ofSzan window appears.

=3

License information of eScan

License Yersion 22014002371
Licenze Status  Ewaluation Period Endz On 21-4ug-2021.

Enter License Key

-

- aED C&D EID CID

2. Type the 3echaracter valid license key in tBmter License Keyfield.
3. Click Apply and then cliclOK.

Confirmation

eScan TSS for Windows

30 day(s) remaining for Activation.

To protect your license from misuse, your eScan product
needs to be registered within the above mentioned period. If
you don't do so, the eScan functions will be suspended
until the product is registered. For registering your product,
you need to activate your license key. Online Activation is
highly recommended.

If you want to do this now, please click on "Register Now".

e =
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After following above procedure, let's activate the license key through online mode. To do same
follow the below steps:

1. After adding the license key, a confirmation window appears. Do one of the following:

1 Register Now Click this button, if you want to activate the license key immediately.
9 OK: Click this button, if you have the activation code or want to activate the product
later.
2. When you click thdRegister Now The License Information window appears.

PI=X]

License Information

License K 0 char Activation Code (60 char Registration Status Caontract Pel
(GO B Acgiim A | AT MEWNSRS Bt | Activated [06-Mar-202;

‘| [+]

Contract Period Ends on 06-Mar-2022

3. To add new license key, click tald License Keyand to activate click thActivate Now.

0 Alternatively rightclick the license key from the list and then click #ud
NOTE | License Keyor Activate Now.
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4. When you click théActivate Now.
Online Activation window appears.

PI=IX]

Online Activation

License Ky dbiens s abiibi - aiil e o0 e biie- ool Privacy Policy

(@ 1want to activate online

() I hawve Activation Code

Customer Mabile Mo, * Email Id

Mote: Enter valid email id in order to receive backup copy of your license details.

Country State

IIndia ;I IMaharashtra LI
City

|Pune ;l

Dealer Mobile No.

* Mandatory fields

o Cawa iy

www.escanav.com
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5. Specify the details of the following fields:
o | want to activate online By default, this option is selected. When you click this
option Name, Email Id *Confirm Email Id*, Email Subscription, Country, State, and
Dealer Mobile Number* fields are available.
Click this button to activate the eScan product online. You need to have active
internet connection to activate online. In case, if you do not havaéteonnection
the online activation fails and displays the following dialog box.

Warning

eScan TSS for Windows

Online activation failed!

Click "Yes" if you want to retry Online.
Click "Mo" if you want to send offline registration details to
eScan Registration Department.

I GG

Click No, anOnlineRegister. TXT file gets generated with registration details.
You have to send th@nlineRegister. TXT file to register@escanav.cqwherein
you receive an activation code to the specified email ID.
o | have Activation Code When you click this option onlinter Activation Code
field is available. To learn momdick here
Click this option, if you already have activation code received through an email from
register@escanav.com
In theEnter Activation Code field, type or copy and paste the activation code. This
enables you to activate the eScan product immediately.
6. Click Activate.
The license key gets activated.
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Activating the license key through offline mode
(using eScan TPN app)

After adding thdicensekey using above procedure, when you sdlbéetve Activation Codeoption,
perform the follow the below steps:
1. After entering the license key, specify the detalils.

RIEX]

Online Activation

Licenee Ky siens sleisl bbbl bl e s e e e Privacy Palicy

i@ I want to activate online

("1 1 have Activation Code

Customer Mobile Ma, * Email Id

5 @ Yes

Mote: Enter valid email id in order to receive backup copy of your license details.

Country State

IIndia ;I IMaharashtra ;I
City

IPune ;l

Dealer Mobile Mo,

* Mandatory fields

D 27001 Certified Company WwWw.escanav.com



2. Click QrRCodeto get the registration details.

QR Code

Registration Details

Mame T Prosciaii

Company Name :

City : Mumbeai

State : Maharashtrs

Courtry : Indiz

Phane Mo :

Makile Mo

Fax Mo

Piostal Code :

Email I e e ota
Email Subscription S Yes

Reseller § Dealer :

Machine Code © G- i T “Iabur B S-S5

Standard Key :
P Y T CHOR TR T TR LA

Current Date C 07212021
eScan Yersion : 220 iR 25
Customer Maobile Mumber G5 s

www.escanav.com



3. Inthe eScan TPN app, t&dfline Activ ation.

— eScan TPN

View Activation View Renewal

Reward Points Offline Activation

Schemes Place Order

4. TapSCAN QR-CODE, to scan the generated QR Code.

& Offline Activation

SCAN QR-CODE SELECT QR-CODE

01 Certified Company WWW.escanav.com



5. Scan the QR code using your smart device. After scanning, the form will be filled with details

automatically.

50 27001 Certified Company

& Offline Activation

SCAN QR-CODE SELECT QR-CODE

* Indicate mandatory fields

*Name

Tl

*Email

e ptrgin st COM

*Mobile Number

Address

Postal Code

City

Pune

*State

Maharashtra

*Country

India

*License Key
*Machine Code

Machine Code with eScan

SUBMIT

www.escanav.com



6. Click SUBMIT . An activation code will be issued.

Activation code issued earlier :
A IBUID AW B AN AR S
QI RTINS 00 m AR N0 iRl Me

SHARE
CREATE PDF
7. You can share the code via varionsdessuch as email, WhatsApp, PDF, and more.
8.

Now, select have Activation Codeoption in theOnline Activation window.
9. Enter the issued activation code and chaltivate.
The license key gets activated.

An 1SO 27001 Certified Company
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Getting Started

The following sections wilgive you the detailed description and configuration procedure of all the
eScan GUI and Modules presents in the eScan Total Security Suite.

Graphical User Interface (GUI)

eScan 22 is not only equipped with the latest\ative technology but also has very simple yet

trendy GUI. It is packed modules that gives brief details about the file scanned, quarantined, infected,
and many more. It displays the date on which the computer was last scanned and virus signature
updated.

eScan displays the retiine status of the computer (secured or not secured) along with additional
options buttons and quick access links.

eScan TSS for Windows 2o

Last computer scan - ©

@ syStem Is secured Date of virus signatures - 24 %as 2021 11:30

File Anti-Virus Web & Parental | Data Encryption Cloud Protection |
L <:> L ControIJ [ ( ) J L ‘::) J
Dangerous Objects Detected 0 Total Sites Scanned 0 Safe data 1,410,242,192 Objedts

Total Files Scanned 235 Total Sites Blocked 0 Total Number of Data Vault: 0 Dangerous data 587,600,913 Objects

Mail Anti-Virus E Firewall l Two-Factor Identity Protection
{ O Authentication o—
L Inbound Packets Blocked OJ L Manual J L J

Outbound Packets Blocked 0 Total Objects Siocked O

Total Mails Scanned 0

Total Infected ONMII o 4

Anti-Spam ‘ Endpoint Security l Privacy Control
Totsl Quarantined Mails 0 Total Applications Allowed 0
Total Clear Mails 0

Total Applications Blocked 0

| > |
. Rescue Mode | eScan Remote Support | Password | License Information | Tools | Reports
&, Scan . Update
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File Anti-Virus

File Anti-Virus module prevents infection of the computer's file system. This module is st#nts on
startup of the operating system and continuously monitors and scans all the files that opened, saved,
or launched along with all the connected devices. The Proactive Behavior Monitoring system blocks
any application that behaves maliciously or mighiizdicious.

eScan offer8lock Filesfeature, which allows to block or quarantine the file from being accessed. It
also comprises dfolder Protection function that prevents user from creating, updating, or deleting
files/subfolders within the specifiedléter.

- ’ )
eScan TSS for Windows  ezoses s PR RI=X

Last computer scan - Not yet scanned
Date of virus signatures - #F S el 2021 10:56

e File Anti-Virus Mail Anti-¥irus Anti-Spam YWehb & Parental Control Firewall Endpaint Security Privacy Contral
@ File Anti-Virus

Configuration

File Anti-Virus Status Started
Proactive Behaviour Monitor Status Enabled
Action Disinfect - Quarantine object

Stop | Seftings

Reports
Total Files Scanned 138
Dangerous Objects Detected 0
Last File Scanned C\ \scredir dil

View Statistics | View Quarantined Objects | View Report

[ |
Q Scan . Update eScan Remote Support | Password | License Information | Tools | Reports
L J

The File AntiVirus window will have the following sections that can be configured.

9 Configuration
1 Reports
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Configuration

This section displays the following information:

1 File Anti-Virus Status: Displays the status the File Aifirus module, thats, started or
stopped.

1 Proactive Behaviar Monitor Status: Displays the status of the proactive scanning.

9 Action: It displays the type of action to be taken by File Afitus module.

9 Start/Stop: Click an appropriate option to start/stop or enable/didaildeAnti-Virus
module.

1 Settings To learn morelick here

Settings

Configure settings for File Antiirus using theSettings option present under configuration. Following
tabs are available for configurations:

= =4 =4 =4 =4

Objects

Options

Block Files
Folder Protection
TSPM
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Objects

This tab will provide variousptionsfor fine tuning the settings available under File Aviitius. It
provides options such as scanning a specific storage devices or excluding given file from scanning.

File Anti-Wirus Settings

| Options | Block Files | Folder Protection | TsPM |

A CompLter = ﬁ«_c:tiu:uns it caze of wirus detection
£, Local Disk (C) - {3 Report anly
5 DD Drive (D:) B @ Disinfect
: (v external i . () - {3 Quarantine object
e [/ |8 22681 (TETERIND (P:) i 0y Delete object

Scan local removable disk drives
Scan local hard disk drives
- [¥] Scan netwark drives
I~ Scan files of fallowing ypes
i @ Al infectable
LDy Al
- ¢ By mask
- [#] Ewclude by mask
- [l Mat a'ins List
- [¥] Esclude Filss / Falders
B Szan compound objects
- [ Enable code analyzer

R e e |

]
F
H
]

Actions in case of virus definition
Displays the different actions that can be performed in case of any infection. The actions are:
1 Report only: Reports to you on a popup without taking any action on the file in case of virus
detection.
91 Disinfect: Automatically disinfect any infected filgfterdetection. Under this action,
following two options are available:
0 Make backup file before disinfection This check box allows to make backup file
before disinfection.
o If disinfection is impossible You canconfigure from the following options:
A Report Only: This option reports if it is not able to disinfect any particular
virus.
A Quarantine object This option quarantines the infected object (isolate the
objects) if it is not able to disinfect a virus.
A Deleteobject: This option deletes the object if it is not able to disinfection a
virus.
By default theDisinfect option is selected.
0 Quarantine object: Quarantines the file whenever an infection is detected (isolate
the file). You can restore th@uarantine/Backup file by using the below procedure:
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A Click View Quarantine Objectsoption present on the main interface of File
Anti-virus. You will be forwarded to th@uarantine window, click object
name that you wish to restore. Now clRRkstorebutton to restore.ile will
be restored instantly.
o0 Delete object Automatically delete the file whenever an infected file is detected.
The following are theptions that allowo scan specific disk or drive:
1 Scan local removable disk drivesThis check box allows to monittine realtime scanning
of all the local removable drives attached to the computer. This option is enabled by default.
9 Scan local hard disk drives This check box allows to monitor the re@he scanning of all
the local hard drives installed on the compuitéis option is enabled by default.
1 Scan network drives This check box allows to monitor the remhe scanning of all the
network drives including mapped folders and drives that are connected to the computer. This
option is enabled by default.

Scan files of following types

This check box allows to choose the type of file to monitor whiletiesd scanning. It have 3 options

to select files for scanning, whethlt infectable, All, or By mask The files listed irBy mask

option are the default file extensions that are defined by eScan. To add or delete files by mask, select
and doubleclick Add/Deleteoption, and then add or delete files as required.

Exclude by mask

This check box allows to monitors all the excluded dhjetheExclude by masklist during

reaktime monitoring or scanning. You can add or delete a file or a particular file extension by-double
clicking theAdd/Delete option.

This option is enabled by default.

Not a Virus List

File Anti-Virus is able to detect the riskware. Riskware are legitimate program that are not strictly
malicious, but pose some sort of risk for the user in another way. You can add the names of riskware,
such as remote admin software to the riskware list ifNtitea Virus List dialog box by double

clicking theAdd / Deleteoption, if you are certain that they are nwdlicious. Thisoption is enabled

by default and the riskware list is empty by default.

Exclude Files/Folders

This option excludes the listed files]ders, and subfolders, while monitoring or scanning the folders.
You can add or delete folders from the existing list of folders by denlicking theAdd / Delete

option. Thisoption is enabled by default.
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Scan compound objects

This option allows to sm the archives and packed files during the scanAfttgve check box

allows to scan archive files. The depth level of an archived file up to which you want to scan can be
defined inArchive Depth Levelfield. By default, value is 16, but you can chartd®y double

clicking the EL icon, and then type value in the size box. By def&atkedis selectedThis option
is enabled by default.

Enable code analyser

This option uses heuristic analyzer during the-tiga¢ scan of the computer for suspicialgects or
unknown infections. It not only scans and detects infected objects by using the definitions or updates,
but it also checks for suspicious files stored on the computer.
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Options
This tab will allow to configure the basic settings such as thémme size of log files and path of
the destination folder for storing log files, quarantined objects, and report files.

File Anti-Virus Settings

] Block Files ] Folder Protection ] TSPM ]

Save report file

Far quarantining aof infected objects

[ Enable Auto backup / Restore

O Use sound effects for the following events
Dizplay attention meszages

+ Enable Malware URL Filter

+ Proactive Behaviour Monitar

Enable B anzomware Pratection

It provides the following options for configuration:

Save report file

This option allows to save the generated reports. The gedegptat consist of logs information

about the scanned files and the action taken when an infected file is detected. This option is enabled
by default and it also allows to configure following settings:

9 Show pack info in the report (Monvir.log): This optionis enabled by default and it allows
to add details about the scanned compressed files, such as .ZIP and .RAR files to the
Monvir.log file.

1 Show clean object info in the report (Monvir.log): This option allows to add details about
uninfected files found dimg a scan operation to tivonvir.log file. This option helps to
find out which files are not infected.

1 Limit size to (KB) (avpM.rpt): This option helps to set the size limit of dagpM.rpt file.

To specify the size of the log file, doulatéck the sizebox and define the size. The default
value is50KB.
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For quarantining of infected objects

This option helps to specify the destination for storing quarantined objects. By default, the
guarantined objects are stored in @i&Program FileseScanINFECTED [32-bit] OR C:\Program
Files (x86) eScan INFECTED [64-bit] folder. You can change the location of the destination folder
if required.

Enable Auto backup / Restore
This option allows to takes automatic backup of critidakfof the Windows® operating system
installed on the computer and to restore the clean files when it finds an infection in any of the system
files, which cannot be disinfected. This option allows to configure the following settings:
9 For backup of clean oljects: eScan allows to backs up uninfected objects and store them in
a given folder. By default, these objects are stored in a folder named Fbackup on the drive
that has maximum free space. You can change the path of the destination folder if desired.
1 Do not backup files above size (KB)This option is enabled by default and helps to prevent
File Anti-Virus from creating backup of files that is larger than the defined file size. The
default value is set t82768KB.
1 Minimum disk space (MB): This option is enabled by default aedables to set the
minimum free hard disk space up to which you want eScan to take backup @\fikbsfault,

value is1 MB, but you can change it by doukdicking the EL icon, and then type value in
the size box.

Use sound effects for the following events

This check box option allows to configure eScan to play a sound file and show the details regarding
the infection within a message box when any malicious software is detected. However, you need to
ensure that theoenputer speakers are switched on.

Display attention messages
This option allowgo displays an alert, which consist the path, name of the infected object, and the
action taken. This option is enabled by default.

Enable Malware URL Filter
This option is blgks the access to malicious websites/URL.

Proactive Behaviair Monitor

This option allows to monitor the executable files that are running on your system. In case, if eScan
finds any executable files suspicious that may cause any harm to your systerts thalaser with a
pop-up message. To access the suspicious file, you can White list them anytime.

It also allows to view the list of files that are blocked from executing on the system. You can add a
File to White list or Block List using this option.

Enable Ransomware Protection
This check box enables the protection against ransomware and enabled by default.

Block Files

This tab allows to configure the settings for preventing executable and files, such as autorun.inf, on
network drives, USB drives, antkéd drives from accessing your computer.
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Objects | Options  Block Files |Fo|derProtectior|| TSP |

D Deny access of executables on USE Drives

|:| Disable Autoplay on USE and Fixed Drives

|:| Deny access of executables from Metwork
User defined whitelist

Folder Mame Include Subfolder |

Deny Access of following files

|:| Quarantine Access-denied files

File Mame |
[ sesysdirse EXE®

Remowe All

CID G ED GED

It provides the following options for configuration:

Deny access of executables on USB Drive
This check box option helps to prevent executables stored on USB drives from being executed.

Disable Autoplay on USBand Fixed Drives
This check box option helps to disable Autoplay on USB and Fixed Drives.

Deny access of executable from Network

This check box option helps to prevent executables from network from being executed on the
computer. This option also allows whitelist the folder/subfolder on the network as per the
requirement. The whitelisted folder/subfolder can be access the executable from them.

Deny Access of following files
This check box option helps to prevent the files in the list from runningeooaimputer. This option
is enabled by default.

Quarantine Accessdenied files

This check box option allows to quarantine files that have been denied access. To prevent specific
files from running on the computer by adding them to the Block Files listeBaul, this list contains
the valueoesysdir% \*. EXE@.

Folder Protection

This tab helps to protect specific folders from being modified or deleted by adding thenfrtddie
Protection list.
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File Anti-Virus Settings

Chjects ] OpﬁonS] Block Files | ] TSPM ]

Protect files in followving folders from modification and deletion

Folder Mame Include Subrfolder |

D aED C&D GED

It provides the following options for configuration:

1 Protect files in following folders from modification and deletion This option is enabled by
default. It protects the files in specific folders from being modified or deleted. Once you
enable this check box, it will automatically enable the following buttons:

0 Add: It allows you Add folders to be protected. Browse the folders and Add in the
Folder List.If you want to include sub folder of a folder, selertiude Subfolder

check box.
Add Folders E]
'l Y

Include Subfolder

o0 Delete You can delete the folder from folder list. Click on theletebutton.
A confirmation window appears.
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Confirmation

eScan TSS for Windows

Do you want to delete the selected item(s)?

Click Yes the folder will be deleted.
o Remove All You can remove/delete all the folders in the list at once.
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TSPM

TSPMT1 Terminal Services Protection Module by eScan detects brute force attempts and heuristically
identifies suspicious IP Addresses/Hosts and blocks any attempts to access the system. In order to
safeguard the systems from future attacks, the IP addresses and Hosts from these attacks are banned

from initiating any further connections to the system.

Objects | Options | Block Files | Folder Pratectio

Enable Terminal Service Protection Module

White Listed IPs |

12764

192,
Remove All

D aED D GED

Enable Terminal Service Protection Module
This option enables Terminal Service Protection Module. This will open a popup window from where

you can add the IP address of the system you want to Whitelist.

Add IP X]

Add thiz address to Whitelist.

After adding the IP address, click &dd button. t will be added on the list.
To delete the particular IP address, select the IP address anDealitkbutton.

To delete all the IP addresses at once, ¢kelnove Allbutton.

g www.escanav.com
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NOTE

At the bottom of the screen of all the tabsDefault, OK, Cancel andApply buttons are
present that you can use after configuring the settings based on your requirement.

=A =4 =4 =4

Default: Click this button to apply the default settings.

OK: Click this button after you click th&pply button to apply the configured settings.
Cancet Click this button to cancel the configured settings or to close the window.
Apply: Click this button to apply the configured settings.

Reports

This section displays the information along with the reports, which are as follows:

Total Files Scanned
It showsthe total number of files scanned by the 4teak File AntiVirus monitor.

Dangerous Objects Detected
It shows the total number of viruses or malicious software detected by the Fieirustimonitor on
a reaitime basis.

Last File Scanned
It shows thename of last file scanned by File AiMirus monitor on reatime basis.

View Statistics
When you click this button, the statistics dialog box is displayed, which displalgdbeactivity
report of the Realime monitor. The report contains informationder two sections:

1

Scanned This section shows scanned details of objects of Virus bodies, Disinfected, Deleted,
Quarantined etc.
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I Found: This section shows Virus details such as Virus bodies, Disinfected, Deleted,
Quarantined, etc.

Statistics

Tuesday, February 23, 2021 05:14:537 PM eScan Anti-Wirus Monitar iz loaded
Arti-virus bases were loaded. Known viruzes: 9758802

Scanned:

Ohjects a5

Compound objects o

Packed ohjects ]

Last ohject CAIMDOVY S sy stem 3 2wcabviey dll
“iruz Mame

Clean ohjectz 95

Found:

Knowwn Yirus
“irus bodies
Dizinfected
Deleted
uarartined
Suspicious
Carrupted
11 Errars

o o o o oo o o
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View Quarantined Objects

Click onView Quarantined Objects Quarantine popup gets displayed. It displays all the
guarantined objects. There are two tabs present:

1 Quarantine: This tab displays the files that have been quarantined. You can restore or delete
the quarantinedbjects by rightlicking the object, and then clicking an appropriate option.

Quarantine

Quarantine | Backup |

Object Name | virus name | size (kB) | Added on |
Childsersy! Zioed e Tiw 1 06,/03/2021
ChUsersy! = el el e 1 06,03/2021
Childsershy! =i ek es Tiw 1 06,/03/2021

3 Objects il Do AY

Close This option close the Quarantine window.

Restore It will allow you to restore the quarantined files.

Delete This button delete the selected quarantined file.

Delete All: This button removes all the quarantined files at once.

(0]
(0]
(0]
(0]
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9 Backup: This tab displays the files that were backed upileyAnti-Virus before it tried to
disinfect them. You can restore or delete the objects that were backed up {mjicighg the
object, and then clicking an appropriate option. Before clicking any of these buttons, you
should ensure that you have selected an appropriate row in the table for which you need to
perform the action.

Quarantine Backup |

Object Name | Wirus Name | size [kB) | Added On ]
C\Us ers) Sauiliilines S35 el File (DB) 1 06/03/2021

ChUsers) Sapitine S el File (DEB) 1 06/03/2021

AU ers Sauiiiany S5 Sl File (DB) 1 06/03/2021

Close This option close the Quarantine window.
Restore It will allow you to restore théackupfiles.

Delete This button delete the selectiedckupfile.

Delete All: This button removes all tHeackupfiles at once.

o O o o
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View Report

When you click this button, the report fieite Anti-Virus window is displayed. This window displays
the report for thé-ile Anti-Virus module for a given range of dates in a tabular format when you click
the GenerateReport button.

Report For File Anti-Virus

From: |‘||:|-1r.. g - | Ta: |‘|[|.1r.. g - Filter by: | All Users j
Date,Time | User | Mame | Description | Action |
03,’10}2021 09:07:58 Sedbiban eScan Monitor Mew virus database ta... Update...
@3}10..’2021 09:07:58 “oalhiba e5can Monitor e5can monitor succes...  No Adi...
03,’10}2021 10:13:59 Sedbiban eScan Monitor Mew virus database ta... Update...
aEflﬂfZDZl 10:13:59 Spihiba e5can Monitor eScan monitor succes.. Mo Adi.,

You can export reports in the following formats:

1 PDF
1 HTML
1 CSvV
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Mail Anti-virus

Mail Anti-Virus scans all incoming and outgoing emails for viruses, spyware, adware, and other
malicious objects. It helps you send virus warnings to ctientputers on the Mail An¥irus

activities. By default, Mail AntVVirus scans only thancoming emails and attachments, but you can
configure it to scan outgoing emails and attachments as well. Moreover, it helps you notify the sender
or system administrator, whenever you receive an infected email or attachment.

eScan TSS for Windows  «zo s PR 2)[=][x]

Last computer scan - Not yet scanned
Date of virus signatures - £5 §a 2021 10:56

@ File Anti-Virus Mail Anti-Yirus Anti-Spam Web & Parental Contral Firewsall Endpoint Security Privacy Caontral
% Mail Anti-Virus

Configuration

Mail Anti-Virus Status Stopped
Action Disinfect

Start | Settings | Nofification

Reports
Total Mails Scanned 0
Total Infected Objects 0

View Archived Mails | View Report

[ |
Q Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports
. J

This page provides you withptions required for configuring the module. You can configure the
settings from the following sections.

Configuration

This section displays the following information:

1 Mail Anti -Virus Status: It displays the status of whether Mail AdMirus module is staed
or stopped.

1 Action: It displays the type of action set in the Mail Axfirus module.

9 Start/Stop: Click an appropriate option to start/stop or enable/disable Mait\Aintis
module.

1 Settings To learn morelick here

1 Notification: To learn morelick here
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Settings

When you click this button, the Mail Artiirus Settings window appears. On the Mail Avtius
Settings window, you have two tab$can Options and Archiving.

Scan Options

This tab allows you to select the emails to be scanned and action that should be performed when a
security threat is encountered during a scan operation.

Mail Anti-virus Settings

Block Attachments Types Action
| @D | Goisinect () Delete
*COM = Quarantine Infected Files
*EXE Exclude List
*
*_:gg Quarantine Path
*:p": |C:1Pr|:|gram FilezweScaniizall
*SCR "

Port Settings for eMail

Outgoing Mail (SMTP) 25

Imearming kail (POP3) 110

|:| Scan Qutgoing Mails

This tab helps you to configure the following setting:

Block Attachments Types
This section providegou with a predefined list of file types that are often used by virus writers to
embed viruses. Any email attachment having an extension included in this list will be blocked or
deleted by eScan at the host level. You can add file extensions to thgspist your requirement. As
a best practice, you should avoid deleting the file extensions that are preseilockhe
Attachments Typeslist by default. You can also configure advanced settings required to scan emails
for malicious code. There are threptions present in this setting:

1 Add: You can add the extension that need to be blocked while scanning the emails.

1 Delete You can delete the extension from the Block Attachments Types list by default.

i Exclude List: You can click this button to whitelisttachments.

Action
This section helps you configure the actions to be performed on infected emails which are as follows:
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9 Disinfect: This option is selected by default. Click this option if you want Mail Aitus to
disinfect infected emails or attachnts.
1 Delete:Click this option if you want Mail AntVirus to delete infected emails or
attachments.
In both of the above cases you €marantine Infected Fileswhich is selected by default. Select this
check box if you want Mail AnVirus to quarantinéenfected emails or attachments. The default path
for storing quarantined emails or attachments:i®Program FilesieScanQUARANT which you can
specify inQuarantine Path. However, you can specify a different path for storing quarantined files,
if required.

Port Settings for eMail
This section allows you to specify the ports for incoming and outgoing emails, so that eScan can scan
the emails sent or received through those ports. You can configure the ports for the mail connections:
9 Outgoing Mail (SMTP): You need to specify a port number for SMTP. The default port
number for SMTP is 25.
1 Incoming Mail (POP3): You need to specify a port number for POP3. The default port
number for POP3 is 110.
1 ScanOutgoing Mails: Select this check box if you want the Mail AMirus to scan
outgoing emails.
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Archiving

This tab helps you configure settings for archiving emails and email attachments.

Mail Anti-Virus Settings

[ &rchive et ails

[ &rchive Attachments

[

(£

D aED &5 GED

The following configuration options are available:

Archive eMails

This check box option helps you archive or back up all scaamedls that you have sent or received.
TheMail Anti-Virus provides you with the facility of backing up your emails to a given folder. The
default patHfor storing archived emails %appdata% \MicroWorld \eScanArchive. You can also
change the default path by clicking Browsebutton and provide the path.
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Click onView Archived eMails button to view archived mails in report format.

Archived eMails

Stop View iy Delefe MessageSource [Einclude Subloders
Folder Path:IC:\UsErs b e | n L R e e e
FiIeTypes:I*.eml,*.msg,*.mes DShowAttachment[s]
Open ekdailz) with b ailClignt

From | To | Cc | Subject | Received | Size [Bytes) | Attachment(s | Filg
Sapaebigg Tanbaght T T Re: TSPM disable Tue, 12 Jan 202... 3465 Re

from ettt 24 e Regarding upd... Fri, 22 Mar 201... 1546 Re
4| 1 +

|Tota| Mails found: 2 |

Following are theoptionsto configurearchivedemails

1 Refresh This butonrefreshe the whole list.

Stop: Click on this button to stop from refreshing list.

View: It displays the detadf email that has bearchived

Find: To search the particular email from the list, click this button.

Delete:Click this button to delete existiraychived mail.

Message SourceThis button gives you the source of the email.

1 Include Subfolder: If you want to include sub folder of a folder, select this check box.

=A =4 =4 =4 =4

It hasthe following fields:

From: Contains the email address of the sender.

To: Containghe email address of the recipients.

Cc: Contains the email address of the recipients cced in the email.
Subject Contains the subject of the email.

Received Showsyou date/timeof the recipients who received the email.
Size(Bytes) Gives you the sizef the email in bytes.

Attachment(s): Gives you the details of the attachments in the email.
Filename Gives you the Filenames of the attachment present in the email.
URLs: Gives you the URLs present in the email if any.

=

= =4 =4 =4 =4 =4 -4 4
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Archive Attachments
This check boyoption helps you to archive or back up all sent or received email attachments to a
given folder. However, to specify the path of the backup folder, you need to selaothhe
Attachments check box. By default, th&ttachments Archive Directory, Do not Archive
attachments of type andBrowsebutton appear dimmed. These fields are available only when you
select the Archive Attachments check box. The default path for storing archived email attachments is
%AppData% \MicroWorld \eScanArchive\Attachmentsthatcan be changed if needed. At times,
you may not require email attachments of a specific file type. In that case, you can exclude certain file
types, such as *.VCF, * HTM, and *.HTML, from being archived by adding them tD ¢heot
Archive attachments oftype list. This option provides two buttons:

1 Add: You can add extension that you want to exclude from being archived.

91 Delete You can delete the extension that you want to remove from the exclude list.

o At the bottom of the screen of all the tabsDefault, OK, Cancel andApply buttons are
NOTE | present that you can use after configuring the settings based on your requirement.

Default: Click this button to apply the default settings.

OK: Click this button after you click th&pply button to apply the configured settings.
Cancetl Click this button to cancel the configured settings or to close the window.
Apply: Click this button to apply the configured settings.

=A =4 =4 =4
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Notification

This option opens the Naotification Settings dialog hekich helps you configure the notification

settings. By configuring, you can send emails to specific recipients when malicious code is detected in
an email or email attachment. This helps you to configure the Virus Alerts, Warning Mails, Delete
emails FromUsers, Settings, Default, OK, Cancel, and Apply options.

MNotification Settings

Warning Hotification Settings
Virus Alerts Warning Mails
From Ta

|p|:ustmas:ter |pnstmaster

Show Alert Dialog-box

Delete Mails From User

Attachment Bemoved 'Warning To Sender
Attachment Removed Waming To Fecipient | -
Wirus Warming To Sender

Wirus Warning To Recipient B -
[] Content Warming Tao Sender -
£

(54

|

| Browse

#Lines starting with # are comment lines. .
#AThiz file specifies warning sent to Mail-=ender by

#escan when it deletes attachments.

b

The attachment(=2) that vou sent with the fallowing mail
was deleted by eScan (not delivered to the recipient)

The Mail came from ;0 %f
The Mail recipiert %5t
Subject of the Mail ;%= ¥

IS D GED &5 GED

You can configure the Warning Notification Settings:

Virus Alerts
This setting haShow Alert Dialog-box option that is selected by defaulel&ct this check box if
you want Mail AntiVirus toalert you when it detects a malicious object in an email. It has more
options to configure the alerts which are as follows:
1 Attachment Removed Warning To SenderSelect this check box yiou want Mail Antt
Virus tosend a warning message to tlen&er of a infected attachmentheMail Anti-
Virus sends this email when it encounters a vinfiscted attachment in an emailhe content
of the email that isent is displayed in the preview box. This option is selected by default.
1 Attachment Removed Warning ToRecipient: Select this check box yfou want Mail Anti
Virus to send a warning message to the recipient when it removes an infected attachment. The
content of the email that is sent is displayed in the preview box. This option is selected by
default.
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9 Virus Warning To Sender:Select this check box yfou want Mail AntiVirus to send a
virus-warning message to the sender. The content of the email that is sent is displayed in the
preview box. This is selected by default.

1 Virus Warning To Recipient: Select thé check box iffou want Mail AntiVirus to send a
virus-warning message to the recipient. The content of the email that is sent is displayed in
the preview box. This option is selected by default.

1 Content Warning To Sender:Select this check box yiou war Mail Anti-Virus to send a
content warning message to the sender. The content of the email that is sent is displayed in
the preview box. This option is selected by default.

1 Content Warning To Recipient: Select this check box jfou want Mail AnttVirus tosend a
content warning message to the recipient. The content of the email that is sent is displayed in
the preview box. This option is selected by default.

Warning Mails

You can configure this setting if you want Mail Aiirus to send warning emails and aldrtsm
sendetto a gvenrecipient The default sendeF(om field) is postmaster and the default recipient
(To field) is postmaster.

Delete emails From User
You can configure eScan to automatically delete emailhthat been sent by specific users. For this,
you need to add the mail addresses of such users Bethe emails From Uselist. By default, the
Delete emails From Usesection fields are unavailable; it is available only when you type in some
text in theDelete emails From User field. It has three buttons:
I Add: You can add email addresses of the users so that it deletes the email from that users.
1 Delete You can delete the email addresses of the users that is already present in the list.
1 Remove Alt You can remove all the email addresses at once by clicking on this button.
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Settings
Click on Settings to configure Mail Server settings. This has following configuration:
1 SMTP Mail Server: Enter SMTP Mail Servedetails
1 SMTP Port: Enter the port number for SMPT
9 User Authentication (Opt.): This is optional field. You can enter the username for
authentication if set.
1 Authentication Password (Opt.): This is optional field. You can enter the password for
same username for authentication.

Mail Server Settings

SMTP Mail Server 127.0.0.1

SMTP Port |25
User Authentication [(Opt.) I
Authentication Password [Opt.) I

This dialogue box hasvo buttons:
I OK: To save the configured setting.
1 Exit: To exit the dialogue box without saving the configuration.

Default
Click this button to apply the default settings.

OK
Click this button after you click the Apply button to apply the configweitings.

Cancel
Click this button to cancel the configured settings or to close the window.

Apply
Click this button to apply the configured settings.
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Reports

This section displays following the information along with the reports:

Total Mails Scanned
It displays total emails scanned by Mail Akfrus module on a redalme basis.

Total Infected Objects
It displays total number of infected objects found by Mail Afitus module on a redlme basis.

View Archived Mails
You can click this button to opengNiew Archived eMils window (for more information on
archived email settings, refer archived tab under maiants settings window).

View Archived eMails

Sop View iy Dete  MegeSouce
Folder Path:IC:\USEI’S\'--»N--I‘m--- T et T T S L PO T TTR Y AN Seu "I T T
File Types:l*.ernl,*.msg,*.mes D Sl A B
Open etdail(z] with MailClient

From [ 1o | cc [ subject | Received | size (Bytes) | Attachment(s) | Filg
separligh Cadtoght T T Re: TSPM disable  Tue, 12 Jan 202... 3465 Re

prom bt S arbanih @ Regarding upd... Fri, 22 Mar 201... 1846 Re
4| 1 3

|Tota| Mails found: 2 |

Following are thevptionsto configurearchivedemails

1 Refresh This butonrefreshes the whole list.

Stop: Click on this button to stop from refreshing list.

View: It displays the detadf archiveemaik.

Find: To search the particular email from the list, click this button.

Delete:Click this button to delete existing archived mail.

Message SourceThis button gives you the source of the email.

Include Subfolder: If you want to include sub folder of a folder, select this check box.

= =4 =4 =4 =4 =4

An I1SO 27001 Certified Company www.escanav.com



View Report

This button is used to open tReport for Mail AntiVirus window. This window displays the

summary of infected emails and the action taken on such emails for a given range of dates in a tabular
format when you click th&enerateReport button.

Report For Mail Anti-Virus

From: 23Feb-i - To: 23-Feb-ii - Fitter bry: |1-‘ opmgaput J
DatedTime User From To | Subject | Description | Action |
A
You can export the reports in the following format:
1 PDF
1T HTML
1 Csv
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Antl -spam
Anti-Spam module filters all your junk and spam emails by using the NILP technology and sends
content warnings to specified recipients.

eScan TSS for Windows a0 s 2)[=](x]

Anti-Spam

Last computer scan - Not yet scanned
Date of virus signatures - £3 el 2021 10:56

File Anti-Virus Mail Anti-virus Anti-Spam Wieh & Parental Control Firewyall Endpoint Security Privacy Control

Configuration

Anti-Spam Status Stopped
Mail Phishing Filter Disabled
Action Quarantine

Start | Seftings | Notification

Reports
Total Quarantined Mails 0
Total Clear Mails 0

View Quarantined Mails | View Ham Mails | View Report

[ ]
Q Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports
. J

NOTE

Anti-Spam does not provide protection for email accounts that you access through a \
based ematervice.

This page provides you with options required to configure the module. You can configure the settings
from the following sections.
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Configuration

This section displays the following information:

Anti-Spam Status:It displays the status of whether Afpam module is started or stopped.
Mail Phishing Filter: It displays the status of Mail phishing filter.

Action: It displays the type of action taken by ASjpam module.

Start/Stop: This option is used to enabledisable AntiSpam module.

Settings: To learn morelick here

Notification: To learn morelick here

=A =4 =4 =4 =4 =4

Settings

When you click this button, th&nti-Spam Settingsiindow appears. The following section explains
the same in detalil:

Phrases to Check

O User specified whitelist of swordsiphrases
i User specified List of Blocked wordsiphrases

& User specified wordsiphrases disabled

Sr. Mo. | Phrase | Cuarant... | Delete |
gy =
Add Phrase
Edit Phrase

Enable Phrase

Disable Phrase

Whikelist
Block: Lisk

Find Ckrl+F

Fleaze Right click to Add phrase [ Edit phraze

&
D CZ aED E&D
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You can configure the following settings:

Right click to Add phrase/ Edit phrase
When you rightclick on the table you will get a popup window. In the popup clickkdd Phrase
Add Phrase dialogue box appears.

Add Phrase

Action

{(#) Quarantine the: ki
() Delete the Mail

Phrase:You can add certain words or phrases, so that mails containing those words or phrases in the
subject, header, or body part of an email are recognized as spam. Once you add the phrase you can
edit the phrase along withe actions defined by you, which are as follows:
1 Quarantine the Mail: This option is selected by default. Select this option to the quarantine
the mail that contains the above phrase.
91 Delete the Mait Select this option to automatically delete the méihwhe above phrase.

In addition, it allows you to specify a list of words that you can either allow or block. This list is
called thewhitelist. The dialog box uses the following color codes to categorize emails:

V User specified whitelist of words/phrasegColor Code GREEN) Click this option to
select the starting row of Whitelisted words or phrases. A phrase that is added to the
whitelist cannot be edited, enabled, or disabled.

V User specified List of Blocked words/phrasegColor CodeRED) Click this gotion to
select the starting row of the words or phrases that are defined in block list.

V User specified words/phrases disabledColor Code GRAY) Click this option to select
the starting row of words or phrases that are defined to be excluded duringréeans
options in thePhrases to Checldialog box are disabled by default.
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Phrases to Check

““.
O User specified whitelist of swords/phrazes
> User specified List of Blocked wordsiphrases
i User specified wordsiphrases dizabled
Sr. Mo. | Phrase | Cluarant... | Delete |
3 i ®
Flease Right click to Add phrase [ Edit phraze ).
L
(o (o

Default
Click this button to apply the default settings.
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Advanced
This section provides you with options for configuring the general email options, spam filter
configuration, andagging emails in AntSpam. By clickAdvancedbutton theAdvanced Spam

Filtering Optiongdialog box opens. This dialog box helps you configure the following advanced
options for controlling spam.

Advanced Spam Filtering Options

_Enable Mon Intrusive Learning Pattern (MILP) checki
Enable ebail Header check

Enable X-Spam Rules check

|:| Enable Sender Paolicy Framesvark (SPF1 check

|:| Enable Spam URI Realtime Blacklist (SURBL) check
|:| Enahble Real-time Blackhole List (RBL) check

REL Servers Ata-Spam Yhitelist
bl zpamocop.net *i@analytics bounces google
b barracudacentral .arg - *@irctc.coln -
Zen.spamhaus .org *Ezourcenext.co jp

4
Remove All @sourcensxt.com Remove All
*@sourcenext.info
LR WOEArE T

£ | b

| M
i

B CD GG &

1 Enable Non Intrusive Learning Pattern (NILP) check: This option is selected by default.

NILP is MicroWorld's revolutionary technology that uses Bayesian Filtering and works on the
principles of Artificial Intelligence (Al) to analyze each email and prevents spam and
phishing emails from reaching your inbdkhas seHlearning capabilities and it updates itself

by using regular research feeds from MicroWorld servers. It uses an adaptive mechanism to
analyze each email and categorize it as spam or ham based on the behavioral pattern of the
user. Select thisheck box if you want to enable NILP check.

1 Enable eMail Header check:This option is selected by default. Select this check box if you
want to check the validity of certain generic fields, such as From, To, and CC in an email and
marks it as spam if anyf the headers are invalid.

1 Enable X-Spam Rules checkThis option is selected by default:Spam Rules are rules that
describe certain characteristics of an email. It checks whether the words in the content of
emails are present in eScan's database.dBtédbase contains a list of words and phrases,
each of which is assigned a score or threshold XF&pam Rules Chediechnology matches
X-Spam Rules with the mail header, body, and attachments of each email to generate a score.
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If the score crosses a tki®ld value, the mail is considered as spam.-8pam refers to this
database to identify emails and takes action on them.

1 Enable Sender Policy Framework (SPF) checkSPF is a worleéstandard framework that is
adopted by eScan to prevent hackers from figrgiender addresses. It acts a powerful
mechanism for controlling phishing mails. Select this check box if you waniSatn to
check the SPF record of the sender's domain. However, your computer should be connected to
the Internet for this option to work

1 Enable Spam URL Realtime Blacklist (SURBL) checkSelect this check box if you want
Anti-Spam to check the URLs in the message body of an email. If the URL is listed in the
SURBL site, the email will be blocked from being downloaded. However, your cemput
should be connected to the Internet for this option to work.

1 Enable Realtime Blackhole List (RBL) check:Select this check box if you want Aripam
to check the sender's IP address in the RBL sites. If the sender IP address is blacklisted in the
RBL site, the email will be blocked from being downloaded. However, your computer should
be connected to the Internet for this option to work.

1 RBL Servers: RBL is a DNS server that lists IP addresses of known spam senders. If the IP
of the sender is found in awy the blacklisted categories, the connection is terminated. The
RBL Servers list contains addresses of servers and sites that maintain information regarding
spammers. You can add or delete address in the list as per your requirement.

0 Add: You can add sgers and sites that contain information of spammers.
o Delete You can delete a specific server or site from the list.
o0 Remove Alt You can remove all the servers and sites from list all at once.

1 Auto-Spam Whitelist: Unlike normal RBLs, SURBL scans ensafbrnames or URLs of
spam Webites in the message body. It terminates the connection if the IP of the sender is
found in any of the blacklisted categories. This contains a list of valid email addresses that
can bypass the above Spam filtering options. It #tlasvs emails from the whitelist to be
downloaded to the recipient's inbox. You can add or delete address in the list as per your
requirement.

0 Add: You can add valid email addresses that can bypass the above spam filtering.
o Delete You can delete the sgéc email address from the list.
o Remove All You can remove all the email addresses from list all at once.

9 Save You can save the configuration by clicking on this button.

9 Exit: You can exit thédvanced Spam Filtering Optionswithout saving the configuti@n.

OK
Click this button after you click th&pply button to apply the configured settings.

Cancel
Click this button to cancel the configured settings or to close the window.

Notification

This button opens thidotification Settingslialog box. You can configure the notification settings by
using this dialog box. By configuring this module, you can send emails to specific recipients when a
particular event occurs.
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Motification Settings

Warning Hotification Settings
Virus Alerts Warning Mails
Frorm Ta

[nostmazter [postmaster

Show Alert Dialog-box

A —— = Delete Mails From User
Attachment Removed Warning Tao Sender

Attachment Removed Warning To Recipient |
Wirliz warning To Sender

Wiruz Warning To Recipient n
[ ] Content “warning Ta Sender
£

54

|

| Browse

#Lines starting with # are comment lines.

#AThis file specifies warning sent to Mail-Zender by
Hescan when it deletes sttachments.

b

|3

The attachment(=) that vou sent with the follovwing mail
was deleted by eScan (not delivered to the recipient)

The Mail came from  © Faf
The Mail recipiert %t
Subject of the Mail : %= b’

IS D GED XD GED

The following are the warning notification settings that you carigore:

Virus Alerts

This setting haShow Alert Dialog-box option that is selected by default. This option helps you to
display an alert box notifying you of a virus infection. It has more options to configure the alerts
which are as follows:

1 Attachment Removed Warning To SenderThis option is selected by default and it sends a
warning message to the sender of an infected attachment. It sends an email when a virus
infected attachment is encountered in an email. The content of the email that is sent is
displayed in the preview box.

1 Attachment Removed Warning To Recipient:This option is selected by default and it
sends a warning message to the recipient when it removes an infected attachment. The content
of the email that is sent is displayed in the preni®Xx.

9 Virus Warning To Sender: This option is selected by default and it sends a virus warning
message to the sender. The content of the email that is sent is displayed in the preview box.

1 Virus Warning To Recipient: This option is selected by default ahdends a virus warning
message to the recipient. The content of the email that is sent is displayed in the preview box.

1 Content Warning To Sender:This option is selected by default and it sends a content
warning message to the sender. The contenteoénimail that is sent is displayed in the
preview box.
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1 Content Warning To Recipient: This option is selected by default and it sends a content

warning message to the recipient. The content of the email that is sent is displayed in the
preview box.

Warning M ails

This option is used to configure this setting to send warning emails and alerts to a given sender or

recipient. The default senddfrom field) is postmaster and the default recipiélra field) is
postmaster.

Delete emails From User
This option is ued to automatically delete emails that have been sent by specific users. For this, you
need to add the email addresses of such users fetate emails From Uselist. By default, the
Delete emails From Usesection fields are unavailable, it is availabhly when you type in some
text in theDelete emails From Usefield and add email addresses. It has three buttons:
M Add: You can add email addresses of the users so that it deletes the email from that users.
1 Delete You can delete the email addressethefusers that are already present in the list.
1 Remove Alt You can remove all the email addresses at once by clicking on this button.
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Settings

Click on Settings to configure Mail Server settings. This has following configuration:
1 SMTP Mail Server: EnterSMTP Mail Servedetails.
1 SMTP Port: Enter the port number for SMTP.
9 User Authentication (Opt.): This is optional field. You can enter the username for
authentication if set.
1 Authentication Password (Opt.): This is optional field. You can enter the paseivior
same username for authentication.

Mail Server Settings

SMTP Mail Server 127.0.0.1

SMTP Port |25
User Authentication [Opt.) I
Authentication Password [Opt.) I

This dialogue box has two buttons:
I OK: To save the configured setting.
1 Exit: To exit the dialogue box without saving the configuration.

Default
Click this button to apply the default settings.

OK
Click this buttonafter you click the Apply button to apply the configured settings.

Cancel
Click this button to cancel the configured settings or to close the window.

Apply
Click this button to apply the configured settings.
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Reports

Total Quarantined Mails
It shows theotal number of quarantined mails monitored by-teaé scanning.

Total Clear Mails
It shows the total number of clear mails on a-temé basis monitoring.

View Quarantined Mails
This button opens theiew Quarantined Mailsvindow, which displays the list of emails that have
been quarantined.

View Quarantined Mails

Folder Path: IC:\PRDGRA~1\EScan\Quarant\ m
File Types: [*.EML,*.MSG, ".MES LelSluav sz e
Open etdaillz] with M ailClient
Reserved Cont... I From I To I Cc I Subject I Received I Size (Bytes) I Att)
Sapirilig T TR T Re: TSPM disable  Tue, 12 Jan 202... 3465
oous chunedt 2 Vi b b 2 Regarding upd... Fri, 22 Mar 201... 1348
< | mn 3
| |Tota| Mails found: 2 |

Following are theoptionsto configurequarantinedgmails

1 Refresh: This butonrefreshes the whole list.

Stop: Click on this button to stop from refreshing list.

View: It displaysthe detailof email that has been quarantined.

Find: To search the particular email from the list, click this button.

Delete:Click this button to delete existirguarantinednail.

Message SourceThis button gives you the source of the email.

Include Subfolder: If you want to include sub folder of a folder, select this check box.

= =4 =4 =4 =4 =4
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View Ham Mails

This button opens the view ham mails window, which displays the ham emails identifiddy e

and have been archived by Mail Aiirus. As in the case @fuarantined mails, you can specify the
path of the folder where you need to store the archived emails and can also specify the format for
storing emails.

View Ham Mails

Folder Path: |C:\PROGRA~1\eScan'Ham\
FileTypes:l*.eml,*.rnsg,*.mes ShDWAttaChment[S]
Open eMail(z] with M ailClient

From [ 10 = | subject [ Received | size (Bytes) | attachment(s) | Fild
ST T 1 CT T Re: TSPM disable  Tue, 12 Jan 202... 3465 MNo Attachments  Re

frow cbatdl 2 s b b 2 Regarding upd... Fri, 22 Mar 201... 1348 C-edgeDebug... Re
€| 1 L

|Tota| Mails found: 2 |

Following are theptionsto configure hanemails

1 Refresh This butonrefreshes the whole list.

Stop: Click on this button to stop from refreshing list.

View: It displays the detadf email that has beafetected as ham

Find: To search the particular email from the list, click this button.

Delete:Click this button to delete existirgammail.

Message SourceThis button gives you the source of the email.

Include Subfolder: If you want to include sub folder of a folder, select this check box.

=A =4 =4 =4 =4 =4
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View Report

This section displays thHeeport for the AntiSpamwindow and provides report for the AifEpam

module between the given ranges of dates in a tabular format when you cl@értbeate Report
button.

Report For Anti-Spam

{From: 24-Feb-T107 - Tar 24-Feb- 1! - Filter by |99 0 et J
DatelTime Lser From To | Subiject | Description | Action |
—
You can export the reports in the following format:
1 PDF
1T HTML
1 CSv

Certified Company

danav.com



Web & Parental Control

Web & ParentaControl uses highly advanced algorithms to block access of websites, based on the
occurrence of specific words or phrases in the site and to block Web sites containing pornographic or
offensive material. This feature is extremely beneficial to parentaibedt prevents kids from

accessing Web sites containing vulgar or restricted content. Administrators can also use this feature to
prevent employees from accessing fwaork-related web sites during work hours.

eScan TSS for Windows czosssns ?)(=(X]

Last computer scan - Not vet scanned
Date of virus signatures - #8 §al 2021 05:48

File Anti-Virus Mail Anti-virus Anti-Spam Web & Parental Control Firewyall Endpoint Security Privacy Control

#) Web & Parental Control

Configuration

Parental Control Stopped
Web Phishing Filter Status Normal Filter (Change)
Malware URL Filter Status Started

Start Parental Control | Stop Phishing Filter | Stop Malware URL Filter

Reports
Total Sites Scanned 0
Total Sites Blocked 0
Last Site Scanned Mot yet scanned.
View Report
[ |
Q Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports
. J

This page has provides you followisgctions to configure this module.

Configuration

This section displays the following information:

Parental Control
To learn moreglick here

Web Phishing Filter Status
It displays the type of filter for web phishing.
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Malware URL Filter Status
It displays the status of Malware URL filter.

Stop/Start Parental Control
This option is used to enable or disable Web & Parental Control module.

Stop/Start Phishing Filter: This button is used to display the alert, you can s&leoial Filter or
Smart Filter.

Web Phishing Filter Status

(%) Mormal Filtter (Fast, Medium Accuracy’);

{:} Smart Fitter (Slowe, High Accuracy

() Stop Phighing Fitter

D GETED

M Normal Filter : Select Normal Filter to activate Normal Filter.
i Smart Filter: Select Smart Filter to activate Smart Filter.

Start Malware URL Filter
This option is used to start Malware URL filter
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Parental Control

It displays whether Web & Parental Control module is in Start or Stop mode. You can configure this

option according to thBrofile.
It provides you the Filtering options.

Web & Parental Control Settings

Q Enable Edit Profile

Select Profile

Adult

~

Administrator
Web Protection Status @ Disabled
Selected Profile: Adult

Profile Description )

Guest
Web Protection Status : Disabled
selected Profile : Adult

Profile Description

Rt = e
Web Protection Status : Disabled
Selected Profile : Adult

Profile Description

ol P gilaas padll
Web Protection Status : Disabled
Selected Profile : Adult

Profile Description

There are following settings to configure the options available in the parentiadicon
1 Enable: This option is used to enable the selected user profile for web filtering from the Web

& Parental Control Settings.

9 Edit Profile: You can edit the default setting for each of the option available according to

your need. To learn mogdick here

91 Select Profile You can select the Profile you want to set from the dropdown menu. By

default it is selected asdult .

An 1SO 27001 Certified Company

www.escanav.com



WO

1 Profile Description: This link will give you the brieflescriptionabout the selected profile.

Profile Description

wWalled Garden Adult

Summary:

This profile allows all traffic except for the ¥Web sites in
Adolescent the hlacklists. Mo reserved word threshold value is used.

How to Configure Profile?
Filtering Options
This tab helps to block certain categories of sites.

Web & Parental Contrel (Adult)

Fitering Options l Scanning Options | Define Time-Restriction ]
Status
() Active (") Block Yieh Access
Filter Categories... .AIIGW . Black Site Mames
Category Name | Status | Type o PR com
Advertizements & Pop-Ups Allaeay Custamize
Alcakol Block Customize
Anonymizers Block Cuztomize
Atz Al Customize
Botnets Block Customize
Business Al Customize
et 0 Mo T e e il
4 »
Filter Options
|:| Add sites rejected by the fitter to Block category
CID G S

www.escanav.com
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It has following options for configuring the filter:
i Status This option gives you the status of the filtering option, namely,
0 Active
o Block Web Access
9 Filter Categories This option provides you to filter the web access according to the category
such as business, botnets, advertisements, and moreGREfEN indicates that access is
allowed whileRED indicated that access is blocked. Here you can addlete the category
according to you need usigld andDel button present in that box.
9 Site Names You can block specific site by adding the site hames in this option. It has 3
buttons:
0 Add: You can add the site name to the list.
o Del: you can delete thets name from the existing list.
0 Save Once the site name is added you can use this button to save the changes.
9 Filter Options: There is check box callesdd sites rejected by the filterto Block category
which is used to add all the rejected sites tdolbek category.

Scanning Options
This tab lets you enable log violations and shutdown program if it violates the filtering options. It also

lets you specify ports that need monitoring.

Web & Parental Control (Adult)

Filtering Options  Scanning Options l Define Time-Restriction

Actions

Log Wiolations
] Shutdown Program in 30 Secs.

Port Setting
Irternet Access (HTTP Port)

30,6050,3123 6555 448055

CID D C&D GED

1 Actions: This section helps you select the actions that eScan ghexditdm when it detects a

security violation.
0 Log Violations: This check box is selected by default and used to log all security
violations for your future reference.
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0 Shutdown Program in 30 SecsThis check box is used if you want to shut down the
browserautomatically in 30 seconds when any of the defined rules or policies is
violated.

1 Port Setting: This section helps you specify the port numbers that you want to monitor for
suspicious traffic.

1 Internet Access (HTTP Port} Web browsers commonly use the tpmumbers 80, 8080,
3128, 6588, 4480, and 88 for accessing the Internet. You can add port numbers to the
Internet Access (HTTP Port)box to monitor the traffic on those ports.

Define Time Restriction
This section helps you define policies to restrict asteshe internet based on time.

1 Enable Time Restrictions for Web AccessThis check box is selected if you want to set
restrictions on when a user can access the internet. By default, all the fields appear dimmed.
The fields are available only when youes# this check box.

You also have an option to select and schedule the days in a week, and time on which you
want to allow or restrict the web access.

0 Active: This option keeps web protection active on certain days at specific time.

o Inactive: This optionkeeps web access inactive on certain days at specific time.

www.escanav.com
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0 Block Web AccessThis option blocks web access on certain days at specific time.

Web & Parental Control {Adult) [2][x]

Fittering Options ] Scanning Options  Define Time-Restriction l

] Enable Time Restrictions for ‘Web &ccess

CID oD D GED

You can assign settings for single and multiple users.

1 Multiple User Logins: You can define the settings for web access based on the different user
logins created on your systeRFor example: Suppose you have a parent and child login. The
parent can act as an administrator and define different settings for both the user logins. T
Parent users (Adult) can have restricted web access throughout the day.

Allow restricted web access for children or block web access during study time.

You can define the settings as per your personal requirements; the above example and images
are for llustrational purpose only. Each profile can have a customized setting of web

protection.

9 Single User Login If you have only a single login on your computer/laptop then you can do

the following:
0 Block web access during DAY when only caretakers are at loorely children are
at home (For example between 9 am to 7 pm); you can allow restricted web access
when you are home i.e. 7 PM to 11 PM or you can inactivate the module between 11
PM to 9 AM when you want unrestricted web access for yourself.
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Web & Parental Control (Adult)

Filtering Options | Scanning Options § Define Time-Restriction I

Enable Time Festrictions for Web Access

00 01 0203 04 0506 07 08 0910 11 12 01 02 03 04 0506 07 08 09 10 11 12
Sunday

RGO || PP T T ] O |
ruesctay || NN RN NA NN RRR NN A NN

Wednesday II
Thursday

S | [P T T S | |
cooperon ||| ||| LD ] R ||

() Active (@ Inactive () Block Web Access

In theabove figure:
o Block Web access: 9 AMto 7 PM
0 Active (Allowed Restricted Access): 7PM to 11 PM
o Inactive (Full Access): 11 PM to 9 AM

o . .
NOTE You can change the settings as per your convenience.
Default
Click this button to apply the default settings.
OK

Click this button after you click the Apply button to apply the configured settings.

Cancel
Click this button to cancel the configured settings or to close the window.

Apply
Click this button to apply the configured settings.
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Reports

This section displag/the following information:

Total Sites Scanned
It displays Total Sites Scanned.

Total Sites Blocked
It displays Total Sites Blocked.

Last Site Scanned
It displays the last site which was scanned

View Report
This button is used to view Reports for WeliP&rental Control.

Report For Web & Parental Control

From: 24-Feb- 11 - Tar 24-Feb- 1 - Fitter kv J
-
l'-Daal’[es'Time U=zer Site Mame | Description | Action |
-
You can export reports in the following formats:

1 PDF

1 HTML

1 Csv
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Firewall

Firewall is designed to monitor all incoming and outgoing network traffic and protect your computer
from all types of network attacks. eScan includes a geteadefined access control rules that you can
remove or customize as per your requirement. These rules enforce a boundary between yoer comput
and network. Therefore, théréwall feature first checks the rules, analyzes network packets, and then
filters them on the basis of specified rules. When you connect to the Internet, you expose your
computer to various security threats. This module protects your data when you:
1 Connect to Internet Relay Chat (IRC) servers and join other people on the numeroukchanne
on the IRC network.
M Use Telnet to connect to a server on the Internet and then execute the commands on the
server.
1 Use FTP to transfer files from a remote server to your computer.
1 Use NetworkBasiclnputOutputSystem NetBIOS to communicate with othersers on the
LAN that is connected to the internet.
1 Usea computer that is a part of a Virtual Privatethork (VPN).
1 Use a computer to browse the internet.
1 Use a computer to send or receive email.

eScan TSS for Windows ez s (2][=](X]

Last computer scan - Not yet scanned
Date of virus signatures . 58 a8 2021 05:48

e File Anti-Virus Iail Anti-Virus Anti-Sparm \Weh & Parental Cantrol Firewsall Endpoint Security Privacy Control

=# Firewall

Configuration
Firewall Status Stopped
Filtration System Allow All

Allow All | Limited Filter | Interactive Filter | Block All | Settings

Repons Metwark Traffic in KBisec
bl
Inbound Packets Blocked 0 !
Outbound Packets Blocked 0 11 I

0
B Incoming [ Outgaing

View Current Network Activity | View Summary | View Report

r.n
Q Scan r® Update eScan Remote Support | Password | License Information | Tools | Reports
L2
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This Firewall module provides you with optioresjuired for configuring the module. You can
configure the settings from the following sections.

Configuration

This section displays the following information and modes to allow, block, and configure this module:
1 Firewall Status: This option shows whethéne Firewall module is running or not. By
default, Firewall runs in thallow All mode.
9 Filtration System: This option shows the filtration system in use by Firewall module.

Modes that are available are as follows:

1 Allow All : This option is turned on by thilt and you can disable Firewall if you want to.

1 Limited Filter : This option enables tHamited Filter mode. When this mode is enabled, it
monitors all incoming traffic and helps you allow or block traffic as per the defined
conditions or rules.

1 Interactive Filter: This option enables tHateractive Filter mode. When this mode is
enabled, it needs user intervention. It monitors all the incoming and outgoing network traffic
and allows or blocks traffic as per configured conditions and rules.

9 Block All: This option blocks all the incoming and outgoing network traffic.

9 Settings To learn moreglick here

Settings

You can configure the firewall setting here. When you click this optiorkitegall Settings (Xxx)
window appears. Thexx indicates the name of a tab. By defadtine Ruletab appears. On the
Firewall Settings (xxx) window, you have five tabiBone Rule, Expert Rule, Application Rule,
Trusted MAC Address, and Local IP List. Let'sdiscuss them in detail.
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Zone Rule

This tab helps you configure network access rules that specify which IP address, host name, or IP
range of computers can access your computer.

Zone Rule | Expert Rule ] Application Rule ] Trusted MAC Address ] Local IP List ]

Mame | P Address § Host Mame | Type | Fone Add Host Hame
Allovy Local Metweork.., 19216850 0 - 192168 0 0 IP Range Trusted

Add IP

Add IP Range

Default

Showy Application Slert Block Partscan Clear Alert Cache

This tab includes the following buttons:

1 Add Host Name:This button is usto add a zone rule for a given host. To add the zone
rule, you must provide name of the host for which you are adding the zone rule; the type of
zone, whether it i§rusted or Blocked and specify a name for the zone ruidicking OK
will add the host irzone ruleandCancelto exit the popup window.

Add Host Name (Mew Zone)

Haost Mame

oD D
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9 Add IP: This button is used to add a zone rule for a given IP address. To add the zone rule,
you must provide the IP address for which you are adding the zone rule, the type of zone,
whether it isTrusted or Blocked and specify a name for the zone rule. By seledfvg
Addresscheck box you will enable IPv6 Protoc@llick OK to saveconfigurationand
Cancelto exit the popup window.

Add IP (New Zone)

IP &ddress

Lone

|Trusted ﬂ

Matmne:

1 Add IP Range This button is used to add a zone rule for a range of IP addresses. To add the
zone rule, you must provide the range of IP address for which you are adding the zone rule,
start IP address in the range, end IP address in the range; the type of zores, iviseth
Trusted or Blocked and specify a name for the zone riBg.selectingPv6 Addresscheck
box you will enable IPv6 Protocorhis has 2 buttons, namel®K to save changes and
Cancelto exit the popup window.

Add IP Range {Mew Zone)

IP Range

Frarm: T

Lone

|Trusted ﬂ

[Matmne
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1 Modify: This button is used to modify zone rules related to the host name, IP address, or
range of IP addresses which is already added in the list. By seld@itgddresscheck box
you will enable Internet ProtocdLlick OK to savemodificationsandCancelto exit the
popup window.

Modify Zone

IP Ranoe :

From: To:
Lone

|Trus¢ed ﬂ

Flarme

|AII|:|W Local Metwork 192165 * *

9 Remove:This button is used to remove the record from list.
1 Default: This button is used to load default settings.
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Expert Rule

This tab allows you to specify advwaad rules and settings for thigdwall. You can configurexpert

rules on the basis of the various rules, protocols, source IP address and port, destination IP address
and port, and ICMP types. You can create new expert rules. However, you should configure these
rules only if you have a good understanding ofWails and networking protocols

Zone Rule  Expert Rule | Applicstion Ruls ] Trusted MAC Address | Local IP List

Fireswall Rule | Rule Action Summary i

2 UDF Rule

Permitz UDP packets on Any Interface between "Wy Metwork: Aoy

@ ARP packet exchange - For mapgi...
@ MetBios (LAM File Sharing) - Acce. .
a MetBioz (LAM File Sharing) - Acce...
D CWP messages

i ICHP'E messages

@ICMP messages for 192 168.* * (pi .

2 DHCPBOOTR packet sxchange

CBFTP Cortral - For dovenlosding and...

_JFTP Data - For downloading and u...
@ RPC Service

2 DNS name resolution - For accesai...
() E-Mail (SMTP, POP3, IMAP) - For se...

@ WA (HTTP & HTTPS) - For acce...
D Mewws (FIMTFY
<

Permitz ARP packetz on Any Interface

Permitz TCP and UDP packets on Ay Interface between "Wy Com.
Blocks TCP and UDF packets on LAny Interface between "Any Scd
Permitz ICMP packets on A0y Interface betweeen "y Metwoark" an.
Permitz ICMPY'G packets on Any Interface

Permitz ICMP packets on Any Interface betweeen "Wy Metwork" an.

Permitz UDF packets on LAny Interface betvween "Any Sddress B8"

Permitz TCP packets on Any Interface betvween "My Metwork: Any"
Permitz TCP packets on Any Interface between "Any Address: 20"
Blocks TCP and UDP packets on Any Interface between "&ny Scdd
Permitz UDF packets on LAney Interface between "Wy Metwork: Aoy
Permits TCP packets on Any Interface betvween "My Metwork: Any"
Permitz TCP packets on Any Interface between "Wy Metwork: Any"

Permitz TCP packets on Any Interface between "Wy Metwork: Any" s

| >

Shiowy Application Alert

Block Portscan

Clear Alert Cache

=A =4 =4 =4 =4

This tab has various button and settings:

Add: This button adds new rules. To learn maiek here

Modify : This button modifies the already existing rules in the list.
Remove Thisbutton removes the existing rules from the list.
Default: This button resets the all the configuration settings.
Green arrow buttons: This buttons can be used to prioritize the expert rule based on the

specific need of the user.
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Adding new rule
This secton will describe how to add new rule. Click Add button, Add Firewall Rule window

appears.
Add Firewall Rule
Rule Mame
ﬁj |I'| il
Fule Action
(%) Permit Packet () Deny Packet
Protocal
TP and UDP j
Apply RBule on Interface
| BER 2ny Intertace ﬂ
[ o
General

This tab enables you to define rules and its actions. Specify the following field details:
1 Rule Name Type the rule name.
1 Rule Action: Click any one ofhe following types of actions for setting rules.
o Permit Packet This option is selected by default and it allows you to permit packets.
o Deny Packet This option allows you to deny packets.

9 Protocol: This option lets you to select an appropriate type ofggol from the droglown
list. By default, TCP and UDPis selected.

1 Apply Rule On Interface: This option lets you to select Interface to apply the rule. By
default,Any Interface is selected.
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Source

This tab enables you to type the source IP address and port wherever applicable. You can select the

appropriate option. By defauMy Network underSource IP Addresssection andAny under

Source Portsection are selected.

Add Firewall Rule

General |

Source [P Address
i My Computer

() Hast Mame

() Single IP Address
(y\hole IP Range
) Any P Address

(%) My Metweork

Source Fort
(& Any

() Single Port
() Port Range

() Port List
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Destination

This tab enablesop to type the destination IP addrassl port wherever applicabMou can select
the appropriate option. By defaully Network underDestination IP Addresssection andiny
underDestination Port section are selected.

Add Firewall Rule

General l Saurce |

Destination P Address
i My Computer

() Hast Mame

() Single IP Address
(y\hole IP Range
T Any P Address
(%) My Metweork

Destination Port
(& Any

() Single Port

() Port Range

() Port List

An I1SO 27001 Certified Company WwWw.escanav.com



Advanced

This tab is specificallyneant for ICMP processing. ICMP processing is only applicable when ICMP
protocol is selected in General section. Select the check exatie Advanced ICMP Processing

to enable ICMP Type options.

Add Firewall Rule

—ICMP Type

-
=]
]
E
5

Destination Unreachable
Echo Reply (ping)

Echo Request [ping)
Information Reply
Information Request
Parameter Problem
Redirect

Source Quench

TTL Exceeded

OO000000oono
OO0O0000o0o0n

|:|The packet must be from/to a trusted MAC address

=D &

After configuring all the tab according to your need, clickQdit to add the new rule. It will be added
in the list.Click Cancelto close the window.
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Application Rule

An Application rule is based on programs or applications that are allowed to or decéss to the
internet or any networkased service. Thipplication Rule tab provides you with a default list of
rules by eScan and options for configuring applicatides.

Firewall Settings {Application Rule)

Tone Rule | Expert Rule  Application Fule ] Trusted MAC Address | Lacal P List |
Applications | Descrigtion Path Access | A “
@ alg.exe Application Laver Gatewa... vl LR T Permit
@ AYRIMEpD exe e=can File Monitoring Syst. i il s 7 Permit
@ COMNSCTL.EXE eScan Application Blocker LT B U R SR L Permit
@curl.exe curl exe g n e L Permit m
@debuginf.exe Debug Infarmation LT B U TR S R 2 Permit
@econceal.exe eScan Fireveall Application LT Bl B SR L Permit add
D ecanrep exe eConceal Reports TR S ——— Permit Remove
) econzer exe eConceal Service 1S A i N il Permit sk
@escanmon.exe e=can Monitoring Tray B g i T Permit P;rmit
) escanproexe eScan Protection Center B i Wi Permit -
@Bsupd.exe e=can and MailScan offlin... B g i T e gel e Parmit L=
D explorer exe Windows Explorer WAl T e Permit Process Propetties
D httpd exe Apache HTTP Server R e R oL Pertmit
) launch.exe Mail=can Dispatcher Laun... B ) o W Y Permit
(2 LICENSE EXE License Evaluater R R R e Parmit w
Show Application Alsrt Block Portscan Clear Alert Cache
S B

The context menu shows the following additional options when youclgiktany rule in the table:
1 Add: Use this option to add new application to the Application RuleQistk Browse button
to select name of the plication that you want to add.

Add New Application

Application name with path

Browse

| O &sk

(%) Permit

() Deny
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Remove:This option is used to remove any application from the Application liztle

Ask: This option is used to ask for your permission to permit or deny network access.

Permit: This option is used to permit any added Application for network access.

Deny: This option is used to deny network access to any application present in the
Application Rule list.

Default: This option is used to reset the configuration to the default.

Process PropertiesThis option displays the properties of the selected procd#e,avhich

include the name of the file, owner of the file, copyright information, version, and path of the

file.

= =4 =4 =9

=a =

|eSu:an Dowwnloader

' |r-.-1in:r|:|W|:|rId Technologies Inc.

Copyright = |Copyright @ 201

Wersion |... { b i
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Trusted MAC Address

This section contains a list of Trusted Mac Addresses. A Mac address is a hardware address that
uniquely identifies ach node of a network.

195 (Trusted MAC Add

Fone Rule ] Expert Rule ] Application Rule  Trusted MAC Address | Local IP List
Address Commenrt
Show Application Alert Block Portscan Clear Alert Cache
e e

This tab has 4 buttons which are as follows:

1 Add: You can add new Mac address using this button. Once this button is clicked, you will
see aNew MAC Addressdialogue box. Enter thlAC Address andCommentin this
dialogue box and clicloK. Click Cancelto close the dialogue box.

MNew MAC Address

MaC Address Comment

| |
oD D

1 Edit: This button edits the existing entries in the list.
1 Remove This button removes the individual existing Mac entries from the list.
M Clear All: This button clears all the Maldresses in the list.
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Local IP List

The local IP addressare the devices that are connected to the same network within your
organization. This tab displays the list of all local IP addressdwildcard mask

Firewall Settings (Local IP List)

Zone Rulel Expert Rulel Application Rule | Trusted MAC Address L
0000:0000:0000:0000:0000:0000:0000:0001
127 %%
192.168.%*
Clear All
[¥] show Application Alert [¥] Block Portscan Clear Alert Cache
e o

This tab has 4 buttons which arefaows:
1 Add: You can add new IP addre8¥ildcard maskusing this button. Once this button is
clicked, you will see &lew IP Addressdialogue box. Enter thi® Addressand Wildcard
mask in this dialogue box and clickK.

New IP Address

Local IP

1 Remove This button removes thexisting individual IP entries from the list.
9 Clear All: This button clears all the IP addresses in the list.

i Default: Click this button, to load default local IP list.
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Show Application Alert
This check box is selected by default and provides you fire@dell when an application is blocked as
per an application rule.

Block Portscan
This check box is selected by default and blocks all Portscan attempts made by Hackers.

Clear Alert Cache
You can click this button to clear all the information, sucprasious actions taken or blocked
programs stored in the firewall's cache.

Information

eScan TSS for Windows

Fireweall Alert Cache Cleared
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Reports

This settinggives you following details:

Inbound Packets Allowed

It shows the total number of inbound packets that are allowed by the firewall.

Outbound Packets Allowed

It shows the total number of outbound packets allowed by the firewall.

Inbound Packets Blocked

It shows the total number of inbound packets that were blocked by the firewall.

Outbound Packets Blocked

It shows the total number of outbound packets that Wecked by the firewall.

This setting also has following links available:

View Current Network Activity

You can click this button to open the View TCP tool, which displaystieal activity report of the
all active connections and establistoethnections. It also provides you with information regarding
the process, protocol, local address, remote address, and status of each network connection.

%% WiewTCP 3.1

File Options Process Yiew Info
Established Connections ]

Frocess | Protocol Local Address | Remote Address | Status

1 svchost exec 1184 TCR escan-comp: 135 [epmap) ezcan-comp:0 Liztening
Sustern:4 TCR escan-comp: 445 [microsoft-dz) escan-comp:0 Listening
g MWAGENT. EXE:E12 TCR escan-comp: 2222 escan-comp: 0 Listening
1 svchost exe:1104 TCR escan-como: 3389 ezcan-comp:0 Liztening
A alg v 73z TCR 12704 escan-comp: 0 Liztening
g MWAGENT EXE:E12 TCR 12784 " egcan-comp:0 Listening
g MWAGENT. EXE:E12 TCR 12704 t escan-comp: 0 Listening
“ ezcanmon. exe; 1600 TCP 12701 ezcan-comp:0 Liztening
Systemn: 4 TCR 192 Fisk ot e —+) ezcan-comp:0 Listening
“ escanmon. exe: 1600 TCR 152, Fask £ 192 Sk 4 S Cloze_ ' ait
7 svchiost exec 1104 TCP 1920 nr 1592 Mask | oWt Wit Establizhed
System:4 UpP ezcan-comp: 445 [microzoft-dg] e -

[ lzass. exer 936 UDF escan-comp:b00 [izakmp] e

[T svchiost exec 1444 UDF egcan-comp: 1025 e

1 sqlbrowser. exe: 784 uprF ezcan-comp: 1434 [ms-eqhm)] e

1 svchost exe: 1444 uprF escan-compe 3434 e

T lzass. exer 936 UDF escan-comprdbOl  mee

[T svchiost exec1 444 UpF escan-compch3ER 0 e

[T svchiost exec1295 UpF 12704 by e

[ svehost. exe: 1568 LDP 27 M 0000 e

3 MWAGENT EXE:R12 ucep 12704 s 0 e

[ svohost exe: 1236 uDP 192 Hiskd [T

[ Systena UDP 192, Wi [

=) System:4 UDP 192,068k 4 Bl g

[ svehast exe: 1568 UDP 192 Ml w0 e

< |

1 Active Connections:It shows all active connections in the system.
9 Established Connectionsit shows all established connections in the system.

ertified Company

www.escanav.com



View Summary
This button helps to view the firewall reports, here you can choose report either in the form of detailed
or a summary.

Select Report Type

(%) Detailed Report

() Summary Repart

After selectingSummary Report, you will get the summary report tife blocked applications.

Summary Report

- I\
] | ol Refresh Local IP ‘—r Graph Settings

| — GED GEED
EE Application
EE Expert Rule n] Al d (aoplication Wi
EE o e ata Allowed (Application Wise)
%E Date Application TCPIN(KB) TCPOut(.. UDPIn (KB} UDP Out (... Total
| Surnrmary

=8 Top 10 Applications Data Blocked (Application Wise)
8 This Wiesk
S8 This Morth

Application TCPIn (KB) TCPOut(.. = UDPIn(KB) UDP Out (... Total

Certified Company anav.com



If you selectDetailed Reportin theSelect Report Type you will get option to select the month
range or current month.

Select Report Type

() This Marth
{1 Month Range

: G € =D

You will get the detailed report of the same.

Detailed Report

- ) ouery | @| Refresh N Localp H Graph Settings

EE PMetwork

= o
EE Application Data Allowed (IP Address VWise)
=8 Expert Rule
EE Fore Rule IP Address TCP In (KB} TCP O (... UDP In (KB} UDP Ot (... Total
8 P Address

=8 Date

| Summary Py
=8 Top 10 Applications || Data Blocked (P Afdress Wise)
8 Top10IP
8 This Week
=8 This Manth

IP Address TCP In{KB) TCP Out (... UDP In (KB} = UDP Out (... Total
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View Report

You can click this button to open tRepat For Firewallwindow. This window displays the report

for the Firewall module for a given range of dates in a tabular format when you cliGletieeate
Report button.

Report For Firewall E=E3
[ From: 7 D LY - To: 70 L - Generate Report }
Application Name | Date/Time | Protocoll SourcelP | DestinationIP | Direction | Action | Pathl Data |
«=»

You can export reports in the following format:

1 PDF
1 HTML
1 CSv

The report section alsmntains a Network Traffic graph, which shows the incoming and outgoing
network traffic in Kilobytes per second (KBps).

= Firewall

MNetwork Traffic in KB/sec

l iIncoming [l Outgoing
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Endpoint Security

Endpoint Security module protects your computer or endpoints from data thefts and security threats
through USB oFireWire®-based portable devices. It comes with an Application control feature,

which helps you block unwanted applications from running on your computer. In addition, this feature
provides you with a comprehensive reporting feature that helps you degesmmich applications and
portable devices are allowedlidpcked.

e

eScan TSS for Windows a0 s s 2)[=](x]

Last computer scan - Not yet scanned
Date of virus signatures - 24 Febh 2021 05:48

e File Anti-Virus Mail Anti-Virus Anti-Spam Web & Parental Control Firewall Endpoint Security Privacy Control

¥ Endpoint Security

Configuration
Endpoint Security Status Started
Application Control Disabled
Device Control Enabled

Stop | Settings

Reports
Total Applications Allowed 0
Total Applications Blocked 0
View Report

[ |
Q Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports
Lo

This page provides you with options required to configure the module. You can configure the settings
from the following sections.

Configuration

This section displays the followirigformation:
1 Endpoint Security Status: It displays the status of whether Endpoint Security module is
started or stopped.

1 Application Control: It displays the status of Application Control.
91 Device Control: It displays the status of Device Control.
9 Start/Stop: Click on this option to enable or disable Endpoint Security module.
9 Settings: To learn moreglick here
Settings

When you click this button, thendpoint Security Settingsindow appears and it has two tabs,
namely Application Control and Device Control.
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Application Control
This tab helps you control execution of applications on the computer. You can configure the
following option.

Endpoint Security Settings

Application Control ] Dervice Control
|:| Enable Application Contral

Block |Application Mame 4| Description

¥

Custom Group a
=] Computer Game 57
age of empires age of empires
hattlefield hattlefield

beautiful game studios beautiful game studios
hiozhock exe hiozhock

hlizzard entertainment blizzard ertertainmert
blubster mp2p servent main executable

Cagsar CRAESAr

AEEEEEER

canacs es short canada ss snort

Block List | Define Time-Restrictions |

1 Block list: This tab helps you to confige settings for blocking the unwanted applications.
You can do it by configuring it using following settings:
o Enable Application Control: This check box enables Application Control feature,
which helps you to block application.
A Enter Application to Block: This field andBrowse button is available only
when you selecEnable Application Control check box. Type or click the
Browse button to select name of the application that you want to block, and
then click theBlock button. If you want to delete an apgli®on, click an
appropriate application from the group that you want to delete, and then click
theDeletebutton.
o List of Blocked Applications: It contains the list of blocked executables of
applications that are pidefined by MicroWorld. By default, alhe applications
listed in predefined category are blocked. You can also add application that you want
to block, but only to th€ustom Group category. You can unblock an executable by
clearing the check box next to it. The predefined categories indledeltowing:

A Computer Game This category contains the list of computer games, which
are blocked by default.

A Instant Messengers This category contains the list of instant messenger
programs like Yahoo!® Messenger, MSN® Messenger, which are blocked by
default.
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A Music Video Players: This category contains the list of music video players
programs, which are blocked by default.

A P2P Applications This category contains the list of P2P applications, which

are blocked by default.

NOTE

eScan will detect andlock harmful or blocked applications even if they
renamed and given another extension.

M1 Define

Time-Restrictions: This feature helps you define time restriction on when you want

to allow or block access to the applications based on specific daype@vekn pralefined
hours during a day.

Endpoint Security Settings 2IE3

Application Control | Device Control I

—|:| Enshble &pplication Control

Enable

Datewise Restriction

00 01 02 03 04 05 05 07 0809 10 11 12 01 02 03 04 05 06 OF 05 0910 11 12
Sunday
Ionday
Tuesday
Wednesda
Thurscay
Fricay

Saturday

Enabled Disabled

Block List  Define Time-Restrictions |

CID D C&D GED
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This tab has following setting for configuration:
o Enable: By default, this check box appears dimmed. It is available only if you select
theEnable Application Control check box and you can define time restriction.

A Enabled: This option is available by default Emable check box is selected
already. This option allows access to the applications on certain days at
specific time, and then you can select the days and time by clicking the
appropriate boxes from the matr

A Disabled: This option is available only when you sel&stable check box.

This option blocks access to the applications on certain days at specific time,
and then you can select the days and time by clicking the appropriate boxes
in the matrix.

A Datewise Restriction: This optionlets you define datewise restrictions when
you want to allow or block access to the applications based on specific dates
and between prdefined hours during that date.
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Device Control

This tab helps you to protect youoraputer from unauthorized portable storage devices like USBs,
SD cards, Webcams, CDs, and DVDs. As most of the viruses spread through external devices, it is
essential that you provide proper protection.

The Enable Device Control enables you to keep monitor on devices that are connected to the
computer. You can block or password protects the USB device, wherein unauthorized device cannot
access your computer unless a valid password is entered.

The device control feature helps ymublock, disable, or keep devices in ready mode as per your
requirement. Whenever required, you can perform a virus scan on the connected devices.

With the help of whitelisting feature you can whitelist USB devices, and if required you can also set
anautomatic scan on those devices.

Endpoint Security Settings

Application Contral  Device Control ]
Enahle Device Contral

USH Settings
[(Black USB Ports
Do Yirus Scan Dizakle AutoPlay
[ Read Only - USB Other Devices...

|:| Ask for Password

Serial Mo. Device Mame | -

CDJ DYD Settings

Enable option
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You can configure the following settings:
1 Enable Device Control: This check box is available by default and monitors the devices
connected to your computer. When you select this check box, all the fields becomeevailabl
I USB Settings:This section helps you to customize the settings for controlling access to USB
storage devices.

0 Block USB Ports: This field is available only when yoselectEnable Device
Control check box. This check bdXocks all USB ports of system. Mgn you select
this check boxAsk for Password Do Virus Scan Disable AutoPlay and Read
Only - USB button becomes unavailable.

o Do Virus Scan This field is available by default and runs a virus scan whenever a
USB Device is plugged in, It is recommended that you always keep this check box
selected.

0 Read Only - USB: This check boxallows access to the USB device in a reaty
mode.

o Disable AutoPlay: This check box is available by default and disables the automatic
execution of any program stored on a USB storage device when you connect the
device.

o Other Devices Here you can add Wi and Printers that can be whitelisted. This link
will open a peup with following options:

Other Devices Settings

: [] Disable \weh Cam
[ Dizable Imaging Devices [ Disable Composits LUSE
[C] Disable USE Modem [ Disable Blustaath
[ Dizable Print Screen [ Block Attachments
[ Diigable \WiFi Metwark || Dizable Metwork FPrinter

[ ] Dizable Bluetooth File Transfer

Disable SD Cards This option disable the SD cards.

Disable Web Cam:This check box disable the access of web cam.
Disable Imaging Device: This check box disable the access of imaging
device.

Disable Composite USBThis checkoox disable the access of composite
USB.

Disable USB Modem This check box disable the access of USB Modem.
Disable Bluetooth This check box disable the access of Bluetooth.

> > > >

>\ >\

An 1SO 270 ified Company www.escanav.com



[ )
- < . C C
% DIG
NORLD
A Disable Print Screen This check box disabldébe access of print screen.
A Block Attachments: This check box blocks all the attachments.
A Disable WiFi Network: This check box disable the access oFVéixpect

for the whitelisted Wi network.
Disable Network Printer: This check box disable the access of network
printer expect for the wtelisted network printer.
A Disable Bluetooth File Transfer This check box disable the access of
Bluetooth file transfer.

1 Ask for Password: This field is available only when you seléehable Device Control
check box. Select this check box, if you wanta&&to prompt for a password, whenever a
USB storage device is connected to the computer. Do any one of the following:

0 Use eScan Administrator Password: This option uses eScan Administrator
password for accessing USB device.

0 Use Other Password:This optionassign a unique password for accessing USB
storage device. You have to enter your unique password for accessing USB.

1 Scan Whitelisted USB DeviceThis check box allows to scan even the USB devices that are
whitelisted, before accessing.
eScan provides greater level of endpoint security by prompting you for a password,
whenever you connect a USB drive. To disable password protection for a specific device, you
can add it to the whitelist along with its name and serial number. Due to which, next time
whenyou connect the device it does not prompt you for ayasd for accessing the device.

>\

This section displays the serial number and device name of each of the whitelisted devices in a list.
You can add devices to this list by clicking #heéd button you will get a popup window. It also
di splays the |ist of USB6s connected previously

USB Whitelist

Select Device for Whitelist

Setial Ma. | Device Mame

- D CD

Click on Custom button and enter th&erial No. of device andevice Name
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USBE Whitelist
Zerial ko,
Device Mame
e
Click onOK, the device will be added the list.
Scan Whitelizted USE Devices
Serial Mo, Device kame |
M Scan Whitelisted USB DevicesThis field scans all USB devices that are added to the
whitelist.
1 CD/DVD Settings This section helps you to customize the settings for controlling access to
CD/DVD.

o Enable option: Click on this button to enab{@D/DVD settings.

o Block CD/DVD: This field is available only when yatlick Enable option button
This check boxlocks all CD/DVDaccess

0 Read Onlyi CD/DVD: Select thixheck boxo alow readonly access for

CD/DVD.
Default
This button applies theéefault settings.
OK

Click on this button after you click thipply button to apply the configured settings.
Cancel
This button cancels the configured settings or to close the window.

Apply
This button applies the configured settings.
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Reports

It displaysfollowing count along with the report:

Total Applications Allowed
It shows the total number of applications allowed by Application Control module.

Total Application Blocked
It shows the total number of applications blocked by Application Control module.

View Report

This link opens th&eport For Endpoint Securityindow. This window includes th@enerate

Report button, which displays the report for the Endpoint Security module for a given range of dates
in a tabular format.

Report For Endpoint Security

From: |UE|-1-.. T = | To: |Ug.w.. i = Filter by: | All Users j Generate Report

Date,Time | User | Application Name | Description | Action |
@3}9}2021 11:27:32 Lot W T USE device inserted b...  Allowed
03,’9;2021 11:29:49 gt v Lilaiimernil DeetiBag (W teamer 3308 0 WS Executable launched ... Elocked
@3,’9;2021 11:30:20 R LLSEEE AR S USE device removed. -

0 3/9/2021 11:30:36 gt BETRS  h User not allowed to a... Elocked
@3,’9;2021 11:31:09 L it Vs LeslBlalipe! De-l ey (O dteaer 33080 WiEdides Executable launched ... Elocked
@3,’9;2021 11:31:42 R LLSEEE AR S User allowed to acces...  Allowed
D3/9/2021 11:31:58 i <l ""USE device removed. :

You can export reports in thiellowing format:

1 PDF
1 HTML
1 CSv
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Data Encryption

The Data Encryption module lets you protect sensitive and confidential data from unauthorized access
and data leak. With this module, the user can create a Vault that stores data in encrypted format.

TheVault is encrypted using 286t Advanced Encryption Standard (AES) and HMSEIA 256bit
key. A password is required to access the vault. After you access the vault, the data stored will be
automatically decrypted. Vice versa, after you close the vaeltdta stored will be automatically

encrypted.

How to Create a Vault?

To create a vault, follow the steps given below:

1. Launch eScan.
2. Click Data Encryption.
Data Vault window appears.
3. Click Create new Data Vault

- ,\ Data Encryption

Keep important documents in a Data Vault.

To secure your important data, you can use Data Encryption so that
access to your data is protected by a passward. Create a wirtual disk to
access, store, and work with files via file explarers much like wou wiould
with regular disks.

Create new Data Yault

[ aready have a Data Waulk

Close

www.escanav.com
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4, To add files or folders in Data Vault, cliéidd folders to Data Vault or Add files to
Data Vault. You can add files and folders by drag files and folders to vault.

- , Data Encryption

Adding files and folders to the Data Vault. +Add folders to Data Yault
Add files and folders and click Next. +Add files to Data Vault

Drag files and folders that you want to password
protect here.

5. After adding required files and folder, clitlext.
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6. Configure the Data Vault:
1 Name of Daa Vault: Enter a name for the vault.
9 Location of Data Vault: To select a custom location for Data Vault, clBlowse
The default path for vault i8:\eScanVault
1 Select a size for Data Vaulfariable sizeor Fixed size If selectedrixed sizeenter
thesize in below field or use the arrow buttons to specify size.
1 Optionally, select the check b&reate desktop shortcut for Data Vault

[ @ Vault setting J

p

Name of Data ¥ault:

~

Location of Data Yault:

|C:'|,eScan\-'auIt |

() ¥ariable size o Storage will increase and decrease the size aukomatically to fit all containing directories and Files,

lC:)Fim:d size o Storage will be created with specified size and can't be increased or decreased in the Future.,

Size of Data Yault: ME

| ou will not be able ta change the size of the data vault later,

[v] Create desktop shortout for Data Yault

7. After filling all the details, clickNext.

An I1SO 27001 Certified Company
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8. Read théPassword Hintand then enter the password.

NOTE In case, if yodorget your password, it can be recover with the help of eScan Team.

'I _. _ Data Encryption

[ @ Password setting ]

Data Vault

flﬁl Password to access the Data Yault:

Confirm Password

Password Hink:

o Minimurm & charackers,

Atleast 1 upper case letter (A-Z)

Atlease 1 lower case letter (a-z)

Atleast 1 special character {eq: |, #,%="*@,8&)
Atleast 1 number {0-9)

CO000C

Password must match!

9. Click Next.

10. Data will be copied to the Data Vault. If you wish to delete the original files and folders
outside the data vault by clickir@eleteor else clickSkip.

I _- _ Data Encryption

Delete original files and folder outside the Data Vault?

Files outside the Data Vault are accessible without password.

CiWsers Gafitwbizem Do S und sfe—us goale

<D @D D
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11. Click Finish. Data Encryption window appears, clibone

Data Vault created successfully, your files are protected

To add or alter the files , unlock Data Vault by entering the password. Lock the
Data Vault after you have access or changed the files.

o Original files are not protected by Data Yault,

12. The Data Vault will be created and get displayed on the data encryption list. To encrypt
your data, click.ock.

, Data Encryption

Open the Data ¥Yault to access your files.

CheScanyault

Y e
m Data Wauk is unlocked Open in Windows Explorer

I already have a Data Yault Create new Data ¥ault

13. Click Close The created Data Vault will be encrypted.
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After the data vault is locked, you will getore button displayed the rightand side of the screen.
Through this option, you will get the following setting to configure the data vault:

Rename

Show location of Data Vault
Create desktop shortcut
Delete

Y B

Change Password

Recover Vault Passwaord

I:'F

Rename
You can rename the existing data vault. After clicking as diption, Rename window appears,
change the name and cli€lave

Show location of Data Vault
This option will open the location where data vault is created.

Create desktop shortcut
This option will create shortcut for the created vault for accessingilyea

Delete
You can delete the existing data vault. Click on this option, the screen will prompting for password.

[ @ Delete Data Vault J

e

| Data Yault
% Password to access the Data Yault:

| allfiles In the Data vault will be deleted parmanently.

Delete Data Yault m

After entering the password, cli@kelete Data Vault This will delete the selected data vault.
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Change Password
This option allows you tehange the password set foe tthata vault. Click this optiogpou will be

forwarded to the Data Encryption window.

{ @ Change Password J

=

ﬁ Old Password
¥ | |
iy

New Password
| |

Confirm Mew Passward

Enter theOld Password New Passworg andConfirm New Password Click Save
This will change the password of the data vault.

RecoverPassword
This option is used to recover password, this will generate the password in an encrypted format.

’ Vault Password Recovery

Encrypted Password; o e i g

k Hote: To recover password, email the above encrypted string to
CHD™ supporti@escanav.com along with the License detail and mention
Subject line as "evault password recovery™.

0 If you selectedCreate desktop shortcut for Data Vaultcheck box, it will create a shortcy

@
NOTE of data vault to the deskto.
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Two-Factor Authentication

The system login password is Singlactor Authentication which is considered unsecure as it may
put your system's data at high risk of compromise. The-Faaior Authentication, also more
commonly known as 2FA, adds an extra layer of ptatedo your computer.

The 2FA feature mandates you to enter a Tioagsed Ondime Password (TOTP) after entering
Windows login credentials. So, even if somebody knows your login credentials, the 2FA feature
secures data against unauthorized logins.

You can use various options to set password for the 2FA. You can set password or you can use the
eScan administrator password in case the system is offline (without internet access). To use 2FA
online authentication, you need to install the Authenticator apfrfdroid devices froniPlay Store

or for iOS devices from\pp Storeon your snart device. The Authenticator app needs camera access
for scanning a QR code in the Authenticator app.

(1] Ensure that the smart device's date and time matches with the system's date and t
NOTE | else TOTPs generated by app won't get validated.
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https://play.google.com/store/apps/details?id=com.escan.escanauthenticator&hl=en_IN
https://apps.apple.com/in/app/escan-authenticator/id1503185587

Enabling 2FA login

To enable 2FA login, follow the below steps:

1. Open eScan Protection Center,
9 From desktop, doublelick the® icon
1 From taskbar, rightlick the® icon and clickOpen eScan Protection Center

eScan TSS for Windows 2o (2][=][x]

. Last computer scan -
@ SYStem IS secured Date of virus signatures - 4 %as 2021 11:30

Flle Anti-Virus .@ Web & Parental | C Data Encryption .s Cloud Protection l
L J L con“dJ L J L J
Dangerous Objects Detected O Total Sites Scanned 0 Safe data 1,410,242,192 Objeds

Total Files Scanned 235 Total Sites Blocked O Total Number of Data Vault: 0 Dangerous data 587,600,913 Objects

@ Mail Anti-Virus E e Firewall i ‘ Two-Factor Identity Protection
Authentication
Total Mails Scanned 0 Inbound Packets Blockea 0 L L ot J

Total Infected Objects 0 Outbound Packets Blocked 0 Total Objects Slocked 0
Lﬁ, e SE— — ,_,:-4 N ——— 4

@ Anti-Spam ' Endpoint Security l Privacy Control
Totsl Quarantined Mails 0 Total Applications Allowed 0 L

k_g - Total fli"MiZJ_ — Total Applications ﬁodﬁ::_J J—
rQ‘ r' R Mode | eScan R Support | P d | Li Information | Tools | Report
v escue e | eScan Remote upport | Passwor icense Information 00Is eports

K, Scan W@ Update

www.escanav.com

Certified Company



2. Click Two-Factor Authentication.

I, 8 Two-Factor Authentication

[CJEnable Two-Factar Authentication:

3. SelectEnable Two-Factor Authentication Checkbox This will enable the other
configuration settings.

I, 4 Twe-Factor Authentication

QR Code for TEA
Enahle Two-Factor Authertication

[Iroe [ satemade
DUSE eScan Administrator Password
DUSB Cther Passyvord
|:| Use Online Tvwo-Factor Authentication

-

Ng'E Unlock option will be enabled only after selectibger Logonoption.

4. You can configure it according to your requirement and Qiake
The 2FA willwork according to the configuration.
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Login Scenarios

The 2FA feature can be used following all login scenarios:

RDP

RDP stand for Remote Desktop Protoct®l/henever someone takes remote connectigowf
system, the personnel will have to enter sydtagin credentials and 2Fpasscode to access the
system.

Safe Mode
After a system is booted in Safe Mode, the personnel will have to enter system login credentials and
2FA passcode to access the system.

Local Logon
Whenever a system is powered omastarted, the personnel will have to enter system login
credentials and 2Fpasscode to access the system.

Unlock
Whenever a system liecked, the personnel will have to enter login credentials and 2FA passcode to
access the system.

Password Types

You canuse folbwing password types to log in:

Use eScan Administrator Password
You can use the existing eScan Administrg@ssword for 2FA login.

Use Other Password
You can set a new password which can be combination of uppercase, lowercase, numbeesjand
characters.

Use Online TwoeFactor Authentication
To use Online 2FA authentication, follow the steps given below:
1. Install the Authenticator app from Play Store for Android devices or App Store for iOS
devices.
2. Open the Authenticator app and gana barcode

<

Add an account

You can add an account selecting one of the following options:

E Scan a barcode

= Enter a provided key

3. Now, openeScan Protection Centeon your system and clickwo-Factor Authentication.
4. SelectEnable Two-Factor Authentication checkbox
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| f,\ Two-Factor Authentication

QR Code for TFA

Enakle Twio-Factaor Authentication

CIrDP [ safemode

D Usze eScan Administrator Password

D Use Cther Passwoard

D U=ze Online Two-Factor Authertication

5. Configure the login scenarios according to your need and $édedDnline TweFactor

Authentication.
6. On the top right corner, clicQR Code for TFA.
A QR code appears.

'
r,\ GR Code

7. Scan the onscreen QR code via the Authenticator app.

www.escanav.com
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A Time-based Ondime Password (TOTP) appears on smart device.

Authenticator :

Account Added

a3b151

8. You can use this TOTP for login. This TOTP will get updated aftery 30 seconds.

Disabling 2FA login
To disable the 2FA login, follow the below steps:

1. OpeneScan Protection Center Two-Factor Authentication.

2. Uncheck the&enable Two-Factor Authentication option.
3. Click Save
The 2FA feature gets disabled.
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Privacy Control

Privacy Control protects your confidential information from theft by deleting all the temporary
information stored on your computer. This module comes with the eScan Browser Cleanup feature,
which allows you to use the Internet without leaving hisfory or residual data on your hard drive

by erasing details of sites and Web pages you have accessed while browsing.

eScan TSS for Windows czommanm (2)(=][%]

Last computer scan - Not yet scanned
Date of virus signatures - &8 §a 2021 05:48

e File Anti-Virus il Anti-Virus Anti-Spam VWeb & Parental Contral Firewall Endpoint Security Privacy Control

[2] Privacy Control

Configuration
Manual
Not Scheduled

Privacy Control Status
Next Scheduled Cleanup

Clear Now | Settings

Reports

Last Cleaned On Not yet cleaned.

[ |
Q Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports
L J

This module provides you with options required to configure the module. You can configure the
settings from the following sections.

www.escanav.com
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Configuration

This section displays the following information:
1 Privacy Control Status: It shows the mode in which the Privacy Control module is running.
This mode can be eith&anual or Scheduledmode.
1 Next Scheduled Cleanuplt displays when Privacy Cawt will run next.

In addition, you can perform the following tasks:
9 Clear Now: This button clears the information specified un@etions in the Browser Clean
up dialog box.
1 Settings To learn moreglick here

Settings
Unde Settings we have following tabsBrowsers, General, Cache, Cookies, ActiveX, Plugins,
History and Secure Deleteet'ssee them in detail.

Browsers
This tab displays information regarding all the browsers installed on your computer.

Privacy Control Settings

Browsers lGeneral l Cache ] Cookies ] ActiveXx ] Plugins ] His’tury] Secure Delete

Brovwers Installed:

Y
MMicrosoft® Internet Explorer 6 ]
Yersion : 6.0, 800 S50 0 Build : e2w00 0 0
Windowr Tite i Microsoft Internet Explarer
Cache Directory R I L B LR R =]
Toplhii e S geiipbore gt HiBg s Tlige
Active X Directory ! AR AT ke b e T e T
Cookies Directory : b gt e gl Tl gl il e L
Favorites Directory o aeiis gt TR gl gt B E uaciri g
Histurhr Dil‘EEiIII'!.I' ' [~ JYPERPTERTTRE  Eugyere | t-ﬂﬂu.*.— 5 Lo T SeTRT IS t-pﬂu.*.— iy
Links Directory ! B L i CT U e T e e L L ST L SR
Downloads Directory : nfa
S5ave Directory i nfa
U History Directory : %SystemRoot$\Histary
Cache Directory (a) e 1L T [P BPOY Y E

CID aED CD GED
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General

This tabhelps you specify the unwanted files created by web browsers or by other installed software
that should be deleted.

Privacy Control Settings

Browsers General lCache ] Cookies ] ActiveX ] Plugins ] His‘tury] Secure Delete

Scheduler Options
%ou can set to run this tool automatically st various times. Select the times you would like Auto Erase to
run fram the options below:.

[] Run at System Startup [] Riun Everyday at l—ii Hr= l—ii Mins
Auto Erase Options

[] Clear Auto-Complete Memary []Clear Last Search kenu [] Clear Cache

[] Clear Last Run Menu [] Clear Recent Documents [] Clear Cookies
[ Clear Temporany Folders [ Clear Favorites [] Clear Plugine
[Jciear Last Find Computer [Jciear openrsave Dislog Box History [ Clear Active]
[[]clear Broveser Address Bar Histary ] Ermpty Fiecycle Bin [] Clear Histary

[] Clear Files & Folders

CD €D D D GED

You can configure the following settings:

9 Scheduler Options:You can set the scheduler to run at specific time and erase private
information, such as your browsing history from your computer. You can perform the
following settings:

0 Run at System Startup:This check box executes auto erase tool at system startup if
selectedIt automatically executes the Privacy Control module and performs the
desired auterase functions when the computer starts up.

0 Run Everyday at: This check box specifies the time at which you want auto erase
tool to run.It auto-executes the Pracy Control module at a specified time and
performs the desired aurase functions.

TheHrs andMins field is available only when you seldRtin Everyday at check
box. Set the time in hours and minutes in appropriate boxes.

1 Auto Erase Options: The browsestores traceable information of the websites that you have
visited in certain folders. This information can be viewed by others. This option allows you to
remove all traces of websites that you have visited. To do this, it auto detects the browsers
thatare installed on your computer. It then displays the traceable component and default path
where the temporary data is stored on your computer. Select the following options based on
your requirement:
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0 Clear Auto-Complete Memory: Auto-Complete Memory referetthe suggested
matches that appear when you type text in the Address bar, the Run dialog box, or
forms in Web pages. Hackers can use this information to monitor your surfing habits.
When you select this check box, Privacy Control clears all this infam&bm the
computer.

o Clear Last Run Menu: This check box clears this information in the Run dialog box.

o0 Clear Temporary Folders: This check box clears files in the Temporary folder. This
folder contains temporary files installed or saved by softwareri@tgthis folder
creates space on the hard drive of the computer and boosts the performance of the
computer.

0 Clear Last Find Computer: This check box clears name of the computer for which
you searched last.

o Clear Browser Address Bar History: This check boxlears websites from the
browser's address bar history.

0 Clear Files & Folders: This option will delete files and folders added in secure
delete. Use this option with caution as it permanently deletes unwanted files and
folders from the computer to freease on the computer.

o0 Clear Last Search Menu:This check box clears name of the objects that you last
searched for by using the Search Menu.

o0 Clear Recent DocumentsThis check box clears names of the objects found in
Recent Documents of your system.

o Clear Favorites: This check box clears Favorites added by the user in the computer.

o Clear Open/Save Dialog Box HistoryThis check box clears the links of all the
opened and saved files.

o0 Empty Recycle Bin: This check box clears the Recycle Bin. You should use this
option with caution because it permanently clears the recycle bin.

0 Clear Cache:This check box clears the all Temporary Internet Files in the system.

o Clear Cookies:This check box clears the Coekistored by websites in the browser's
cache.

o Clear Plugins: This check box removes the browser ping

o Clear ActiveX: This check box clears the ActiveX controls.

o Clear History: This check box clears the history of all the websites that you have
visited.
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1 Advanced: Click on Advanced Browser Cleanup Optiongopup appears. Select the
required check box and close.

Advanced Browser Cleanup Options

MS Office Windows Others
H Temp files af Scan Disk [ windows Media Player Play List
Temp Files
[ ] Clipboard Data [] Windows Media Player Histary
[] Start beru Order History Internet Explorer
CJfiegs StemmeMAUMES | cones
[] &pplication Log
IS

o0 MS Office: Themost recently opened MS office filesll be cleared if these options
are selected

0 Windows: The respective unwanted files likerip files will be cleared.

o Others: The recent Windowmedia playeplaylist and its history will be cleared

o Internet Explorer: Cookies will be cleared as per requirement.

Select All: To select all the options at once, click on this button.

Close: This button closes the popup window.

0 Click Default to apply default settings, which are done during installation of eScan. It |
NOTE | and resets the values to the default settings.
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Cache

A cacheis a hardware or software component that stores data so future requests for that data can be
served faster; the data stored in a cache might be the result of an earlier computation, or the duplicate
of data stored elsewhere. A cache hit occurs when theséed data can be found in a cache, while a
cache miss occurs when it cannot. The cache tab displays the cache components such as name, hit,
modified date, storage path, size, created date, and last accessed date.

Privacy Control Settings

Browsers | General Cache ]Cuukies I ActiveX I Plugins ] His’tory] Secure Delete I
CiDocuments and Setting s Ehasesiil b sl atsisem s S e j
Name |Hts | Size | Crested On | Modified On
default.azpx?link=geclocationy1 5] 95 22402021 1239044 P 11752752020 -
default[1 ] htm 1 95 11272021 11:03:25 . 117270202 -

4 »
e o
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Cookies

An HTTP cookie (also calledveb cookie Internet cookie, browser cookie or simplycookie) is a

small piece of data sent from a website that is stored on the user's computer by the web browser while
he/she is browsing. They can also be used to remember arbitrary pieces of infotinaatioa user
previously entered into form fields such as names, addresses, passwords, and credit card numbers.

Cookies tab displays the cookie data such as name, hits, modified date, storage path, size, created

date, expiry date, and last accessed date.

Privacy Control Settings

Browsers ] General ] Cache Cookies lnc‘tiuex l Plugins ] His‘tur_v] Secure Delete ]

ChDocumernts and Settings Sossami e

El

Mame | Hitz | Size | hodified COn | Accessed On

CID D C&D GED
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ActiveX

ActiveX is a framework for defining reusable software components (also known as ActiveX controls)
in a programminganguage independent way. Because ActiveX encapsulates specific functionality as
ActiveX controls, it can be seamlessly incorporated into many aodtapplications. The Internet
Explorer web browser allows for ActiveX controls to be embedded into web pages. ActiveX controls
officially run only in the Internet Explorer browser running on a Windows operating system.

This tab displays the ActiveX detaisuch as hame, modified date, storage path, size, created date,
version, description, company name, comments, and last accessed date.

Privacy Control Settings

Browsers ] General ] Cache ] Cookies ActiveX lPIugins ] Histury] Secure Delete ]
2wl e e s e il T e T ﬂ
Mame | Size | Crested On | Modified O
L] [
S oy
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Plugins
When a program supports phirg, it enables customization. The common examples are thénglug
used in welbrowsers to add new features such as seamgines, virus scanners, or the ability to use

a new file type such as a new video format.
This tab displays all the Plugin details such as name, size, created date, modified date, storage path,

and last accessethte.

Privacy Control Settings

Browsers ] General ] Cache ] Cookies ] ActiveX Plugins lHistury] Secure Delete ]

o LT R St S LT ST LN L e ﬂ

Mame | Size | Crested On | Mocified Cn

D aED D GED
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History

This tab displays History details such as name, hits, created date, modified date, storage path, and last
accessed date.

Privacy Control Settings
Browsers ] General ] Cache ] Cookies ] ActiveX ] Plugins History ISEcure Delete ]
o BT L T TR ETERE SR LN e L TETE S T ﬂ
Mame | Hit= | Crested Gn | Modified O
1 3
S oy
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Secure Delete

This tab securely deletes files and folders present in the system. You can securely deletel the adde
files and folders throughAdd Files andAdd Folders button respectively. You can also remove the
files and folder fronBelect Files and Folders for deletioflist usingRemove Entry button. You can
apply filter for selecting the files and folders. Younddter folders based on the drives available and
files based on text files, executable, icon files, shell links, URLs, images.

Privacy Control Settings

Browsers ] General ] Cache ] Cookies ] ActiveX ] Plugins ] History Secure Delete l

1 x| Fiter |l Files *| []System Files [ ] Read Only [ ] Hidden Files

=L G GRS GRS
[= Documerts and Se.
[—=> Prashant Selected Files and Folders for deletion. ..
(= Locsl Settings
= Temp
[C] Eserv286
[ Ezerv3gs

[£

P

apache_template_hitpd. -~
apache_template_updat
ASPRETSetup_ 00000 lo—
AHE tmp

AWHF tmip

cteng_ip A0003500 tmp
ctengine_repl_kit_1.ini
ctengine_repl_kit_11.ini
ctengine_tid.dat v

CZD D CD D

It also provides filter according to the following entity:
1 System Files This check box displays all the files and foldershef system.
1 Readonly: This check box displays only readly files and folders.
1 Hidden Files This check box displays all the hidden files and folders in the system.

o At the bottom of the screen of all the tabsDefault, OK, Cancel andApply buttons are
NOTE | present that you can use after configuring the settings based on your requirement.
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Default
Click this button to apply the default settings.
OK

Click this button after you click the Apply button to apply the configured settings.

Cancel
Click this button to cancel the configured settings or to close the window.

Apply
Click this button to apply the configured settings.
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Cloud Protection

The eScan TSS for Windows introduces cknaged security through eScan Security Network (ESN)
technology. Tk cloudbased eScan Security Network ensures protection against current threats, such
as viruses, worms, aridojans It identifies and blocks new threats before they become widespread.
When it comes to new malware, it makes a prompt response with arcadvawvel of detection that
provides superior protection, monitors internet round the clock.

eScan TSS for Windows czoumann 2)=)(X]

Last computer scan - Hot yet scanned
Date of virus signatures . *8 § ol 2021 05:48

VWeb & Parental Contral Firewiall Endpoint Security Privacy Control Cloud Protection ldentity Protection

&® Cloud Protection

Experience Advanced Cloud Protection with eScan Cloud Security Network

#* |dentifies new threats faster with global threat intelligence engine
* Immediate response to latest threats
* Monitoring the Internet round-the-clock

.Access to eScan Cloud Security Network is disabled.

Check your internet connection settings.

[ | agree to participate in eScan Cloud Security Network

[ ]
Q Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports
. J

The following are the basics of clodwdised ESN:

1 Continuous global monitoring of relide threats and immediate delivery of collected data to
eScan hostervers.

1 Analysis of collected data and the creation of protection measures against new threats, and the
fast distribution of those measures to users.

1 ESN automatically collects information and sends the data to eScan labs. Information about
suspicious fiés downloaded and executed on computers is also collected, regardless of their
source, such as websites, email attachments;tpgerer networks, and so on.

This is done strictly voluntarily and confidentiallythe user of any one of eScan SOHO
productshas to agree to participate in the system. In any case, strict confidentiality is
maintained and no personal information, such as user names, passwords, or any other
personal details are collected.

The decision on the safety of a program is made basedesnal algorithms like the file is
having a valid digital signature or not and number of other factors.
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As soon as a program is declared malicious or unsafe, the information becomes available to
eScan product users even before the signature for that gfiecalware is created and

updated on their computers.

Thus, eScan clients receive prompt information about new and unknown threats minutes after
the launch of a cybeattack, compared to hours for traditional signature database update.

NOTE The Cloud Potection module is enabled, by default.

You need to have internet connection, to access this feature. Perform the following steps to enable the
cloud protection service:

1. To use the cloud protection service you need to first accept the terms of eScan Security
Network (ESN) agreement. On the Cloud Protection screen, at-lefteorner of the screen
selectl agree to participate in eScan Cloud Security Networkcheck box.

The eScan Cloud Security Network dialog box appears.

bScan SOFTWARE EMD-USER LICEMSE AGREEMEMT

[

MOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWIRG LEGAL &GREEMENT
(" &GREEMEMT™), FOR THE LICEMSE OF eScan ("SOFTWARE") PRODUCED BY
MICRCWORLD SOFTWARE SERVICES PYWT. LTD. ("MICRCAWWORLD™).

IF OU HAWE PURCHAZED THIS SOFTVWARE A THE IMTERMET B% CLICKING THE
ACCEPT BUTTON, O (EITHER AN IMDIWIDUAL OF & SINGLE EMTITY ) COMSEMT
TC BE BOUND B AMND BECOME & PARTY TO THIS AGREEMENT. IF 00U Do MOT
AGREE TO ALL OF THE TERMSZ OF THIZ AGREEMEMT, CLICK THE BUTTOMN THAT
IMDICATES THAT % QL DO MOT ACCEPT THE TERMS OF THIZ AGREEMEMT ARD DO
MOT INSTALL THE SOFTWARE.

|£

Do you agree to submit information to the escan Cloud Securty
Metwork ?

A

ertified Company www.escanav.com



2. Click theYeshutton. The eScan Security Network starts functioning and displays the current
eScan Cloud Security Network statistics such as number of safe data, dangerous data, total
data, and unprocsed data objects along with last synchronization date.

eScan TSS for Windows 2o 2](=] (%]

Last computer scan - Not yet scanned
Date of virus signatures - 24 $ai 2021 11:30

e Web & Parental Control Firewall Endpoint Security Privacy Control Cloud Protection Identity Protection

Experience Advanced Cloud Protection with eScan Cloud Security Network

# Identifies new threats faster with global threat intelligence engine
# Immediate response to latest threats

# Monitoring the Internet round-the-clock

Current eScan Cloud Security Network statistics

Safe data 1,410,247,433 Objects
Dangerous data 587,603,097 Objects
Total Data 2,350,412,389 Objects
Unprocessed data 352,561,858 Objects
Synchronized 03/03/2021

I agree to participate in eScan Cloud Security Network

[ |
Q Scan ' Update Rescue Mode | eScan Remote Support | Password | License Information | Tools | Reports
L
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ldentity protection

Identity protection is the deliberate use of someone else's identity, usually as a method to gain a
financial advantage or obtain credit and other benefits in the other perapr@sand perhaps to the

other person's disadvantage or loss. The person whose identity has been assumed may suffer adverse
consequences, especially if they are held responsible for the perpetrator's actions. Identity theft occurs
when someone uses anathg@ersonally identifying information, like their name, identifying number,

or credit card number, without their permission, to commit fraud or other crimes.

eScan TSS for Windows czoss sy 2)(=)(%

Last computer scan - Not yet scanned
Date of virus signatures - 88 §ai 2021 05:48

@ \Weh & Parental Caontrol Firewall Endpaint Security Privacy Control Cloud Protection Identity Protection
@ |dentity Protection
Configuration
Identity Protection Status Not Configured
Start | Seftings
Reports
Total Objects Blocked 0 Objects
View Report
[ i |
..QJ Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports

This module provides you with options required to configure the module. You can configure the
settings from the following sections.

www.escanav.com
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Configuration

This section displays the following information:
1 Identity protection Status: It displays whether Identity protection is configured or not.
9 Start/Stop: Click on this option to enable or disable idenftgtection module.

9 Settings This option gives you Identity Protection popup window. Under this we have two
sections.

Identity Protection

This feature lets you protect sensitive data or information such as your account numbers, credit card
numbers, phone numbers, social security numbers etc. from being sent over to the intermet through web
pages, email messages and instant messaging without your knowledge.

Privacy Information to protect
Category | What to Protect

List of trusted websites
Address

This section lets you protect sensitive data or information such as your account numbers, credit card
numbers, phone numbers, and mivoen being sent over the internet through web pages, email
messages, and instant messaging without your knowledge.

01 Certified Company
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o Privacy Information to protect: From thePrivacy Information to protestection
click onAdd. This Button helps you add domain category, ameixtbox to add data

that needs to be protected.

Add Mew Category

Category ||

Enter data to protect |

Once domains are added in the list you can modify them by clicking dvatiiéy

button.
o List of trusted websites UnderList of trusted websiteslick the Add button to add

the name of trusted websitddaess.

Add New Trusted WebSite

Trusted YWebsite |

Once websites are added in the list you can modify them by clicking doithiéy
button.

Reports

It displays following count along with the report:

Total Objects Blocked
This option gives you the total number of objects blocked by the d&eatity Protection module.

View Report
To view reports, click/iew Report.

www.escanav.com
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Scan

The Scan module helps you performaemand scans on files, folders, storage devices, and the
registry and schedule automatic scans. It checks your computer for stoedtyg, such as viruses,
spyware, and other malicious software and creates logs of all scan operations.

eScan TSS for Windows oz s s 2)[=](x]

Last computer scan - Not yet scanned
Date of virus signatures . 88 §ai 2021 05:48

File Anti-Virus Mail Anti-virus Anti-Spam YWeh & Parental Contral Firewall Endpaoint Security Privacy Contral

(i
K, Scan

ﬁ Scan memory, reqistry and services

& Scan computer

& Scan USB Drives

Qﬁ, Scan CD-ROM
a\ Scan Mobile
d& Custom Scan

Options | Scheduler | Logs

[ ]
Q Scan r@ Update eScan Remote Support | Password | License Information | Tools | Reports
L J

When you click the Scan button, the Scan page is displayed. This page provides you with options for
scanning the computer and peripheral storagecdsytonfiguring the Scan module, and scheduling
scans. We have more options under this module which is explained below.
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Scan memory, registry and services

This option provides scanning options for memory, registry, and services. By clicking on this link
you will get a popup window.

Scan computer

This option scans entire system as whole. By clicking on this link, you will get a popup Option
window, to learn morelick here

Scan USB Drives

This option scans USB drives attached/our system.

Scan CODROM

This option scans CIROM once it is inserted in your system.

Scan Mobile

This option will scan the mobile devices connected through USB to the computer.

Custom Scan

This option helps you to configure the scan according tsbkeific need of the users.

Options
You can configuré&canoptions by clicking th®ptions button. This will display th®ptions dialog

box, which provides you with options for configuring eanmodule. This dialog box has two
panesVirus ScanandAlert. Let'sdiscuss them in detail.
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Virus Scan

This tab helps you configure the actions that should be performed when an infection is detected. It
allows you to set priority of the scan processiagh, Normal, orLow. It also helps you to
automaticallyrecognize either all file types or only program files.

Options

In the casze of an infection: |.&utu:umatiu: j
Pricrity of scanner: |Nn:-rma| [marmal rurtime) j
File types: |.-'J~ut|:|mati|: type recognition j

|:| Uze zeparate exclude list for QDS _

[ ] Sean Archives

This tab has following options to configure your scan:
1 Inthe case of an infectionThis list helps you configure the action that should be performed
on the file when it finds that it is infected. &lactions are as follows:
0 Log only: This option only logs the occurrence of the virus infection without taking
any action.
o Delete infected file This option deletes the infected file.
0 Automatic: This action is set by default and tries to clean the fileidfnot possible
to disinfect the file, it quarantines or deletes the file.
1 Priority of scanner: This option helps you set the priority of the scanner in relation to other
processes running on the compugelect an appropriate option from the ddgwn list.
o High (short runtime)
o Normal (normal runtime) [By default]
o Low (long runtime)
1 File types: This option helps you to select the type of files that should be scanri@al by
demand Scan The options availde are:
0 Automatic type recognition: This option is selected by default and scans all files,
but will ignore the files that cannot be infected.
o Only program files: This option scans only the program files or executables stored
on your computer.
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1 Use separateexclude list for ODS:Select this check baw excludeall the listed files,
folders, and sub folders from monitoring during thedemand scan.
This option helps eScan to separate the exclude list-déorand scanning from retine
scanning exclude lisOnce you click odd/Delete button, you can add or delete the files,
folders, and subfolders.

Exclude Files f Folders

. ™,
e=can will not scan the followwing Files § Folders
File ! Folder Mame Include Subfolder
e -
e

On theExclude Foldersdialogue box, you will find following buttons:

0 Add: This button will give you a popup window callédd to Exclude List and
click an appropriate object type suchFile or Folder, and then type or clicRrowse
button to select the file or folder that you want to exclude. If you want to include sub
folder of a folder, seledhclude Subfolder check box. Then click on th&edd button.

0 Delete This button deletes any file/folder from the list.

o0 Remove Alt This button removes all the files/folders from the list.

1 Scan Archives:This check box scans both archived and packed files.

9 Default: This button resets the entire scan camfagion to default settings.
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Alert

This tab helps you to configure the alert when it detects malicious software on your computer.

Wirle Scan

Alert
IE‘ Wiarn, if virus signature is more than 3 = days old.
D Warn, if the last computer analysis was more than =

Log Settings
Iz‘ Prepare Log
|C: ‘Program Files'eScan'L O3
() Only infection to be logged
() Full lag

e

This tab has following options to configure the setting:
1 Alert: In this section, you can configure the notification dispthyvhen the virus definitions
are outdated or when a specified number of days have elapsed since you have last scanned
your computer. This section gives you following siions:
o0 Warn, if virus signature is more than: This check box is selected by defaarid
notifies you if the virus signature is older than the specified number of days. By
default, eScan notifies you when your virus definitions are more than 3 days old.
o Warn, if the last computer analysis was more thanThis check box notifies you
when aspecified humber of days have elapsed since the computer was last analyzed.
By default, the value is 14.
9 Log Settings:In this section, you can configure the log settings for the Scan module.
0 Prepare log: This check box is selected by default and eScaatesean Osdemand
Scan log file at the specified path. The default pa@t\Brogram
Files\eScanLOG.
o Only infection to be logged:This option is selected by default and eScan will log
information only about infected files and the action taken on thehei®@rdemand
Scan log.
o Full'log: This option if selected, the Glemand Scan log will contain information
about all the files scanned by eScan.

Both the tabs has 2 common buttons:
9 Save This button saves the configuration.
9 Cancet This button closes theopup window without saving the configuration.
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Scheduler

In this section, you can schedule-@amand Scan to scan your computer and storage devices for
malicious objects. It contains a table, which displays name of the schedule, frequency of occurrence,
and the next time it will be run.

Matmne Schedule Mext start

We can configure the following options:
9 Add task: To learn moreglick here
9 Clear All: This option will clear all the task from the list.
9 Start now: Once you select the task from th&t,liyou can use this button to start the
scanning.
9 Edit: This option will allow you to edit the existing task from the list.
1 Close This option close the popup window without saving.

Adding a task

This button helps you add a new scan task to the sch&@htn you click this button, eScan opens
the Automatic virus scanialog box. This dialog box includes teb, Analysis extent, Schedule
andVirus scantabs. Let see each of them in detail.
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Job

This tab helps you configure and specify the besitfiguration for adding task.

Automatic virus scan

Job l.&nalysis extert | Schedule ] Wirus scan ]

Mame E Active

Start Type

() Start in foreground
() Start in backgrouncd

it
|D|:| niot cquit if virus detected j
Mever quit automatically

Do miot cquit if virus detected
Alweayes quit

D D €D

Specify the following details:
1 Name You can specify the name of the task.
i Start Type: You select the start type from the following options:
o Start in foreground: This option runs the task in the foreground.
o Startin background: This option runs the task in the background.
9 Quit: This section will help you to select the termination condition for the task. It has
following options:
o Do not quit if virus detected This option is selected by default and does not allow
to qut automatically after it has finished scanning and a virus is detected.
o Never quit automatically: This option does not allow Gakemand Scan to quit
automatically after it has finished scanning.
o Always quit: This option allows Ofdemand scan to quit autotitally after it has
finished scanning.
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Analysis extent

This tab provides options that help you select the type of scanning, and the list of directories, folders,
or local hard drives to be scanned.

Automatic virus scan

..........................................

Job o analysis extent l Schedule ] YirLs scan ]

[[] Scan Spyweare and Addvweare [] sean Startup
|:| Scan memory, registry and services
|:| Scan network drives

|E| Scan local hard drives
|E| Scan System Drive
|E| Scan Data Drives

|:| Soan fallowing directaries and files: -

D D D

This has following options to configure:
1 Scan Spywareand Adware: This option lets you to scan Spyware and Adware.
1 Scan memory, registry, and servicesThis option provides scanning options for memory,
registry, and services.
1 Scan network drives This option lets you to scan netwaikves
1 Scan local harddrives: This options is selected by default and lets you scan the local hard
drives and has following stdiptions:
0 Scan System DriveThis option lets you scan system drives.
0 Scan Data Drives: This option lets you scan data drives.
i Scan Startup This option scanstartup files
1 Scan following directories and files This option lets you add the directory and files you
want to scan. You can add folders and files thraBigiwse button.
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Schedule

This tab helps you to configure the options for scheddiyrsiem scans. You can schedule scans to
run either once or on a daily, hourly, weekly, monthly basis, when the computer boots up, or on a
given date at a specific time.

Automatic virus scan

Job | Analysiz extert Schedule l"-.-"irus SCan

Execute

®nce O wisekly

{3 Hourly () hdorithly

() Daily {with system startup
Time
Wednesday 24, February 2021 w 14:57 .

I I XD

It has following options to configure:
1 Execute This options lets you schedule thean to run Once, Hourly, Daily, Weekly,
Monthly, and With system startup.
i Time: This option lets you provide the date and time to schedule the scan.
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Virus scan

This tab provides the same options as the ones present\dimtbascantab of the Scan modkt You

can configure Osdemand Scan to perform a specific action when a virus infection is detected. You
can also set the priority of the eScan scanner in relation to other processes running on the computer.
The priority level can be high, normal, or loBy default, the scanner runs witlermalpriority. In

addition, you can configure Gihemand Scan to scan only program files or executable files.

Automatic virus scan

Job ] Analysiz extent ] Schedule  Wirus scan

Inthe case of an infection:

Priority of scannet: |N|:urma| [narmal runtime) ﬂ
File types: |Autamatin:: type recognition j
Settings

|E| Prepare Log

(%) Only infection to be logged

) Full log

|:| Scan Archives

T G D

To learn moreglick here
Apply: Click on this button to apply the configwd settings
Save Click on this button, to save the configuration.

Cancet Click on this button to exist, without saving configuration.

An 1SO 27001 Certified Company www.escanav.com



Logs
You can view reports of the scheduled-@mand scans performed on your computer and storage
devices in thé.ogs dialog box.

File Mame Start Time Directory

[3 CEOR000 lag 08,05, 2020 14:24:28 ChProgram Files @ alhescanilL.,

CCD D GEED G

This dialogue box provides information of the generated logs such as File Name, Start Time, and
Directory in which it is present. This also has following buttons:
1 Refresh This buttons refreshes the whole list.
1 Clear All: This buttorclears all the log files generated.
1 View log: This button is used to view the generated log file by selecting a log file from the
list.
9 Close This button closes the popup window.
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Update

The Update module automatically keeps your virus definitiormate and protects your computer
from emerging species of viruses and other malicious programs. You can configure eScan to
download updates automatically either from eScan update senfessndocal network byusing

UNC.

eScan TSS for Windows  czoss s 2)[=][X)

Last computer scan - Not yet scanned
Date of virus signatures - 58 §al 2021 05:48

File &Anti-Virus Mail Anti-virus Anti-Spam Weh & Parental Contral Firewyall Endpoint Security Privacy Control

B Update

Configuration

Last Database Updated 24 Feb 2021 05:48
Run Mode Automatic
Update Now | Seftings

Reports

View Log

[ |
Q Scan ' Update eScan Remote Support | Password | License Information | Tools | Reports
L J

You can access tabbed page for the Update module by clickitiptiee button. The update tabbed
page provides you with information regarding the type of update mode and date on which the
database was last updated. sioaprovides you with options for configuring the module and helps you
view reports on recent scans performed by the module.

You can configure the following sections through this module.
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Configuration

This section displays the following information:

1 Last Database UpdatedIt shows when the eScan database was last updated.

1 Run Mode: It displays the type of update mode used by eScan. The run mode can be either
Automatic or Scheduled

1 Update Now: This button updates the Arlirus and AntiSpam definitions ttough HTTP

or FTP.

Update via HTTP  Anti-Virus  (100%) [=][%]

Regular updates of eScan Anti-Virus databases and program

modules ensures effective protection. Last Update: 24 Feb 2021 11:30

Connecting to proxy server 192.168.0.10

Reguested file name and =size

eScan Anti-virus Database is Updated. No need to Download.

Requested file name and size

Starting Anti-Wirus Download...

Requested file name and size

eScan Anti-viruz Database iz Updated. No need to Download.
Time | Resut Object | size

W 32021 10:34:53 AM File Downloaded exploits ave3 51 Bytes

@ 12021 10:34.53 AM File Dowenloaded settings.avc3 64 Bytes

q? 32021 10:34:53 AM File Downloaded avc3.gx 1525 Bytes

@ H2021 10:34.54 AM File Dowenloaded configuration.aved 210 Bytes

q? 32021 10:34:54 AM File Downloaded update.bin 35 Bytes
Downloading File update.bin
Total Downloaded 15KB/18KE Duration 00:00:11
Anti-Virus Status [ | Time Left 00:00:00
Anti-Spam Status [ | Time Left 00:00:00

9 Settings To learn moreglick here

Settings
This button opens thepdate Settingdialog box, which helps you configure the Update module to
download updates automatically. Let's see them in detail.
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General Config
This tab provides you with general options for configuring the Update module.

Update Settings

zeneral Config l after Upclate ] Scheduling ]

Select Mode
(S HTTP () hetwark
Prowxy Settings
Dowwnload via Proxy
HTTF
HTTP Proxy Server P Port:
|1 q2 Mask 4 N |§
Login hame : Password

|
FTP

—

| Logon Type

Metweork

CID D C&D D

It consist=f following options to configure:

1 Select Mode:lt indicates the mode for downloading updates from eScan update servers. You
can select the appropt@aoptions fronFTP, HTTP, andNetwork.

9 Proxy Settings:In this section, you can configure the proxy settings for downloading updates
through HTTP proxy or FTP proxy servers. In both case, you need to provide the IP address
of the proxy server, the port mber, and the authentication credentiffmy. In case of FTP
servers, you also need to provide the format for the user ID irothen Type section. Logon
ID is defined as User@siteaddress, OPEN siteaddress, PASV Mode, and Socks.

1 Network: In this sectio, you need to providBource UNC Path This section will enable
only if you selectNetwork in the Select Modesection.
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After Update
This tab helps you configure the actions that eScan should perform after Updater downloads the
updates.

Update Settings

General Config  After Update l Scheduling

|:| Execute thiz Program, after downloading updates successfully.

[ ] Updste Motification

| |
CID D &5 GED

You can configug the following options:

9 Execute this Program, after downloading updates successfullyWhen you select this
check box, eScan runs a particular application or program after eScan updates are
downloaded successfully.

This section has the following options and will be enabled once you Eslectte this
Program, after downloading updates successfullgheck box:

o Program Name:Sometimes, you may need a particular program to run after you
have downloaded updates for eScdau can simply specify the path of the program
in theProgram Namebox. Alternatively, you can use tiBrowse button to navigate
to the path where the program executable is stored.

o Start In: You can also specify the program to execute from a given ¢ocafiou can
either specify the location in tt&tart In box or use th@rowse button to navigate to
the folder where the program should execute.

o Parameters:Some programs require additional parameters to execute. You can
specify these start parameterstie Parametersbox.
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0 Run: The default mode is normal mode. Whenever a program runs, it runs in its own
window. You can specify whether the window should be in the maximized,
minimized, normal, or hidden state. The default state of the window is normal.

o0 Terminate the process forcibly:You can also forcibly terminate the process to free
system resources by selecting this option.

o Don't wait for process to complete:A process may require a long time to end. In
such cases, you can allow other processes to rag alith the specified process by
selecting this option.

o0 While this process is being executed, suspend all operations for <placeholder>
seconds:The default value is 1. You can also ensure that the no other process runs
while the specified process is rungifor a given time interval by setting the interval
in the box.

1 Update Notification: When you select this option, eScan sends an email notification to the
email address specified in tiie box in theUpdate Notification section.

o0 From: The default email address provided is escanuser@escanav.com. You can
specify the sender's email address in the notification mail in this box.

0 To: You can specify the recipient's email address in the notification mail in this box.

0 SMTP Server: The defaultP set is 127:0:0:1. You can specify the IP address of the
SMTP server in this box.

0 SMTP Port: The default port set is 25. You can specify the port number of the
SMTP port in this box.
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Scheduling

The Scheduler automatically polls the Web site for updaidsiownloads the latest updates when
they are available. You can also schedule downloads to occur on specific days or at a specific time.

Update Settings

General Config I After Update  Scheduling l
(&) Autamatic Dovnlosd

Guery Interval 460 * | minutes

() Schedule Downlazd

| ot the month

It has following options:

1 Automatic Download: This option is selected by default and configures the Update module
to query and download the latest updates automatically from the MicroWworld website. You
can configure the query interval by using the following setting.

0 Query Interval: The default interal set is 120 minutes. You can set the interval in
minutes, after which eScan should query the web site for latest updates.

1 Schedule DownloadThis option is set as Daily by default. You can also schedule downloads
to occur on specific days or on a dailgekly, or monthly basis. In addition, eScan also
provides you with the facility of downloading updates at a specific time. By default, the time
is set to 1:50:00 P.M. Type or select the time at which you want eScan to download updates,

by clicking the = icon. When you configure this setting, the Scheduler checks the
MicroWorld Web site for latest updates at the specified time and downloads them if they are
available.

An I1SO 27001 Certified Company www.escanav.com



All the tabshave4 common buttons:

Default
This button reset the configuration.

OK
This button is clicked once you click dpply button to apply the changes.

Cancel
This button closes the popup window without applying the configuration.

Apply
This button applies the changes in the configurations.
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Reports

This section displays the followirigformation:

1 View Log: When you click this button, thdpdate Logwindow is displayed. This window
displays the latest activity report for the Update module.

DatelTime Session I AddressHost Name |
202302021 4:24:08 PM Starting Automstic HTTR session to host Fittg: Sy microvvorldsystems comippubdupd..
21232021 5:29:11 PM Starting Avtomstic HTTR zession to host Fittg: Moy micr o orldsystems comipubupd.
348 Ak Starting Automatic HTTP session to host Fittp: Moy microweorldsystems .comippubliupd...
b Starting Automstic HTTP = in to host g3 2 deystems comipublupd.
File Description
Fesult Chject Size A
Successiully Downloaded File aitak .cvd Taa0 N
Successfully Downloaded File aLto . cvid 30043
Successfully Dowwnloaded File cevakrnl ry2 277382
Successiully Downloaded File cevakrnlryd ES01E
Successfully Dowwnloaded File &_spyw j00 1062 b
Evert Descrigtion
Automstic HTTP Dowwenloader Yer 4.0.2 389, ~
Check elUpdate.ini Settings. =
24-Feh-2021 05:55: 49 Connection Successtul with Ini Settings.
Connecting to proxy server 192 50 1 0
Reguested file name and zize
[BOUpdCalBok])Updste started
Starting Anti-irus Download. .
Total number of Anti-viruz files dovwnloaded iz 43 bt
< | »

This report includes the following information:
0 The timestamp, session description, and hastenar IP address.
0 The description of file, such as result of the download, name of the object, and its
size.
0 The description of event, such as the number of files downloaded, time at which the
connection was established or terminated, and the erraryy.if
This window has buttons
1 Refresh This button refreshes the window.
1 Close This button closes the popup window.
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Quick Access Links

On lowerright corner of the screen, you can view the following quick access links:

Rescue Mode | eScan Remote Support | Password | License Information | Tools | Reports

Rescue Mode

Rescue Mode is a#Scan feature that enables you to scan and disinfect all existing partitions on your
hard drive inside and outside your operating system. Some sophisticated malware, like rootkits, need
to be removed before Windows starts. Once eScan detects a threahti@tbe removed, it prompts

you to reboot the computer in Rescue Mode for clgaand restoration.

Warning

eScan TSS for Windows

Do you want to restart the System 7

" -

It allows you to boot into a secure environment during system startup without using any optical
media. It uses Windows as well as Lirpasedenvironment that not only helps you to scan and
clean the system but also allows you to fix registry changes made by viruses and rootkits.
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eScan Remote Support

eScan Remote support is the option to get Remote Help from our Support Center; the technical

Support Executive will take control of your system for resolving the reported issue. It requires an
active internet connection.

Steps for availing remote support:

1. Click on eScan remote support link at the bottom of the interRe®ote Support
Disclaimer window will be opened.

&) Remote Support Disclaimer @

Please read the following Remote Support Disclaimer. You must
accept the terms of the disclaimer before using this tool.

eScan Remote Access Suppart Disclaimer

»

Before you chooze the "Accept’ buttan at the batton of this window, carefully read the
‘wharranty Dizclaimer below. By choosing the “Accept’ buttan you are (1] representing that
you are over the age of 18 and have the capacity and authority ta bind yourself and your
employer, az applicable, to the terms of the disclaimer below; and [2] conzenting on behalf of
yourzell and/or az an authorized representative of vour employer, as applicable, to be bound

by thiz dizclaimer. If you do naot agree to all of the terms and conditions of the disclaimer, or do

not represent the foregoing, wou will not and may not receive Remote Access Support from
eScan.

m

You have requested the assistance of an eScan Technical Support Reprezentative through a
remote connection to your computer [“Aemote Access Suppaort'”). @Scan iz providing this
Remate Access Support to you a: a courtesy. Vol understand that by requesting Remate
Access Support, you will be praviding eScan Technical Support Personnel with access to and
contral of your computer. [n addition, you may be praoviding eScan Technical Support
Personnel with access to files that reside on your computer.

@ | accept the disclaimer

()| do mot accept the disclaimer

[ Ok ] l Cancel ]

2. Read and accept the disclaimer and cidk eScan Remote Support tool will open.
3. It will generate a user ID and password. Send this user id and password to the technical
support executive. The executive will take remote supporvorf system.
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Password

Password will secure your system from making any unauthorized changes to the settings and
configurations defined by you.

Using Password Protection for opening eScan

You can define a password for accessing eScan. Use the followpwyfet defining a password:
1. Open eScan Window.
2. Click Passwordlink at the bottom of the interface.
3. Type a Password in thenter New Passwordfield. It is recommended to enter alphanumeric
password.
4. Reenter the Password @onfirm New Passwordfield and clickOK. You will have to enter
this password to change any settings and also to open eScan.

Change Administrator Password E]

Enter Mewy Passward

Confirm Mewy Password

0 For removing the password, Click the password link and Entd?addword leaveEnter
New PasswordandConfirm New Passwordfields as blank. Now cliclkOK. The defined
password will be removed and you will not be prompted to enter password to open eS

NOTE
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License Information

Click License Information link present in Quick access links at the bottom of eScan Protection Center

You will be forwarded to License information window, it displays following important information.

RI=X]

License Information

License Key (30 char] | Activation Code 60 char) | Registration Status | Contract Pel
LR e e e Adivated [ 06.Mar-202:
< []
Contract Period Ends on 06-Mar-2022

9 License Key Displays the License Key of the product.

9 Activation Code: Displays the Activation Code of the product.

1 Registration Status Displays theegistration status of the product, namely, Active, Trail, or
Expired

9 Contract Period Ends on Displays the expiry date of the product activation.

9 Version: Displays the version number of the antivirus software.
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Additionally, it also allows you to perforfiellowing actions on right click.

RIEX]

License Information

License K 0 charl Activation Code (60 char Registration Status Contract Pe
EN TR divate before 05-Apr-2... ||
Add License Key
Activate Now

Renew License

Delete License Key

Copy

«| v

Grace Period ends on 05-Apr-2021

Add License Key Activate Now - “

Add License Key: Click on this button to add license key.

Activate Now: Click on this button to activate the license key.

Renew LicenseClick on this button to renew the license key.

Delete License KeyClick on this lutton to delete the added license key.
Copy: This option will copy license key.

= =2 -4 -4 -9
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Tools

The Tools link provides you with the options for easy and quick access to various tools for eScan and
each tool will have its own functions

eScan TSS for Windows  czosms s p— 2)[=][x]

Last computer scan - Not yet scanned
Date of virus signatures - &8 Sai 2021 05:48

File Anti-Virus Mail Anti-virus Anti-Spam Wieh & Parental Control Firewyall Endpoint Security Privacy Control

‘) eScan Rescue Disk Creation ﬂ Download eScan Service pack
ii? Restore Windows Default Settings Safe Mode Protection

@ Upload Samples @ Import / Export settings

Iﬂl Windows Essential Updates ﬁf USB Vaccination

h'g; Disk Defragmenter géa Registry Cleaner

Vulnerability Scanner @ Anti-Theft (Disabled)

éﬁ’ eBackup

[ ]
Q Scan r@ Update eScan Remote Support | Password | License Information | | Reports
. J

It gives you access todhvarious eScan TSS tools and it performs the following actions.
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eScan USB Stick Creation

You will have to burn the image on to a USB device before using it to repair/clean infected or

damaged systems. You can connect your USB to the device andiseldevice from the dregown
menu.

x]

eScan USB Stick Creation

Recording data to USB flash drive

The wizard will record data to a USB flash drive

Select the USB flash drive:
E =l

Warning : Please use only USB flash drives or USB hard drives to record eScan Rescue
ISO image. Do not use mp3-players, smart phones or similar devices.

Note: Booting from a USB drive depends upon additional BIOS configuration, hence
it may fail in some scenario.

— T

After selecting the device, clidkext>. It will prompt you to format the USB drive.

Confirmation

eScan TSS for Windows

Drive E}\ is not formatted. It is required to format drive to
continue,

Attention! All data on drive E:\ will be lost.

Do you want to format drive?
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Click Yes The process of recording the data in the USB will be initialized and you will get the
following screen:

]

eScan USB Stick Creation

Recording data to USB flash drive

The wizard is recording to a USB flash drive. It can take a few minutes...

Once the recording process is completed, you will get the following screen Netitk.

t3

eScan USB Stick Creation

Recording data to USB flash drive

Process completed successfully, Press next to continue,

TR i T
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Completing the Rescue USB stick Creation Wizaréppears. CliclEinish. The Rescue USB stick
will be created successfully.

X

eScan USB Stick Creation

Completing the Rescue USB stick Creation Wizard

'(.huut
ot DIGITAL

WORLD eScan Rescue USB Stick Creation Wizard is complete,

Click on Finish to exit.

eSgan

WWW.escanav.com
Copyright Microworld

Download eScan service pack

You can dowioad the latest eScan service pack directly from here. This will include all the latest
updates.
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Restore Windows Default Settings

You can restore the Windows® operating system settings, such as desktop and background settings,
to eliminate all thenodifications made by a virus attack by using this button. eScan automatically
scans your computer for viruses when you click this button and sets the system variables to their
default values.

» Virus scan

MWAY - eScand¥ Anti¥irus Toolkit

eScan

o _ 1 System Walues Set to defaulk succeszsfully,
#1.

of DIGITAL
WORLD —

Total Mur
Total Mur
Total Mur
Total Mur

Tatal Hun eS@an
Tatal Mur Y :
ﬂ-u:::;:lc::i::ui::‘rld

Tirme Ela
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Upload Samples

This functionality will allow you upload thsuspicious files that will be checked by eScan's R&D

team. You can click on this link, it will be redirect to our website, where you can upload the sample

and post your queries.

English (U.5.) v
Login ,
a e

Your email address

{'Home M SubmitaTicket ¥ eScanWiki &= eScan FAQs

Select a department

[Jremember me
1f you can't find a solution to your problem in our knowledgebase, you can submit a ticket by selecting the appropriate department below.
Lost passwerd Login
Departments

. ive Suppor O Support
ONLINE ® samples

Live Chat Software by Kayzko O Registration
O Europe Suppart

() False Positive

Next »

Import/Export settings

Thelmport/Export settings open a popup window. Teare two radio buttons that are as follows:
1 Export Settings The Export Settings exports the configured settings of your SOHO product.
Select bhe desired directory using tBeowse button and click oi©k. The setting gets saved
in the desired folder. Inase you need to change the settings you can import certain settings.

Import { Export settings

Select the following Operstion to do
(=) Export Settings
() Impart Settings

Select Directory
|C:'IPngram Files'eScanDEBUG, | °

NOOTE The default path for exporting the settingCisProgram Files\eScanDEBUG\

www.escanav.com
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1 Import Settings: The Import Settings radio button. Click on 8ewsebutton and import
the desired file containing the desired configuration.

Import{ Export settings

Select the folloyving Operation to do
() Export Settings
(%) Impart Settings

Select the File To Import

- B

Windows Essential Updates

It will update your system with the latest windows patch updates. eScan maintains a list of critical
Windows Update patches on every computer that aitabieafor free, whenever the user clicks on
Download Latest Hotfix (Microsoft Windows OS)option, it checks the computer for missing

patches on the OS by matching the installed patches with the released patch list in the database. The
missing critical Windows update patches are then downloaded and installed on the computer where
eScan is runmig. The database list is categorized on the basis of the operating system.

Il MicroWorld Download Manager (4.0.0122) o] ® =]

KB 2807986 on Wind: Present...

KB 28087 35 on Wind: Present...

KB2813170 on'Wind: Present...

' = ddding link for KBA0T2212 on \Win? ...

1 ¥ cnolce KBS82132 onwin7: Prezent... _

ot DIGITAL -2021 -D_3-D'I 10:53: 46 http://download. windowsupdate. com/d/medownload/update/software /secus/ 200
WORLD Connecting to 192.168.0.10:3127... Connected.

Prosy request zent, awaiting responze... 200 0K,

Length: 19729107 [19M) [applicationd actet-strear]

Saving to: "C:/Program Files/Common Files/Microbw/old MG AvindawsE. 1-kb401 221 2-286_6bb04439

-

0% 304K 213

.o 0% 7.28M 125
0% 1.47/M 125
1% 1.03M 145
1% 5.34M 122
1% 947K 138
L 1E123M 11

1 ||

Select tools o download Action
b A ESPATCH ESUPLATE Sl Darrilen
esc ari" Optiohz
1
Execute after download [ Stop Downioad ]
Www.escanay.com
Copyright MicraWoarld Uze [E Prosy [ Exit ]

USB Vaccination

The USB devices are used for various purposes, but while using them you may not be aware that the
system to which you are connecting is virus infected. When connected to such machines the USB

01 Certified Company
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devices also tend to get infected. So, to prevent such casas, ke introduced a feature wherein
you can vaccinate USB device, whenever needed. Once vaccinated it stays protected even if you
connect the flash drive to an infected system, it doesn't become a carrier to infection.

By default, theChoose a USB Drivalrop-down list andvaccinate button appears dimmed. It is
available only when you connect any USB device to your system.

To vaccinate, select an appropriate USB drive, which you want to vaccinate fr@hdbse a USB
Drive drop-down list, and click th&accinate button.

USB Vaccination

UZB Yaccination prevents viruses from infecting your USB Drives. You can undo
the vaccination later if needed.

Chooze a UZB Drive J

Close
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Disk Defragmenter

Disk Defragmenter is a system utility for analyzing local volumes and locating and consolidating

fragmented files and folders. Click on desired drive and clicR@mnagmentto do Disk
Fragmentation.

. , Disk Defragmenter (1.0.0.15)

Select | Drive name |Tu:uta| Space |Fwai|ab|e Space | Disk Status | File Twpe | Last Defrag | Recommendations

| Local Disk (iZ:) 39 GE 24 GB Good MNTFS Unknown Click, Analyze For info

Registry Cleaner

eScan will scan for issues in the selected registry entries, all issues found will be displayed in the
panel on the right. You can select / unselect the issues found by eScan and fix selected issues button

to fix the issues. eScan will fix the selectediessinstantly.

www.escanav.com
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Vulnerability Scanner

This option will check the vulnerability of the software installed on your computer for any kind of
weakness that can be used by the attacker to gain access to the information stored on your computer
without your perrission. Using the options present in Vulnerability Scanner module of eScan, you

can easily update the listed software's with the more secured version of the same.

Vulnerability Scanner

Program Mame Installed version Secure Version ‘ ‘Status Company Name
[=] VULMERABLE 3
Motepad++ : a free [GNU] source code editor  |7.7.1.0 7.83.0 @ Click to update Don HO donh@
WinRAR archiver 561.1.0 5.50.0.0 @ Click to update Alexander Rosha
Wireshark 2280 3.21.0 @ Click to update The Wireshark de
[=) LATEST 1
Firefox 85.0.2.7709 12020 @ Up-to-date Mozilla Corporat
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Anti-Theft (Disabled)

To activate the Ati-Theft feature on your system, you need tostgiand add your system on to the
eScan Antitheft Portal. The first time ever you open the feature on your windows system, it will ask
you to create an account on the dhéft portal and login with the same credentials on your system.

0 If you already have antheft portal login details for Android or iOS, you can use the sa
user details for windows system as well. If you already have an account refer step 7

NeTTE sectionSteps for Creating New Account

Steps for Creating New Account

1. Click Anti-Theft from the Tools option on the Quick Access Link and a window-Ahgft
will open.

Anti-Theft

Sign in with your eScan Anti-Theft account

Sign in with & valid eScan Anti-Theft account to activate Anti-Theft feature.
Sign up if you do not have eScan Anti-Thett account

Daon't have eScan Anti-Theft accourt? SiEn U oy
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2. Click Sign In and enter your login details if you already have an account or clickigimeup
now to create an accounpywill be redirected to My eScarogin page.

Total Security

My eScan Login

4

........

T
3
Cu

I

5

!

I
5
i'

Max. password length 15 characters

English (United States) G‘,

Forgot Password

Create new account
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My eScan Login

Create an account

Full name

Email Address

Re- Enter password

Max. password length 15 characters

language

English (United States)

Select security question

What is the name of your first school?

Answer

Please send me e-mail notifications on updates & offers.

| already have a account

5]

=]
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The following message will be displayed on screen.

eS¢a

Total Security
Thank you for register with eScan
Anti-theft console.

Your account for eScan's Control Panel
has been successfully created. However,
to complete the sighup process, you need
to activate it by clicking on the
confirmation link sent on your registered
emailid.

Click Here to go to Login Page.

4. You will receive an email on your registered email address with the following message; click
on theconfirm accountlink or copy paste the link in your browser.

Conpratulations on choosing eScan for vour security needs.

The amail-address was used to registar with eScan. Please click on
the below link to confinm vour registration
Confimm Account

OR

copv and paste the below link in vour browsar to complete the regls
tration process

http:ios.escanav.com/contentpage reconfimmation.aspx 1d=ED GH

HNAHHNHHANNHHNHHANEHANHHENCHENT HENAHE
NOHINNHHWAHHNFHGNMHENEHEN GHENOHENIHENL
HANAHENEGENEHENEHANCHENIHENLHLWCHFNAHE
&DJ

Pleas= contact us on support @ escanav com for assistance

Warm Fegards,
g5can Ant-Theft
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5. A confirmation as in the below image will be displayed on screen. Click drdreslink to
go back to the login page.

eSgan

Total Security

' My eScan Login

Account Verification

Thank you for register with eScan
Anti-theft console.

6. Now login on the system with the same credentials through eScan GUI.

Anti-Theft

Ermail Id |

Pazsward |

An active internet connection is recuire to login.
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7. After logging in, antitheft window will be displayed.

Anti-Theft

Flease login to Anti-Theft portal to change settings.  click here Sign QOut

These files/folders can be deleted through Anti-Theft portal.

File / Folder Mame

' 1 r

h A

b D

8. Click Add button on this page, a new wind@wid files and folderswill open, select the
object type (whether you want to add files or folders) on this window andBRimkse

Add files and folders

Object Type
() File

(@ Folder

" -

= D
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[=
[= Program Files

£ AdolescentGro
[ AdultGro

£ AntiTheftlmgs
[ ava32

£ ave32_winld
£ BOOT

[ browser

£ Build
] CORTOOLS 18

«-» D

10. You will be redirected té\dd files and folderswindow, Click Add on this window to add
the files and folders to the list.

Add files and folders

ra ™
It:' .‘h-pj'.-“ Thde i e b et Cibap
Object Type
i) File
i@ Folder
e -
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The files/folders added to the list will be displayed. You will have to add the files and folders that
have any kind of confidential information, these files and folders will be remotely deleted &om th
antitheft portal in case of loss or theft.

Anti-Theft

Please login to Anti-Theft portal to change settings.  dick here Sign Qut

These files/folders can be deleted through Anti-Theft portal.

File / Folder Mame
?C:\"-l-”-uu ] " SR IR S e T

Remove All

L A

-« G«

Anti -Theft Portal

Anti-Theft portal is an online portal that can be accessed through any computer, laptop, tablet or
phone atttps://antitheft.escanav.comFrom the anttheft portal you can trace the last location of

your lost or stolen system through this portal. The first time you login to the system, you will have to
register on the aitheft portal. This will help you in tracing your system in cases$ lor theft. You

can use the scream option to check if the phone is in the vicinity, if you still can't find the system, set
the system as lost / stolen on the inéft portal and the Locate, Scream, Camera, and Alert features
will be activated and wilbe performed on the system.

0 The lost/stolen system should be connected to the internet for efficient functioning of ¢
NOTE | features.

O 27001 Certified Company
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You can remotely execute the following commands through the it portal on to your lost
Windows systenalready added to it. On the attieft portal it will display all your Windows,

Android, and iOS devices that are added to the portal.
1. Login to the Antitheft website using the following link:
https://anti-theft.escanav.com/

Platforms A Home
& ios(0) .
Welcome to eScan Anti-Theft.
8 Windows (2) Please click on the tiles below to display the device list

# Android (0) ‘

0 2

O Know how to add a device.

i0s Windows Android

To add a new device to the console, follow the below steps.

* Open eScan App on device.

* Tap on the Anti-theft or Backup Restore module on the device.

* Tapon the Add Account button.

* Enter the same login credentials as used to login the Anti-theft console.

hitps://anti-theft.escanav.com/c aspx

2. SelectWindows from the menu.

eSgan -

Platforms ——

@ i0s(0)

' Android (0)
| ]

/ﬂ‘ Home

rtified Company
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3. Click your system name, it will display the attieft features that you can activate in case
your system is lost or stolen.

— ‘ﬁ' Home
| [P

SR TOR L R Last seen @ 4 Hours ago Ferd | Recovered Device. Reset Delete

My eScan

Screen Shot

Request Pending
View Details ©

Action Features

LETERTT T

Lock o Scream o Alert Data wipe
View Details © View Details © View Details © View Details @

i= Hardware Information +

ICopyright @ 2021 eScan. All rights reserved.

4. In case of loss or theft, click on the system name that has been dtsleor, the status bar
under it will display the system name again and when it was last seen.
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5. Click DevicelLost and this will allow you to enable the features locate, screenshot and take
photo by selecting the desired options.

Last seen @ 4 Hours ago &

6. Click Confirm to confirm that your system has been lost and to execute the commands
Locate, Screenshot, and Camera.

Set Device as lost

If you set your device as stolen, below command will be sent to the device.

Q Cal  _ o [

Locate Screen Shot J Take photo J

Are you sure you want to set this device as lost?

9 Locate: This option will allow you to locate the system in case of loss/theft. Click on
the Locate option on the antiheft portal and the last knowadation of the system
will be displayed on the map. Procedure to Locate the system:
1) Click Locate, the status will change ®equest Pendingthe status
will be updated as soon as the system is synced with the server. Request
pending indicates that your naest to locate the system is in progress.
2) View Detailsdisplays the Last Location of your system on a map. It
also shows details of last two successful executions of the Locate command.
9 Screenshot This option will take a screen shot of the system wherieigsynced to
the server.
1) Click Screenshot the status will change ®equest Pendingthe
status will be updated as soon as the system is synced with the server.
Request pending indicates that your request to take a screenshot is in
progress.
2) View Details displays the last two screenshots from the successful
execution of the screenshot command.
1 Take Phota This option will allow you to take a snapshot of the current user of the
system fom the webcam on clicking tti@ameraoption on the antiheft portal.
1) Click Camera, the status will change ®equest Pendingthe status
will be updated as soon as the system is synced with the server. Request
pending indicates that your request to take a snapshot is in progress.
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2) View Details displays the last two snapshots taken from your system.
Click Resetto reset thé\ction Featureson the system; these actions can be
performed on the system when it has been lost or stolen.

Action Features —

Data wipe

Lock Scream o Alert Data wipe
View Details © View Details @ View Details © View Details ©

There are following action features.

9 Lock: The Lock feature Wl block the system from any further access. You
will have to unblock the system by entering the pin provided on theteaiti
portal. On the antiheft portal, select your System Alias name and then click
Lock to remotely block your system, to unbloabuy system you will have to
enter the Secret Code provided at the time of executing the lock command.

1 Scream Scream will allow you to raise a loud alarm on the system; this will
allow you to trace the system if it is in the vicinity. Cli8kreamoption b
remotely raise a loud alarm on your system.

9 Alert: This option will allow you to send an alert message (up to 200
characters) to the lost system. This alert message will be displayed on the
screen; you can write and send any message for example: Rega#diack
or send your address or any kind of message to the current holder of your
system. With this option there will be higher chance of your lost system
being returned. Clicklert option to remotely send a message to your lost
system. Type in your @ssage in the send message section and click confirm.
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9 Data wipe The Data Wipe feature will delete all the selected files and
folders that have been added to the list to be deleted from the portal. Click
data wipe option to remotely wipe all the seledtkx$ and folders or only
delete the cookies and click confirm. Selectiietete Cookiescheck box to
delete cookies or select tBatawipe check box to wipe the data and click on
Confirm .

Please select anyone feature to proceed.

& &

Delete Cookies L Dﬁtawip? O

Confirm Close

You can also view the Activity log based on the device listed on the portal. To do the same, click on

Activity log:
ACffofy !,Og A Home
o
Device Log —

Select Device

Locate Command(s) for = PC-

Alert Command(s) for « PC-

L
Console Login Activity —

Mar 032021 02:20 PM  Logged in to console

Mar 032021 01:29 PM Logged in to console
Mar 012021 03:15PM Logged out from console
Mar 012021 03:12PM Logged in to console

Mar 012021 03:11 PM  Logged out from console

Points to remember:
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1 Successful execution of all the features is completely dependent on the internet connection on
the lost / stolen lapt

9 If the device is set as lost, the time taken for the device to sync with thtaefhfportal is
five minutes.

1 The Status for all the features and actions will remaRexgiest Pendingill the lost or
stolen laptop is synced with the eScan-#miit portal.

9 If the device is not set as lost, it will take ten minutes to sync with the¢heftiportal if the
system is connected to internet.

1 The @mera and Screenshot feature will savig tre last two successful executions on the
antitheft portal.

9 Once you have recovered your system, click matovered deviceto deactivate all the
features.
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eBackup

Taking regular backup of your critical files stored on your computer is very impaataittcan be lost

or damaged due to issues such as virus outbreak, modification by a ransomware or another user. This
feature of eScamotal Security Suite allows you to take backup of your important files stored am yo
computer such as documenthppos, media files, music files, contacts and so on. You can define the
path to store the backed up data either on your computer, CD/DVD, or USB Drive. It allows you to
schedule the backup process by creating tasks. The backed up data is stored in an &rongpiad

a folder secured by eScan's reale protection. You can create Backup jobs by adding files, folders

to take backup either manually or schedule the backup at a defined time or day.

How to Access eBackup?
Use the following simple steps to useagBup feature of eScan Total Security Suite:
1. Click on the Red shield of eScan Total Security present in the task bar to open eScan

Protection Center.

2. Click onToolsoption present at the bottom of the eScan Protection Center, you will be
forwarded to thedols Module of eScan Total Security, clieBackupoption. eBackup
window appeatrs.
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